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Quantum key distribution can provide unconditionally secure key exchange for remote users in theory.
In practice, however, in most quantum key distribution systems, quantum hackers might steal the secure
keys by observing the side channels in the emitted photons, such as the photon frequency spectrum,
emission time, propagation direction, spatial angular momentum, and so on. It is hard to prevent such kinds
of attacks because side channels may exist in many dimensions of the emitted photons. Here we report
an experimental realization of a side-channel-secure quantum key distribution protocol which is not
only measurement-device independent, but also immune to all side-channel attacks to the photons emitted
from Alice’s and Bob’s labs. We achieve a secure key rate of 1.73 × 10−6 per pulse through 50 km fiber
spools.
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Introduction.—The cyber security today is protected by
the modern cryptography, which is based on the computa-
tional complexity assumption. This assumption, however,
might be challenged by the progress in algorithm [1] or
super computer [2,3]. Besides, hackers may steal the
information from side channels instead of decrypting the
ciphered message. For example, one can attack the com-
munication terminals that store the secret bits by detecting
the physical effects like time shift [4], power consumption
[5], electromagnetic leak [6], sound variation [7], etc.
Guaranteed by basic principles of quantum mechanics

[8], quantum key distribution (QKD) generates information
theoretically secure keys [9–16] even if hackers have the
most powerful attacks that physical laws permit. However,
side channels may appear in practical QKD systems due to
device imperfections [15], leading to potential security
loopholes. Actually, device imperfections, especially those
in the detections, are the most serious threat to “prepare-
and-measure” QKD systems, such as time-shift attack
[17,18], detector-blinding attack [19,20], detector-after-
gate attack [21], and so on. Luckily, this can be solved
by measurement-device-independent QKD (MDIQKD)
[22–29], which is immune to all attacks to measurement
devices. But the problem of side channels from the source
still exists, leaving potential loopholes. Though the security

is proven with the ideal encoding state, it can still be under-
mined when there is difference in the side channels of the
emitted photons. For example, in a protocol using polarization
encoding or phase encoding, there can be imperfections in
side-channel space such as the frequency spectrum, the light
emission time, etc. These imperfections are highly possible,
because the encodings in the source inevitably operate on a
larger space. For example, the intensity modulation in the
source may also affect the timing and frequency of the pulse.
In such cases, the eavesdropper may acquire the secure keys
by monitoring the side channels only, without affecting the
encoding space. As a simple example, the eavesdropper may
distinguish the intensity by monitoring the wavelength. Thus,
the side channels actually undermine the security of practical
QKD systems, say, Eve may hide her presence perfectly in
performing the side-channel attack.
Recently, Wang et al. proposed an interesting side-

channel-secure protocol [30]. This protocol is not only
immune to all attacks in the side-channel space of emitted
photons, such as the attacks on the imperfections of the
frequency spectrum, emission time, nonideal propagation
direction, spatial angular momentum, etc, but also closes all
potential loopholes in detection, by adapting the measure-
ment-device-independent architecture, so it has a high
security level. Say, the protocol is secure under whatever
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attacks to photons emitted fromAlice’s and Bob’s labs, while
Alice and Bob only need to prepare their source states
correctly in operational space (the photon number space).
The only potential attack Eve can implement is the attack
against Alice’s or Bob’s setup inside their labs such as a
Trojan-horse attack through actively modifying the source
inside Alice’s and Bob’s labs by sending light. This can be
prevented by isolating the secure zone with proper isolation.
In the protocol, coherent state without any phase randomi-
zation is used as the source, so the decoy-state assumption is
not required; Alice and Bob only decide on sending or not
sending the coherent state for encoding, so no more modu-
lations are needed in the experiment. The only assumption in
the protocol is the perfect vacuum. The theoretically proved
side channel security of the emitted photons and the simple
operation in encoding are the essential differences between
the side-channel-secure QKD [30] and the twin-field QKD
(TF-QKD) [31], including the sending-or-not-sending (SNS)
protocol [32]. There are other protocols to achieve the side-
channel-secure protocols security [23,33–35], but this pro-
tocol [30] is the only one that can be implemented with
commercial products and reach long distance.
Here, we experimentally realize the side-channel-secure

QKD [30] over different distances. Secure key rate of
1.73 × 10−6 per pulse is achieved over 50 km. Precise
wavelength control and fast phase compensation have been
utilized to accurately control and estimate the phase
difference in the single-photon interference of two inde-
pendent laser sources.
Protocol.—We adopt the protocol with phase reference

pulses and phase postselection in Ref. [30] for our experi-
ment. As discussed in Ref. [30], by this option, instead of
using active phase compensation, we postselect those effec-
tive eventswith a condition that sufficiently limits small phase
errors. In this protocol, we assume the vacuum is perfect and
theupper boundof the intensity of thecoherent state is known.
For completeness, we write the full protocol here:
Step 1. At each timewindow, Alice (Bob) prepares a non-

random phase coherent state jαAi¼e−μ=2
P∞

n¼0½ð
ffiffiffi
μ

p
eiγAÞn=

ffiffiffiffiffi
n!

p �jni (jαBi ¼ e−μ=2
P∞

n¼0½ð
ffiffiffi
μ

p
eiγBÞn= ffiffiffiffiffi

n!
p �jni), where

αA ¼ ffiffiffi
μ

p
eiγA (αB ¼ ffiffiffi

μ
p

eiγB). With probability ε, Alice
(Bob) decides on sending and she (he) sends out the coherent
state jαAi (jαBi) to Charlie and puts down a classical bit value
1 (0) locally; with probability 1 − ε, she (he) decides on not
sending and she (he) does not send out anything and puts
down a classical bit value 0 (1) locally. These pulses (coherent
states or vacuum) are called signal pulses. She (He) also
prepares a strong reference pulse time multiplexed with the
signal pulses. The phases of the reference pulses are modu-
lated periodically and this will be presented in detail later. No
matter what she (he) decides, she (he) always sends the
reference pulse to Charlie. They define a Z̃ window as a time
window when either Alice or Bob decides on sending and the
other decides on not sending.

Note.—Different from the decoy-state method requiring
phase-randomized coherent states, here Alice and Bob are
required to use the nonrandom phase coherent states. Their
initial individual phases (γA and γB) are fixed during the
whole experiment. The reference pulse is introduced only
to carry the information about the phase, which is allowed
to be known by Eve according to the protocol. It has
nothing to do with either the bit value or the state of the
signal pulse (except the phase). Thus the introduction of
reference pulse does not affect the security.
Step 2. Charlie measures the signal pulses at the

measurement station between Alice and Bob and announ-
ces which detector clicks. If one and only one detector
clicks, this time window is regarded as an effective time
window. In addition, he measures the reference pulses and
announces the phase difference δ between Alice’s and
Bob’s pulses to learn the phase shifts in the channels. It is
shown schematically in Fig. 1.
Step 3. According to Charlie’s measurement results,

Alice and Bob keep the bits from all events in which the
phase difference δ satisfies the condition

jδj < Δ; ð1Þ
where Δ is the relative phase difference threshold, and they
announce the bit values of other bits, and then discard them.
Here, jxj means the degree of the minor angle enclosed by
the two rays that enclose the rotational angle of degree x,
e.g., j − 15π=8j ¼ j15π=8j ¼ π=8.
Step 4. Among the preserved bits, Alice and Bob take a

random subset u, through classical communication, to do
error test and parameter estimation. They announce all bit
values in set u through classical channel. They discard the
bits from the set u after the error test, and the set of
remaining bits is called the set v.
Step 5. Alice and Bob distill (by conducting error

correction and privacy amplification) the effective bits
from the set v, with the asymptotic key rate for the number
of final bits

nF ¼ nZ̃½1 −HðēphÞ� − fnvHðEvÞ; ð2Þ
where HðxÞ¼−xlog2x−ð1−xÞlog2ð1−xÞ is the entropy
function; nZ̃ (nv) is the number of remaining effective bits
from Z̃ windows (all time windows) in set v; ēph is the

FIG. 1. A schematic illustration of the side-channel-secure
QKD protocol.
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upper bound of the phase-flip error rate for bits in effective
Z̃ windows in set v; f is the correction efficiency factor
which we set f ¼ 1.1, and Ev is the bit-flip error rate of
effective bits in set v. The values of nZ̃ and ēph can be
obtained by the observed data of the set u asymptotically.
Equivalently, the key rate (per pulse) can be written as

R ¼ 1

Nt
fnZ̃½1 −HðēphÞ� − fnvHðEvÞg; ð3Þ

where Nt is the total number of signal pulses that Alice
(Bob) sends. The details of the calculation of the key rate
are shown in the Supplemental Material [36].
The essential idea of the side-channel-secure QKD

protocol [30] is that a real-life source is secure if there
exists a quantum process that can map a virtual ideal
source, which is proved secure, to this real-life source. In
our experiment, Alice and Bob each emits only one
coherent state and one vacuum state, and the vacuum state
has no side channel. Such a process that transforms the
ideal source to the real-life source must exist. Thus, the
protocol with a real-life source is still secure even if there is
side channel in the coherent state.

Experiment.—Our experimental setup is schematically
shown in Fig. 2(a). We use the time-frequency dissemina-
tion technology to accurately control the phase difference
in the single-photon interference of two independent
laser sources. Intensity modulators are used to control
the “sending” and “not sending” encoding. Finally, high
performance superconducting nanowire single-photon
detectors are used to meet the high efficiency requirement
of the pulses.
First, stable lasers with exact wavelength are required in

the remote single-photon interference in our experiment.
The wavelengths of Alice’s and Bob’s independent lasers
are locked with the time-frequency transmission technol-
ogy [37], through additional 50 km fiber spools shown in
Fig. 2(b). Alice uses a commercial sub-Hz laser source with
a central wavelength of 1550.1665 nm and it is internally
locked into her cavity; Bob uses a commercial kilo-Hz fiber
laser, locked to an ultra-low-expansion (ULE) glass
cavity with Pound-Drever-Hall (PDH) technique [38,39].
The final linewidth is approximately 1 Hz with a central
wavelength of 1550.1674 nm. Obviously, the frequency
difference of two laser sources about 112 MHz still exists.
Therefore, at Bob’s station, we insert an acoustic-optic
modulator (AOM) with a tunable carrier frequency to

FIG. 2. (a) Experimental setup. Alice and Bob modulate the phase-locked lasers with a phase modulator (PM) and three intensity
modulators (IM1, IM2, IM3). The PM is used to encode the reference pulses; the intensity modulator IM1 is used to set sending or not
sending of the signal, while IM2 and IM3 are used to set the intensities between the reference and signal pulses. Additional attenuators
(ATTs) in the secure zones are calibrated to set the proper output photon intensity. Charlie interferes and measures the light from Alice
and Bob with superconducting nanowire single-photon detectors. Polarization controller (PC), polarization beam splitter (PBS),
circulator (CIR), beam splitter (BS). (b) Alice and Bob lock the wavelength of their lasers with a frequency-locking system [37]. The
light transmits through an additional 50 km fiber. Acousto-optic modulator (AOM); Faraday mirror (FM); photodiode (PD); quarter
wave plate (QWP); ultrastable cavity (USC).
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compensate the frequency difference in real time. The
phase noise via the 50 km fiber spools is cancelled in real
time using another AOM with a carrier frequency of
40 MHz by Alice.
With these narrow linewidth coherent light sources

prepared, the next step is to encode. As for signal pulses,
only one intensity for sending is required. We use an
intensity modulator (IM) to modulate the signal to 240 ps
pulse duration for sending and to vacuum for not sending.
Based on the experimental conditions, we optimize the
coherent state intensity μ and the probability of sending ε.
The sending and not sending are determined by previously
prepared quantum random numbers, with only one inten-
sity modulation required. While the relative phase between
Alice and Bob is not stable: the fluctuation of the fiber
length and refractive index directly affect the relative phase;
the wavelength difference of the sources may also contrib-
ute to the phase drift.
In order to correct the relative phase drift, we adopt

strong reference pulses to estimate the relative phase
between Alice’s and Bob’s signal pulses [37]. For every
1 μs time interval, 100 signal pulses are encoded in the first
400 ns as sending or not sending; then in the following
440 ns, 4 phase encoded reference pulses are sent; the final
160 ns are used as the recovery time for the superconduct-
ing nanowire single-photon detectors (SNSPDs), with
vacuum states sent.
The relative intensities between signal and reference

pulses are modulated with another two IMs. All three IMs
are set to vacuum if the signal state is not sending to
increase the extinction ratio. To estimate the relative phases

in the fibers, a phase modulator (PM) in Alice’s station sets
the phase of her reference pulses to f0; π=2; π; 3π=2g
respectively, while all of Bob’s phase reference pulses
are set to π. Note that the phase modulation is only applied
to Alice’s and Bob’s reference pulses to estimate relative
phase drift in the fibers; the phases of the signals are always
set to 0. In another word, the phase modulation works only
as an estimation of the reference frame, thus it would not
introduce side channels to the system.
The signals from Alice and Bob are transmitted through

fiber spools respectively to the measurement station,
Charlie. The light is filtered with circulators to eliminate
the SNSPD backscattered light. Then polarization con-
trollers and polarization beam splitters are used to correct
the polarization before interference at Charlie’s beam
splitter. The additional loss of the optical components
are 4.31 for Alice and 4.32 dB for Bob. The interference
results are measured with two SNSPDs with detection
efficiencies of 82.0% and 84.0%, and recorded by a time
tagger. The dark count rate of the SNSPD is about 3 Hz, or
7.2 × 10−10 in a signal window.
We performed the side-channel-secure QKD over a

distance of 0, 20, 50 km standard optical fiber. The total
loss of 20 km and 50 km fiber spools is 3.99 and 9.95 dB,
respectively, with an attenuation coefficient of 0.2 dB=km.
For different fiber lengths, the total number of pulses sent
by Alice and Bob is set to 8.82 × 1011. The valid detections
are 291 520 690 and 111 514 074 and 27 979 651 for 0, 20,
50 km. For each pair of signal pulses, the relative phase
between Alice’s and Bob’s signal pulses is calculated with
the phase estimation procedure [37]. Next, a threshold of
relative phase difference Δ is set. Only the data with the
relative phase jδj < Δ are kept as raw keys, as in Eq. (1); for
all other detections, Alice and Bob disclosed the bit values
to calculate the state of the twin-field after phase post-
selection which is

ρ0 ¼ c1jα; αihα; αj þ c2jα; 0ihα; 0j
þ c3j0; αih0; αj þ c4j0; 0ih0; 0j; ð4Þ

where c1, c2, c3, and c4 is the proportion of the state jα; αi,
jα; 0i, j0; αi, and j0; 0i respectively after phase postselec-
tion (See Supplemental Material for details about the
calculation [36]). After the phase postselection, a portion
pt of the bits are selected as “test bits.” The values of the
test bits announced by Alice and Bob, as well as the
detections, are then used for calculating the number of
remaining effective bits in Z̃ window nZ̃ and the upper
bound of phase-flip error rate ēph. The test bits are then
discarded. In our experiment, the threshold of relative
phase difference is set to Δ ¼ 30° by optimization and
the test bits probability is set to pt ¼ 0.1. Results including
nZ̃ and ēph are listed in Supplemental Material [36].
Finally, we acquired secure key rates of 1.50 × 10−5,
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FIG. 3. Secure key rates. The magenta, blue, and red circles
represent the experimental key rates over 0, 20, and 50 km fiber
spools accordingly. The solid magenta, blue, and red curves show
the simulated key rates under three fixed intensities which we
applied in three experiments respectively. The dashed black curve
illustrates the optimized simulation results point by point.
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6.11 × 10−6, 1.73 × 10−6 per pulse for 0, 20, 50 km fiber
length. The key rate obtained in our experiment and the
theoretical simulation are plotted in Fig. 3. We note that the
actual state is not a perfect vacuum state when Alice (Bob)
decides not to send a coherent state due to the finite extinction
ratio of IMs. The total extinction ratio of signal to vacuum
through three IMs is 70 dB and after taking actual intensity of
“vacuum” state into consideration, the secure key rates only
decrease by less than 0.1% under the assumption that all
sources are stable in the whole space. (See Supplemental
Material for detailed calculation [36]).With our experimental
parameters, it is predicted that a more than 170 km distribu-
tion distance can be achieved with our setup.
Considering the system frequency, the secure key rate is

173 bps at 50 km which is magnitudes smaller than that of
70 kbps of MDIQKD [40], and 10 kbps to 1 Mbps of decoy
BB84 protocols [41–43]. The lower key rate is the price for
the high practical security, since we have to use very weak
coherent state to take the worst-case analysis in this protocol
guaranteeing the side-channel-secure property.
In conclusion, we have demonstrated the side-channel-

secure QKD protocol experimentally and obtained secure
keys over 50 km fiber spools. Our experiment shows that
emitted photon state side-channel-free and measurement-
device-independent security can be simultaneously achieved
in the QKD system with matured existing technologies.
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