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There exists a great gap between one-time pad with perfect secrecy and conventional mathematical encryp-

tion. The Yuen 2000 (Y00) protocol or az scheme may provide a protocol which covers from the conventional
security to the ultimate one, depending on implementations. This paper presents the complexity-theoretic
security analysis on some models of the YOO protocol with nonlinear pseudo-random-number-generator and
quantum noise diffusion mapping (QDM). Algebraic attacks and fast correlation attacks are applied with a
model of the YOO protocol with nonlinear filtering like the Toyocrypt stream cipher as the running key
generator, and it is shown that these attacks in principle do not work on such models even when the mapping
between running key and quantum state signal is fixed. In addition, a security property of the YOO protocol with
QDM is clarified. Consequently, we show that the YOO protocol has a potential which cannot be realized by
conventional cryptography and that it goes beyond mathematical encryption with physical encryption.
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I. INTRODUCTION

Although cryptanalysis on conventional ciphers still re-
quires an unreasonable amount of time, these ciphers may be
decrypted with new technological or mathematical advances.
A scheme of one time pad forwarded by quantum key distri-
bution (QKD) is one candidate to obtain provable security.
However, this essentially suffers from device imperfections
that limit the desirable gigabit per second key rate, network-
ing, and system stability. In addition, symmetric key encryp-
tion forwarded by QKD cannot improve the essential secu-
rity. Furthermore, a system based on QKD has difficulty in
being applied to the network infrastructure in the real world.

Meanwhile, in 2000, a different concept of quantum cryp-
tography was proposed. It is a kind of stream cipher random-
ized by quantum noise from measurement of signals with
coherent state. The scheme is called YOO protocol (Y00) or
a7 scheme [1,2] which consists of M-ary modulator for co-
herent states signals and pseudo random number generator
(PRNG) as a driver for basis selection in the modulator. The
most simple form consisting of a modulator and a linear
feedback shift register (LFSR) is the basic model for an ex-
planation of the principle. The security is designed by con-
trolling the quantum noise effect based on quantum commu-
nication theory.

YO0 protocol might be an attractive new quantum cryp-
tography which can realize the ultra high speed data encryp-
tion for optical networks. In fact, so far, many remarkable
experiments by the basic model have been demonstrated by
using phase modulation by the Kumar group [2,3] and inten-
sity modulation schemes by us [4]. Recently a system of
2.5 Gbit/s, 50 Km long in a field network has been demon-
strated by using the intensity modulation scheme with some
randomizations for running key [5].

If this type of quantum cryptography has provable practi-
cal security, it can be immediately applied to the real optical
networks, because it can be implemented by conventional
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optical communication realm and devices. To realize prov-
able practical security which means unbreakable in the real
world, we need a general model [1] of the YOO protocol
which consists of a general encryption box as the driver and
additional randomizations. The principle and basic features
of the security have been explained in [6,7]. They point out
that a complete security analysis on YOO protocol is still
difficult because there are so many parameters which the
designers can choose. Here let us classify the security levels
of a general model of YOO protocol which should be proved.

(i) Provable practical security against mathematical and
physical decryptions on stream ciphers.

(ii) Existence of unicity distance for ciphertext only attack
on key and known plaintext attack.

(iii) Full information theoretic security against known
plaintext attack in a weak power region.

As the first step, it is meaningful that one considers the
case (i) which is a concrete security analysis on specific
models of YOO protocol based on well-known attacks on con-
ventional stream ciphers.

Algebraic attacks and correlation attacks are the most ap-
propriate attacks on conventional stream ciphers. Especially,
an algebraic attack is powerful against nonlinear filtering
type of stream cipher [8-10]. A correlation attack [11,12]
which has been developed in conventional cryptology may
be a more meaningful attack on YOO type protocols than the
brute force attack and others. Recently, Donnet et al. pointed
out a weakness of the basic model by applying a fast corre-
lation attack [13]. Prior to their paper, we mentioned with
every opportunity that the basic model with very short key
length can be attacked by several correlation attacks. That is,
the criticism of the type of Donnet’s claim is not detrimental
for YOO protocol security. In fact, we have already shown the
fact that YOO protocol with quantum noise diffusion mapping
(QDM) has immunity against any conventional fast correla-
tion attack under the wedge approximation [14]. Even so,
there is still discussion on this issue.

Thus we are concerned with practical security of YOO pro-
tocol and conventional mathematical encryption. First, we
make clear a difference of purpose between YOO protocol
and one-time pad which provides the perfect secrecy. It is not
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the perfect secrecy but the ultimate security under the fixed
short key that YOO protocol aims at. It means the establish-
ment of a new theory for encryption protocol.

The purpose of this paper is to clarify what kind of gen-
eral property is attained by YOO protocol when an operation
is limited only to one period of the PRNG as running key
generator of YOO protocol. That is,

N< 2Kl 1, (1)

where N is a length of running key sequence. In addition, we
will clarify the difference of YOO protocol security from the
conventional stream cipher, by showing that any known al-
gebraic or correlation attack does not work. Furthermore, we
will give more detailed property of quantum noise diffusion
mapping: QDM which enhances effectively the quantum
noise effect even if the quantum noise is small. So it is
shown that any known algorithmic attack does not work as
the cryptanalysis on YOO protocol. Finally, we verify that
YO0 protocol has a great potential which cannot be realized
by conventional cryptography.

II. YUEN-2000 PROTOCOL

A. Basic model

Here let us describe the basic model of YOO protocol. The
transmitter of the basic model of YOO protocol consists of a
LFSR with a seed key(or secret key K,) and M-ary signal
modulator, and the receiver consists of the same LFSR as the
transmitter, but the optical receiver can employ a binary de-
tection. Alice and Bob share a secret key K. The key length
is | K| =100—1000 bits. The key is extended to a running key
by a LFSR. The length of the running key is |K| <2/% from
Eq. (1). The output bit sequence of the LFSR, i.e., the run-
ning key Ky is divided into blocks of log M bits, and each
logM bits is regarded as the running key: Kp
={1,2,...,K;,....}, and K;e{1,2,...,M}. A running key
sequence is called keystream. The function taking the run-
ning key to the signal phase of coherent state is called map-
ping or mapper. In the basic model, the regular mapping is
employed. That is, the mapping pattern from running keys to
bases of coherent states is given by the following relation:

K\ [1 2 3 4 .. M
L=|6|=|6 6, 0; 0, Ov | (2)
X o 1 0 1 ... O

where the mapping K;— 6; means that K;—{6;, 6;+ 7}, and
m>6,,,>6,>0, and x corresponds to the bit value on the
upper plane of the phase space, respectively. In this case, the
running key corresponds to the basis {|ae’?%),|ae’ ™)},
That is, when a running key appears, a coherent state basis
corresponding to the running key is chosen. Then, the data
x € X is transmitted by |ae'®) or |ae%*™) which is one of
the two coherent states as the basis. Quantum state sequences
emitted from the transmitter can be described as follows:

|\P‘> = |a(KR,X»l|a(KR,X)>2|a(KR,X)>3 .

= |ai>l|aj>2|ak>3 s (3)

where |a@,) is one of 2M coherent states, «;=|a|e’, and
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i,j,ke M=(1-2M). Alice and Bob have to design the num-
ber of basis and signal distance between the neighboring
states which satisfy

Kaylap > ~ 1. (4)

On the other hand, there is a simple modification in the
mapping process so called irregular mapping.

K\ [1 2 3 4 ..M
L=|0;|=|6y Oigs O bz ... 65| (5)
by 0 1 0 1 ... 0

This irregular mapping may provide good protection against
fast correlation attacks.

Let us specify the strategy of Eve who does not know key.
We have to consider two cases as follows.

(i) Eve does not know data bits.

(ii) Eve knows long data bit sequences.

In the first case, when Eve wants to get the data bit by her
measurement, she is required to use the quantum optimum
receiver for two mixed states which transmit the data O or 1.
In any situation, the data security may be guaranteed by an
appropriate design of signals. On the other hand, when Eve
wants to know the running keystream, she needs the quan-
tum optimum receiver [15] to discriminate the following M
mixed states in the case (i):

1 1
p(K)) = §|ai><ai| + 5|aM+i><aM+i , (6)
where i=1,2,...M. In the case (ii), the target becomes M
pure states.
If Eve uses a heterodyne measurement as a sub-optimum
mode by mode receiver, Eve’s ability can approximately be
evaluated by the following

1 1 [P
P(i+1]i)==- ?f exp(—/2)dt ~ 0.5, (7)
2 \1’277 0

where 7y=1|a|/2M for the phase modulation scheme [2,3],
and f=|pax— Qmin| /4M for amplitude or intensity modula-
tion scheme [4]. This corresponds to the error probability
between neighboring states, and gives the degree of the
quantum noise effect on the quadrature amplitude a. Thus
Eve has to measure the sequence, and errors in the measured
data are inevitable. Such an error may provide a randomiza-
tion by quantum noise at the measurement. This fact means
that YOO protocol is a cipher randomized by quantum mea-
surement noise. Despite that, Bob can decrypt the measured
data. Indeed the decision making of legitimate users contains
no error or few errors because of the measurement with the
key. This corresponds to no encryption for Bob. Thus, a cru-
cial point of YOO protocol is to realize an encryption by the
unavoidable error of Eve. So it is clear that YOO protocol is
an encryption by quantum noise.

B. Base of attacks

In physical cryptography, Eve’s sophisticated quantum
measurement cannot enable her to determine the quantum
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signals if she does not have the key. This is one of advan-
tages of the physical cryptography. In order to proceed her
cryptanalysis, Eve has to launch the conventional decryption
methods such as ciphertext-only attacks (CTA) and known
plaintext attacks (KPA), after her measurement. In the former
attack, Eve attempts to find plaintext or seed key only by
ciphertext. In the latter, Eve attempts to find seed key of
PRNG by many pairs of known plaintext and corresponding
ciphertext. However, a relation between CTA and KPA on
YO0 protocol differs from that of the conventional cipher. In
the conventional stream cipher, the ciphertext is given by the
data bit and the running key as follows:

Ye=X®K. ()

When the data sequence is totally random, the sequence of
ciphertext is also completely random. In YOO protocol, the
information of data and running key can be separately mea-
sured. That is, even if the data sequence is totally random,
running keystream does not have the complete randomness.
Thus, the ciphertext-only attack on key is very important for
YO0 protocol. This seems to be a weakness of YOO protocol,
but it is not for following reasons.

(i) Difference of security against CTA and KPA in the
conventional cipher is large.

(ii) Difference of security against CTA and KPA in the
YO0 protocol is small.

If we can guarantee the security against CTA on key for
Y00 protocol, it may automatically assures a sufficient secu-
rity against KPA and vice versa.

C. Quantitative criterion of physical process in attack

Each time slot conveying quantum state is called qumode.
We classify the model of the quantum detection method of
the attacker as follows.

(i) Individual qumode measurement which is mode by
mode measurement).

(ii) Collective qumode measurement which measure a se-
quence of quantum states as one quantum state.

These are formulated by quantum detection theory pio-
neered by Helstrom, Holevo, and Yuen [15].

In the case of the individual qumode measurement, the
quantum noise region which causes errors in Eve’s observa-
tion is not so large. Let I' be the number of error of running
key symbol due to quantum noise in this region [7]. In gen-
eral, I' is a function of xk=(a;,|a;): ['(|«|), here it is ap-
proximately given as

I'(|«|) ~ —:PSK,

M
o

T(|«|) ~ :ASK (or IMDD), )

|amax_ min|
where PSK is phase shift keying, ASK is amplitude shift
keying, and IMDD is intensity modulation and direct detec-
tion scheme, respectively. This adds the following complex-
ity by coherent state quantum noise to the PRNG as the
driver of the M-ary modulation in the model
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0, =(|«])/Ksllo (10)

This is called an assisted brute force search complexity [6,7].

All the conventional cryptanalyses on YOO protocol have
to be applied through the individual qumode measurement
process. Our main results will be shown on the security level
(i) listed in Sec. I based on this qumode measurement. The
collective qumode measurement will be shortly discussed in
Sec. IV.

D. General model of Y00 protocol

The basic model of YOO protocol consists of LFSR and a
simple deterministic mapping from running key to physical
signal. In some practical use, it is sufficient, but in general,
the basic model does not have sufficient security. Yuen has
emphasized that the original concept of YOO protocol in-
cludes more general model which consists of a general
PRNG and any kind of mapping scheme. So the fundamental
problem of the security of YOO protocol is how to design the
total system consisting of PRNG and M-ary modulator to
realize required security. Although as running key generator
we can employ LFSR as PRNG which cannot be used as the
conventional cipher, we are interested in how much security
is improved by replacing LFSR with nonlinear filtering in the
basic model. In addition, we would like to know what kind
of general property is obtained by using QDM and nonlinear
filtering.

In the following sections, we will give a security analysis
on a model consisting of nonlinear filtering as PRNG and a
simple regular mapping, and a model consisting of LESR or
nonlinear filtering and QDM against joint attack.

III. SECURITY ANALYSIS ON SOME MODELS
OF Y00 PROTOCOL

It is well known that the most powerful attacks on stream
ciphers are algebraic attacks [8—10] and fast correlation at-
tacks which are basically known plaintext attack on the con-
ventional cipher. In this section, we will clarify that both of
attacks do not work on the YOO protocol scheme with appro-
priate design, even when the key length is a relatively short
one like |K,| ~ 100.

A. Algebraic attack on Y00 protocol with nonlinear PRNG

When the basic model with LFSR is not sufficient for
proven practical security, we can introduce a general model
of YOO protocol. Here we will employ, as an example of the
general model of YOO protocol, a nonlinear PRNG and the
regular mapping, and show that the security as cipher of the
PRNG itself is not crucial.

1. Ciphertext-only attack on key

It is clear that the security of YOO protocol against
ciphertext-only attack on data is no question. However, the
real problem is ciphertext-only attack on key. In YOO proto-
col scheme, attackers can get the running keystream which is
independent of the sequence of plaintext, by direct measure-
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ment of M-ary signal. So this seems to be a weakness of YOO
protocol compared with conventional ciphers. However, it is
not true as shown in this section.

Let us assume that binary keystream scheme in which the
state of LFSR and keystream are composed of a sequence of
bits z;, and let L be the connection function that computes the
next state of the LFSR. Then we employ nonlinear Boolean
function f. A composite PRNG by LFSR and nonlinear Bool-
ean function is called filtering type. In the conventional cryp-
tanalysis, the problem is to find the initial state of the LFSR
given some output sequence {z;}. In the case of YOO protocol,
attacker has to measure {z;}, so the output sequence is dis-
turbed by quantum noise.

Here we apply the well known fast algebraic attack. It is
described as follows:

(i) Set up a system of equation in the unknowns K, and z;.

(ii) Reduce the overall degree in a precomputation step.

(iii) Insert the observed keystream bits into the identifiers
Z,‘.

(iv) Recover K by solving the resulting system of equa-
tions.

where the system means the PRNG as the driver of YOO
protocol. In order to explain the attack, we employ a nonlin-
ear filtering like the Toyocrypt cipher, because its property is
well known. In the Toyocrypt cipher, one has LFSR of 128
bits states, and the degree of the Boolean function f is 63.

Let (kg,k, ... ,k1»7) be the initial state of LFSR, then the
output of the nonlinear filtering is given by
20=flko.kys .. sk17),
21 =f(Llkoky, .. k127)),
2= f(L7(ko.ky, - Kki27))s
o= fL kookys - ki27)), (11)

where we assume N<2/5l. The goal of the attack is to re-
cover the initial state (kgy,k;,...,k;o7) of the LFSR from
some N keystream bits z,z;,..., by solving multivariate
equations. Many algorithms have been proposed to solve
such nonlinear multivariate equations, for example, XL algo-
rithm, Grobner bases method and so on [8—-10]. It is known
that XL provides a good method to decrypt the Toyocrypt
cipher, in which the system of equation becomes 2'® equa-
tions of degree 4 with 128 variables for 2'® observed bits.
Recently, it has been clarified that XL is a modification of
Grobner bases computation.

So the most general algebraic attack is an algebraic cryp-
tanalysis using Grobner bases. Here we apply an attack based
on the Grobner bases which can provide an efficient tool for
solving systems of polynomial equations such as Eq. (10).
First we have to set up the “ideal” I of the target system.
The ideal is given by the following set:
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IN=<Z0_f(k()’kla ’k127)’21 _f(L(k()’kl’ ’k127)), <o sdN
_f(LN_l(k()’kb »k127))>~ (12)

When |K,| <N, the system is called overdefined. The Grob-
ner bases computation gives a simpler list of generators of
the ideal. That is, the Grobner bases of the ideal gives the
solution of the system of equations. At present, the most
efficient algorithm to compute the Grobner bases is F5 algo-
rithm invented by Faugere [10]. The algorithm Fj first com-
putes the DRL (degree reverse lexicographic) order Grobner
basis of (zo—f(kgy,k;,...,k27)), and then a Grobner basis of
(zo=flko ki, .. king) sz = flL(ko Ky, ... sk127)]),  and  so
on.The complexity of the Grobner bases computation is
given by

O(|K 2%y > (™) > O(|K,|4), (13)

where the first term corresponds to the brute force search, the
second is a general complexity for the Grobner bases com-
putation, and the third is the best one at present under some
conditions, and where n=log(log|K,|)/log|K,|, d is the de-
gree of the polynomial, and w~3 is the exponent of the
complexity of the part of linear equations, respectively.

Let us consider the basic YOO protocol with running key
generator of the nonlinear filtering as an example. The run-
ning key is defined by log M bits of z;. By quantum noise,
some bits of log M bits suffer the error. The errors of YOO
protocol with the mapping Eq. (2) occur mainly at a few bits
of the lower position of log M bits. It is described by

Y t, (14)

(Zt+10g Moo Z43 D 3,240 D €2,2141 D €y)

where e; is error bit. The eavesdropper needs the consecutive
output bits of at least N=|K,| bits to solve the system of
equations with the number of variables |K,|. However, the
system of equation cannot be uniquely determined due to the
error of the measurement of |K,|/log M qumode sequence.
The possible number of the system of equations is

Neg= 0y = T'(|i) Ksllloe M (15)

Here F5 algorithm for the Grobner bases computation re-
quires consecutive bit sequence. Let us collect many mea-
sured bits N>|K,| as the running key in order to set the
overdefined equations. Then the possible number of equa-
tions for the overdefined system is

Neq - Q2 - F(|K|)N/log M (16)

To solve each N equations in Q,, Eve has the complexity Eq.
(12). Even if the running time to compute the Grobner bases
is zero, Eve still has Q, possibility, because she has no way
to determine which solution is correct in Q. Thus, the alge-
braic attacks on YOO protocol is not effective.

2. Known-plaintext attack

In the case of known-plaintext attack, Eve knows some
plaintexts and corresponding ciphertexts. In this case, the
error region of the running key is reduced by adjusting the
known plaintext. However, when we employ polarity chang-
ing which alternate between 0 and 1 in the same basis [over-
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lapping shift keying (OSK) in our paper [16]), the region
becomes the same as the case of ciphertext-only attack.

As mentioned in the above subsection, Eve can get the
running keystream independent of the sequence of plaintext.
The algebraic attack is the cryptanalysis to running key se-
quence itself in conventional cryptography, which means the
known-plaintext attack. Hence the above fact brings that the
knowledge on the plaintext does not help the algebraic attack
itself in this case. Consequently, there is no difference be-
tween ciphertext-only attack and known-plaintext attack in
the algebraic attack on YOO protocol. After the computation
of the Grobner bases, Eve still has possibility of Q;. How-
ever, in the known plaintext attack, she can try the brute
force search. That is, she can compare the known plaintext
with the result of the binary detection process with the pos-
sible key. So in principle, she can decrypt YOO protocol.
However the complexity is

0,0( K [4) 0, > 2/Ki (17)

where O(|K|%“) is the complexity for the nonlinear filtering
itself. In the case of the Toyocrypt cipher, that is small, but it
requires computation of O, times of the Grobner bases com-
plexity.

It is clear that the above feature on the security cannot be
attained by nonrandom ciphers of conventional cryptogra-

phy.

B. Fast correlation attack

As we have seen, the fast algebraic attack is an appropri-
ate attack to solve an overdefined system of error-free non-
linear equations. On the other hand, the fast correlation at-
tack is devised to solve an over-defined system of noisy
nonlinear and linear equations. It is defined as follows:

(i) The n-bits segment of the output sequence from the
LFSR with |K,| is regarded as a certain (n,|K,|) code.

(ii) The corresponding n-bit segment of nonlinear com-
biner output is the corresponding noisy codeword passing
through a binary symmetric channel with error probability
p=5—¢€.

(ziii) To find the initial state of one of many LFSRs assum-
ing known connection polynomial based on decoding theory.

Since a model of security analysis of YOO protocol can be
described by a noisy channel model consisting of running
key sequence as input and measurement result as output, it is
reasonable to apply correlation attacks to YOO protocol. Re-
cently, S.Donnet et al. have tried such an attack on the basic
model of YOO protocol with LFSR as running key generator
[13]. However, their method is basically equal to a conven-
tional fast correlation attack based on decoding algorithm
and provides an efficient result only against a toy model with
very short key length, because the correlation between run-
ning key sequence and measurement symbols is not effi-
ciently used. Consequently, a complexity of their method has
still exponential even for the basic model of YOO protocol
with a simple LFSR and the regular mapping. Hence, one
cannot say it is successful as Yuen and Nair have explained
[17]. We always emphasize that the basic model is a model
for the principle, though it has still good performance. Re-

PHYSICAL REVIEW A 76, 032307 (2007)

cently, many improved fast correlation attacks have been
proposed as “decimation attack” [18], “conditional correla-
tion attack” [19], and so on. These may be effective against a
noise model which come from the non-linearity, and provide
important improvement. However, in the case of YOO proto-
col, the noise is a real noise, and one can control the noise
effect by several ideas as shown in the following section.
Consequently, the success condition for the fast correlation
attacks can be broken. Thus, these attacks cannot provide an
essential improvement against the stream ciphers based
LFSR which allow long key length as YOO protocol based on
the real noise. In spite of the above fact, it is meaningful to
discuss how to apply the fast correlation attack on YOO pro-
tocol with a short key length nonlinear filtering like the Toy-
ocrypt cipher as the driver for the selection of basis of physi-
cal signals, when the quantum noise effect is small.

One cannot directly apply any fast correlation attack to
decrypting YOO protocol with nonlinear filtering. That is, one
needs to take into account the correlation between the run-
ning key sequence of the output of the nonlinear filtering and
the measured sequence as the major analysis. So we may
expect that YOO protocol with nonlinear filtering driver has
the great security against correlation attacks, as also pointed
out in [17] for any nonlinear ENC used for YOO protocol. In
the following, we will demonstrate this feature of YOO pro-
tocol. Since there are many types of correlation attack, we
show these features one by one. The first case is as follows.

(i) Precomputation of the linear complexity of the nonlin-
ear filtering.

(ii) Proceed the fast correlation attack on equivalent LFSR
with the linear complexity.

In general, the nonlinear filtering of the degree of d has
the following linear complexity

d

CL=E(|I?|) > K| =128 (18)

i=1

So the problem becomes that of fast correlation attack on
LFSR with the key length of C;. In the case of the Toyocrypt
cipher, C;,~2'%, and C,~2% for LILI-128. Thus, some
conventional fast correlation attacks do not work in practice.

The second case is to make a cascade channel model for
non linear filtering and quantum noise channel. A typical
method to make a channel mode is that of Siegenthaler [20]
to construct an equivalent combiner system of LFSRs, de-
pending on the nonlinear Boolean function. Basically this
uses properties of the cross correlation function between the
driving maximum length sequence of LFSR and the pro-
duced running keystream. But the method itself is not fea-
sible. On the other hand, the direct application of the fast
correlation attack on the filtering has no guarantee that it will
succeed. Some modifications are proposed based on the fast
correlation attack [21]. But they require a full period of the
LFSR output without an error, and there is no progress along
this purpose. Thus, in YOO protocol, such an idea is not fea-
sible.

Let us consider an application of the decimation attack as
the third case. In this regard, a dedicated fast correlation
attack on the basic YOO protocol consisting of a LFSR has
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been proposed [22]. The feature of this attack is basically to
use bits fraction with small error rate of log M bits sequence
translated from the measured running key symbol and to
solve appropriate many linear equations to identify the
LFSR. That is, it is a combined method of fast correlation
and algebraic attacks. When the driver is a LFSR, the output
sequence has information on structure of the LFSR per each
2| Ks| bits (linear complexity). So necessary equations may
become comparatively feasible. However, in the case of YOO
protocol with nonlinear filtering, the target is nonlinear and
their attack stands outside the scope of validness. If it is
regarded as an equivalent LFSR, the equivalent key length
against this attack is exponential, because the linear com-
plexity is exponential. So in their analysis, the complexity of
the processing also becomes exponential, even if the quan-
tum noise effect is so small. Thus, such an attack does not
work for a general YOO protocol model.

We have shown in this section that the present powerful
attacks on stream cipher do not work on the basic model of
YO0 protocol with nonlinear filtering as running key genera-
tor even when the quantum noise effect is small. Conse-
quently, YOO protocol has such an interesting property that a
security of the system is drastically improved by compensat-
ing a property of the quantum noise encryption and the
driver itself. We emphasize that the security of running key
generator as the driver is not crucial. In fact, the Toyocrypt
cipher can be completely decrypted, but it cannot if YOO
protocol is used on top.

In this section, we do not claim that YOO protocol with
nonlinear filtering as the driver can protect the security
against any conventional attack under the unlimited compu-
tational power, but in the next section we will discuss such a
possibility.

IV. QUANTUM NOISE DIFFUSION MAPPING: QDM
A. Scheme

The method mentioned in the above section is regarded as
a kind of product cipher of an encryption box and a physical
encryption part. In order to enhance the complexity of the
basic model, we can employ many different randomizations
on the physical encryption part itself.

These are realized by physical controls on the modulator
in YOO protocol such as keyed randomization, no keyed ran-
domization, and so on. We first describe a definition of keyed
mapping from running keys to physical signals as a param-
eter of coherent states. In the basic scheme, the mapping
function is given by Eq. (2). In general, although keyed ran-
domizations increase the attack complexity but they do not
affect information theoretic security of the basic model.
However, some schemes can provide a drastic complexity
increasing. Let us classify the keyed randomization.

Definition 1. A randomization that a mapping from run-
ning keys to signals is randomized by an additional running
key is called mixing.

Definition 2. A randomization that an additional running
key can enhance quantum noise effect is called quantum
noise diffusion mapping.
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Clearly a mixing is only to randomize the relation be-
tween running keys and signals. So they provide some im-
provement against certain weakness such as nonuniformity
of Eve’s error in the basic scheme. The latter case can im-
prove security. A polarity randomization belongs to this cat-
egory, but it affects only neighboring signal. So these are
partial QDM which cannot provide the full diffusion effect
'=m.

Even when the quantum noise effect is small, we can
attain full diffusion by the quantum noise diffusion mapping
(QDM) which was introduced by us [14]. In fact, it has been
shown that QDM provides immunity against fast correlation
attacks without any additional quantum effect.

Let us explain the basic idea. The encryption scheme con-
sists of many mapping patterns, two linear feedback register,
and M-ary modulation. The first LESR with K; is used to
choose a mapping pattern from many mapping patterns
Ly,Ly,L,,.... However, each mapping pattern of the set
{£;} is designed as follows:

K\ (1 23 ... M
£0= 05 = 01 02 03 GM .
X o 1 0 ... 1
2 3 M 1
£1= 01+5 02+5 GM_1+5 0M+5 ,
0 1 0 1
3 4 1 2
Ly=|6,+25 6,+20 ... Oy_1+20 0y+26|,
0 1 0 1
M M-1
EM—l: 01+(M—1)6 9M+(M—1)5 5 (19)
0 1

where 6=|6,,,—6;|/M, and 6, is the phase of the mapping
pattern L,. This resolution is designed by Alice, but Bob
does not need this resolution and his receiver scheme is the
same as the basic YOO protocol. That is, he uses the same
binary detection.

The crucial point of this method is the shift permutation in
the mapping and the size of 6. A mapping pattern is chosen
by the random sequence of log M bits from the first LFSR
with K. After the selection of the mapping pattern, the sec-
ond LFSR with K, assigns which basis should be used to
transmit the information bit. Figure 1(a) shows a signal con-
figuration with QDM, and 1(b) shows the relation among
signal phases, running key, and data bits. Since both LFSRs
are shared between Alice and Bob, the error performance of
Bob has no serious degradation even the signal is received
passing through the optical channel with energy loss.

In the implementation of this scheme, these two LFSRs
should be completely independent of each other. That is,
log M bits for £; from LFSR, and log M bits for K; from
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Signal phase
93”'5J+« ------ 6 5
- - 5 0
o =<------ 4 0
—— 0, «-- Ki=3 X=0
= oo 1 1
- - M 1
62+J 8<—é—<— ______ 5 1
- - 4 1
9 < 3 1
+92<--- KI=2 X=1
(o= <------- M 0
o - M-1 0
0,+;-85< e . 0
- - 3 0
- .- 2 0
\-.-61*" Ki=1 X=0
. Running key Data, X
for basis, Kj

(b)

FIG. 1. (Color online) (a) Phase signal configuration of quantum noise diffusion mapping and (b) a relation among phase signals, running
key, and data bit. ¢ is the phase of £;. j is the index of £; and & is |6,—6,|/M.

LFSR, should be independent. Here we shall point out some
properties of QDM.

(i) From Eve’s view of point, the driver as the target for
decryption can be looked at as one LFSR with seed key K|
or K.

(ii) When one of two seed keys is recovered, the total
system is broken such as

P(K|L))=P(L]K)=1. (20)

However, both keys are completely hidden by quantum
noise.

B. Mathematical decryption

Here let us apply mathematical attacks which mean cryp-
tanalysis based on the data observed from individual quan-
tum measurements.

When the scheme of YOO protocol with OSK, Eve has to
discriminate 2M? quantum states which have the phase dif-
ference o to get information on data bits or running key for
COA and KPA. The quantum noise in quantum measure-
ments such as heterodyne receiver affects several states close
to the true phase. That is, the standard deviation of the mea-
sured phase 6,, of mesoscopic coherent states {|a;)} is given
as follows [23]:

o=A06,,>gl6 -6,

. (21)

where g is an integer. It is easy to design the system for g
<10 such that Ag,, is several times of |;,,— 6;|. Even if Eve
can employ the quantum optimum receiver [15], the relation
described by the above equation can hold by designing the
number of M and the signal energy |a]’.

Here we show more detailed property of the quantum
noise diffusion mapping. Let 6, be the actual signal phase as
shown in Fig. 1. It is described by a function when we em-
ploy our QDM scheme [14] as follows:

Gs = HS(X,Ki,Ej), (22)

where L; is chosen by the running key from the first LFSR,
and K; is the running key from the second LFSR. Actually
the information data bit x is sent by one of phases of the
basis determined by K; in the mapping pattern £;. Signal
phases 6, of 2M? are uniquely determined by the parameters
of (x,K;,L;). From 6, the measured phase 6, is diffused
according to a probability density p(6,,|6,) which corre-
sponds to the quantum noise. Let us remind the wedge ap-
proximation, where-upon a quantum measurement the mea-
sured phase 6, is uniformly distributed within a standard
deviation: A#6,, around 6, and zero outside.

In order to launch a cryptanalysis on the YOO protocol
seed key, Eve surely needs the exact information of the run-
ning keys of two independent LFSRs from her quantum mea-
surement. The effect of the quantum noise is not big enough.
That is, the region that Eve cannot distinguish phase signals
is only A#6,. As a result, Eve can know a crude position of
the signal on the phase space from her measurement. So she
can obtain the information on the combination of log M bits
for £; and log M bits for K;. As mentioned in the previous
section, when we employ the independent two LFSRs, the
information of the combination does not have an important
meaning to the cryptanalysis.

Here let us assume that Eve’s receiver is heterodyne or
quantum optimum one. In any case, we have simultaneously
as follows:

P(Kt|6m) = P(Kz) = v em’

L

M
1

PLJ6,) = P(L) =~ V6, (23)

where the above equations are also independent of the plain
text (see Fig. 1). This means that the scheme provides ran-
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LFSR1 LFSR2
K1 Ky
Running key Running key
for mapping pattern Quantum noise region for basis

K;: log,M [bits] of phase measurement K : log,M [bits]
A8, (1)
A, (2)
A, (3)

AB,, (4)

X
- IIII
27/
&

M-1 M-1

M

FIG. 2. (Color online) Configuration of noise effect to running
key information. Running key K; from the left LFSR1 selects £;,
and running key K; from the right LFSR2 selects basis K; itself. All
running keys for both basis and pattern are simultaneously hidden at
any point on the full circle.

domization on the seed keys of both LFSRs (see Fig. 2).
Thus, for K; and L;

0, = MIKlloe M — oIK{|, (24)

On the other hand, this gives simultaneously that the error of
per bit level (compare Fig. 3 of Donnet [13]) is % for all of
log M bits. Thus YOO protocol with QDM has no question
against any fast correlation attack and algebraic attack. Since
K; and L; on the drivers of the modulator have full error, any
kind of conventional mathematical algorithm for decryption
based on the individual attack does not work. That is, there is
no short cut under the operation N< 21Kl—1 whenever the
wedge approximation is valid. Thus YOO protocol with QDM
may provide just about ideal performance in the sense of the
conventional cryptography. Even so, one cannot say that it
has information theoretic security of even any level. In prin-
ciple, YOO protocol with QDM may be decrypted under the
unlimited computer by joint attack which is a brute force
attack.

C. Physical decryption

The cryptanalysis discussed in the above section claims
that one can basically protect against mathematical decryp-
tion on the data observed from quantum measurement. On
the other hand, there is a possibility of attack based on signal
detection process. We here call it “a physical decryption.”
That is, it attempts directly to determine the running key-
stream by quantum detection scheme. If Eve can determine
the exact running keystream, she can pindown the seed key
by conventional cryptanalysis on the PRNG as the driver of
Y00 protocol. We have two types such as “individual qu-
mode detection process” and “collective qumode detection
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process.” The latter is called “joint attack,” when the process
consists of both optimizations for collective qumode mea-
surement process and cryptanalysis on PRNG. In the follow-
ing, we describe mainly properties of the former type.

1. Basic model and QDM

Here let us assume that the attack is KPA and the PRNG is
LFSR. In this case, the determination of the keystream of the
length of |K,| is equal to decryption. The model is described
in the following. One sequence of coherent states emitted
from the transmitter is regarded as a code word state of the
length |K,| or as one quantum state on the extended space
H®". So a number of possible code words is 25, Eve’s
problem reduces to discrimination for such 21Kl code words
with minimum error probability. Quantum states for the code
words are

|‘P1>: |al>]|al>2|ae1>3 |al>m9
|‘I’2> = |a2)1|a1)2|a1)3 Tt |a/1>m7

|\p3> = |a1>1|a2>2|a1)3 T |a1>m7

[P ) = ladilands - [apdms (25)

where m=|K|/log M, and N is the number of code words.

Our target is to solve the following formula from known
Helstrom-Holevo-Yuen formalism for quantum detection
theory [15]:

ﬁe=minAi[2 (1 - (I wy).

or

ﬁd=1_ﬁe7 (26)

where {I1;} is detection operator or POVM (positive operator
valued measure) which represents general quantum detection
procedures, |\V;> er’m means a state of m length of M
coherent states. This gives an evaluation of the decryption
error.

As the first step, let us describe a physical decryption by
the individual measurement. The detection operator can be
constructed for each slot by so called square root measure-
ment as follows [24-26]:

wy=G"ay, i=12,....M, (27)

II;= |Mi><Mi

>

where

G= E |ai><a’i| (28)

and where G is Gram operator, and its Gram matrix is given
by
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(a)|ay)y (ajlay) (aj]as) ...
(a]ay) (a]ayy ...
= . 29
¢ <a3|a1) <a3|a2> . (29)

Let \; be eigenvalue of the Gram matrix. The correct detec-
tion probability is, in general, given by [24,25]

Pu= gl W[ (30)

The quantum gain comes from the cross term of eigenvalues

—_—

in the above formula, for example, VA\;. To calculate the
eigenvalues of the Gram matrix with large size is difficult.
However, we can simplify the eigenvalue problem when

2l 1=
|K|2 — |<ai+1|ai>|2 —¢ 2|a|*[1-cos(m/M)] _ 1. (31)
By numerical simulation, we have

M-1
M

2

Pd"’]—

|«]?, |&>~1. (32)

As a result, the detection probability of the code word is

ﬁd~(1-M_l|K|2>m. (33)

M

This can be compared with Q,=T(|x|)™ [see Egs. (9) and
(10)] as follows:

~ M-1 mn 1 mn
Pdw(l‘ '“') >Q11=<r<|xl>>’ (34)

where T'(|x|=1)=M. The last term is the detection probabil-
ity under the wedge approximation.

When we have QDM, in the above formula, the « be-
comes

|K|2 — e—2|a\2[1—cos(~n'/M2)] — 1 (35)
because of 7/M?~0. Consequently, we have

P, ~ 27Kl (36)

When Eve can get long data such as /X m, the detection
probability is

ﬁdlzzﬁd:lﬁch (37)

Let us describe the case of the collective qumode mea-
surement which may have a quantum gain in the quantum
detection problems [27]. Performances and upper bounds of
error probability of quantum code words is discussed in [28].
In this case, the Gram operator and the detection probability
are given by

é = Z |\Pi><q’i| (38)
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E \“Ki ?

i

(39)

~ 1

P d= ./\_fz
An application of this scheme to the physical decryption has
some difficulties. So we cannot give a result at present. How-
ever, in 2006, Nair gives a formula on upper bounding of the
error probability in the case of known plaintext attack, ap-
plying a conceptual sequential decision processing on whole

Hilbert space H-" which can apply to any length of observed
data [29].

2. Combination of DSR and QDM

If one cannot realize the ideal QDM which has |«|>—1,
one can apply a combination of DSR and QDM. The delib-
erate signal randomization (DSR) is an attractive method to
enhance the security of YOO protocol [1,17]. It requires some
error correcting code to avoid the degradation of Bob’s de-
coding process. The crucial point of the QDM is that it pro-
duces many regions on whole circle of phase plane which
involve the full error on symbols for running key and map-
ping pattern (see Fig. 2). So even the quantum noise effect is
small, Eve suffers the full error on symbols of running key
and mapping patterns.

{Ki"cj} v (17]) = Aam(l)

(40)

In order to randomize the running key sequence against key
correlations across data bits, we can employ DSR which
cover A#,,. Thus the advantage of this model is that one can
use DSR to the periphery of the real signal, and there is no
degradation in Bob’s measurement. This is an important, be-
cause full DSR gives degradation for Bob as shown by nu-
merical simulation [30]. By such a model, also we can ex-
pect both improvement of the wedge approximation and an
essential improvement of the security.

The DSR in this case requires additional noise depending
on true signal. Let g(6,|6;) be the probability distribution of
DSR. The effect of DSR is described as follows:

1
p(0m|0.s) = J p(0m|0})g(0v|0¥)d0y = 59 (41)

m

where p(6,|6,) is the probability distribution of the mea-
sured phase when the signal is 6,. Then it is described as
follows:

ﬂs = ﬁs(x,Ki, ,C], rk), (42)

where the randomization r;, comes from DSR by random
noise. If we employ DSR by Gaussian noise, each signal
state is Gaussian mixed state as follows:

ps=ffg(ay|as)|ay><a}'|da)’ Vs (43)

The signal set that Eve has to discriminate is Gaussian mixed
states of 2/5. When the signal state is Gaussian mixed state
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with a small signal to noise ratio, the quantum gain by the
quantum optimum detection scheme in the collective and
also individual quantum measurement becomes negligible
and the optimum receiver becomes heterodyne receiver [31].
That is, when signal sets are pure states, the gain is the larg-
est. So we do not need the full quantum analysis to get the
error probability for this case. In general, the probability dis-
tribution of quadrature amplitude for the measurement of
signal phases in the semi-classical analysis is Gaussian:

P xy: 0% x40 0,) ~ G(xoxy: 0,)x,,x,:0,). (44)

Since we assume only the deliberation to cover a narrow
range A, it does not affect the error performance of Bob.
We can apply the formula of multiary by using heterodyne
receiver and the result is

~ M-1 |a|m/M* | ™
P,~|1- erfc , (45)
M o

where the part of erfc(/) corresponds to the error probability
between neighboring signals, and o is the variance of the
probability distribution of

p(xzx,) = Trp,I1(heterodyne) (46)

and it is related to the DSR region driven by other noise
source, and given by Eq=|a’|7T/M20'. Thus one can easily
have

Py~ 271Kl (47)

This suggests that this scheme may have the best security
performance in the class of YOO protocol consisting of high
power laser and high speed LFSR. Here we have discussed
only the case of individual qumode measurement. In the sub-
sequent paper, we will discuss properties on collective qu-
mode measurement.

V. CONCLUSION

We have discussed differences of the feature of security of
the conventional ciphers and the YOO protocol. In the case of
the basic model of the YOO protocol, one cannot attain the
information theoretic security against ciphertext-only attack
by only perfect random data (plain text), while it is done in
the case of the conventional cipher. This seems a weakness,
but it is not. Yuen has emphasized that even if the basic
model of the YOO protocol has such a feature, a general
model of the YOO protocol may provide security which can-
not be attained by the conventional cipher in the sense of
both complex-theoretic and information-theoretic security.
This paper has provided concrete examples to show that the
Y00 protocol indeed has the potential to greatly improve
security beyond conventional cryptography.
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QDM DSR
KSl KSZ
PRNG PRNG
A8,
{Mapping patterns} Analog phase _

M- dulati _l_‘ i
ary modulation shifter

Quantum
measurement

Random noise

FIG. 3. (Color online) An experimental implementation system
of the generalized quantum noise diffusion mapping. This is appli-
cable to ASK when the shifter is replaced by amplitude modulation.
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APPENDIX (EXPERIMENTAL FEASIBILITY)

In order to realize DSR+ QDM model, we need a signal
dependent random noise, because the diffusion region de-
pends on the signal phase: 6,. Here we show how to intro-
duce DSR by random noise in practice. Figure 3 shows a
concrete scheme of an implementation of the model. As
shown in Fig. 3, one can obtain the high speed random noise
by the measurement of a part of the transmitted light. This is
one realization of the high speed random noise generation
proposed by Yuen, and is also an application of quantum
effects of the coherent state. The part of DSR in the system
requires analog phase shift modulation for PSK and ampli-
tude shift for IMDD without delay between noise generation
and the data slot. Since the data rate of our system is
2.5 Gbit/s at present, and 10 Gbit/s at the next system, we
need to check the feasibility of the analog modulation
scheme by noise as described in Fig. 3. Our present experi-
mental system of the YOO protocol based on IMDD already
has a DSR by LFSR with the same key length as LFSR for
the running key [32]. So we have tried to exchange the LFSR
for DSR to quantum noise obtained from the direct measure-
ment of the coherent state transmitted from the transmitter in
our IMDD scheme, and confirmed the feasibility of such a
scheme at 2.5 Gbit/s. We still have difficulties for an imple-
mentation of a part of QDM, because we need a high speed
modulator which can accept signals driven from the many
mapping patterns. However, in the subsequent paper, we will
report the detailed experimental results on the IMDD system
with the combination of DSR by noise and QDM for a met-
ropolitan network with 200 km long in a city.
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