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Quantum key distribution (QKD) is the first quantum information task to reach the level of mature
technology, already fit for commercialization. It aims at the creation of a secret key between
authorized partners connected by a quantum channel and a classical authenticated channel. The
security of the key can in principle be guaranteed without putting any restriction on an eavesdropper’s
power. This article provides a concise up-to-date review of QKD, biased toward the practical side.
Essential theoretical tools that have been developed to assess the security of the main experimental
platforms are presented (discrete-variable, continuous-variable, and distributed-phase-reference

protocols).
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I. INTRODUCTION

A. Cryptography

Cryptography is a field of applications that provides
privacy, authentication, and confidentiality to users. An
important subfield is that of secure communication, aim-
ing at allowing confidential communication between dif-
ferent parties such that no unauthorized party has access
to the content of the messages. This field has a long
history of successes and failures, as many methods to
encode messages emerged throughout the centuries,
with the codes always broken some time later.

History need not repeat itself forever, though. In 1917,
Vernam invented the so-called one-time pad encryption,
which uses a symmetric, random secret key shared be-
tween sender and receiver (Vernam, 1926). This scheme
cannot be broken in principle, provided the parties do
not reuse their key. Three decades later, Shannon
proved that the Vernam scheme is optimal: there is no
encryption method that requires less key (Shannon,
1949). This means that the key is being used up in the
process. To employ this scheme, therefore, the commu-
nicating parties must have a secure method to share a
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key that is as long as the text to be encrypted. Because
of this limitation, which becomes severe when large
amounts of information have to be securely transmitted,
most cryptographic applications nowadays are based on
other schemes, whose security cannot be proved in prin-
ciple, but is rather based on our experience that some
problems are hard to solve. In other words, these
schemes can be broken, but with a substantial amount of
computational power. One can therefore set a security
parameter to a value such that the amount of required
computational power lies beyond the amount deemed to
be available to an adversary; the value can be adjusted
in time, along with technological advances.

The picture has changed in the last two decades,
thanks to unexpected inputs from quantum physics. In
the early 1980s, Bennett and Brassard proposed a solu-
tion to the key distribution problem based on quantum
physics (Bennett and Brassard, 1984); this idea, indepen-
dently rediscovered by Ekert a few years later (Ekert,
1991), was the beginning of quantum key distribution
(QKD), which was to become the most promising task of
quantum cryplogmphy.1 Since then, QKD devices have
continuously increased their key generation rate and
have started approaching maturity, ready for implemen-
tation in realistic settings.

In an intriguing independent development, ten years
after the advent of QKD, Peter Shor discovered that
large numbers can in principle be factorized efficiently if
one can perform coherent manipulations on many quan-
tum systems (Shor, 1994, 1997). The factorization of
large numbers is an example of a mathematical task con-
sidered classically hard to solve and for this reason re-
lated to a class of cryptographic schemes which are cur-
rently widely used. Although quantum computers have
not been realized yet, the mere fact that they could be

!Quantum cryptography is often identified with QKD, but
actually comprises all possible tasks related to secrecy that are
implemented with the help of quantum physics. The first ap-
pearance of a link between secrecy and quantum physics was
Wiesner’s idea of quantum money, which dates back to the
early 1970s although published a decade later (Wiesner, 1983).
To our knowledge, nothing else appeared before the Bennett
and Brassard first QKD protocol. In 1999, two new tasks were
invented and both were given the same name, quantum secret
sharing. In one case, the protocol is a multipartite generaliza-
tion of key distribution (Hillery, BuZzek, and Berthiaume, 1999;
Karlsson, Koashi, and Imoto, 1999); in the other case, it refers
to the sharing of secret quantum information, i.e., the goal is
for the authorized partners to share quantum information (in-
stead of a list of classical random variables) known only to
them (Cleve, Gottesman, and Lo, 1999; Crépeau, Gottesman,
and Smith, 2005). Other examples of cryptographic tasks are
bit commitment or oblivious transfer; for these tasks, in con-
trast to the case of QKD and secret sharing, quantum physics
cannot guarantee unconditional security (Lo, 1997; Lo and
Chau, 1997; Mayers, 1997) and therefore their interest seems
limited—though new paradigms such as “bounded-storage
models” may change this perception in the future (Damgaard
et al., 2005, 2007; Wehner, Schaffner, and Terhal, 2008).
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FIG. 1. (Color online) The setting of QKD: Alice and Bob
are connected by a quantum channel, into which Eve can tap
without any restriction other than the laws of physics; and by
an authenticated classical channel, into which Eve can only
listen to.

built might threaten the security of some cryptographic
schemes.

This review focuses therefore on the cryptographic
task of key distribution, and in particular on its realiza-
tion using quantum physics. Note that a secret key
serves many useful purposes in cryptography other than
message encryption: it can be used, for example, to au-
thenticate messages, that is, to prove that a message has
indeed been sent by the claimed sender.

B. Basics of quantum key distribution

Here, we introduce the basic elements of QKD, for
the sake of those readers who are not familiar with the
field. Alternative presentations of this material are avail-
able in many sources, ranging from books (Lo, 1998; Ek-
ert et al., 2001; Le Bellac, 2006; Scarani, 2006) to other
review articles (Gisin, Ribordy, Tittel, and Zbinden,
2002; Dusek, Liitkenhaus, and Hendrych, 2006; Lo and
Zhao, 2008).

1. Generic setting

The generic settings of QKD are shown in Fig. 1. The
two authorized partners, those that want to establish a
secret key at a distance, are traditionally called Alice
and Bob. They need to be connected by two channels: a
quantum channel, allowing them to share quantum sig-
nals, and a classical channel, on which they can send
classical messages forth and back.

The classical channel needs to be authenticated: this
means that Alice and Bob identify themselves; a third
person can listen to the conversation but cannot partici-
pate in it. The quantum channel, however, is open to any
possible manipulation from a third person. Specifically,
the task of Alice and Bob is to guarantee security
against an adversarial eavesdropper, usually called Eve,’
tapping into the quantum channel and listening to the
exchanges on the classical channel.

By a guarantee of security we mean that a non secret
key is never used: either the authorized partners can
create a secret key (a common list of secret bits known

*This issue will be discussed in more detail in Sec. VIILB.

>The name, obtained from assonance with the English term
“eavesdropping,” is well suited for someone whose task is to
mess things up.
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only to themselves) or they abort the pro‘[ocol.4 There-
fore, after the transmission of a sequence of symbols,
Alice and Bob must estimate how much information
about their lists of bits has leaked out to Eve. Such an
estimate is obviously impossible in classical communica-
tion: if someone is tapping into a telephone line, or
when Eve listens to the exchanges on the classical chan-
nel for that matter, the communication goes on unmodi-
fied. This is where quantum physics comes into the
game: in a quantum channel, leakage of information is
quantitatively related to degradation of the communica-
tion. Next we delve a bit deeper into the physical rea-
sons for this statement.

2. The origin of security

The origin of the security of QKD can be traced back
to some fundamental principles of quantum physics.
One can argue, for instance, that any action by which
Eve extracts some information out of quantum states is
a generalized form of measurement; and a well-known
tenet of quantum physics says that measurement in gen-
eral modifies the state of the measured system. Alterna-
tively, one may think that Eve’s goal is to have a perfect
copy of the state that Alice sends to Bob; this, however,
is forbidden by the no-cloning theorem (Wootters and
Zurek, 1982), which states that one cannot duplicate an
unknown quantum state while keeping the original in-
tact. Both these arguments already appeared in the
seminal paper of Bennett and Brassard (1984); they lead
to the same formalization. A third physical argument
can be invoked, which is usually considered rather as a
fact than as a principle, but a very deep one: quantum
correlations obtained by separated measurements on
members of entangled pairs violate Bell’sinequalities
and cannot therefore have been created by preestab-
lished agreement. In other words, the outcomes of the
measurements did not exist before the measurements;
but then, in particular, Eve could not know them (Ekert,
1991). This argument supposes that QKD is imple-
mented with entangled states.

The fact that security can be based on general prin-
ciples of physics suggests the possibility of unconditional
security, i.e., the possibility of guaranteeing security
without imposing any restriction on the power of the
eavesdropper (see Sec. II.C.1). Indeed currently uncon-
ditional security has been proved for several QKD pro-
tocols.

*No physical principle can prevent an adversary from cutting
the channels, thus blocking all transfer of information between
Alice and Bob. Stepping back then, one can imagine the fol-
lowing eavesdropping strategy (suggested by A. Beveratos):
Eve systematically cuts all QKD channels, until Alice and Bob,
who after all want to communicate, opt for less secure
methods—and then Eve gets the information. There is obvi-
ously some humor in this idea but, given that Eve has no hope
if QKD is used correctly, this strategy may indeed be the most
effective.
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3. The choice of light

In general, quantum information processing can be
implemented with any system, and indeed there are pro-
posals to implement quantum computing with ions, at-
oms, light, spins, etc. Abstractly, this is the case also for
QKD: one could imagine performing a QKD experi-
ment with electrons, ions, and molecules; however, light
is the only practical choice. Indeed, the task of key dis-
tribution makes sense only if Alice and Bob are sepa-
rated by a macroscopic distance: if they are in the same
room, they have much easier ways of generating a com-
mon secret key.

Now, as is well known, light does not interact easily
with matter; therefore quantum states of light can be
transmitted to distant locations basically without deco-
herence, in the sense that small perturbation is expected
in the definition of the optical mode. The problem with
light is scattering, i.e., losses: quite often, the photons
just do not arrive. The way losses affect QKD varies
with the protocol and the implementation; we deal with
these issues later, but it is useful to give here a rapid
overview. First, losses impose bounds on the secret key
rate (which cannot scale with the distance better than
the transmittivity of the line) and on the achievable dis-
tance (where losses are so large that the signal is lost in
spurious events, the “dark counts”). Second, losses may
leak information to the eavesdropper, according to the
nature of the quantum signal: for coherent pulses this is
certainly the case; for single photons it is not; the case
for entangled beams is more subtle. A third basic differ-
ence is determined by the detection scheme. Implemen-
tations that use photon counters rely on postselection: if
a photon does not arrive, the detector does not click and
the event is simply discarded.” On the contrary, imple-
mentations that use homodyne detection always give a
signal; therefore losses translate as additional noise.

In summary, QKD is always implemented with light
and there is no reason to believe that things will change
in the future. As a consequence, the quantum channel is
any medium that propagates light with reasonable
losses: typically, either an optical fiber or just free space
provided Alice and Bob have a line of sight.

4. The BB84 protocol

All the points and concepts introduced above will be
dealt with later in this review. We first apply the generic

SNote that this is possible because the task is to distribute a
random key. In the early days of development of quantum
information theory, some considered the possibility of sending
the message directly via the quantum channel (Beige et al.,
2002; Bostrom and Felbinger, 2002). This task has been called
“quantum secure direct communication” and has generated
some interest. However, it was soon recognized that the idea
suffers from two major defaults with respect to standard QKD:
(i) It is obviously not robust against losses: you cannot afford
to lose a significant amount of the message. (ii) It allows no
analog of privacy amplification: if an eavesdropper obtains in-
formation, it is information on the message itself and of course
cannot be erased.



Scarani et al.: The security of practical quantum key ... 1305

ideas to a very concrete example: the first QKD proto-
col, published by Bennett and Brassard in 1984 and
called therefore BB84 (Bennett and Brassard, 1984).

Suppose Alice holds a source of single photons. The
spectral properties of the photons are sharply defined so
the only degree of freedom left is polarization. Alice and
Bob align their polarizers and agree to use either the
horizontal or vertical (+) basis, or the complementary
basis of linear polarizations, i.e., +45/-45 (X). Specifi-
cally, the coding of bits is

|H), codes for 0,
|V, codes for 1,,

|+45), codes for 0,

|- 45), codes for 1. (1)

We see that both bit values 0 and 1 are coded in two
possible ways, or more precisely in nonorthogonal states
because

| +45) = (1N2)(|H) = |V)). )

Given this coding, the BB84 protocol goes as follows:

(1) Alice prepares a photon in one of the four states
above and sends it to Bob on the quantum channel.
Bob measures it in either the + or the X basis. This
step is repeated N times. Both Alice and Bob now
have a list of N pairs (bit, basis).

(2) Alice and Bob communicate over the classical
channel and compare the “basis” value of each item,
discarding those instances in which they have used
different bases. This step is called sifting. At its end,
Alice and Bob have a list of approximately N/2 bits,
with the promise that for each of them Alice’s cod-
ing matched Bob’s measurement. This list is called
the raw key.

(3) Alice and Bob now reveal a random sample of
the bits of their raw keys and estimate the error rate
in the quantum channel, and thus in turn Eve’s in-
formation. In the absence of errors, the raw key is
identical for Alice and Bob and Eve has no informa-
tion: in this case, the raw key is already the secret
key. If there are errors, however, Alice and Bob
have to correct them and to erase the information
that Eve could have obtained.® Both tasks can be
performed by communication in the classical chan-
nel, so this part of the protocol is called classical
postprocessing. At the end of this processing, Alice
and Bob share either a truly secret key or nothing at
all (if Eve’s information was too large).

®Historical note: the procedure that erases the information
obtained by the eavesdropper was not discussed by Bennett
and Brassard (1984) and first appeared a few years later (Ben-
nett, Brassard, and Robert, 1988).
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5. An example of eavesdropping

A particularly simple eavesdropping strategy is the
one called intercept resend. To obtain information, Eve
does the same as Bob: she intercepts the photon coming
from Alice and measures it either in the + or in the X
basis. But Bob is waiting for some signal to arrive. We
then suppose that Eve resends the same photon to Bob
(Eve is limited only by the laws of physics: therefore, in
particular, she can perform a quantum nondemolition
measurement). If Eve has measured in the basis of Al-
ice’s preparation, the photon is intact: in such instances,
Eve has obtained full information on Alice’s bit without
introducing any errors. However, when Eve has chosen
the wrong basis, her result is uncorrelated with Alice’s
bit; moreover, she has modified the state so that, even if
Bob uses the same basis as Alice, half of the time he will
get the wrong result.

On average, over long keys, this particular attack
gives Eve full information on half of the bits of the raw
key (I=0.5) at the price of introducing an error rate
0=0.25. Can a secure key be extracted under such con-
ditions? One has to know how to quantify the length of
the final key that can be extracted. For this particular
case, under some assumptions on the classical postpro-
cessing, it holds (Csiszar and Korner, 1978), that

r=max{l/(A:B) — I,0}, 3)

where I(A:B)=H(A)+H(B)-H(AB) is the mutual in-
formation between Alice’s and Bob’s raw keys (H is
Shannon entropy). Assuming that both bit values are
equally probable, i.e., H(A)=H(B)=1, one has I(A:B)
=1-h(Q), where h is the binary entropy. Having these
elements, one can replace the values obtained for the
intercept-resend attack and find that /(A:B)<Ig: Eve
has more information on Alice’s string than Bob: there-
fore no secret key can be extracted.’

Another simple exercise consists in supposing that
Eve perform the intercept-resend attack only on a frac-
tion p of the photons sent by Alice, and leaves the oth-
ers untouched. Then obviously Q=p/4 and Ip=p/2
=2Q; this leads to the conclusion that, if 0=17%, a
secure key cannot be extracted from the BB84
protocol—at least if the classical postprocessing is done
according to the assumptions of Csiszdr and Korner
(1978).

6. Beyond the example: The field of QKD

The basic example just presented suggests a number
of important questions.

"This conclusion is valid for all protocols: no secret key can
be extracted if the observed statistics are compatible with Eve
performing the intercept-resend attack (Curty, Lewenstein,
and Liitkenhaus, 2004). The reason is that this attack “breaks”
the quantum channel into two pieces, in which case the corre-
lations between Alice and Bob can always be obtained with
classical signals; and no secrecy can be distributed with classi-
cal communication.
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e The adversary is clearly not restricted to performing
the intercept-resend attack. What is the maximal
amount of information Eve can possibly obtain, if
she is allowed to do anything that is compatible with
the laws of physics? This is a question about the pos-
sibility of proving unconditional security.

e The BB84 protocol is just a particular protocol. What
about other forms of coding and/or of processing the
data?

e The protocol supposed that the quantum signal is a
qubit—explicitly, a bimodal single photon, i.e., an el-
ementary excitation of the light field in only two
modes (polarization in the explicit example). How
close can an implementation come to this? And, af-
ter all, should any implementation of QKD actually
aim at coming close to this?

e In a real device, information may leak out in chan-
nels that are neglected in a theoretical description.
What are the potential threats in an implementation?

The whole field of QKD has developed by answering
these and similar questions.

C. Scope of this review

1. Focus

The label “quantum cryptography” applies nowadays
to a very wide range of interests, going from abstract
mathematical considerations to strictly technological is-
sues.

This review focuses somewhere in the middle of this
range, in the realm where theoretical and experimental
physics meet, which we call practical QKD. There, theo-
rists cannot pursue pure formal elegance and are com-
pelled to complicate their models in order to take real
effects into account; and experimentalists must have a
serious grasp of theoretical issues in order to choose the
right formulas and make the correct claims about the
security of their devices. Specifically, we want to address
the following two concerns:

(1) On the one hand, the theoretical tools have
reached a rather satisfactory level of development;
but from outside the restricted group of experts, it
has become almost impossible to follow this devel-
opment. This is also because quite a few strong se-
curity claims made in the past had to be reconsid-
ered in the light of better understanding. As
theorists involved in the development of security
proofs, we want to provide an updated review of the
status of such proofs.

(2) On the other hand, several competing experi-
mental platforms exist nowadays. It is desirable to
have a synthetic view of those, highlighting the in-
terest and possible shortcomings of each choice.
Also, we want to raise awareness of the complexity
of any comparison: “physical” figures of merit such
as the secret key rate or the maximal achievable dis-
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tance are in competition with “practical” figures of
merit such as stability and cost.

Throughout the review, we also make reference to
some strictly mathematical or strictly technological
progress, but without any claim of exhaustiveness.

2. Outline

The review is structured as follows. Section II intro-
duces the basic elements of practical QKD. Section III is
devoted to the rate at which a secret key is produced:
this is the fundamental parameter of QKD, and depends
both on the speed and efficiency of the devices and on
the intrinsic security of the protocol against eavesdrop-
ping. The next three sections provide a detailed analysis,
with a consistent set of explicit formulas, for the three
main families of protocols: those based on discrete-
variable coding (Sec. IV), those based on continuous-
variable coding (Sec. V), and those based on the more
recent distributed-phase-reference coding (Sec. VI). In
Sec. VII, we put everything together and sketch some
directions for comparison of different experimental plat-
forms. Finally, in Sec. VIII, we discuss future perspec-
tives for QKD, both as a field in itself and in the broader
context of key distribution.

II. ELEMENTS OF PRACTICAL QKD

A. Milestones
1. Foundations: 1984-1995

Quantum key distribution unfolded with the presenta-
tion of the first complete protocol (Bennett and Bras-
sard, 1984), which was based on earlier ideas by Wiesner
(1983). In the BB84 protocol, bits are coded in two
complementary bases of a two-level system (qubit); this
qubit is sent by Alice to Bob, who measures it. The no-
cloning theorem is explicitly mentioned as the reason for
security. This work was published in conference pro-
ceedings and was largely unknown to the community of
physicists. It was not until 1991, when Artur Ekert, in-
dependently from the earlier developments, published a
paper on quantum key distributions that the field gained
rapid popularity (Ekert, 1991). Ekert’s argument for se-
curity had a different flavor: an eavesdropper introduces
“elements of reality” into the correlations shared by Al-
ice and Bob; so, if they observe correlations that violate
a Bell inequality, the communication cannot have been
completely broken by Eve. Shortly thereafter, Bennett,
Brassard, and Mermin argued8 that entanglement-based
protocols, such as E91, are equivalent to prepare-and-

The argument is correct under some assumptions; only
around 2006 was it fully realized that Ekert’s view is qualita-
tively different and allows the set of assumptions about Alice’s
and Bob’s devices to be reduced; see Sec. VIII.A.3. This is also
why the Ekert protocol was not implemented as such in an
experiment until very recently (Ling et al., 2008).
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measure protocols, such as the BB84 protocol (Bennett,
Brassard, and Mermin, 1992). The same year 1992 wit-
nessed two additional milestones: the invention of the
B92 protocol (Bennett, 1992) and the very first in-
principle  experimental demonstration (Bennett,
Bessette, et al., 1992). One can reasonably conclude the
foundational period of QKD with the definition of pri-
vacy amplification, the classical postprocessing needed
to erase Eve’s information from the raw key (Bennett ef
al., 1995).

2. The theory-experiment gap opens: 1993-2000

After these foundational works, the interest and fea-
sibility of QKD became apparent to many. Improved
experimental demonstrations took place, first in the
laboratory with a growing distance of optical fiber from
the optical table (Townsend, Rarity, and Tapster, 1993;
Bréguet, Muller, and Gisin, 1994; Franson and Ilves,
1994), and then in installed optical fibers (Muller, Zbin-
den, and Gisin, 1995), thereby demonstrating that QKD
can be made sufficiently robust for a real-world imple-
mentation. In this development, an obvious milestone is
the invention of the so-called plug-and-play setups by
the Geneva group (Muller et al., 1997; Ribordy et al.,
1998). By 2000, QKD over large distances was also dem-
onstrated with entangled photons (Jennewein et al.,
2000; Naik et al., 2000; Tittel et al., 2000).

Theorists became very active too. New protocols were
proposed. For instance, the elegant six-state protocol,
first mentioned back in 1984 as a possible extension of
BB84 (Bennett et al., 1984), was rediscovered and stud-
ied in greater detail (BruB, 1998; Bechmann-Pasquinucci
and Gisin, 1999). But a much more complex task was at
stake: the derivation of rigorous security proofs that
would replace the intuitive arguments and the first, ob-
viously suboptimal, estimates. The first such proof was
by Mayers, who included even advanced features such as
the analysis of finite key effects (Mayers, 1996, 2001).
However, this proof is not very intuitive, and other
proofs emerged, starting from the basic principle of en-
tanglement distillation (Deutsch et al., 1996) which were
put into a rigorous framework by Lo and Chau (1999).
These entanglement-based proofs would require the
ability to perform quantum logic operations on signals.
At present, we do not have the experimental capability
to do so. Therefore the result by Shor and Preskill (2000)
provided a step forward, as it combined the property of
Mayers’ result of using only classical error correction
and privacy amplification with a very intuitive way of
proving the security of the BB84 protocol. That result
uses the ideas of quantum error correction methods, and
reduces the corresponding quantum protocol to classi-
cally assisted prepare-and-measure protocol.

As of 2000 therefore, both experimental and theoret-
ical QKD had made very significant advances. However,
almost inevitably, a gap had opened between the two:
security proofs had been derived only for very idealized
schemes; setups had been made practical without paying
attention to all the security issues.
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3. Closing the gap: 2000 to the present

Awareness of the gap was triggered by the discovery
of photon-number-splitting (PNS) attacks (Brassard, Liit-
kenhaus, et al., 2000) which had actually been antici-
pated years before (Bennett, 1992; Huttner et al., 1995;
Dusek, Haderka, and Hendrych, 1999) but had passed
rather unnoticed. The focus is on the source: the theo-
retical protocols supposed single-photon sources, but ex-
periments were using attenuated laser pulses, with aver-
age photon numbers below 1. In these pulses, photons
are distributed according to Poissonian statistics: in par-
ticular, there are sometimes two or more photons, and
this opens an important loophole. Security proofs can be
adapted to deal with the case (Liitkenhaus, 2000; Got-
tesman, Lo, Liitkenhaus, and Preskill, 2004; Inamori,
Liitkenhaus, and Mayers, 2007): the extractable secret
key rate was found to scale much more poorly with the
distance than for single-photon sources (> compared to
t, where t is the transmittivity of the quantum channel).

It took a few years to realize that methods can be
devised to reduce the power of PNS attacks while keep-
ing the very convenient laser sources. One improvement
can be made by a mere change of software by modifying
the announcements of the BB84 protocol (Scarani, Acin,
Ribordy, and Gisin, 2004): in this SARG04 protocol, the
key rate scales as > (Koashi, 2005; Kraus, Gisin, and
Renner, 2005). Another significant improvement can be
made by an easy change of hardware: by varying the
quantum state throughout the protocol (decoy states),
one can perform a more complete test of the quantum
channel (Hwang, 2003). When the decoy state idea is
applied to laser sources, the key rate scales as ¢ (Lo, Ma,
and Chen, 2005; Wang, 2005).

Parallel to this development, the field of practical
QKD’ has grown in breadth and maturity. New families
of protocols have been proposed, notably continuous-
variable protocols (Ralph, 1999; Hillery, 2000; Cerf,
Lévy, and Van Assche, 2001; Gottesman and Preskill,
2001; Grosshans and Grangier, 2002; Silberhorn et al.,
2002) and the more recent distributed-phase-reference
protocols (Inoue, Waks, and Yamamoto, 2002; Stucki et
al., 2005). Critical thinking on existing setups has led to
the awareness that security against Eve tapping into the
quantum channel is not all that should be considered:
one should also protect the devices against more com-
monplace hacking attacks and verify that information
does not leak out in side channels (Makarov and Hjelme,
2005). Recently, QKD has also reached the commercial
market: at least three companies'” are offering working
QKD devices. New questions can now be addressed: in
which applications QKD can help (Alléaume et al.,

The whole field of QKD witnessed many other develop-
ments, especially in theoretical studies, which are not discussed
here but are mentioned later.

1%dQuantique, Geneva (Switzerland) (www.idquantique.
com); MagiQ Technologies, Inc., New York (www.magiqtech.
com); and Smartquantum, Lannion (France) (www.
smartquantum.com).
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2007), how a network of QKD systems can be
implemented,'’ how QKD devices can be certified for
commercial markets (including the verification that
these devices indeed satisfy the specifications of the cor-
responding security proofs), etc.

B. Generic QKD protocol

1. Classical and quantum channels

As mentioned in Sec. I.B, Alice and Bob need to be
connected by two channels. On the quantum channel,
Alice can send quantum signals to Bob. Eve can interact
with these signals, but if she does, the signals are
changed because of the laws of quantum physics—the
essence of QKD lies precisely here.

On the classical channel, Alice and Bob can send clas-
sical messages back and forth. Eve can listen without
penalty to all communication that takes place on this
channel. However, in contrast to the quantum channel,
the classical channel is required to be authenticated so
that Eve cannot change the messages that are being sent
on this channel. Failure to authenticate the classical
channel can lead to a situation where Eve impersonates
one of the parties to the other, thus entirely compromis-
ing the security. Unconditionally secure authentication'?
of the classical channel requires Alice and Bob to pre-
share an initial secret key or at least partially secret but
identical random strings (Renner and Wolf, 2005). QKD
therefore does not create a secret key out of nothing:
rather, it expands a short secret key into a long one, so
strictly speaking it is a method of key growing. This re-
mark calls for two comments. First, key growing cannot
be achieved by use of classical means alone, whence
QKD offers a real advantage. Second, it is important to
show that the secret key emerging from QKD is com-
posable, that is, it can be used like a perfect random
secret key in any task (see Sec. II.C.2) because one has
to use a part of it as authentication key for the next
round.

2. Quantum information processing

The first step of a QKD protocol is the exchange and
measurement of signals on the quantum channel. Alice’s
role is encoding: the protocol must specify which quan-
tum state |W(S,)) codes for the sequence of n symbols
S,={s1,...,5,}. In most protocols, but not in all, the
state |W(S,)) has the tensor product form [¢(s;))® :--

""'This is the aim of the European Network SECOQC
(www.secoqc.net).

12 Authentication schemes that do not rely on preshared se-
crecy exist, but are not unconditionally secure. Since we aim at
unconditional security for QKD, the same level of security
must in principle be guaranteed in all auxiliary protocols.
However, breaking the authentication code after one round of
QKD does not threaten security of the key that has been pro-
duced; one may therefore consider authentication schemes
that guarantee security only for a limited time, e.g., those
based on complexity assumptions.
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®|i(s,)). In all cases, it is crucial that the protocol uses a
set of nonorthogonal states,® otherwise Eve could de-
code the sequence without introducing errors by mea-
suring in the appropriate basis (in other words, a set of
orthogonal states can be perfectly cloned). Bob’s role is
twofold: his measurements of course allow the signal to
be decoded, but also an estimation of the loss of quan-
tum coherence and therefore Eve’s information. For this
to be possible, noncompatible measurements must be
used.

We have described the quantum coding of QKD
protocols with the language of prepare-and-measure
(P&M) schemes: Alice chooses actively the sequence
S, she wants to send, prepares the state |W(S,)), and
sends it to Bob, who performs some measurement. Any
such scheme can be immediately translated into an
entanglement-based (EB) scheme: Alice prepares the en-
tangled state

1
D" ap==20 S04 ®[¥(S,)s, (4)
Vd,'s,

where d, is the number of possible S, sequences and
|S,) 4 form an orthogonal basis. By measuring in this ba-
sis, Alice learns one §,, and prepares the corresponding
|W(S,)) on the subsystem that is sent to Bob: from Bob’s
point of view, nothing changes. This formal translation
does not mean that both realizations are equally practi-
cal or even feasible with present-day technology. How-
ever, it implies that the security proof for the EB proto-
col translates immediately to the corresponding P&M
protocol and vice versa.

A frequently quoted statement concerning the role of
entanglement in QKD says that “entanglement is a nec-
essary condition to extract a secret key” (Curty, Lewen-
stein, and Liitkenhaus, 2004; Acin and Gisin, 2005). Two
important comments have to be made to understand this
correctly. First, this is not a statement about implemen-
tations, but about the quantum channel: it says that no
key can be extracted from an entanglement-breaking
channel."* In particular, the statement does not say that
entanglement-based implementations are the only se-
cure ones.

Second, as formulated above, the statement has been
derived under the assumption that Eve holds a purifica-

BThere is only one exception (Goldenberg and Vaidman,
1995) when Alice uses just two orthogonal states. Alice pre-
pares a qubit in one of the two orthogonal superpositions
of two spatially separated states; then—at a random time
instant—she sends one component of this superposition to
Bob. Only later does she send the second component. Precise
time synchronization between Alice and Bob is crucial. See
also Peres (1996), Goldenberg and Vaidman (1996), and a re-
lated discussion (Koashi and Imoto, 1997). Unconditional se-
curity has not been proved for this protocol.

As the name indicates, a channel p—p'=C(p) is called en-
tanglement breaking if (1® C)|¥)4p is separable for any input
|[¥),p5. A typical example of such a channel is obtained by
performing a measurement on half of the entangled pair.
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tion of p,p, where A and B are the degrees of freedom
that Alice and Bob are going to measure. One may ask a
more general question, namely, how to characterize the
private states, i.e., the states out of which secrecy can be
extracted (Horodecki et al., 2005, 2008a, 2008b). It was
realized that, in the most general situation, Alice and
Bob may control some additional degrees of freedom A’
and B'; thus, Eve is not given a purification of p,p, but
of psarpp’- In such a situation, it turns out that p,p can
even be separable; as for py .55, it must be entangled,
but may even be bound entangled. The reason is quite
clear: A’ and B’ shield the meaningful degrees of free-
dom from Eve’s knowledge. We do not consider this
most general approach in what follows'® because cur-
rently no practical QKD scheme with shielding systems
has been proposed.

3. Classical information processing

Once a large number N of signals have been ex-
changed and measured on the quantum channel, Alice
and Bob start processing their data by exchanging com-
munication via the classical channel. In all protocols, Al-
ice and Bob estimate the statistics of their data; in par-
ticular, they can extract the meaningful parameters of
the quantum channel: error rate in decoding, loss of
quantum coherence, transmission rate, detection rates,
etc. This step, called parameter estimation, may be pre-
ceded in some protocols by a sifting phase, in which Al-
ice and Bob agree to discard some symbols (typically,
because Bob learns that he has not applied the suitable
decoding on those items). After parameter estimation
and possibly sifting, both Alice and Bob hold a list of
n< N symbols, called raw keys. These raw keys are only
partially correlated and only partially secret. Using some
classical information post-processing (see Sec. II1.B.1),
they can be transformed into a fully secure key K of
length € <n. The length € of the final secret key depends
of course on Eve’s information about the raw keys.

4. Secret fraction and secret key rate

In the asymptotic case N—x of infinitely long keys,
the meaningful quantity is the secret fraction'®
r=lim ¢/n. (5)
N—oo
The secret fraction is clearly the heart of QKD: this is
the quantity for which the security proofs Sec. I1I1.C.3
must provide an explicit expression. However, a more
prosaic parameter must also be taken into account as
well in practical QKD: namely, the raw-key rate R, i.e.,
the length of the raw key that can be produced per unit
time. This rate depends partly on the protocol: for in-

ISSmith, Renes, and Smolin (2008) used the formalism of pri-
vate states to study preprocessing (see Sec. II1.B.1).

1%Often, especially in theoretical studies, this quantity is
called the “secret key rate.” Here we reserve this term for Eq.
(6), which is more meaningful for practical QKD.
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stance, it contains the sifting factor, i.e., the fraction of
exchanged symbols that is discarded in a possible sifting
phase. But certainly its largest dependence is on the de-
tails of the setup: repetition rate of the source, losses in
the channel, efficiency and dead time of the detectors,
possible duty cycle, etc. In conclusion, in order to assess
the performances of practical QKD systems, it is natural
to define the secret key rate as the product

K =Rr. (6)

Section III presents a detailed discussion of this quantity.

As we mentioned, these definitions hold in the
asymptotic regime of infinitely long keys. When finite-
key corrections are taken into account, a reduction in
the secret fraction is expected, mainly for two reasons.
On the one hand, parameter estimation is made on a
finite number of samples, and consequently one has to
consider the worst possible values compatible with sta-
tistical fluctuations. On the other hand, the yield of the
classical postprocessing contains terms that vanish only
in the asymptotic limit; intuitively, these correction take
care of the fact that security is never absolute: the prob-
ability that Eve knows an n-bit key is at least 27", which
is strictly positive. In this review, we restrict our atten-
tion to the asymptotic case, not because finite-key cor-
rections are negligible—quite the opposite seems to be
true'’—but because their estimate is still the object of
ongoing research (see Sec. VIII.A.1 for the state of the
art).

C. Notions of security

1. Unconditional security and its conditions

The appeal of QKD comes mainly from the fact that,
in principle, it can achieve unconditional security. This
technical term means that security can be proved with-
out imposing any restriction on the computational re-
sources or the manipulation techniques that are avail-
able to the eavesdropper acting on the signal. The
possibility of achieving unconditional security in QKD is
deeply rooted in quantum physics. To learn something
about the key, Eve must interact with the quantum sys-
tem; now, if the coding uses randomly chosen nonor-
thogonal states, Eve’s intervention necessarily modifies
the state on average, and this modification can be ob-
served by the parties. As discussed in Sec. I.B, there are
many equivalent formulations of this basic principle.
However formulated it must be stressed that this crite-
rion can be made quantitative: the observed perturba-
tions in the quantum channel allow computation of a
bound on the information that Eve might have obtained.

Like many other technical terms, “unconditional secu-
rity” has to be used in its precise meaning given above,
and not as a synonym for “absolute security”—

For instance, in the only experiment analyzed with finite-
key formalism to date (Hasegawa et al., 2007), the authors ex-
tracted r=2%, whereas, for the observed error rate, the
asymptotic bound would have yielded r=40%.
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something that does not exist. As a matter of fact, the
unconditional security of QKD holds under some condi-
tions. First, there are some compulsory requirements:

(1) Eve cannot intrude into Alice’s and Bob’s de-
vices to access either the emerging key or their
choices of settings (in Sec. II1.B.4 we show how
complex it is to check this point thoroughly).

(2) Alice and Bob must trust the random number
generators that select the state to be sent or the
measurement to be performed.

(3) The classical channel is authenticated with un-
conditionally secure protocols, which exist (Carter
and Wegman, 1979; Wegman and Carter, 1981; Stin-
son, 1995).

(4) Eve is limited by the laws of physics. This re-
quirement can be sharpened: in particular, one can
ask whether security can be based on a restricted set
of laws.'® In this review, as in the whole field of prac-
tical QKD, we assume that Eve has to obey the
whole of quantum physics.

We take these requirements, the failure of which
would obviously compromise any security, as granted.
Even so, many other issues have to be settled before
unconditional security is claimed for a given protocol:
for instance, the theoretical description of the quantum
states must match the signals that are really exchanged;
the implementations must be proved free of unwanted
information leakage through side channels or back
doors, against which no theoretical protection can be
invoked.

2. Definition of security

The security of a key I can be parametrized by its
deviation ¢ from a perfect key, which is defined as a list
of perfectly correlated symbols shared between Alice
and Bob, about which Eve has no information (in par-
ticular, all possible lists must be equally probable a pri-
ori). A definition of security is a choice of the quantity

As we have seen (Sec. 1.B.2), intuition suggests that the
security of QKD can be traced back to a few specific principles
or laws like “no-cloning” or “nonlocality without signaling.”
One may ask whether this intuition can be made fully rigorous.
Concretely, since any theory that does not allow signaling and
is nonlocal exhibits a no-cloning theorem (Barnum et al., 2006;
Masanes, Acin, and Gisin, 2006), and since nonlocality itself
can be checked, one may hope to derive security only from the
physical law of no signaling. In this framework, unconditional
security has been proved only in the case of strictly error-free
channels and for a key of vanishing length (Barrett, Hardy, and
Kent, 2005). Only limited security has been proved in more
realistic cases (Acin, Gisin, and Masanes, 2006; Scarani et al.,
2006). Recently, Masanes showed that unconditional compos-
able security can be proved if no-signaling is assumed not only
between Alice and Bob, but also among the systems that are
measured by each partner (Masanes, 2008).
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that is required to be bounded by ¢; a key that deviates
by & from a perfect key is called ¢ secure. The main
property that a definition of security must satisfy is com-
posability, meaning that the security of the key is guar-
anteed whatever its application may be—more precisely
if an e-secure key is used in an &'-secure task, ~ compos-
ability ensures that the whole procedure is at least &
+¢' secure.

A composable definition of security is the one based
on the trace norm (Ben-Or et al., 2005; Renner and
Koénig, 2005): 3|lpxg— 7 ® pelly <e, where pgg is the ac-
tual state containing some correlations between the final
key and Eve, 7 is the completely mixed state on the set
IC of possible final keys, and pg is any state of Eve. In
this definition, the parameter ¢ has a clear interpretation
as the maximum failure probability of the process of key
extraction. As shown, the issue of composability was
raised rather late in the development of QKD. Most,
if not all, of the early security studies had adopted
a definition of security that is not composable, but
the asymptotic bounds that were derived can be “re-
deemed” using a composable definition.”

3. Security proofs

Once the security criterion is defined, one can derive a
full security proof, leading to an explicit (and hopefully
computable) expression for the length of the extractable
secret key rate. Several techniques have been used:

e The very first proofs by Mayers were somehow based
on the uncertainty principle (Mayers, 1996, 2001).

YFor instance, the one-time pad is a O-secure task, while any
implementation of channel authentication, for which a part of
the key is used (Sec. I1.B.1), must allow for a nonzero &’.

The early proofs defined security by analogy with the clas-
sical definition: Eve, who holds a quantum state pg, performs
the measurement M which maximizes her mutual information
with the key K. This defines the so-called accessible informa-
tion Lyeo(K:pg)=maxg_ ) /(K:E), and the security criterion
reads I,..(K:pg)<e. As for the history of claims, it is quite
intricate. Accessible information was first claimed to provide
composable security (Ben-Or et al., 2005). The proof is correct,
but composability follows from the use of two-universal hash-
ing in the privacy amplification step (see Sec. III.B.1), rather
than from the properties of accessible information itself. In-
deed, shortly thereafter, an explicit counterexample showed
that accessible information is in general not composable for
any choice of the security parameter & (Konig et al., 2007). The
reason why accessible information is not composable can be
explained qualitatively: this criterion supposes that Eve per-
forms a measurement to guess the key at the end of the key
exchange. But Eve may prefer not to measure her systems
until the key is actually used in a further protocol: for instance,
if a plaintext attack can reveal some information, Eve should
certainly adapt her measurement to this additional knowledge.
The counterexample also implies that the classical results on
privacy amplification by two-universal hashing (Bennett et al.,
1995) do not apply and have to be replaced by a quantum
version of the statement (Renner and Konig, 2005).
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This approach has been revived recently by Koashi
(2006a, 2007).

e Most of the subsequent security proofs have been
based on the correspondence between entanglement
distillation and classical post processing, generalizing
the techniques of Shor and Preskill (2000). For in-
stance, the most developed security proofs for imper-
fect devices follow this pattern (Gottesman, Lo, Liit-
kenhaus, and Preskill, 2004).

e The most recent techniques use instead information-
theoretical notions (Ben-Or, 2002; Kraus, Gisin, and
Renner, 2005; Renner, 2005; Renner, Gisin, and
Kraus, 2005).

A detailed description of how a security proof is built
goes beyond the scope of this review. The core lies in
relating the security requirement 3|\ pcz— 7 ® pgly <e to
a statement about the length ¢ of the secret key that can
be extracted. This step is achieved using inequalities that
can be seen as a generalization of the Chernoff bound.
In other words, one must use or prove an inequality of
the form

Prob(|pics — 7 ® plly > 2e) =< e FPree), (7)

where we omitted constant factors. From such an in-
equality, one can immediately see that the security re-
quirement will fail with exponentially small probability
provided ¢ =< F(pxr,e). Explicit security bounds will be
provided below (Sec. IIL.B) for the asymptotic limit of
infinitely long keys—note that in this limit one can take
£ —0, whence no explicit dependence on ¢ is manifest in
those expressions.

D. Explicit protocols
1. Three families

The number of explicit QKD protocols is virtually
infinite: after all, Bennett has proved that security can
be obtained when a bit is coded in just two nonortho-
gonal quantum states (Bennett, 1992). But as a matter
of fact this possible variety has crystallized into three
main families: discrete-variable coding (Sec. 11.D.2),
continuous-variable coding (Sec. I11.D.3), and more re-
cently distributed-phase-reference coding (Sec. 11.D.4).
The crucial difference is the detection scheme: discrete-
variable coding and distributed-phase-reference coding
use photon counting and postselect the events in which a
detection has effectively taken place, while continuous-
variable coding is defined by the use of homodyne de-
tection (detection techniques are reviewed in Sec. I1.G).

Discrete-variable coding is the original one. Its main
advantage is that protocols can be designed in such a
way that, in the absence of errors, Alice and Bob imme-
diately share a perfect secret key. They are still the most
frequently implemented QKD protocols. Any discrete
quantum degree of freedom can be chosen in principle,
but the most frequent ones are polarization for free-
space implementations and phase coding in fiber-based
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implementations.”’ The case for continuous-variable
coding stems from the observation that photon counters
normally feature low quantum efficiencies, high dark
count rates, and rather long dead times, while these in-
conveniences can be overcome using homodyne detec-
tion. The price to pay is that the protocol provides Alice
and Bob with correlated but rather noisy realization of a
continuous random variable, because losses translate
into noise (see Sec. .B.3): as a consequence, a significant
amount of error correction must be used. In short, the
issue is whether it is better to build up a noiseless raw
key slowly or a noisy one rapidly. As for distributed-
phase-reference coding, its origin lies in the efforts of
some experimental groups toward a more practical
implementation. From the point of view of detection,
these protocols produce a discrete-valued result; but the
nature of the quantum signals is very different from that
in discrete-variable coding, and this motivates a separate
treatment.

Despite the differences originating from the use of a
different detection device, there is a strong conceptual
unity underlying discrete- and continuous-variable
QKD. To take just one example, in both cases the ability
to distribute a quantum key is closely related to the abil-
ity to distribute entanglement, regardless of the detec-
tion scheme used and even if no actual entanglement is
present. These similarities are not very surprising since it
has long been known that the quantum features of light
may be revealed either via photon counting (e.g., anti-
bunching or anticorrelation experiments) or via homo-
dyne detection (e.g., squeezing experiments). Since
QKD is a technique that exploits these quantum fea-
tures of light, there is no reason for it to be restricted to
the photon-counting regime. Surprisingly, just as anti-
bunching (or a single-photon source) is not even needed
in photon-counting-based QKD, squeezing is shown not
needed in homodyne-detection-based QKD. The only
quantum feature that happens to be needed is the non-
orthogonality of light states.

2. Discrete-variable protocols
a. BB84-BBM

The best known discrete-variable protocol is of course
BB84 (Bennett and Brassard, 1984), which we intro-
duced in Sec. I.B. The corresponding EB protocol is
known as BBM (Bennett, Brassard, and Mermin, 1992);
the E91 protocol (Ekert, 1991) is equivalent to it when
implemented with qubits. Alice prepares a single par-
ticle in one of the four states

|+ x),|—x), eigenstates of o,

?10ther degrees of freedom have been explored, for instance
coding in sidebands of phase-modulated light (Mérolla et al.,
1999) and time coding (Boucher and Debuisschert, 2005).
Energy-time entanglement also gives rise to a peculiar form of
coding (Tittel et al., 2000).
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|+ y),|-y), eigenstates of oy, (8)
where ¢’s are Pauli operators. The states with + code
for the bit value 0, the states with — for the bit value 1.
Bob measures either o, or gy. In the absence of errors,
measurement in the correct basis reveals the bit value
encoded by Alice. The protocol includes a sifting phase:
Alice reveals the basis, X or Y, of each of her signals;
Bob accepts the values for which he has used the same
basis and discards the others.”

Unconditional security of the BB84-BBM protocols
has been proved with many different techniques (May-
ers, 1996, 2001; Lo and Chau, 1999; Shor and Preskill,
2000; Kraus, Gisin, and Renner, 2005). The same coding
can be implemented with other sources, leading to a
family of BB84-like protocols. We review them in Sec.
IV.B.

b. SARG04

The SARGO4 protocol (Acin, Gisin, and Scarani,
2004; Scarani, Acin, Ribordy, and Gisin, 2004) uses the
same four states Eq. (8) and the same measurements on
Bob’s side as BB84, but the bit is coded in the basis
rather than in the state (basis X codes for 0 and basis Y
codes for 1). Bob has to choose his bases with probabil-
ity % The creation of the raw key is slightly more com-
plicated than in BB84. Suppose for definiteness that Al-
ice sends |+x): in the absence of errors if Bob measures
X, he gets s,=+; if he measures Y, he may get both s,
=+/— with equal probability. In the sifting phase, Bob
reveals s,; Alice tells him to accept if she had prepared a
state with s,# s, in which case Bob accepts the bit cor-
responding to the basis he has not used. The reason is
clear in the example above: in the absence of errors, s,
=— singles out the wrong basis.”

SARGO4 was invented for implementations with at-
tenuated laser sources because it is more robust than
BB84 against the PNS attacks. Unconditional security
has been proved; the main results are reviewed in Sec.
IV.D.

In the original version of BB84, both bases are used with
the same probability so that the sifting factor is pg=1/2, i.e.,
only half of the detected bits will be kept in the raw key. But
the protocol can be made asymmetric without changing the
security (Lo, Chau, and Ardehali, 2005): Alice and Bob can
agree on using one basis with probability 1—¢, where € can be
taken as small as one wants, so as to have pgs=1 [recall that
we are considering only asymptotic bounds; in the finite-key
regime, the optimal value of e can be computed (Scarani and
Renner, 2008)].

2In an alternative version of the sifting, Alice reveals that the
state she sent belongs to one of the two sets {|s,x),|s,y)}, and
Bob accepts it if he has detected a state s, #s,. This is a sim-
plified version with respect to the original proposal, where Al-
ice could declare any of the four sets of two nonorthogonal
states. The fact that the two versions are equivalent in terms of
security was not clear when the first rigorous bounds were de-
rived (Branciard et al., 2005), but was verified later.
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c. Other discrete-variable protocols

A large number of other discrete-variable protocols
have been proposed; all of them have features that
makes them less interesting for practical QKD than
BB84 or SARG04.

The six-state protocol (Bennett et al., 1984; Bruf3, 1998;
Bechmann-Pasquinucci and Gisin, 1999) follows the
same structure as BB84, to which it adds the third mu-
tually unbiased basis Z defined by the Pauli matrix o,.
Its unconditional security was proved quite early (Lo,
2001). The interest of this protocol lies in the fact that
the channel estimation becomes “tomographically com-
plete,” that is, the measured parameters completely
characterize the channel. As a consequence, more noise
can be tolerated than with the BB84 or SARGO04 proto-
cols. However, noise is quite low in optical setups, while
losses are a greater concern (see Sec. IL.F). In this re-
spect, the six-state protocol perform worse because it
requires additional lossy optical components. Similar
considerations apply to the six-state version of the
SARGO04 coding (Tamaki and Lo, 2006) and to the Sin-
gapore protocol (Englert et al., 2004).

The coding of BB84 and six-state protocols has been
generalized to larger dimensional quantum systems
(Bechmann-Pasquinucci and Peres, 2000; Bechmann-
Pasquinucci and Tittel, 2000). For any d, protocols that
use either two or d+1 mutually unbiased bases have
been defined (Cerf et al., 2002). Unconditional security
was not studied; for restricted attacks, the robustness to
noise increases with d. Time-bin coding allows
d-dimensional quantum states of light to be produced in
a rather natural way (De Riedmatten, Marcikic, et al.,
2004; Thew et al., 2004). However, the production and
detection of these states requires d-arm interferometers
with couplers or switches, which must moreover be kept
stable. Thus, again, the possible advantages are over-
come by the practical issues of losses and stability.

Finally, we mention the B92 protocol (Bennett, 1992),
which uses only two nonorthogonal states, each one cod-
ing for one bit value. In terms of encoding, this is obvi-
ously the most economic possibility. Unfortunately, B92
is a rather sensitive protocol: as noticed in the original
paper, this protocol is secure only if some other signal
(e.g., a strong reference pulse) is present along with the
two states that code the bit. Unconditional security has
been proved for single-photon implementations (Ta-
maki, Koashi, and Imoto, 2003; Tamaki and Liitkenhaus,
2004) and for some implementations with a strong refer-
ence pulse (Koashi, 2004; Tamaki et al., 2006). Inciden-
tally, the SARGO4 protocol may be seen as a modified
B92, in which a second set of nonorthogonal states is
added—actually, an almost forgotten protocol served as
a link between the two (Huttner et al., 1995).

3. Continuous-variable protocols

Discrete-variable coding can be implemented with
several sources, but requires photon-counting tech-
niques. An alternative approach to QKD has been sug-
gested, in which the photon counters are replaced by
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standard telecom p-i-n photodiodes, which are faster (gi-
gahertz instead of megahertz) and more efficient (typi-
cally 80% instead of 10%). The corresponding measure-
ment schemes are then based on homodyne detection
(Sec. I1.G.2) and involve measuring data that are real
amplitudes instead of discrete events; hence these
schemes are named continuous-variable (CV) QKD.

The first proposals suggesting the use of homodyne
detection in QKD are due to Ralph (1999), Hillery
(2000) and Reid (2000). In particular, a squeezed-state
version of BB84 was proposed by Hillery (2000), where
Alice’s basis choice consists of selecting whether the
state of light sent to Bob is squeezed in the quadrature
g=x or g=p. Next, this g-squeezed state is displaced in ¢
by either +c or —c¢ depending on a random bit chosen by
Alice, where c¢ is an appropriately chosen constant.
Bob’s random basis choice defines whether it is the x or
p quadrature that is measured. The sifting simply con-
sists in keeping only the instances where Alice and Bob’s
chosen quadratures coincide. In this case, the value mea-
sured by Bob is distributed according to a Gaussian dis-
tribution centered on the value (+c or —c) sent by Alice.
In some sense, this protocol can be viewed as “hybrid”
because Alice’s data are binary while Bob’s data are real
(Gaussian distributed).

These early proposals and their direct generalization
are called CV protocols with discrete modulation; at the
same time, another class of CV protocols was proposed
that instead use a continuous modulation, in particular a
Gaussian modulation. Although CV protocols are much
more recent than discrete-variable protocols, their secu-
rity proofs have been progressing steadily over recent
years, and are now close to reaching a comparable sta-
tus, see Sec. VA

a. Gaussian protocols

The first proposed Gaussian QKD protocol was based
on squeezed states of light, which are modulated with a
Gaussian distribution in the x or p quadrature by Alice,
and are measured via homodyne detection by Bob (Cerf,
Lévy and Van Assche, 2001). This protocol can be
viewed as the proper continuous-variable counterpart of
BB84 in the sense that the average state sent by Alice is
the same regardless of the chosen basis (it is a thermal
state, replacing the maximally mixed qubit state in
BB84). The security of this protocol can be analyzed
using the connection with continuous-variable cloning
(Cerf, Ipe, and Rottenberg, 2000); using a connection
with quantum error-correcting codes, unconditional se-
curity was proved when the squeezing exceeds 2.51 dB
(Gottesman and Preskill, 2001). The main drawback of
this protocol is the need for a source of squeezed light.

A second Gaussian QKD protocol was therefore de-
vised, in which Alice generates coherent states of light,
which are then Gaussian modulated in both x and p,
while Bob still performs homodyne detection (Gross-
hans and Grangier, 2002a). A first proof-of-principle ex-
periment, supplemented with the technique of reverse
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reconciliation,” was run with bulk optical elements on
an optics table (Grosshans, Van Assche, et al., 2003).
Subsequent experiments have used optical fibers and
telecom wavelengths. The scheme was thus imple-
mented over distances up to 14 km using a plug-and-
play configuration (Legré, Zbinden, and Gisin, 2006);
then up to 25 km by time multiplexing the local oscilla-
tor pulses with the signal pulses in the same optical fiber
and wusing an improved classical postprocessing
(Lodewyck et al., 2005; Lodewyck, Bloch, et al., 2007).
Another fiber-based implementation over 5 km has
been reported (Qi, Fung, et al., 2007).

Note that, in these two first protocols, Bob randomly
chooses to homodyne one quadrature, either x or p. In
the squeezed-state protocol, this implies the need for
sifting. Bob indeed needs to reject the instances where
he measured the other quadrature rather than the one
modulated by Alice, which results in a decrease in the
key rate by a factor of 2 (this factor may actually be
reduced arbitrarily close to 1 by making an asymmetric
choice between x and p, provided that the key length is
sufficiently large) (Lo, Chau, and Ardehali, 2005). In the
coherent-state protocol, Alice simply forgets the quadra-
ture that is not measured by Bob, so that all pulses do
carry useful information that is exploited to establish the
final secret key.

The fact that Alice, in this second protocol, discards
half of her data may look like a loss of efficiency since
some information is transmitted and then lost. A third
Gaussian QKD protocol was therefore proposed (Weed-
brook et al., 2004), in which Alice still transmits doubly
modulated coherent states drawn from a bivariate
Gaussian distribution, but Bob performs heterodyne in-
stead of homodyne measurements,” that is, he measures
both x and p quadratures simultaneously. At first sight,
this seems to imply that the rate is doubled since Bob
then acquires a pair of quadratures (x,p). Actually, since
heterodyne measurement effects one additional unit of
vacuum noise on the measured quadratures, the two
quadratures received by Bob are noisier than the single
quadrature in the homodyne-based protocol. The net ef-
fect, however, is often an increase in the key rate when
the two quadratures are measured simultaneously. In ad-
dition, a technological advantage of this heterodyne-
based coherent-state protocol is that there is no need to
choose a random quadrature at Bob’s side (that is, no
active basis choice is needed). The experiment has been
realized (Lance et al., 2005).

Finally, a fourth Gaussian QKD protocol was intro-
duced recently (Garcia-Patrén, 2007), which completes

*In all Gaussian QKD protocols, reversing the one-way rec-
onciliation procedure (i.e., using Bob’s measured data instead
of Alice’s sent data as the raw key) is beneficial in terms of
attainable range, provided that the noise is not too large. We
return to this point in Sec. V.

SThis possibility was also suggested for postselection-based
protocols by Lorenz, Korolkova, and Leuchs (2004), and the
experiment has been performed (Lorenz et al., 2006).
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this family of Gaussian QKD protocols. Here Alice
sends again squeezed states, as in the protocol of Cerf,
Lévy, and Van Assche (2001), but Bob performs hetero-
dyne measurements, as in the protocol of Weedbrook et
al. (2004). This protocol is associated with the highest
rate and range among all Gaussian QKD protocols, but
requires a source of squeezed light.

As seen in the above discussion about BB84 and
SARGO04 protocols, it turns out for the CV QKD proto-
cols that classical processing is also an essential element
of the protocol. As discussed later (Sec. V.A), the per-
formance of CV-QKD protocols depends crucially on
the exact protocol that extracts the secret key from the
experimental data. Two important tools here are reverse
reconciliation (Grosshans and Grangier, 2002a) and
postselection (Silberhorn et al., 2002). As shown by Heid
and Liitkenhaus (2007), the combination of both will
lead to the optimal key rate.

b. Discrete-modulation protocols

For practical implementation, it is desirable to keep
the number of signals as low as possible, and to mini-
mize the number of parameters in the detection process
that need to be monitored. The reason behind this is
that in practical implementation at some stage one has
to consider finite-size effects in the statistics and in the
security proof stage. For a continuous family of signals,
it will be intuitively harder to determine these finite-size
effects and to include statistical fluctuations of observa-
tions in a full security proof.

For this reason, it is interesting to study QKD sys-
tems that combine a finite number of signals with
the continuous-variable detection schemes: discrete-
modulation protocols have been devised following this
proposal, some based on coherent states instead of
squeezed states (Silberhorn et al., 2002). The signals con-
sist here of a weak coherent state together with a strong
phase reference. The signal is imprinted onto the weak
coherent state by setting the relative optical phase be-
tween weak coherent state and reference pulse to either
0 or 7. Schematically, the strong phase reference could
be represented by two local oscillators, e.g., phase-
locked lasers at the sending and receiving stations.
These types of signals were already used in the original
B92 protocol (Bennett, 1992). The receiver then uses the
local oscillator in the homodyne or heterodyne measure-
ment. The security of this protocol is still based on the
fact that the weak signal pulses represent nonorthogonal
signal states.

On the receiver side, homodyne detection is per-
formed by choosing at random one of the two relevant
quadrature measurement (one quadrature allows mea-
surement of the bit values; the other serves the purpose
of monitoring the channel to limit possible eavesdrop-
ping attacks). Alternatively, a heterodyne measurement
can monitor both quadratures. Consider for definiteness
a simple detection scheme, in which bit values are as-
signed by the sign of the detection signal, + or —, with
respect to the half planes in the quantum optical phase
space in which the two signals reside. As a result, both
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FIG. 2. The two-distributed-phase reference protocol: differ-
ential phase shift (DPS, top) and coherent one-way (COW,
bottom). Legend: PM, phase modulator; IM, intensity modula-
tor. See text for description.

sender and receiver have binary data at hand. As in the
case of Gaussian modulation, they can now perform
postselection of data, and use error correction and pri-
vacy amplification to extract secret keys from these data.

4. Distributed-phase-reference protocols

Both discrete- and continuous-variable protocols were
invented by theorists. Some experimental groups, in
their developments toward practical QKD systems, have
conceived new protocols, which do not fit in the catego-
ries above. In these, as in discrete-variable protocols, the
raw keys are made up of realizations of a discrete vari-
able (a bit) and are already perfectly correlated in the
absence of errors. However, the quantum channel is
monitored using the properties of coherent states—
more specifically, by observing the phase coherence of
subsequent pulses; whence the name distributed-phase-
reference protocols.

The first such protocol has been called the differential
phase shift (DPS) (Inoue, Waks, and Yamamoto, 2002,
2003). Alice produces a sequence of coherent states of
the same intensity,

WS = - e wleewle i ()

where each phase can be set at ¢=0 or 7 (Fig. 2). The
bits are encoded in the difference between two succes-
sive phases: b; =0 if e/?=¢'¢k+1 and b, =1 otherwise. This
can be unambiguously discriminated using an unbal-
anced interferometer. The complexity in the analysis
of this protocol lies in the fact that |¥(S,)) # |4(b)))®
- ®|y(b,)): the kth pulse contributes to both the kth
and (k+1)st bits. The DPS protocol has already been the
object of several experiments (Takesue et al., 2005, 2007;
Diamanti et al., 2006).

In the protocol called coherent one way (COW) (Gi-
sin et al., 2004; Stucki et al., 2005), each bit is encoded in
a sequence of one nonempty and one empty pulse,

|0} = |\'Z>2k—1 0)2r, | Dx =100 4] V’Z)zk- (10)

These two states can be unambiguously discriminated
in an optimal way by measuring the time of arrival
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(Fig. 2). For the channel estimation, one checks the co-
herence between two successive nonempty pulses; these
can be pr_oduced on purpose as a “decoy sequence”
|V;>2k—1|V’M>2k, or can happen as |\5;>2k|\‘“';>2k+1 across a
bit separation, when a sequence |1);]0);.; is coded. This
last check, important to detect PNS attacks, implies that
the phase between any two successive pulses must be
controlled; therefore, as happens for DPS, the whole se-
quence must be considered as a single signal. A proto-
type of a full QKD system based on COW has been
reported recently (Stucki et al., 2008).

Both DPS and COW are P&M schemes, tailored for
laser sources. It has not yet been possible to derive a
bound for unconditional security because the existing
techniques apply only when |¥(S,)) can be decomposed
into independent signals. We review the status of partial
security proofs in Sec. VI.

E. Sources

1. Lasers

Lasers are the most practical and versatile light
sources available today. For this reason, they are cho-
senby the vast majority of groups working in the field.
Of course, all implementations in which the source is a
laser are P&M schemes. For the purposes of this review,
we do not delve deep into laser physics. The output of a
laser in a given mode is described by a coherent state of
the field,

— . S
Vue'®y =|ay = e 2> —=|n), (11)
n=0 V!

where u=|a?| is the average photon number (also called
the intensity). The phase factor e’ is accessible if a ref-

erence for the phase is available; if not, the emitted state
is instead described by the mixture

27 de
p= [ S el =3 Pl 1
0 m n
with
P(n|p) = e #un!. (13)

Since two equivalent decompositions of the same den-
sity matrix cannot be distinguished, one may say that, in
the absence of a phase reference, the laser produces a
Poissonian mixture of number states.

The randomization of # generalizes to multimode co-
herent states (Mglmer, 1997; van Enk and Fuchs, 2002).
Consider, for instance, the two-mode coherent state
Ve 9| ' ei® which may describe, for instance, a
weak pulse and a reference beam. The phase ¢ is the
relative phase between the two modes and is well de-
fined, but the common phase 6 is random. One can then
carry out the same integration as before; the resulting
p is the Poissonian mixture with average photon
number u+u' and the number states generated in the
mode described by the creation operator Af=(ei*\ual

+Vp'ab) Nt
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We turn now to QKD. The existence of a reference
for the phase is essential in both continuous-variable
and distributed-phase-reference protocols: after all,
these protocols have been designed having the laser spe-
cifically in mind as a source. On the contrary, when
attenuated lasers are used to approximate qubits in
discrete protocols, the phase reference does not play
any role. In these implementations, p given in Eq. (12)
is generically26 an accurate description of the quantum
signal outside Alice’s laboratory. Since p commutes with
the measurement of the number of photons, this opens
the possibility of photon-number-splitting attacks (Ben-
nett, 1992; Brassard, Liitkenhaus, et al., 2000; Liitken-
haus, 2000), a major concern in practical QKD which is
addressed in Sec. I11.B.3.

2. Sub-Poissonian sources

Sub-Poissonian sources (sometimes called “single-
photon sources”) come closer to a single-photon source
than an attenuated laser, in the sense that the probability
of emitting two photons is smaller. The quantum signal
in each mode is taken to be a photon-number diagonal
mixture with a very small contribution of the multipho-
ton terms. The quality of a sub-Poissonian source is usu-
ally measured through the second-order correlation
function

CLOI + 7))
{0y -

where I(¢) is the signal intensity emitted by the source
and :: denotes normal ordering of the creation and an-
nihilation operators. In particular, g,(0)=~2p(2)/p(1)2,
while p(n) is the probability that the source emits n pho-
tons. For Poissonian sources, g,(0)=1; the smaller g,(0),
the closer the source is to an ideal single-photon source.
It has been noticed that knowledge of the efficiency and
g» 1s enough to characterize the performance of such a
source in an implementation of BB84 (Waks, Santori,
and Yamamoto, 2002a).

Sub-Poissonian sources have been the object of inten-
sive research; recent reviews cover the most meaningful
developments (Lounis and Orrit, 2005; Shields, 2007). In
the context of QKD, the discovery of PNS attacks trig-
gered much interest in sub-Poissonian sources because
they would reach much higher secret fractions. QKD
experiments have been performed with such sources
(Beveratos et al., 2002; Waks, Inoue, et al., 2002; Al-

g(7) = (14)

%0One must be careful due to the fact that the phase reference
is not used in the protocol does not necessarily mean that such
a reference is physically not available. In particular, such ref-
erence is available for some sources, e.g., when a mode-locked
laser is used to produce pulses. In such cases, even though
Alice and Bob do not use the phase coherence in the protocol,
the signal is no longer correctly described by Eq. (12), and Eve
can in principle take advantage of the existing coherence to
obtain more information (Lo and Preskill, 2007). Therefore it
is necessary to implement active randomization (Gisin et al.,
2006; Zhao, Qi, and Lo, 2007).
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léaume et al., 2004), and also in fibers (Intallura et al.,
2007) thanks to the development of sources at telecom
wavelengths (Ward et al., 2005; Saint-Girons et al., 2006,
Zinoni et al., 2006). Currently this interest has signifi-
cantly dropped, as it was shown that the same rate can
be achieved with lasers using decoy states (see Secs.
IV.B.3 and IV.B.4). But the situation may turn again in
the near future, for applications in QKD with quantum
repeaters (Sangouard et al., 2007).

3. Sources of entangled photons

Entangled photon pairs suitable for entanglement-
based protocols or for heralded sub-Poissonian sources
are mostly generated by spontaneous parametric down-
conversion (SPDC) (Mandel and Wolf, 1995). In this
process some photons from a pump laser beam are con-
verted into pairs of photons with lower energies due to
nonlinear interaction in an optical crys‘[al.2 The total
energy and momentum are conserved. In QKD devices,
cw-pumped sources are predominantly used.

In the approximation of two output modes, the state
behind the crystal can be described as follows:

[Wppc= V1= N2 N'|ng,np), (15)
n=0

where A=tanh ¢ with & proportional to the pump ampli-
tude, and where |ny,np) denotes the state with n pho-
tons in the mode destined to Alice and n photons in the
other mode going to Bob. This is the so-called two-mode
squeezed vacuum.

The photons are entangled in time and in frequencies
(energies); one can also prepare pairs of photons corre-
lated in other degrees of freedom: polarization (Kwiat et
al., 1995, 1999), time bins (Brendel et al., 1999; Tittel et
al., 2000), momenta (directions), or orbital angular mo-
menta (Mair et al., 2001).

The state (15) can be directly utilized in continuous-
variable protocols. In the case of discrete-variable pro-
tocols, one would prefer only a single pair of photons
per signal; however, SPDC always produces multi-
pair components, whose presence must be taken into
account. We describe this in the four-mode approxima-
tion, which is sufficient for the description of fs-pulse-
pumped SPDC (Li et al, 2005). An ideal two-photon
maximally entangled state reads |‘I’2>:%(|1 ,004]1,0)5
+[0,1)4]0,1)p), where each photon can be in two differ-
ent modes (orthogonal polarizations, different time bins,
etc.). This state can be approximately achieved if N <1,
i.e., if the mean pair number per pulse u=2\?/(1-\?)

T Crystals such as KNbO;, LilOs, LINbO;, B—BaB,0y, etc.
Periodically poled nonlinear materials are very promising
(Tanzilli er al, 2001). Besides the spontaneous parametric
down-conversion, new sources of entangled photons based on
quantum dots have been tested (Young et al., 2006). But these
sources are still at an early stage of development. Their main
drawback is the need for a cryogenic environment.
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<1. But there are multipair components: in fact, as in
the case of a four-mode approximation, the generated
state reads

W) = \p(0)[0) + \p(1)[W,) + \p(2)| W), (16)

where p(1) =~ and p(2) = 3/4 u?, |0) is the vacuum state,
and the four-photon state is |¥,)=1/3(|0,2)|0,2)
+[2,0)2,0)+|1,1)|1,1)). We recall that this description is
good for short pump pulses; when a cw-pumped source
is used (or a pulse-pumped source with the pulse dura-
tion much larger than the coherence time 7 of the down-
converted photons) the four-mode approximation is not
applicable and a continuum of frequency modes must be
taken into account. The multiple excitations created dur-
ing the coherence time 7 are coherent and partially cor-
related: in this case, the four-photon state is a fully en-
tangled state that cannot be written as “two pairs”—see
|W,) above.”® However, 7 is usually much shorter than
the typical time A¢ that one can discriminate, this time
being defined as the time resolution of the detectors for
cw-pumped sources” or as the duration of a pulse for
pulsed sources. This implies that, when two photons ar-
rive “at the same time,” they may actually arise from
two incoherent processes, and in this case the observed
statistics corresponds to that of two independent pairs.
This physics has been the object of several studies (Tap-
ster and Rarity, 1998; Ou, Rhee, and Wang, 1999; De
Riedmatten, Scarani; et al., 2004, Eisenberg et al., 2004;
Tsujino et al., 2004; Scarani et al., 2005).

What concerns us here is the advantage that Eve may
obtain, and in particular the efficiency of PNS attacks. If
the source is used in a P&M scheme as a heralded
single-photon source, then the PNS attack is effective as
usual, because all photons that travel to Bob have been
actively prepared in the same state (Liitkenhaus, 2000);
ideas inspired by decoy states can be used to detect it
(Adachi et al., 2007; Mauerer and Silberhorn, 2007). In
an EB scheme, the PNS attack is effective on the frac-
tion {= 7/At of coherent four-photon states; in addition,
all multipair contributions inevitably produce errors in
the correlations between Alice and Bob. We return to
these points in Sec. IV.B.5.

F. Physical channels

As far as the security is concerned, the quantum chan-
nel must be characterized only a posteriori because Eve
has full freedom of action on it. However, knowledge of
the a priori expected behavior is important at the time
of designing a setup. We review here the physics of the

28Although a nuisance in qubit-based protocols, the existence
of such four photon components can lead to new opportunities
for QKD, as pointed out Brassard, Mor, and Sabders (2000)
and Durkin et al. (2002).

However, a recent entanglement-swapping experiment
combined fast detectors and narrow filters to achieve Ar<<7in
cw-pumped SPDC (Halder et al., 2007).
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two main quantum channels used for light, namely, op-
tical fibers and free-space beams.

An important parameter of the quantum channel is
the amount of loss. Certainly, a key can be built by post-
selecting only those photons that have actually been de-
tected. But since quantum signals cannot be amplified,
the raw key rate decreases with the distance as the trans-
mission ¢ of the channel; in addition, at some point the
detection rate reaches the level of the dark counts of the
detectors, and this effectively limits the maximal achiev-
able distance. Finally, in general the lost photons are
correlated with the signal and thus must be counted as
information that leaked to Eve.

Concerning the interaction of photons with the envi-
ronment in the channel, the effect of decoherence de-
pends strongly on the quantum degree of freedom that is
used; therefore, although weak in principle, it cannot be
fully neglected and may become critical in some imple-
mentations.

1. Fiber links

The physics of optical fibers has been explored in
depth because of its importance for communication
(Agrawal, 1997). When we quote a value, we refer to
the specifications of the standard fiber Corning
SMF-28;* obviously, the actual values must be measured
in any experiment.

Losses are due to random scattering processes and
depend therefore exponentially on the length €,

t=10"2410, (17)

The value of « is strongly dependent on the wave-
length and is minimal in the two “telecom windows”
around 1330 nm (a=0.34 dB/km) and 1550 nm («
=0.2 dB/km).

The decoherence channels and their importance vary
with the coding of the information. Two main effects
modify the state of light in optical fibers. The first effect
is chromatic dispersion different wavelengths travel at
slightly different velocities, thus leading to an incoherent
temporal spread of a light pulse. This may become prob-
lematic as soon as subsequent pulses start to overlap.
However, chromatic dispersion is a fixed quantity for a
given fiber, and can be compensated (Fasel, Gisin, Ri-
bordy, and Zbinden, 2004). The second effect is polariza-
tion mode dispersion (PMD) (Gisin and Pellaux, 1992;
Galtarossa and Menyuk, 2005). This is a birefringent ef-
fect, which defines a fast and a slow polarization mode
orthogonal to one another, so that any pulse tends to
split into two components. This induces a depolarization
of the pulse. Moreover, the direction of the birefrin-
gence may vary in time due to environmental factors: as
thus, it cannot be compensated statically. Birefringence
effects induce decoherence in polarization coding, and
may be problematic for all implementations that require
a control on polarization. The importance of such effects

I5ee www.ee.byu.edu/photonics/connectors.parts/smf28.pdf
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depends on the fibers and on the sources; recent imple-
mentations can be made stable, even though they use a
rather broadband source (Hiibel et al., 2007).

2. Free-space links

A free-space QKD link can be used in several very
different scenarios, from short-distance line-of-sight
links with small telescopes mounted on rooftops in ur-
ban areas to ground-space or even space-space links, in-
volving the use of astronomical telescopes (see also Sec.
VIIIL.A.4). Free-space QKD has been demonstrated in
both the prepare-and-measure (Buttler et al., 1998; Rar-
ity, Gorman, and Tapster, 2001; Hughes et al., 2002;
Kurtsiefer et al., 2002) and the entanglement-based con-
figurations (Marcikic, Lamas-Linares, and Kurtsiefer,
2006; Ursin et al., 2007 Erven et al., 2008; Ling ef al.,
2008).

The decoherence of polarization or of any other de-
gree of freedom is practically negligible. The losses can
roughly be divided into geometric and atmospheric. The
geometric losses are related to the apertures of the re-
ceiving telescopes and with the effective aperture of the
sending telescope (the one perceived by the receiving
telescope, which is influenced by alignment, moving
buildings, atmospheric turbulence, etc.). The atmo-
spheric losses are due to scattering and to scintillation.
Concerning scattering, within the 700—-10 000 nm wave-
length range there are several “atmospheric transmis-
sion windows,” e.g., 780—-850 nm and 1520-1600 nm,
which have an attenuation «<0.1 dB/km in clear
weather. Obviously, the weather conditions influence
such losses heavily; numerical values are available
[see, e.g., Kim and Korevaar (2001) and Bloom et al.,
(2003)]. A simple model of the losses for a line-of-sight
free-space channel of length ¢ is therefore given by
t=[d,/(d;+D€)]>x 10210 where the first term is an es-
timate of the geometric losses (d, and d, are the aper-
tures of the sending and receiving telescopes; D is the
divergence of the beam) and the second describes scat-
tering (« is the atmospheric attenuation). We note that
this formula does not account for scintillation, which is
often the most critical factor in practice.

G. Detectors

1. Photon counters

Discrete-variable protocols use photon counters as
detectors. The main quantities characterizing photon
counters are the quantum efficiency #, which represents
the probability of a detector click when the detector is
hit by a photon, and the dark count rate p,, characteriz-
ing the noise of the detector—dark counts are events
when a detector sends an impulse even if no photon has
entered it. An important parameter is also the dead time
of the detector, i.e., the time it takes to reset the detector
after a click. These three quantities are not independent.
Most often, the overall repetition rate at which the de-
tector can be operated is determined by the dead time.
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TABLE I. Typical parameters of single-photon detectors: detected wavelength A, quantum efficiency
7, fraction of dark counts p,, repetition rate, maximum count rate, jitter, and temperature of opera-
tion T; the last column refers to the possibility of distinguishing the photon numbers. For acronyms

and references, see text.

A Rep. Count Jitter T
Name (nm) 7 D (MHz) (MHz) (ps) (K) n
APDs
Si 600 50% 100 Hz cwW 15 50-200 250 N
InGaAs 1550 10% 1073 per gate 10 0.1 500 220 N
Self-differencing 1250 100 60
Others
VLPC 650  58-85 % 20 kHz cwW 0.015 N.A. 6 Y
SSPD 1550 0.9% 100 Hz cwW N.A. 68 29 N
TES 1550 65% 10 Hz cwW 0.001 9x10% 01 Y

For each of the detectors discussed below, the meaning-
ful parameters are listed in Table I.

The most commonly used photon counters in discrete-
variable systems are avalanche photodiodes (APDs).
Specifically, for wavelengths in the interval approxi-
mately 400-1000 nm Si APDs can be used; for wave-
lengths from about 950 to 1650 nm, including telecom
wavelengths, InGaAs/InP diodes are most often ap-
plied. A whole literature on the use of APDs has origi-
nated in the field of QKD (Gisin, Ribordy, Tittel, and
Zbinden, 2002; Cova et al., 2004). Because they can be
operated with thermoelectric cooling, these detectors
are an obvious choice for practical QKD, and in particu-
lar for commercial devices (Ribordy et al., 2004; Tri-
fonov et al., 2004). Two recent developments are worth
mentioning. First, instead of directly using InGaAs
APDs, one can detect signals at telecom wavelengths
(1310 and 1550 nm) by applying parametric frequency
up-conversion and then using efficient silicon APDs
(Diamanti et al, 2005; Thew et al, 2006). These up-
conversion detectors have lower quantum efficiency
than InGaAs APDs, but could in principle be operated
in continuous mode, thus leading to higher repetition
rates (gigahertz); however, currently, they suffer from an
intrinsic noise source that leads to high dark count rates.
Second, more recently, an improvement of the repetition
rate and count rate by several orders of magnitude has
been obtained using a circuit that compares the output
of the APD with that in the preceding clock cycle; such
devices have been named self-differencing APDs (Yuan,
Kardynal, et al., 2007).

Single-photon detectors other than APDs have been
and are being developed. For instance, visible light pho-
ton counters (VLPCs) are semiconductor detectors that
can also distinguish the number of impinging photons
(Kim et al., 1999; Waks et al., 2003; Waks, Diamanti, and
Yamamoto, 2006). Other photon counters are based on
superconductors, for instance superconducting single-
photon detectors (SSPDs) (Verevkin et al., 2002, 2004)
and transition edge sensors (TESs) (Miller et al., 2003;
Rosenberg et al., 2005); both types have already been
used in QKD experiments (Hadfield et al., 2006; Hiskett
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et al., 2006; Rosenberg et al., 2007, 2008). Each type has
its own strong and weak features; in particular, all of
them must be operated at cryogenic temperatures.

2. Homodyne detection

Continuous-variable QKD is based on the measure-
ment of quadrature components of light. This can con-
veniently be done by means of optical homodyne detec-
tion. This detection scheme uses two beams of the same
frequency: the signal and the so-called local oscillator
(much stronger and therefore often treated as classical).
The beams are superimposed at a balanced beam split-
ter. The intensity of light in each of the output modes is
measured with proportional detectors, and the differ-
ence between the resulting photocurrents is recorded. If
the amplitude and the phase of the local oscillator are
stable, the differential current carries information about
a quadrature component of the input signal—what
quadrature component is actually measured depends on
the phase difference between the signal and local oscil-
lator. To keep this phase difference constant, the signal
and local oscillator are usually derived from the same
light source: the local oscillator beam needs to be trans-
mitted along with the signal from Alice to Bob; in prac-
tice, they are actually sent through the same channel so
that they experience the same phase noise and the rela-
tive phase remains unaltered—note, however, that this
practical change may render the scheme completely in-
secure, unless additional measurements are performed
to verify the character of both the weak and strong sig-
nals (Héseler, Moroder, and Liitkenhaus, 2008).

The intensities are measured by p-i-n diodes, which
provide high detection efficiency (typically 80%) and
relatively low noise. Therefore homodyne detection
could in principle operate at gigahertz repetition rates
(Camatel and Ferrero, 2006) in contrast to photon
counters based on APDs, whose detection rate is limited
by the detector dead time.

The use of such a high-rate homodyne detection tech-
nique unfortunately comes with a price. Because of the
uncertainty principle, the measurement of complemen-
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tary quadratures is intrinsically noisy. The vacuum noise
(or intrinsic noise) is the noise obtained when there is
vacuum in the signal port (only the local oscillator is
present). Now, the unavoidable transmission losses in
the optical line, which simply cause “missing clicks” in
photon-counting-based schemes, result in a decrease in
the signal-to-noise ratio in homodyne-detection-based
schemes. The vacuum noise is responsible for a rather
significant added noise in continuous-variable QKD,
which needs to be corrected during the classical postpro-
cessing stage: an additional computing effort in
continuous-variable QKD.

In addition to the vacuum noise, excess noise is gen-
erated, mainly by the detectors themselves and by the
subsequent electronics. In real systems, it is possible to
reduce the excess noise even 20 dB below the shot noise;
but this ratio depends on the width of the spectral win-
dow, and narrow spectral windows bound the modula-
tion frequencies (i.e., the repetition rates).

H. Synchronization and alignment

1. Generalities

The problem of the synchronization of two distant
clocks, in itself, is a technical matter that has been
solved efficiently in several different ways; basically, ei-
ther one sends out a synchronization signal at regular
intervals during the whole protocol or one relies on an
initial synchronization of two sufficiently stable clocks.
In the context of QKD, one has to consider possible
hacking attacks that would exploit this channel (see Sec.
II1.B.4).

The physical meaning of alignment depends on the
coding. For coding in polarization, it obviously means
that Alice and Bob agree on the polarization directions.
For phase coding, it refers rather to the stabilization of
interferometers. Both procedures are most often per-
formed by sending a space signal at a different fre-
quency than the quantum signal, taking advantage of the
bandwidth of the optical channel. Alternatively, self-
stabilized setups have been proposed: this is the so-
called plug-and-play configuration, described next in the
context of phase coding.

Before that, we have to mention that quantum me-
chanics also allows for a coding that does not require
any alignment by exploiting the so-called “decoherence-
free subspaces” (Zanardi and Rasetti, 1997; Boileau et
al., 2004). However, although demonstrated in some
proof-of-principle experiments (Bourennane et al., 2004;
Chen et al., 2006), such coding is highly impractical, as it
requires the preparation and measurement of complex
multiphoton states; moreover, it is very sensitive to
losses.”!

3 The simplest example is the singlet state of two qubits:
when both qubits are sent into the quantum channel, the state
is robust against any misalignment U since U® U[W™)=|¥").
With four physical qubits, there are two orthogonal states such
that U@ U U Ul 1)=|i1); therefore, one can form an ef-
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FIG. 3. Comparison of the one-way and two-way configura-
tions for phase coding. The one-way configuration is called
double Mach-Zehnder (top). Alice splits each laser pulse into
two pulses with relative phase «; if Bob’s phase is such that
a—B=0 modulo 7, the outcome is deterministic in the absence
of errors. In the two-way configuration, or plug-and-play (bot-
tom), the source of light is on Bob’s side. In detail, an intense
laser pulse is sent through a circulator (C) into Bob’s interfer-
ometer. The phase modulator is passive at this stage, but a
polarization rotation (R) is implemented so that all the light
finally couples in the fiber. On Alice’s side, part of the light is
deflected to a proportional detector (PD) that is used to moni-
tor Trojan horse attacks. The remaining light goes to a Faraday
mirror (FM) that sends each polarization to the orthogonal
one. On the way back, the pulses are attenuated down to a
suitable level; then the coding is done as above. The role of the
delay line (DL) is explained in the text.

2. Phase coding: Two configurations

We consider P&M schemes with phase coding. This
coding has been the preferential choice in fiber imple-
mentations and has given rise to two possible configura-
tions (Fig. 3). In the configuration called one-way, the
laser is on Alice’s side; it is typically realized with a
double Mach-Zehnder interferometer (Bennett, 1992;
Townsend, Rarity, and Tapster, 1993). The other possible
configuration has been called plug-and-play configura-
tion (Muller et al., 1997; Ribordy et al., 1998). As the
name suggests, the goal of the plug-and-play configura-
tion is to achieve self-alignment of the system. In con-
trast to the one-way configuration, the plug-and-play
configuration puts the source of light on Bob’s side: a
strong laser pulse travels in the quantum channel from
Bob to Alice. Alice attenuates this light to a suitable
weak intensity (less than one photon per pulse on aver-
age; a more precise estimate is given below and in Sec.
IV.B.4), codes the information, and sends the remaining
light back to Bob, who detects. The coded signal goes as
usual from Alice to Bob; but the same photons have first

fective logical qubit |0)=|y;) and [1)=|i;) that is insensitive to
misalignments. The states |y ) are not easy to prepare and to
detect. As a matter of fact, the available experiments did not
produce those states: they produced a quite complex photonic
state that gives the required statistics conditioned on the ob-
servation of a specific detection pattern. In turn, this implies
that all four photons must be transmitted and detected; there-
fore losses lead to a very fast decrease in the detection rate.
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traveled through the line going from Bob to Alice. In
this way, the interferometers become self-stabilized be-
cause the light passes through them twice; if the reflec-
tion on Alice’s side is done with a Faraday mirror, polar-
ization effects in the channel are compensated as well.
These two configurations have shaped the beginning of
practical QKD; we refer the reader to a previous review
(Gisin, Ribordy, Tittel, and Zbinden, 2002) for a thor-
ough discussion.

It is useful here to address some problems that are
specific for the plug-and-play configuration since they
illustrate the subtleties of practical QKD. The system
has an intrinsic duty cycle, which limits the rate at long
distances: Bob must wait through a go-and-return cycle
before sending other strong signals, otherwise the weak
signal coded by Alice will be overwhelmed by the back-
scattered photons of the new strong ones.”* This nui-
sance has been reduced by having Bob send not just one
pulse, but a train of pulses; on Alice’s side, a sufficiently
long delay line must be added: all pulses must have
passed the phase modulator before the first one comes
back and is coded. Still, this duty cycle is a serious
bottleneck compared to one-way configurations.

Two specific security concerns also arise for the plug-
and-play configuration. First, in full generality, there is
no reason to assume that Eve interacts only with the
signal going from Alice to Bob; she might as well modify
the signal going from Bob to Alice. A simple argument
suggests that this is not helpful for Eve: Alice attenuates
the light strongly and should actively randomize the glo-
bal phase; then, whatever the state of the incoming light,
the outgoing coded light consists of weak signals with
almost exact Poissonian statistics (Gisin et al., 2006). In-
deed, a rigorous analysis shows that unconditional secu-
rity can be proved if the global phase is actively random-
ized, and that the resulting secret fractions are only
slightly lower than those achievable with the one-way
configuration (Zhao, Qi, and Lo, 2008). The second con-
cern is that, since Alice’s box must allow two-way transit
of light, Trojan horse attacks (see II1.B.4) must be moni-
tored actively, whereas in one-way setups they can be
avoided by use of passive optical isolators. In practice,
this may decrease the limiting distance.™

32As a matter of fact, backscattering and the corresponding
duty cycle could be avoided, but at the price of attenuating the
pulses at Bob’s side. In turn, this implies that (i) a different
channel should be used for synchronization and (ii) the maxi-
mal operating distance is reduced in practice, especially if one
takes Trojan horse attacks into account (see below). Such a
setup has been demonstrated (Bethune and Risk, 2000).

3The argument goes as follows: upon receiving Bob’s pulse,
Alice attenuates it down to the desired intensity u. Now, it
turns out that a simple error by a factor of 2, i.e., sending out
2w instead of u, would spoil all security (see Sec. IV.B.4). This
implies that the intensity of the input pulse must be monitored
to a precision far better than this factor 2. This precision may
be hard to achieve at long distances, when Bob’s pulse has
already been significantly attenuated by transmission.
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It is not obvious what the future perspectives of the
plug-and-play configuration will be: recently, stabilized
one-way configurations have been demonstrated, which
can also reach optical visibilities larger than 99% and
have a less constraining duty cycle (Gobby, Yuan, and
Shields, 2004). Still, the plug-and-play configuration is an
important milestone in practical QKD: in particular, the
first commercial QKD systems are based on it

III. SECRET KEY RATE

We have seen in Sec. I1.B.4 that the secret key rate K
is the product of two terms [Eq. (6)], the raw key rate R
and the secret fraction r. This section is devoted to a
detailed study of these two factors. Clearly, the latter is
by far the more complex one, and most security studies
are devoted only to it; however, the raw key rate is cru-
cial as well in practice and its proper description in-
volves some subtleties as well. We therefore start with
this description.

A. Raw key rate

The raw key rate reads
R = vg Prob(Bob accepts). (18)

The second factor depends both on the protocol and on
the hardware (losses and detectors) and will be studied
for each specific case. The factor vg is the repetition rate.

In the case of pulsed sources vy is the repetition rate
of the source of pulses. Of course, vg=< 5", the maximal
repetition rate allowed by the source itself; but two
other limitations may become important in limiting
cases, so that the correct expression reads

R — min(v§* 1/ it 1 Tye). (19)

We now explain what the two last terms mean.

The first limitation is due to the dead time of the de-
tectors 7,. In fact, it is useless to send more light than
can actually be detected (worse, an excess of light may
even give an advantage to Eve). One can require that at
most one photon is detected in an interval of time 7;; the
detection probability is Prob(Bob detects)=~uttzn with
pn=(n)=<1 the average number of photons produced by
the source, ¢ the transmittivity of the quantum channel,
tg the losses in Bob’s device, and # the efficiency of the
detector. Therefore, vg=< (r uttgn) . It is clear that this
limitation plays a role only at short distances: as soon as
there are enough losses in the channel, fewer photons
will arrive at Bob than can actually be detected.

The second limitation is associated with the existence
of a duty cycle: two pulses cannot be sent at a time in-
terval smaller than a time T4 determined by the setup.

*The configuration has also been used for continuous-
variable coding (Legré, Zbinden, and Gisin, 2006), for a
distributed-phase-reference protocol (Zhou et al., 2003), and
for noncryptographic quantum information tasks (Brainis
et al., 2003).
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The expression for T4, depends on the details of the
setup. In plug-and-play configurations, for instance, one
cannot send the next train of bright pulses before the
weak signal of the earlier train has returned (Sec.
II.LH.2): the effect becomes important at long distance.
Another example of a duty cycle is the one introduced
by a stabilization scheme for one-way configurations, in
which each coded signal is preceded by a strong refer-
ence signal (Yuan and Shields, 2005). Note, finally, that
in any implementation with time-bin coding, the ad-
vanced component of the next signal must not overlap
with the delayed component of the previous one.

In the case of heralded photon sources or
entanglement-based schemes working in a continuous-
wave (cw) regime it is reasonable to define vg as the
average rate of Alice’s detections; thus™

VY = min(qpatap’, 17 1 gty 1/AD). (20)

Here nqtqp’ is the trigger rate with which Alice an-
nounces the pair creations to Bob, with u' the pair-
generation rate of the source, ¢4 is the overall transmit-
tance of Alice’s part of the apparatus, and 7, is the
efficiency of Alice’s detectors. Of course, in practice this
rate is limited by the dead time of Alice’s detectors 7.
The whole repetition rate is limited by Bob’s detector
dead time 7; and by the width of the coincidence win-
dow At (usually At<< 7).

B. Secret fraction

1. Classical information postprocessing

To extract a short secret key from the raw key, classi-
cal postprocessing is required. This is the subject of this
section [for more details see Renner (2005) and Van
Assche (2006)]. The security bounds for the secret frac-
tion crucially depend on how this step is performed.

a. One-way postprocessing

These are the most studied and best-known proce-
dures. One of the partners, the one who is chosen to
hold the reference raw key, sends classical information
through the public channel to the other one, who acts
according to the established procedure on his data but
never gives feedback. If the sender in this procedure is
the same as the sender of the quantum states (Alice with
our convention), one speaks of direct reconciliation; in
the other case, of reverse reconciliation. The optimal
one-way postprocessing has been characterized and con-
sists of two steps.

The first step is error correction (EC), also called in-
formation reconciliation, at the end of which the lists of
symbols of Alice and Bob have become shorter but per-
fectly correlated. As proved by Shannon, the fraction of

3The source is assumed to be safe at Alice’s side. It is sup-
posed that Alice’s detectors are still “open” (not gated). Dark
counts and multipair contributions were neglected in the esti-
mation of 5"
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perfectly correlated symbols that can be extracted from
a list of partially correlated symbols is bounded by the
mutual information [(A:B)=H(A)+H(B)-H(AB),
where H is the entropy of the probability distribution. In
the context of one-way procedures with a sender S and a
receiver R, it is natural to write /(A: B) in the apparently
asymmetric form H(S)—H(S|R). This formula has an in-
tuitive interpretation, if one remembers that the entropy
is a measure of uncertainty: the sender must reveal an
amount of information at least as large as the uncer-
tainty the receiver has on the reference raw key.

The second step is privacy amplification (PA). This
procedure is aimed at destroying Eve’s knowledge of the
reference raw key. Of course, Alice and Bob will have
chosen as a reference raw key the one on which Eve has
the smallest information: here is where the choice be-
tween direct and reverse reconciliation becomes
meaningful.*® The fraction to be further removed can
therefore be written min(/;4,/yp), where I is Eve’s in-
formation about the raw key of Alice or Bob, which will
be defined more precisely in Sec. III.B.2 PA was first
mentioned by Bennett, Brassard, and Robert (1988), and
then established by Bennett et al. (1995). This reference
has been considered as valid for one decade but, after
the notion of universally composable security was intro-
duced (see Sec. I1.C.2), it had to be replaced by a gener-
alized version (Renner and Ko6nig, 2005). Currently the
only PA procedure that works in a provable way is the
one based on two-universal hash functions.”’ Also, for
composability, the protocol must be symmetric under
permutations; in particular, the pairs for the parameter
estimation must be chosen at random, and the hash
function has to be symmetric (as it is usually).

In summary, the expression for the secret fraction ex-
tractable using one-way classical postprocessing reads

r=1I(A:B) —min(I 4,1 zp). (21)

%Note that, I(A:B) being symmetric, there is no difference
between direct and reverse reconciliation at the level of EC, as
ex_})ected from the nature of the task.

A set F of functions fiX—Z is called two-universal if
Pr{f(x)=f(x")]<1/|Z| for x#x’ and f chosen at random with
uniform probability. It is instructive to see why this definition is
meaningful for privacy amplification. After EC, Alice and Bob
share the same list of bits x; Eve has an estimate x’ of this list.
For PA, Alice chooses f from the two-universal set and an-
nounces it publicly to Bob. Both Alice and Bob end up with
the shorter key z=f(x); but the probability that Eve’s estimate
z'=f(x") coincides with z is roughly 1/|Z]: Eve might as well
choose randomly out of the set Z of possible final keys. Two-
universal hash functions, e.g., in the form of matrix multiplica-
tion, can be implemented efficiently (Carter and Wegman,
1979; Wegman and Carter, 1981). The size of the matrices is
proportional to the length N of the raw key. Against a classical
adversary, other extractors exist whose size grows only as
log N; but at currently, it is not known whether a similar con-
struction exists in the case where the adversary is quantum
(Konig and Renner, 2007).
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b. Remarks on practical EC

As mentioned above, the performance of EC codes is
bounded by Shannon’s mutual information. Practical EC
codes, however, do not reach the Shannon bound. For a
priori theoretical estimates, it is fair to increase the num-
ber of bits to be removed by 10-20 %; more precise
estimates are available (Liitkenhaus, 1999) but ulti-
mately the performance must be evaluated on each
code. We take this correction explicitly into account in
Sec. IV-VIL

In addition, most of the efficient EC codes that are
actually implemented, e.g., CASCADE (Brassard and Sal-
vail, 1994), use two-way communication. To fit these
two-way EC codes in the framework of one-way post-
processing, one can give the position of the errors to Eve
and treat all communication as one-way communication
by (Liitkenhaus, 1999). Alternatively, one can use en-
cryption of the EC data, as suggested by Liitkenhaus
(1999) and formally proved by Lo (2003).

Note finally that it is not necessary to estimate the
error rate with a small sample of the data: instead, the
parties learn naturally the precise number of errors dur-
ing the EC procedure.

c¢. Other forms of postprocessing

Bounds can be improved by two-way postprocessing,
which refers to any possible procedure in which both
partners are allowed to send information. Since its first
appearance in QKD (Gisin and Wolf, 1999; Chau, 2002;
Gottesman and Lo, 2003), this possibility has been the
object of several studies.”® Contrary to the one-way case,
the optimal procedure is still not known, basically be-
cause of the complexity of taking feedback into account.

More recently, another way to improve bounds was
found, called preprocessing: before postprocessing, the
sender (for one way) or both partners (for two way) can
add locally some randomness to their data. Of course,
this decreases the correlations between them, but it de-
creases Eve’s information as well, and, remarkably, the
overall effect may be positive (Kraus, Gisin, and Renner,
2005; Renner, Gisin, and Kraus, 2005).

Both preprocessing and two-way post-processing are
easy to implement and allow a secret key to be extracted
in a parameter region where one-way postprocessing
would fail; in particular, the critical tolerable error rate
is pushed much higher.” To our knowledge though, they

3¥We note that some of the security claims in the first paper
dealing with advantage distillation (Gisin and Wolf, 1999) were
imprecise. These works have also had an intriguing offspring,
the conjecture of the existence of “bound information” (Gisin
and Wolf, 2000), later proved for three-partite distributions
(Acin, Cirac, and Masanes, 2004).

*The order of magnitude of the improvements is roughly the
same for all examples that have been studied. Consider, e.g.,
BB84 in a single-photon implementation and security against
the most general attacks: the critical quantum bit error rate
(OBER) for one-way postprocessing without preprocessing is
11% (Shor and Preskill, 2000). Bitwise preprocessing brings
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have been implemented only once in real systems (Ma et
al., 2006). The reason is that, in terms of secret key rate,
an improvement can be apgreciated only when the dark
counts become dominant,” a regime in which few sys-
tems tend to operate—see, however, Rosenberg et al.
(2008), Tanaka er al. (2008), and Yuan er al. (2008).
Therefore, in what follows, we present only bounds for
one-way classical postprocessing without preprocessing.

2. Individual, collective, and coherent attacks

As stressed from the beginning (Sec. II.C.1), one aims
ultimately at proving unconditional security, i.e., security
bounds in the case where Eve’s attack on the quantum
channel is not restricted. Such a lower bound for security
was elusive for many years (Sec. II.A); it has nowadays
been proved for many protocols, but is still missing for
others. In order to provide an ordered view of the past,
as well as to keep ideas that may also be useful in the
future, we discuss now several levels of security.

a. Individual (or incoherent) attacks

This family describes the most constrained attacks
that have been studied. They are characterized by the
following properties:

(I1) Eve attacks each of the systems going from Alice
to Bob independently of all others, using the same
strategy.”' This property is easily formalized in the EB
scheme: the state of n symbols for Alice and Bob has the

form pip=(pp)*".

(I2) Eve must measure her ancillas before the classical
postprocessing. This means that, at the beginning of the
classical postprocessing, Alice, Bob, and Eve share a
product probability distribution of classical symbols.

In this case, the security bound for one-way postpro-
cessing is the Csiszar-Korner bound, given by Eq. (21)
with

1,p=max I(A:E) (individual attacks), (22)
Eve

this value up to 12.4% (Kraus, Gisin, and Renner, 2005); more
complex preprocessing up to 12.9% (Smith, Renes, and Smo-
lin, 2008). Two-way postprocessing can increase it significantly
further, at least up to 20.0%, but at the expenses of drastically
reduced key rate (Chau, 2002; Gottesman and Lo, 2003; Bae
and Acin, 2007). In weak-coherent-pulse implementations,
preprocessing increases the critical distance of BB84 and
SARGO04 protocols by a few kilometers, for security to against
both individual (Branciard et al., 2005) and most general at-
tacks (Kraus, Branciard, and Renner, 2007).

“Recall that optical error is routinely kept far below 5%;
therefore, the total error rate exceeds ~10% when the error is
largely due to the dark counts.

“'We note here that this “same strategy” may be probabilistic
(with probability p;, Eve does something; with probability p,,
something else; etc.), provided the probabilities are fixed dur-
ing the whole key exchange. From the standpoint of practical
QKD, an attack in which Eve would simply stop attacking for
a while, belongs to the family of the most general attacks.
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and of course similarly for Iz. (Csiszar and Korner,
1978). Here I(A:E) is the mutual information between
the classical symbols; the notation maxg,. recalls that
one must maximize this mutual information over Eve’s
strategies. There is actually an ambiguity in the litera-
ture as to the moment where Eve is forced to perform
her measurement: namely, whether she is forced to
measure immediately after the interaction (Liitken-
haus, 1996; Curty and Liitkenhaus, 2005; Bechmann-
Pasquinucci, 2006) or whether she can keep the signals
in a quantum memory until the end of the sifting and
error correction phase (Fuchs et al., 1997; Bruf3, 1998;
Slutsky et al., 1998; Bechmann-Pasquinucci and Gisin,
1999; Liitkenhaus, 1999; Brassard, Liitkenhaus, et al.,
2000; Cerf et al., 2002; Herbauts et al., 2008). The first
case is associated with the hardware assumption that
Eve is restricted not to have a quantum memory.* The
second case is associated with the hardware assumption
that Eve cannot perform arbitrary coherent measure-
ments and can be useful as a step on the way to uncon-
ditional security proofs. However, we stress that the
bound for collective attacks can nowadays be calculated
more easily and gives more powerful results.*®

An important subfamily of individual attacks are the
intercept-resend (IR) attacks. As the name indicates,
Eve intercepts the quantum signal flying from Alice to
Bob, performs a measurement on it, and, conditioned on
the result she obtains, she prepares a new quantum sig-
nal that she sends to Bob. If performed identically on all
items, this is an individual attack. Moreover, it obviously
realizes an entanglement-breaking channel between Al-
ice and Bob, thus providing an easily computed upper
bound on the security of a protocol (Curty and Liitken-
haus, 2005; Bechmann-Pasquinucci, 2006).

b. Collective attacks

This notion was first proposed by Biham, and co-
workers, who proved the security of BB84 against them
and conjectured that the same bound would hold for the
most general attacks (Biham and Mor, 1997; Biham et
al., 2005). Collective attacks are defined as follows:

(C1) The same as (I1).

#Generalizing (Wang, 2001), it is conjectured that individual
attacks should be optimal under the weaker assumption of a
quantum memory that is bounded, either in capacity or in life-
time; but only rougher bounds have been derived so far (Dam-
gaard et al., 2005, 2007; Konig and Terhal, 2008).

43Currently there is still something that is known only for
individual attacks, and this is Eve’s full strategy; the optimal
procedures have been found both for the scenarios both with-
out quantum memory (Liitkenhaus, 1996) and with it (Liitken-
haus, 1999; Herbauts ez al., 2008). On the contrary, the bound
for collective and coherent attacks is computed by optimizing
the Holevo bound over all possible interactions between the
signal and Eve’s ancillas (see below): one implicitly assumes
that suitable measurements and data processing exist, which
will allow Eve to extract that amount of information. It would
be interesting to exhibit explicit procedures also for more gen-
eral attacks.
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(C2) Eve can keep her ancillas in a quantum memory
until the end of the classical postprocessing, and more
generally until any later time convenient to her (for in-
stance, if the key is used to encode a message, part of
which is vulnerable to plain-text attack, Eve may delay
her measurement until she obtains the information com-
ing from this attack). She can then perform the best
measurement compatible with what she knows. In gen-
eral, this will be a collective measurement.

Only (C1) is an assumption on Eve’s power. The ge-
neric bound for the secret key fraction achievable using
one-way postprocessing (Devetak-Winter bound) is given
by Eq. (21) with

I,r=max y(A:E) (collective attacks), (23)
Eve

and Igp defined in the analogous way (Devetak and
Winter, 2005). Here x(A:E) is the so-called Holevo
quantity (Holevo, 1973),

X(A:E) = S(pg) — 2 p(@)S(pgia). (24)

where S is von Neumann entropy, a is a symbol of
Alice’s classical alphabet distributed with probability
p(a), pgjq is the corresponding state of Eve’s ancilla, and
pe=2.p(a)pg|, is Eve’s partial state. The Holevo quan-
tity bounds the capacity of a channel, in which a classical
value (here a) is encoded into a family of quantum states
(here, pE‘a)i in this sense, it is the natural generalization
of the mutual information.

As mentioned, it is actually easier to compute Eq. (23)
than Eq. (22). The reason lies in the optimization of
Eve’s strategy. In fact, the Holevo quantity depends only
on Eve’s states pg,, that is, on the unitary operation with
which she couples her ancilla to the system flying to
Bob. In contrast to that, the mutual information de-
pends both on Eve’s states and on the best measurement
that Eve can perform to discriminate them, which can be
constructed only for very specific examples of the set of
states (Helstrom, 1976).

c. General (or coherent) attacks

Eve’s most general strategy includes so many possible
variations (she may entangle several systems flying from
Alice to Bob, she may modify her attack according to
the result of an intermediate measurement, etc.) that it
cannot be efficiently parametrized. A brute force opti-
mization is therefore impossible. Nevertheless, as men-
tioned, bounds for unconditional security have been
found in many cases. In all these cases, it turns out that
the bound is the same as for collective attacks. This re-
sult calls for several comments.

First, this result has an intuitive justification. If the
state |¥(S,)) that codes the sequence S, has the tensor
product form |i(s;))® -+ ®|i(s,)), then the states pass-
ing from Alice to Bob are uncorrelated in the quantum
channel; therefore Eve does not seem to have any ad-
vantage in introducing artificial correlations at this
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point.* However, correlations do appear later, during
the classical postprocessing of the raw key, such that, in
fact, the final key is determined by the relations between
the symbols of the raw key, rather than by those symbols
themselves. Thus, Eve must not try to guess the value of
each symbol of the raw key, but rather some relation
between them—and this is typically a situation in which
entanglement is powerful. This vision also clarifies why
unconditional security is still elusive for those protocols
for which |¥(S,,)) is not of the tensor product form (see
Sec. VIL.A).

Second, for BB84, six-state, and other protocols, as-
suming the squashing property of detectors (see Sec.
IV.A.2), this result is a consequence of the internal sym-
metries (Kraus, Gisin, and Renner, 2005; Renner, Gisin,
and Kraus, 2005). The explicit calculations are given in
Appendix A. In a more general framework, the same
conclusion can be reached by invoking the exponential
De Finetti theorem (Renner, 2005, 2007). This theorem
says that, after some suitable symmetrization, the statis-
tics of the raw key are never significantly different from
those that would be obtained under constraint (I1). This
is a powerful result, but again does not solve all the
issues: for instance, because the actual exponential
bound depends on the dimension of the Hilbert space of
the quantum signals, it cannot be applied to continuous-
variable QKD (see, however, the “Note added” at the
end of this paper). Also recall that we consider only the
asymptotic bound: the finite-key bounds obtained by in-
voking the De Finetti theorem are overpessimistic (Sca-
rani and Renner, 2008).

3. Quantum side channels and zero-error attacks

The possibility of zero-error attacks seems to be at
odds with the fundamental tenet of QKD, namely, that
Eve must introduce modifications in the state as soon as
she obtains some information. However, there is no con-
tradiction: for instance, in the presence of losses the
quantum signal is also changed between the source and
the receiver. Even if in most protocols (see discussion in
Sec. 1.B.3) losses do not lead to errors in the raw key,
some information about the value of the coded symbol
may have leaked to Eve.

Losses are the most universal example of leakage of
information in a quantum side channel, i.e., in some de-
gree of freedom other than the one that is monitored.
We stress that the existence of side channels does not
compromise security, provided the corresponding at-
tacks are taken into account in the privacy amplification.

A beam-splitting (BS) attack translates the fact that
the light that is lost in the channel must be given to Eve:
specifically, Eve could be simulating the losses by putting
a beam splitter just outside Alice’s laboratory, and then
forwarding the remaining photons to Bob on a lossless

#0f course, one is not saying that Eve does satisfy (I1): Eve
can do whatever she wants; but there exists an attack that
satisfies (I1) and that performs as well as the best possible
attack.
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line. The BS attack does not modify the optical mode
that Bob receives: it is therefore always possible for
lossy channels and does not introduce any error % For
an explicit computation of BS attacks, see Sec. VL.B.

When the signal can consist of more than one photon,
Eve can count the number of photons in each signal and
act differently according to the result n of this measure-
ment. Such attacks are called photon-number splitting
(PNS) attacks (Bennett, 1992; DusSek, Haderka, and
Hendrych, 1999; Brassard, Liitkenhaus, et al., 2000; Liit-
kenhaus, 2000) and can be much more powerful than the
BS attack. They were discovered as zero-error attacks
against BB84 implemented with weak laser pulses; in the
typical parameter regime of QKD, even the Poissonian
photon-number distribution can be preserved (Liitken-
haus and Jahma, 2002), so that the PNS attack cannot be
detected even in principle as long as one known signal
intensity is used. Use of different intensities in order to
detect PNS attacks is the idea behind the decoy-states
method (Hwang, 2003; Lo, Ma, and Chen, 2005; Wang,
2005). The distributed-phase-reference protocols also
detect PNS attacks (Inoue and Honjo, 2005; Stucki et al.,
2005).

Finally, we mention the possibility of attacks based on
unambiguous state discrimination (USD) followed by re-
sending of a signal (Dusek, Jahma, and Liitkenhaus,
2000). These can be part of a PNS attack (Scarani, Acin,
Ribordy, and Gisin, 2004) or can define attacks alone
(Branciard et al, 2007, Curty et al, 2007); they are
clearly zero-error attacks and modify the photon-
number statistics in general.

Of course, a quantum side channel may hide in any
imperfect component of the device (e.g., a polarizer
which would also distort the wave function according to
the chosen polarization). The list of possibilities is un-
bounded, whence the need for careful testing.*

4. Hacking attacks on practical QKD

In practical QKD, the security concerns are not lim-
ited to the computation of security bounds for Eve’s ac-
tion on the quantum channel. Any specific implementa-
tion must be checked against hacking attacks and
classical leakage of information.

Hacking attacks are related to the weaknesses of an
implementation. A first common feature of hacking at-
tacks is that they are feasible, or almost feasible, with
present-day technology. The best-known example is the
family of Trojan horse attacks, in which Eve probes the
settings of Alice’s and/or Bob’s devices by sending some
light into them and collecting the reflected signal (Vakhi-
tov, Makarov, and Hjelme, 2001). Actually, the first kind
of hacking attack that was considered is a form of Trojan

For some sources, this attack simply does not give Eve any
information: for a perfect single-photon source, if the photon
goes to Eve, nothing goes to Bob, and vice versa.

*Some very specific protocols and the corresponding security
proofs can be made robust against such imperfections (Acin et
al., 2007).
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horse that would come for free: it was noticed that some
photon counters (silicon-based avalanche photodiodes)
emit some light at various wavelengths when they detect
a photon (Kurtsiefer et al., 2001). If this light carries
some information about which detector has fired, it must
be prevented from propagating out, where Eve could
detect it. In these two examples, one also sees the sec-
ond common feature of all hacking attacks, namely, that
once they have been noticed, they can be countered by
adding some component. In all setups where light goes
only one way (out of Alice’s and into Bob’s laboratory),
the solution against Trojan horse attacks consists in sim-
ply using an optical isolator; in implementations where
light must go both ways (typically, the plug-and-play set-
ups), the solution is provided by an additional monitor-
ing detector (Gisin et al., 2006).

Apart from Trojan horses, other hacking attacks have
been invented to exploit potential weaknesses of specific
implementations, e.g., faked state attacks (Makarov and
Hjelme, 2005; Makarov et al., 2006; Makarov and Skaar,
2008), phase-remapping attacks (Fung et al., 2007), and
time-shift attacks (Qi, Fung, et al., 2007; Zhao, Fung, et
al., 2007).1t has also been noticed that a too precise tim-
ing disclosed in the Alice-Bob synchronization protocol
may give information about which detector actually fired
(Lamas-Linares and Kurtsiefer, 2007).

5. A crutch: The uncalibrated-device scenario

As we have stressed, the errors and losses in the quan-
tum channel must be attributed to Eve’s intervention.
But in a real experiment, there are errors and losses also
inside the devices of the authorized partners. In particu-
lar, the detectors have finite efficiency (losses) and dark
counts (errors); these values are known to the autho-
rized partners, through calibration of their devices. A
security proof should take this fact into account.

The task of integrating this knowledge into security
proofs, however, has proved harder than one might
think. In general, the naive approach, consisting in tak-
ing an attack and removing the device imperfections
from the parameters used in privacy amplification, gives
only an upper bound, even at the level of individual
attacks.” In particular, unconditional security proofs,

#'Consider a PNS attack (Sec. I11.B.3) on BB84 implemented
with weak coherent pulses, and focus on the pulses for which
Eve has n=2 photons. The obvious PNS attack consists in Eve
keeping one photon in a quantum memory and sending the
other one to Bob because in this case she obtains full informa-
tion and introduces no error. But there is no information on
nondetected photons: in particular, if Eve cannot control the
losses in Bob’s apparatus, ¢z, and the detector efficiency #», her
information rate on such events will be I,_,;,;=tz7. Now, con-
sider another strategy: Eve applies a quantum cloner 2—3,
keeps one photon, and sends the other two to Bob. Since no
perfect cloning is possible, this introduces an error &, on Bob’s
side, and Eve’s information on each detected bit is I(g,) <1.
But Eve’s information rate is I, ,,=[1-(1—-tz7)%]l(e,)
~2tzml(e,) and can therefore become larger than 7,_,1,;. The
full analysis must be done carefully, taking into account the
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whenever available, have been provided only under the
assumption that all the losses and all the errors are at-
tributed to Eve and must therefore be taken into ac-
count in privacy amplification. We refer to this assump-
tion as to the uncalibrated-device scenario, because it
implies that Alice and Bob have no means of distin-
guishing the losses and errors of their devices from those
originating in the channel.”® These issues have been
raised in a nonuniform way in the literature. Most of the
discussions have taken place for discrete-variable proto-
cols; the security studies of distributed-phase-reference
protocols are in too early a stage, but will surely have to
address the question. The case of CV QKD may prove
different because of the difference in the detection pro-
cess (homodyne detection instead of photon counting).

Currently the uncalibrated-device scenario is still a
necessary condition to derive lower bounds. In the fol-
lowing sections, we work with this scenario. In Sec. IV.C
and VIL.B.2, we compare the best available lower
bounds with the upper bounds obtained with a naive
approach to calibrated devices: we show that in some
cases the two bounds coincide for every practical pur-
pose. In Sec. VIII.A.2, we summarize the status of this
open problem.

IV. DISCRETE-VARIABLE PROTOCOLS
A. Generic assumptions and tools

As argued in Sec. III.B.5, in order to present lower
bounds as they are available today, we work systemati-
cally in the uncalibrated-device scenario; Sec. IV.C will
present the derivation of an upper bound for calibrated
devices.

1. Photon-number statistics

We suppose that each signal is represented by a diag-
onal state in the photon-number basis, or, in other
words, that there is no phase reference available and no
coherence between successive signals.49 Thus, Alice’s
source can be described as sending out a pulse that con-
tains n photons with probability p4(n); Eve can learn n
without modifying the state, so this step is indeed part of

observed total error rate; in the family of individual attacks,
the cloning strategy performs better than for typical values of
tgm (Curty and Liitkenhaus, 2004; Niederberger, Scarani, and
Gisin, 2005). Note that there is no claim of optimality in this
example: another attack may be found that performs still
better.

*The name uncalibrated-device scenario is proposed here for
the first time. In the literature, the assumption used to be
named the untrusted-device scenario; but this name is clearly
inadequate (see Sec. II.C.1 for the elements that must always
be trusted in a QKD setup, and Sec. VIII.A.3 for those that
may not be trusted in some very specific protocols).

“In some cases such as plug-and-play implementations, the
randomization of the phase should in principle be ensured ac-
tively (Gisin et al., 2006; Zhao, Qi, and Lo, 2008).
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the optimal collective attack (Eve may always choose
not to take advantage of this information).

The statistical parameters that describe a key ex-
change are basically detection rates and error rates.”
Here are the main notations: R, total detection rate; R,,,
detection rate for the events when Alice sent n photons
(Z2,R,=R); Y,=R,/R a convenient notation (2,Y,=1);
R}’ wrong counts among the R,; ¢,=R) /R, the error
rate on the n photon signals; and O=2X,Y,¢, the total
error rate (QBER). Concerning photon statistics on
Bob’s side, it is important to notice the following. If the
channel introduces random losses, the photons that en-
ter Bob’s device are distributed according to p's(k)
=3, a(n)CEtF(1—1)"% where Cr=k!/n!(n-k)! is the
binomial factor; one could compute R, from this value
and the details of the protocol. However, Eve can adapt
her strategy to the value of n, so the photon-number
statistics pg(k) on Bob’s side may be completely differ-
ent from p%(k) (Liitkenhaus and Jahma, 2002).

2. Qubits and modes

Many, although not all, security proofs can be ob-
tained by finding qubit protocols in the optical imple-
mentations that work with optical modes.

a. Sources: Tagging

On the source side, this can be done with “tagging,”
by assuming that all multiphoton signals (with respect to
the total signal) becoming fully known to an eavesdrop-
per. This leaves us effectively with qubits, using single
photons and the coding degree of freedom, for example,
polarization or relative phase between two modes. This
method has been used by Liitkenhaus (2000) and In-
amori, Liitkenhaus, and Mayers (2007), but the term tag-
ging was introduced only by Gottesman, Lo, Liitken-
haus, and Preskill (2004). Note that security proofs can
be made without this assumption, e.g., in the case of the
SARG protocol.

b. Detectors: Squashing

Detectors act on optical modes, and typically thresh-
old detectors are used that cannot resolve the incoming
photon number. Some security proofs (Mayers, 1996,
2001; Koashi, 2006a) can deal directly with this situation.
In other security proofs one has to search through all
possible photon numbers of arriving signals to prove
that it is Eve’s optimal strategy to send preferentially
single photons to Bob (Liitkenhaus, 1999). It was real-
ized there that double clicks in detection devices, result-
ing from multiphoton signals or dark counts, cannot be
simply ignored, as this would open up a security

SWe assume that these parameters are independent of Bob’s
measurements, either because they are really measured to be
the same for all bases (a reasonable case in practice), or be-
cause, after the sifting procedure, Alice and Bob forget from
which measurement each bit was derived and work with aver-
age values.
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loophole.5 T'As a countermeasure, Liitkenhaus (1999,
2000) introduced the concept of assigning double clicks
at random to the values corresponding to single-click
events.

The concept of squashing, originally introduced in a
continuous-variable context (Gottesman and Preskill
2001), was coined by Gottesman, Lo, Liitkenhaus, and
Preskill (2004), where it is assumed that the detection
device can be described by a two-step process: in a first
step, the optical signal is mapped (squashed) into a
single photon (qubit), and then the ideal measurement in
the qubit description is performed. Only recently has it
been shown that a squashing model actually exists for
the BB84 protocol (Beaudry, Moroder, and Liitkenhaus,
2008a; Tsurumaru and Tamaki, 2008) with the given as-
signment of double clicks to random single detector
clicks. Actually, Beaudry, Moroder, and Liitkenhaus
(2008a), developed squashing maps for different detec-
tor setups, including the implementation of passive basis
choice in the BB84 protocols via a beam splitter. Note
that the existence of a squashing model should not be
taken for granted, as, for example, the six-state protocol
does not admit a squashing model. However, a six-state
protocol measurement with a passive basis choice via a
linear optics array admits a squashing model for suitable
assignment of multiclicks. (Beaudry et al., 2008b).

It is not necessary to find a squashing model to prove
security, but it is certainly an elegant shortcut, as now
the combination of tagging in the source and squashing
in the detector allows a reduction of the security analysis
of QKD to qubit protocols. For the remainder of this
review, however, we adopt the squashing model view.

3. Secret key rate

The bound for the secret fraction is Eq. (21). In the
case of the protocols under study, H(A)=H(B)=1 and
H(A|B)=H(B|A)=h(Q), where h is binary entropy and
Q is the QBER. Therefore I(A:B)=1-h(Q). However,
we want to provide formulas that take imperfect error
correction into account. Therefore we use

K =R[1 - leakpc(Q) — If] (25)

with leaky(Q)=h(Q) and Ip=min(I,x,I5z). We study
this last term. Eve gains information only on the non-
empty pulses, and provided Bob detects the photon she
has forwarded. Since, due to the squashing model, the
exponential De Finetti theorem applies to discrete-
variable protocols (see discussion in Sec. II1I.B.2), and
since the optimal collective attack includes the measure-

A simple attack exploiting this loophole goes as follows:
Eve performs an intercept-resend attack and resends a pulse
containing a large number of photons in the detected polariza-
tion. If Bob measures in the same basis as Eve, he will receive
a single detector click, about which Eve has full information. If
Bob measures in a different basis, he will almost always re-
ceive double clicks, which he discards. Therefore Eve has per-
fect information about all signals retained by Eve, allowing her
to break the QKD scheme.
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ment of the number of photons, the generic structure for
Eve’s information reads>>

Ip=max X, Y,Iz,, (26)
Eve ,
where the maximum is to be taken on all Eve’s attacks
compatible with the measured parameters.

B. BB84 coding: Lower bounds

In the BB84 coding, the probability that Bob accepts
an item depends only on the fact that he has used the
same basis as Alice, which happens with probability pgy.
Therefore, writing vg=vgpg, We have

Rn = ﬁSpA(n)fnv (27)

where f,, is the probability that Eve forwards some signal
to Bob for n-photon pulses. Eve’s attack must be opti-
mized over the possible {f,},~o compatible with =, R,
=R. Now we consider different implementations of this
coding.

1. Prepare-and-measure: Generalities

In P&M BB84, I,r=1g5. On the events when Alice
sends no photons (n=0) but Bob has a detection, the
intuitive result /5 (=0 (Lo, 2005) has indeed been proved
(Koashi, 2006b). On the single-photon pulses, Eve can
gain information only at the expense of introducing an
error gq; the maximal information that she can obtain in
this way is I ;=h(g;), where h is the binary entropy
(Shor and Preskill, 2000). A possible demonstration of
this well-known result is given in Appendix A. For mul-
tiphoton pulses, the best attack is the PNS attack in
which Eve forwards one photon to Bob and keeps the
others: i.e., for n=2, ¢,=0, and I ,=1 (Gottesman, Lo,
Liitkenhaus, and Preskill, 2004; Fung, Tamaki, and Lo,
2006; Kraus, Branciard, and Renner, 2007). Therefore
Eq. (26) becomes

IE = maX[Ylh,(Sl) + (1 - YO - Yl)]
Eve

=1- rnin{YO + Yl[l — h(Sl)]} (28)
Eve

2. P&M without decoy states

In P&M schemes without decoy states, the only mea-
sured parameters are R and Q. We have to assume
g,=,=0; therefore we obtain £=Q/Y,. From this and

More explicitly, this formula should read Ip=min(I,z,/5f)
with 14 p=maxg.2,Y, /g, and similarly for Izz. In the devel-
opment of QKD, this formula was derived first for BB84 (Got-
tesman, Lo, Liitkenhaus, and Preskill, 2004), then for SARG04
(Fung, Tamaki, and Lo, 2006), and then generalized to all
discrete-variable protocols (Kraus, Branciard, and Renner,
2007).
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Eq. (28), we see™ that Eve’s optimal attack compatible
with the measured parameters is the one which mini-
mizes Y, a situation which is obviously achieved by set-
ting f,=0 and f,~,=1. One finds then

Yl =1- (ﬁS/R)pA(n = 2) (29)

As a conclusion, for BB84 in a P&M scheme without
decoy states, the quantity to be subtracted in PA is

Ip=1-Y[1-h(QIY)]. (30)
The corresponding achievable secret key rate (25) is
K =R{Y[1-h(Q/Y1)] -leakpc(Q)}, 31

where Y7 is given in Eq. (29). As expected, K contains
only quantities that are known either from calibration or
from the parameter estimation of the protocol (R, Q).

3. P&M with decoy states

The idea of decoy states is simple and deep. Alice
changes the nature of the quantum signal at random dur-
ing the protocol; at the end of the quantum signal ex-
change, she will reveal which state she sent in each run.
Thus, Eve cannot adapt her attack to Alice’s state, but in
the postprocessing Alice and Bob can estimate their pa-
rameters conditioned on that knowledge. The first pro-
posal using one- and two-photon signals (Hwang, 2003)
was rapidly modified to the more realistic implementa-
tion in which Alice modulates the intensity of the laser
(Lo, Ma, and Chen, 2005; Wang, 2005). As mentioned,
several experiments have already been performed (Ma
et al., 2006; Zhao et al., 2006; Peng et al., 2007; Rosen-
berg et al., 2007; Yuan, Sharpe, and Shields, 2007), more
recently even including finite-key effects (Hasegawa et
al., 2007).

Let & be some tunable parameter(s) in the source, the
typical example being é=pu, the intensity (mean photon
number) of a laser. Alice changes the value of ¢ ran-
domly from one pulse to the other; at the end of the
exchange of quantum signals, Alice reveals the list of
values of £ e X, and the data are sorted in order to esti-
mate the parameters separately for each value. With this
simple method, Alice and Bob measure 2|X| parameters,
namely, the R¢ and the Q¢.

The set X is publicly known as part of the protocol,
but if |[X]>1, Eve cannot adapt her strategy to the actual
value of ¢ in each pulse because she does not know it.
Therefore, f, and ¢, are independent of & in particular,
R:=9gp 4(n] &f,. The measured parameters

Ré= D RS and Qf= D (RY/RYs, (32)

n=0 n=0
define a linear system with 2|X] equations for f, and &,.
The optimization in Eq. (28) must then be performed
using the lower bound for Y% and the upper bound for &,
as obtained from the measured quantities {R%,Q%,

SFirst proved by Inamori, Liitkenhaus, and Mayers (2007) in
the context of unconditional security.
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(Tsurumaru, Soujaeff, and Takeuchi, 2008). In practice,
the meaningful contributions are typically the n=0,1,2
terms, and a decoy-state protocol with |X]=3 comes very
close to an exact determination (Hayashi, 2007b). For
simplicity, here we suppose that all f,, and ¢, have been
determined exactly.54 Also, we consider a protocol in
which the classical postprocessing that extracts a key is
done separately on the data that correspond to different
& For each &, the quantity to be subtracted in PA is™

Ip=1-Y§-Yi[l - h(e))] (33)

with Y§,=R§,/R¥, and the corresponding achievable se-
cret key rate is

K= R{Y§+ Yi[1 - h(e;)] - leakpc(Q9)}. (34)

The total secret key rate is K :EéKg, where the sum is
taken on all values of ¢ such that K¢=0. If the classical
postprocessing were done on the whole raw key, the to-
tal secret key rate would read K=R[1-leaky(Q)]
-2 nglg. The two expressions coincide if there exists a &
that is used almost always.

4. P&M: Analytical estimates

Alice and Bob can optimize K by playing with the
parameters of the source, typically the intensity. A rig-
orous optimization can be done only numerically. In this
section, we rederive some often-quoted results for P&M
implementations of BB84. For this a priori estimate, one
has to assume that some “typical” values for R, and Q,,
will be observed. As stressed above, security must be
based on the actually measured values: what follows
provides only guidelines to start working with the cor-
rect orders of magnitude. Here we chose to work in a
regime in which the rate of detection of true photons
is much larger than the dark count rate. For simplicity,
we also assume optimal error correction, so that
leak z(Q)=h(Q).

The reference case is the case of single-photon
sources, for which the meaningful scheme is P&M with-
out decoy states. For this source, p4(1)=1 and therefore
Y,=1; the expected detection rate is R=7vgttgn, and Eq.
(31) yields immediately

K= vsttgn[1 —2h(Q)] (single photon). (35)

As expected, K scales linearly with the losses in the line
and the efficiency of the detector.

The most widespread sources in P&M schemes are
attenuated lasers. The estimate can be made by consid-
ering only the single-photon and two-photon emissions:
pa(1)=pue* and p 4(2) = u?>e~*/2. The expected detection
rate is R=vguttgn. The important feature that is absent
in the study of single-photon sources is the existence of

MAs a side remark, one might find g,-, >0, but this does not
modify the discussion in Sec. IV.B.1 about the optimal attack.
Indeed, Eve might have performed the attack that gives ¢,-,
=0 and then added some errors “for free.”

SNote the presence of Yg in the next two equations.

Rev. Mod. Phys., Vol. 81, No. 3, July—September 2009

an optimal value for the intensity u, a compromise be-
tween a large R and a small p,(2). We focus first on
implementations without decoy states. We can set
pa(1)=w and p 4(2) = u?/2, but still the optimal value of
m cannot be estimated exactly in general, because Y;
=1-u/2ttgn depends on w and appears in a nonalge-
braic function. We then consider first the limiting case
0=0: Eq. (31) becomes K/vg=~uttzn—u?/2, whose
maximal value is %(ttBn)z, obtained for uo=ttzn (Liit-
kenhaus, 2000). To obtain estimates for the Q>0 case,
we can make the approximation of using u, to compute
Y, i.e., to set Y :%. Then, the optimization of Eq. (31)
is also immediate: writing F(Q)=1-h(20)-h(Q), the
highest achievable secret key rate is

K/ vgttgm = %,uoptF(Q) (laser, no decoy) (36)

obtained for the optimal mean photon number

Mopt = ttpF(Q)/[1 - h(2Q)]. (37)

We now perform the estimate for an implementation
using decoy states. The decoy consists in varying the
intensity of the laser from one pulse to another so that
the general parameter ¢ is in fact u. We suppose that a
given value w is used almost always (and this one we
want to optimize), while sufficiently many decoy values
are used in order to provide a full parameter estimation.
The expected values are R*=vguttgn, Ri'=vgue *ttgn,
and &;=Q. Inserted into Eq. (34), one obtains K
= pguttgple "[1-h(Q)]-h(Q)}; using e #=1— u, this ex-
pression reaches the maximal value

Kligttgn =~ spopl 1 —20(Q)] (laser, decoy)  (38)

for the optimal mean photon number

Lo MO
=31 1) e

We now summarize. Without decoy states, pq,~¢ and
consequently Kot the larger the losses, the more at-
tenuated must the laser be. The reason are PNS attacks:
Alice must ensure that Eve cannot reproduce the detec-
tion rate at Bob’s using only photons that come from
two-photon pulses (on which she has full information).
With decoy states, one can determine the fraction of de-
tections that involve photons coming from two-photon
pulses; if this fraction is as low as expected, one can
exclude a PNS attack by Eve—as a benefit, the linear
scaling K<t is recovered. This is the same scaling ob-
tained with single-photon sources, with the obvious ben-
efit that lasers are much more versatile and well devel-
oped than strongly sub-Poissonian sources. Another
interesting remark is that, both with and without decoy
states, Moptx%ﬂcrit’ where the critical value u; is de-
fined as the one for which K=0. In other words, an
intensity double the optimal one is already enough to
spoil all security. In implementations without decoy
states, where u decreases with increasing ¢, this calibra-
tion may be critical at long distances.
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5. Entanglement based

If Alice holds the down-conversion source, as is the
case in almost all EB QKD experiments performed to
date,*® an EB scheme is equivalent to a P&M one (see
Sec. I1.B.2) so the corresponding security proofs could
be applied. The only specific difference to address con-
cerns the events in which more than one pair is pro-
duced inside a coincidence window. As described in Sec.
II.E.3, two kinds of such contributions exist and Eve is
able to distinguish between them.

¢ A fraction of the multipair events contain partial cor-
relations in the degrees of freedom used for symbol
encoding; thus, Eve can obtain information on the
key bit by some form of PNS attack. This situation is
similar to the multiphoton case in P&M schemes, al-
though here it is difficult to determine exactly the
amount of information that leaks out. To be on the
safe side we suppose that Eve can obtain full infor-
mation without introducing any errors.

e The other, usually much larger, fraction of multipair
events consists of independent uncorrelated pairs. In
this case Eve cannot obtain any information about
Bob’s symbol using the PNS attack. She can only ap-
ply the “standard” single-particle attack. We suppose
that Eve can somehow find out which one of multiple
pairs was selected by Alice’s detector, so we treat all
such multipair contributions as if they were single
pairs.

Therefore Eq. (28) is replaced by
I;<Y, +Yh(QIY)), (40)

where Y7 is the fraction of single-pair plus uncorrelated
multipair events and Y, is the fraction of multipair
events that are (partially) correlated in the degree of
freedom in which the information is encoded. Explicitly,

Vi =paln =2 (1)

with ¢ the ratio of the number of partially correlated
multipair contributions to all multipair contributions
(see Sec. ILLE.3). In total Y, +Y;=1. Finally, the achiev-
able secret key rate reads

K =R{Y{[1-h(Q/Y})] - leakpc(Q)}. (42)

Recall that these formulas apply to implementations in
which the source is safe on Alice’s side. Notice also that
two different sorts of multipair contribution are consid-
ered and for each of them a different eavesdropping
strategy is assumed. However, in reality there is a
smooth transition between correlated and uncorrelated
pairs. All multipair events that exhibit non-negligible

We are aware of a single case in which the source was in the
middle (Erven et al., 2008). As discussed below in this section,
security proofs have been provided also for this situation.
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correlations must be counted as correlated.

Recently security has also been demonstrated for EB
systems, in which the source is under Eve’s control (Ma,
Fung, and Lo, 2007). They describe the conditions under
which the whole object “Eve’s state preparation and Al-
ice’s measurement” behaves like an uncharacterized
source in the sense of Koashi and Preskill (2003). Alice
has a box where she can dial a basis and she gets an
information bit from her box indicating which signal (0
or 1) was sent. Whatever state Eve prepares, when she
puts one part into Alice’s box and Alice chooses a mea-
surement, then the average density matrix outside this
box is independent of this choice (assuming that the no-
click event probability is basis independent).”’ On Al-
ice’s side no Hilbert space argument is needed, but on
Bob’s side the squashing property of the detection is re-
quired (see Sec. IV.A.2). The formula for the achievable
secret key rate then reads

K =R[1-h(Q) - leakp(Q)]. (43)

Formally, this is the same as obtained in a P&M scheme
using single photons [Eq. (31) with Y;=1]. As such, it is
a remarkable result: it states that, under the assumptions
listed above, all deviations from a perfect two-photon
source—in particular, the presence of multiphoton
components—are taken care of by measuring the error
rate Q (Koashi and Preskill, 2003). In addition, it has
been found that the EB QKD can tolerate higher losses
if the source is placed in the middle between Alice and
Bob rather than if it is on Alice’s side (Waks, Zeevi, and
Yamamoto, 2002; Ma, Fung, and Lo, 2007).

Finally, we note that very recently another proof of
the security of entanglement-based systems with real de-
tectors was proposed, which does not rely on the squash-
ing property but rather on the measurement of the
double-click rate (Koashi et al., 2008).

C. BB84 coding: Upper bounds incorporating the calibration
of the devices

As explained in Sec. IT1.B.5, the bounds for uncondi-
tional security are always found for the uncalibrated-
device scenario, which is overly pessimistic. It is instruc-
tive to present some upper bounds that take the
calibration of the devices into account: the comparison
between these and the lower bounds will determine the
“realm of hope,” i.e., the range in which improvements
on K may yet be found. Clearly, the contribution
leak ;(Q) of error correction is independent of the sce-
nario: one has to correct for all errors, whatever their
origin. The difference appears in the quantity to be re-
moved in privacy amplification.

S This is clearly true for an active basis choice. In the case of
passive basis selection some additional assumptions on the de-
tection may be necessary.
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1. Statistical parameters

In order to single out the parameters of the devices,
one has first to recast the general notations (Sec. IV.A.1)
in a more elaborated form. The detection rates must be
explicitly written as

Rn = Rn,p + Rn,da (44)

where R, , is the contribution of detections and R, ; is
the contribution of dark counts. Since Eve can act only
on the first part, it is convenient to redefine Y, =R, ,/R
so that X, Y, =Y <1. The errors on the line ¢, are intro-
duced only on the photon contribution, while the dark
counts always give an error rate of %; therefore the total
error is

Q=Ye+4, (45)

where ¢=2,-,(Y,/Y)e, and 6=(1-Y)/2.
Note that the content of this section is not specific to
the BB84 protocol; but all that follows is.

2. Upper bounds

To derive an upper bound, we use a simple recipe,
which consists in following closely the calculations of the
previous section (Sec. IV.B) and making the necessary
modifications, although this is known to be suboptimal
and no squashing model is known in this situation to
justify the assumption. In particular, Eve is still supposed
to forward to Bob at most one photon, although this is
known to be suboptimal. Therefore

Rn,p = ﬁSpA(n)fntB 7, (46)

R, 4= vspa(n)(1 = fLtpm)2p,, (47)

where p, is the dark count rate. Note the presence of 137
in these formulas: the detector efficiency has not been
incorporated into f,. Extracting f,¢p» from these equa-
tions, one finds

Y=(01-2p,vs/R)(1-2p,), (48)

which means that the ratio between detections and dark
counts depends only on the total detection rate R. Also,
for our simple recipe, it is immediate that the modifica-
tion of the general expression (28) reads

IE = maX[Ylh(sl) + (Y— Yl)]
Eve
=Y —min Y][l—h(ﬁ‘])]. (49)
Eve

We restrict the discussion now to the P&M schemes.
In the implementation with decoy states, Y, and g, are
known, so the only difference from the uncalibrated-
device formula (34) is the role of the dark counts,

K¢=R{Y41 - h(e))] +26° - leak ;(Q9)}, (50)

where Y, is replaced by the slightly larger term™ 2
=1-Y% Things are different for the implementation

In the notation here the previous Y, would read Ry/R
=Ry 4/R; while 26=%,-(R,, 4/R. Note that, strictly speaking,
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without decoy states, because now Y; and &; are not
directly measured; only R and Q are. Since we are sup-
posing that the optimal strategy is still such that g,-,
=0 and f,-,=1, we have

% -6
Y, =Y- tBn%pA(n =2) andeg = QT] (51)

Note that Y| can be significantly larger than in the
uncalibrated-device scenario [Eq. (29)]: in fact, although
Y is slightly smaller than 1, the term to be subtracted is
multiplied by ¢gz». This difference is specifically due to
the fact that Eve is not supposed to influence the effi-
ciency of the detector. Finally, one obtains

K=R{Y|[1-h(e)] +26-leakgc(Q)} (52)
with Eq. (51) and 26=1-Y.

D. Bounds for the SARG04 coding

We sketch here the analysis of the SARGO04 protocol
because it contains a certain number of instructive dif-
ferences with respect to BB84. We note that vg=vg/2
because Bob must always choose the bases with prob-
ability %, even if Alice almost always uses the same set of
states. The raw key rates are different from those of
BB84. For definiteness, suppose that Alice sends |+x) so
the bit is accepted if Bob finds —. If Bob measures X, he
accepts the bit only if he obtains —, but this can only be
due to an error. We write R} =bgp 4(n)f,é,, where the
relation of €, to the induced error rate g, will be com-
puted below. If Bob measures Y, he gets — in half of the
cases>’ and the bit value is correct. As a result,

R, = bsp s(0)f,(5 + ). (53)

We see that the detection rate increases in the presence
of errors, in contract to the situation in BB84, where the
detection rate is determined only by pg. The error rate

is
s,,:én/(%+§n>; (54)

for a given perturbation &, in the quantum channel, the
error introduced in SARGO04 is roughly twice the error
g,=¢, that would be introduced in BB84.

The protocol can be analyzed following the same pat-
tern as the one presented for BB84. Here we review the
main results.

Ry=R 4 is an assumption: a priori one can imagine that Eve
creates some photons to send to Bob also when Alice is send-
ing no photons—but we do not consider here such a highly
argiﬁc@al situation. ) )

This statement contains an assumption about Eve’s attack,
namely, Tr{oy,p(+x)]=0, where p(+x) is the state received by
Bob after Eve’s intervention, when Alice has sent | +x). But the
result holds in general for the average detection rate, if Alice
prepares all four states with equal probability.
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e SARG04 was invented as a method to reduce the
effect of PNS attacks, taking advantage of the fact
that Eve cannot extract full information from the
two-photon pulses (Acin, Gisin, and Scarani, 2004;
Scarani, Acin, Ribordy, and Gisin, 2004). This initial
intuition has been confirmed by all subsequent, more
rigorous studies. In particular, it was proved that a
fraction of the fully secure secret key can be ex-
tracted from the two-photon pulses (Tamaki and Lo,
2006), and that in implementations using weak coher-
ent lasers and without decoy states, for a small error
rate, SARGO04 indeed performs better than BB84
and shows a scaling ~#¥? as a function of the distance
(Branciard et al., 2005; Koashi, 2005; Kraus, Bran-
ciard, and Renner, 2007). In the literature one finds
the claim that, when implemented with decoy states,
SARGO04 performs worse than BB84 (Fung, Tamaki,
and Lo, 2006; Kraus, Branciard, and Renner, 2007).
This must be properly understood: decoy states are a
method to gain additional knowledge about Eve’s at-
tack. If this method does not reveal any PNS attack
(as will be the case in most experiments because
losses appear random and therefore Eve is acting as
a beam splitter), indeed the BB84 rate is better than
that of SARGO04. However, if Eve is actually per-
forming a PNS attack, SARGO04 will of course be
more robust, consistently with what we wrote in the
previous item.

e An interesting case arises if one considers implemen-
tations with single-photon sources. The first uncondi-
tional security bound yielded that the SARGO04 pro-
tocol tolerates a smaller QBER than BB84 (Tamaki
and Lo, 2006). But this bound was improved shortly
thereafter: the optimal I ;, which is not known ana-
lytically but can easily be computed numerically,
goes to zero for £;=11.67% (Kraus, Branciard, and
Renner, 2007). This improved value is slightly better
than the corresponding value for BB84, &;=11.0%:
it seems therefore that SARG04 would perform bet-
ter than BB84 in a single-photon implementation
also. The picture is different, however, if one relates
the error rate to parameter of the channel, typically
the visibility of interference fringes: this parameter is
related to the ones introduced here through £;=(1
—V)/2. For BB84, £,=¢; and consequently the criti-
cal visibility is V=78%; while for SARGO04, because
of Eq. (54), the critical visibility is worse, namely, V'
~87%.

V. CONTINUOUS-VARIABLE PROTOCOLS

A. Status of security proofs

In the case of Gaussian modulation, security has been
proved against collective attacks (Garcia-Patron and
Cerf, 2006; Navascués, Grosshans, and Acin, 2006). We

Rev. Mod. Phys., Vol. 81, No. 3, July—September 2009

present this bound below (Sec. V.B) and use it for com-
parison with the other platforms (Sec. VII). There is
some hope that the same bound would also hold for the
most general attack, as it is the case for discrete-variable
systems: in particular, we note that the “intuitive” reason
behind that equivalence (Sec. 111.B.2) would apply also
to CV protocols. Unfortunately, the exponential De
Finetti bound (Renner, 2007) does not help because it
explicitly depends on the dimension of the quantum sig-
nals. For more on this issue, see the “Note added” at the
end of this paper.

In the case of discrete modulation, the security status
is even less advanced. Technically, the difficulty lies in
the fact that the raw key is made up of discrete variables
for Alice, while Bob has a string of real numbers. A full
analysis has been possible only in the case where the
quantum channel does not add excess noise to the sig-
nal, so that the observed conditional variances still de-
scribe minimum-uncertainty states. In this case, the
eavesdropper’s attack is always describable as a general-
ized beam-splitting attack, simulating the observed loss.
The corresponding key rates depend on the classical
communication protocols chosen (with or without post-
selection of data, in reverse or direct reconciliation); the
best-known protocol involves a combination of postse-
lection and reverse reconciliation, especially when the
error-correction algorithms work away from the
asymptotic Shannon efficiency (Heid and Liitkenhaus,
2006). In the presence of excess noise, the formula for
the key rate is the object of ongoing research; it has at
least been possible to derive entanglement witnesses
(Rigas, Giihne, and Liitkenhaus, 2006). Entanglement
verification has been performed and has shown that ex-
cess noise in typical installations does not wipe out the
quantum correlation within the experimentally acces-
sible domain (Lorenz et al., 2006).

Finally, in all works on CV QKD, with no exception, it
has been assumed that Eve does not act on the local
oscillator®—of course, she is allowed to have access to it
in order to measure quadratures. Since the local oscilla-
tor travels through Eve’s domain, this assumption opens
a security loophole.61 Note that a similar situation bur-
dened until recently the security of plug-and-play con-
figurations, for which finally unconditional security was
proved (see Sec. I1.LH.2); it is not clear, however, that the
same approach will work here since the strong pulses

9This amounts to viewing the local oscillator as an authenti-
cated channel, building on the closeness to classical signals. In
an alternative setup, this problem can be circumvented by Bob
measuring the phase of the local oscillator, followed by the
recreation within Bob’s detector of a local oscillator with the
measured phase (Koashi, 2004).

SFor the setups as they have been implemented, all observed
correlations are compatible with an intercept-resend attack in-
volving both the signal and the local oscillator. Security against
this specific attack can be easily recovered by simple modifica-
tions of the setups; for example, the independent measurement
of the intensity of the phase reference pulse and the signal
pulse (Haseler, Moroder, and Liitkenhaus, 2008).
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have very different roles in the two schemes. In any
case, the open issue just discussed together with the fact
that the existing exponential De Finetti theorem does
not apply to infinitely dimensional systems are the main
reasons that unconditional security proofs are not avail-
able yet for CV QKD.

As mentioned earlier (Sec. I1.D.3), continuous-
variable protocols also show interesting features in the
classical part. In contrast to typical discrete-variable pro-
tocols, where losses simply reduce the number of de-
tected signals, continuous-variable protocols will always
detect a result so that loss corresponds now to increased
noise in the signal. Two main methods have been formu-
lated to deal with this situation at the protocol level:
reverse reconciliation (Grosshans and Grangier, 2002)
and postselection (Silberhorn et al, 2002). The first
method can be realized using one-way EC schemes, but
turns out to be sensitive to the efficiency of those
schemes. Its main advantage is that its security can be
rigorously assessed versus general collective attacks (and
has been conjectured to hold even for coherent attacks).
In contrast, the second method can use both one-way
and two-way EC schemes, and is fairly stable even if
those schemes do not perform at the Shannon limit.
However, its security can be analyzed only by making
assumptions about Eve’s interception (see below). The
status of its security is not clear even for general indi-
vidual attacks. Note that, for close-to-perfect EC, re-
verse reconciliation outperforms postselection. While
progress is being made in the efficiency of EC schemes,
it turns out that a combination of postselection and re-
verse reconciliation provides a practical solution to ob-
tain reasonable rates with current technology, both for
discrete-modulation (Heid and Liitkenhaus, 2006) and
for Gaussian-modulation protocols (Heid and Litken-
haus, 2007).

B. Bounds for Gaussian protocols

1. Generalities

As discussed, we provide an explicit security bound
for the coherent-state homodyne-detection protocol of
Grosshans and Grangier (2002a). Like all Gaussian pro-
tocols, this prepare-and-measure protocol can be shown
to be equivalent to an entanglement-based scheme
(Grosshans, Cerf, et al., 2003). In such a scheme, Alice
prepares an Einstein-Podolsky-Rosen (EPR) state—
more precisely, the two-mode squeezed vacuum state
(15). By applying a heterodyne measurement on mode
A, she prepares in the second mode of the EPR pair a
coherent state, whose displacement vector is Gaussian
distributed in x and p. Then, Bob applies a homodyne
measurement on mode B, measuring quadrature x or p.
It can be shown that reverse reconciliation is always fa-
vorable for Alice and Bob, so we have to compute Eq.
(21) with Ip on the right-hand side.

It has been proved that Eve’s optimal attack is Gauss-
ian for both individual (Grosshans and Cerf, 2004;
Garcia-Patrén, 2007; Lodewyck, Debuisschert, et al.,
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2007) and collective attacks (Garcia-Patrén and Cerf,
2006; Navascués, Grosshans, and Acin, 2006). We can
therefore assume that Eve effects a Gaussian channel so
that the quantum state p,p just before Alice and Bob’s
measurements can be assumed to be a Gaussian two-
mode state with zero mean value and covariance matrix
YAB-

The Gaussian channel is characterized by two param-
eters: the transmittance, which here, since we work in
the uncalibrated-device scenario, is tn with #» the effi-
ciency of the detectors; and the noise 6 referred to the
input of the channel.” Since the two-mode squeezed
state (15) is also symmetric and has no correlations be-
tween x and p, the resulting covariance matrix of modes
A and B can be written in a block-diagonal form,

0
Yan= (y{;"* » ) (55)
AB
with
” _ v +\tn(v? - 1) )
Yab (ivinﬁﬂ——l) tpv+9o) /)’ 0

where the signs + and — correspond to ¥, and v,
respectively. Here v is the variance of both quadratures
of Alice’s output thermal state expressed in shot-noise
units, that is, v=v4+1, with v, the variance of Alice’s
Gaussian modulation.

For what follows, it is convenient to define vyyy, the
conditional variance that quantifies the remaining uncer-
tainty on X after the measurement of Y,

vy = (%) = )2, (57)

expressed in shot-noise units.

2. Modeling the noise

The noise & is the total noise of the Alice-Bob chan-
nel. It can be modeled as the sum of three terms,

S=(1-0)lt+ §lt+e. (58)

The first term (1-¢)/t stands for the loss-induced
vacuum noise (referred to the input); this term is at the
origin of the higher sensitivity to losses of continuous-
variable QKD. The second term stands for the noise
added by the imperfection of the homodyne detection.
This is modeled by assuming that the signal reaching
Bob’s station is attenuated by a factor # (detection effi-
ciency) and mixed with some thermal noise v, (elec-
tronic noise of the detector), giVing63

2The observed noise in channels such as optical fibers is typi-
cally symmetric and uncorrelated in both quadratures x and p
(there is no preferred phase) so we restrict consideration to
this case here.

63Replacing the expression for &, into Eq. (58), one obtains
6=(1-tn+v)/tn+e, which depends only on 7, as it should in
the uncalibrated-device scenario.
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Bh:(l +Uel)/77—1. (59)

The third term € is the excess noise (referred to the in-
put) that is not due to line losses nor detector imperfec-
tions. For a perfect detector, it can be viewed as the
continuous-variable counterpart of the QBER in
discrete-variable QKD:; it is zero for a lossy but noiseless
line.

3. Alice-Bob information

In the EB version of the coherent-state protocol con-
sidered here (Grosshans and Grangier, 2002a), Alice
performs heterodyne detection so her uncertainty on
Bob’s quadratures is expressed as

UB‘AMZZ‘?]((S-F 1) (60)

The mutual information between Alice and Bob is
therefore given by

1 1 1)
I(A:B) = = log, 98 )_Z log2< i v)' (61)
2 vBlAM 2 S+1

As mentioned above, the main bottleneck of
continuous-variable QKD schemes comes from the
heavy postprocessing that is needed in order to correct
the errors due to the vacuum noise that is induced by the
line losses. In practice, the amount of information left
after error correction will be a fraction B of I(A:B). This
value has an important effect on the achievable secret
key rate and the limiting distance (as discussed below,
for B=1 a secure key can in principle be extracted for
arbitrarily large distances). This provides a strong incen-
tive for developing better reconciliation algorithms. The
first technique that was proposed to perform
continuous-variable error correction relied on a so-
called “sliced reconciliation” method (Van Assche, Car-
dinal, and Cerf, 2004), and gave an efficiency S8~80%.
These algorithms have been improved using turbo codes
(Nguyen, Van Assche, and Cerf, 2004) and low-density
parity codes (LDPCs) (Bloch et al. 2005), which both
allow working with noisy data, hence longer distances.
More recently, multidimensional reconciliation algo-
rithms have been introduced, which allow even noisier
data to be dealt with; while keeping similar or higher
reconciliation efficiencies (Leverrier, Alleaume, et al.,
2008).

4. Individual attacks

To become familiar with the security analysis, we first
present individual attacks. In order to address the secu-
rity of the protocol, we assume as usual that Eve holds
the purification of p,p. Then, by measuring their sys-
tems, Alice and Eve project Bob’s share of the joint pure
state |W,5E) onto another pure state [we may assume
without loss of generality that Eve’s projection results
from a rank-1 positive-operator-valued measure
(POVM)]. Applying the Heisenberg uncertainty relation
on the pure state held by Bob conditionally on Alice and
Eve’s measurements, we have
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Ux VP la =1, Up pUx 4 =1, (62)

where X and Py are the canonically conjugate quadra-
tures of Bob’s mode. Equation (62) can be written as a
single uncertainty relation

UB|EVBlA = 1, (63)

where B stands for any quadrature of Bob’s mode. This
inequality can be used to put a lower bound on the un-
certainty of Eve’s estimate of the key in reverse recon-
ciliation, that is, when the key is made out of Bob’s data
while Alice and Eve compete to estimate it.

Now, vg|4 is not necessarily given by Eq. (60): Eve’s
attack cannot depend on how the mixed state sent by
Alice (i.e., the thermal state) has been prepared, since all
possible ensembles are indistinguishable. An acceptable
possibility is that Alice performs homodyne measure-
ment, or, equivalently, prepares squeezed states just as in
the protocol of Cerf, Lévy, and Van Assche (2001); in
which case we obtain

UB|A=t7](5+ 1/1)) (64)

It can be shown that this is the lowest possible value of
vp|a; hence from Eq. (63)

vpe = 1itn(d+ 1/v). (65)

This gives a bound for I(B:E), so the extractable secret
key rate under the assumption of individual attacks be-
comes

1 v
r:I(A:B)—I(E:B)=_10g2< A )
2 UB|AM

1 1
-
=2 logz((m)z(5+ 1/0)(5+ 1)) (66)
as shown by Grosshans, Van Assche, et al. (2003). Note
that the scheme that implements the optimal attack
(saturating this bound) is the entanglement cloner de-
fined by Grosshans and Grangier (2002b). Using Eq.
(58), in the case of high losses (17— 0) and large modu-
lation (v — ), the secret key rate r remains nonzero pro-
vided that the excess noise satisfies e<1/2. This is a
remarkable result due to reverse reconciliation: for di-
rect reconciliation, obviously there can be no security
when Eve has as much light as Bob, i.e., for t9=< %

A similar reasoning can be followed to derive the se-
curity of all Gaussian QKD protocols against individual
attacks (Garcia-Patrén, 2007). The only special case con-
cerns the coherent-state heterodyne-detection protocol,
whose security study against individual attacks is more
involved (Lodewyck and Grangier, 2007; Sudjana et al.,
2007).

5. Collective attacks

The security of the coherent-state homodyne-
detection scheme against the class of collective attacks
has been fully studied. The corresponding rates were
first provided assuming that Eve’s collective attack is
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Gaussian (Grosshans, 2005; Navascués and Acin, 2005).
Later on, it was proved that this choice is actually opti-
mal (Garcia-Patrén, and Cerf, 2006; Navascués, Gross-
hans, and Acin, 2006). This implies that it remains suffi-
cient to assess the security against Gaussian collective
attacks, which are completely characterized by the cova-
riance matrix y,p estimated by Alice and Bob. A long
but straightforward calculation shows that

X(B:E) = g(\) + g(A) - g(As), (67)
where g(x)=(x+1)logy(x+1)—x log, x is the entropy of a

thermal state with a mean photon number of x and N
=(N\,—1)/2, where

1+vé
v+ 6

and B=[tn(d

1 ——
A,= SA=x VAZ-4B), \j=v (68)
with  A=v>(1-2tn)+2tn+[tnv+ )]
+1)%
In conclusion, the secret key rate achievable against

collective attacks is obtained by inserting Egs. (61) and
(67) into

K = R[BI(A:B) — x(B:E)]. (69)

Finally, we note that the optimality of Gaussian attacks
is actually valid for protocols that use heterodyne detec-
tion; a bound for security against Gaussian collective at-
tacks in these protocols has been provided recently (Pi-
randola, Braunstein, and Lloyd, 2008).

6. Collective attacks and postselection

In the case where all observed data are Gaussian, in-
cluding the observed noise, we can provide a security
proof which also allows the inclusion of postselection of
data in the procedure. The starting point of this security
proof is a protocol with Gaussian distribution of the am-
plitude together with heterodyne detection by Bob. In
this case, in a collective attack scenario, we can assume a
product structure of the subsequent signals, and the den-
sity matrix pyp of the joint state of Alice and Bob is
completely determined due to the tomographic structure
of the source replacement picture and the measurement.
In this scenario, we can therefore determine the quan-
tum states in the hand of the eavesdropper as Eve holds
the system E of the purification |¥), 5z of pp.

We consider the situation where all observed data in
this scenario are Gaussian distributions, which is the
typical observation made in experiments. Note that this
is an assumption that can be verified in each run of the
QKD protocol. In principle, one can use the standard
formula for the key rate in the collective scenario [Eq.
(69)]. However, we introduce a postselection procedure
(Silberhorn et al., 2002) to improve the stability of the
protocol against imperfections in the error-correction
protocol.

To facilitate the introduction of postselection, we add
further public announcements to the CV QKD protocol:
Alice makes an announcement “a” consistent with the

imaginary component @, and the modulus of the real

Rev. Mod. Phys., Vol. 81, No. 3, July—September 2009

component |a,| of the complex amplitude « of her sig-
nals. That leaves two possible signals state open. Simi-
larly, Bob makes an announcement “b” which contains
again the complex component B, and the modulus |B.]
of the complex measurement result 8 of her heterodyne
measurement. That leaves, again, two possible measure-
ments from Eve’s point of view. For any announcement
combination (a,b) we have therefore an effective binary
channel between Alice and Bob. As the purification of
the total state p,p is known, we can calculate for each
effective binary channel a key rate

AI(a,b) = max{1 — fle*?)h[e®P] - x**,0}. (70)

This expression contains the postselection idea in the
way that whenever 1-h[e®?]—x*? is negative, the data
are discarded, leading to a zero contribution of the cor-
responding effective binary channel to the overall key
rate. The expressions for y“* have been calculated ana-
lytically by Heid and Liitkenhaus (2007), which is pos-
sible since the conditional states of Eve, as calculated
from the purification of p,p, are now at most of rank 4.
Several scenarios have been considered there, but the
one that is of highest interest is the combination of post-
selection with reverse reconciliation. The explicit ex-
pressions are omitted here, as they do not give addi-
tional insight. The evaluation of the overall key rate

K:Rfda db Al(a,b) (71)

is then done numerically.

VI. DISTRIBUTED-PHASE-REFERENCE PROTOCOLS
A. Status of security proofs

As discussed in Sec. II1.D.4, distributed-phase-
reference protocols were invented by experimentalists,
looking for practical solutions. Only later was it noticed
that these protocols, in addition to be practical, may
even yield better rates than the traditional discrete-
variable protocols, i.e., rates comparable to those of
decoy-state implementations. The reason is that the PNS
attacks are no longer zero-error attacks for either DPS
(Inoue and Honjo, 2005) for COW (Gisin et al., 2004;
Stucki et al., 2005). In fact, the number of photons in a
given pulse and the phase coherence between pulses are
incompatible physical quantities. Currently no lower
bound is known for the unconditional security of DPS or
COW, but several restricted attacks have been studied
(Curty, Tamaki, and Moroder, 2005; Waks, Takesue, and
Yamamoto, 2006; Branciard et al., 2007; Curty et al.,
2007; Tsurumaru, 2007; Branciard, Gisin, and Scarani,
2008; Gomez-Sousa and Curty, 2008). In these studies, it
has also been noticed that DPS and especially COW can
be modified in a way that does not make them more
complicated, but may make them more robust (Bran-
ciard, Gisin, and Scarani, 2007). Since this point has not
been fully developed, we restrict our attention to the
original version of these protocols.
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B. Bounds for DPS and COW

1. Collective beam-splitting attack

We present the calculation of the simplest zero-error
collective attack, namely, the beam-splitting attack
(Branciard, Gisin, and Scarani, 2008). For both DPS and
COW, Alice prepares a sequence of coherent states
®|a(k)): each a(k) is chosen in {+a,—a} for DPS, in
{+a,0} for COW. Eve simulates the losses with a beam
splitter, keeps a fraction of the signal, and sends the re-
maining fraction 7=ttz7 to Bob on a lossless line—note
that, although this security study does not provide a
lower bound, we work in the uncalibrated-device sce-
nario for the sake of comparison with the other proto-
cols. Bob receives the state ®k|a(k)\e’;>: in particular,
Bob’s optical mode is not modified, i.e., BSA introduces
no error.” Eve’s state is ® | a(k)J1-7); we introduce the
notations aEzav‘T—T and

v= elael? = pmul-7) (72)

When Bob announces a detection involving pulses k—1
and k, Eve tries to learn the value of his bit by looking at
her systems. Assuming that each bit value is equally
probable, Eve’s information is given by Ig..=S(pg)
- %S(PE|0) - %S(PEM) with pp= %pE\O"' %PE\l-

The information available to Eve differs for
the two protocols because of the different coding of
the bits. In DPS, the bit is 0 when a(k—1)=a(k)
and is 1 when a(k-1)=-a(k). So, writing P,
the projector on |¢), the state of two consecutive
pulses reads pE|0:%P+aE’+aE+%P—aE’—aE and  pgp

:%P+QE’_QE+%P_QE’.+QE; therefore, noticing that |[(+a|
—ag)|=v?, we obtain

IP5s(w) = 2h[(1 = ¥)/2] - B(1 = ¥)/2], (73)
where /4 is the binary entropy function, and

K(p) = vs(1 = e #5M[1 ~ IPEs(w)]- (74)

In COW), the bit is 0 when alk-1)= v’,T/,, a(k)=0 and is 1
when a(k—1)=0, a(k)=1u; so, with similar notations as
above, pgjo=P tapd and pg =P, ragh therefore, noticing
that [(+a|0)|=7, we obtain

E RS () = A[(1 = 9)2]. (75)
The secret key rate is given by
K(p) = 751 = e 571 ~ T3¢ ()], (76)

where pg=vs(1-f)/2, because the fraction f of decoy se-
quences does not contribute to the raw key, and half of
the remaining pulses are empty.

% Apart from BSA, other attacks exist that do not introduce
errors: for instance, photon-number-splitting attacks over the
whole key, preserving the coherence (these are hard to param-
etrize and have never been studied in detail). For COW, there
also exist attacks based on unambiguous state discrimination
(Branciard et al., 2007).
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2. More sophisticated attacks

For the purpose of comparison with other protocols
later in this review, it is useful to move away from the
strictly zero-error attacks. As mentioned above, several
examples of more sophisticated attacks have indeed
been found. Instead of looking for the exact optimum
among those attacks, we prefer to keep the discussion
simple, bearing in mind that all available bounds are to
be replaced one day by unconditional security proofs.

We consider attacks in which Eve interacts coherently
with pairs of pulses (Branciard, Gisin, and Scarani,
2008). Upper bounds have been provided in the limit
ut<<1 of not-too-short distances. Even within this family,
a simple formula is available only for COW. For COW,
there is no a priori relation between the error on the key
¢ and the visibility V observed on the interferometer. If
e "< ¢=2{V(1-V), one finds I(E:OW(,LL)Zli M is too large
and no security is possible. If, on the contrary, e™>¢,
the best attack in the family yields

(1 +FV(M))
2

2% w=e+(1-2h (77)

with Fi(u)=2V—-1)e *- &1 —e 2 Therefore
K(p) = R[1 - Iz7%(p) - leak z(Q)], (78)

where the value of R is constrained by the definition of
the attack to be vg(wttgn+2p,).

As for DPS, numerical estimates show that its robust-
ness under the same family of attacks is very similar
(slightly better) than that of COW. Therefore, we use
Eq. (78) as an estimate of the performances of
distributed-phase-reference protocols in the presence of
errors; again, for the sake of comparison with the other
protocols, we have adopted the uncalibrated-device sce-
nario here.

VII. COMPARISON OF EXPERIMENTAL PLATFORMS
A. Generalities

After having presented the various forms that practi-
cal QKD can take, we now try and draw some compari-
son. If one disposed of unlimited financial means and
manpower, then obviously the best platform would be
the one that maximizes the secret key rate K for the
desired distance. A choice in the real world will obvi-
ously put other parameters in the balance, like simplic-
ity, stability, cost, etc. Some partial comparisons are

For the family of attacks under study, the rate scales linearly
with the losses; therefore the difference between calibrated
and uncalibrated devices is due only to the dark counts. We
have to warn that the attacks based on unambiguous state dis-
crimination, which have been studied explicitly for calibrated
devices (Branciard et al., 2007), are expected to become signifi-
cantly more critical in the uncalibrated-device scenario. How-
ever, this more complex family of attacks can be further re-
stricted by a careful statistical analysis of the data: we can
therefore omit it out, which is in any case very partial.
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available in the literature; but this is the first systematic
attempt to compare the most meaningful platforms at
practical QKD. Of course, any attempt at putting all
platforms on equal footing contains elements of arbi-
trariness. Also, we are bounded by the state of the art,
concerning both the performance of the devices and the
development of the security proofs, as discussed in the
previous sections. We have chosen to compare the best
available bounds, which, however, do not correspond to
the same degree of security: for the implementations of
the BB84 coding, we have bounds for unconditional se-
curity; for continuous-variable systems, we have security
against collective attacks; for the new protocols such as
COW and DPS, we have security only against specific
families of attacks. Also, one must be reminded that all
security proofs hold under some assumptions: these
have been discussed in Secs. IV-VT; it is crucial to check
if they apply correctly to any given implementation.

As stressed many times, the security of a given QKD
realization must be assessed using measured values.
Here we present some a priori estimates: they necessar-
ily involve choices, which have some degree of arbitrari-
ness. The first step is to provide a model for the channel:
the one that we give (Sec. VIL.A.1) corresponds well to
what is observed in all experiments and is therefore
rather universally accepted as an a priori model. We
stress that the actual realization of this specific channel
is not a condition for security: Eve might realize a com-
pletely different channel, and the general formulas for
security apply to any case.®® Once the model of the
channel accepted, one still has to choose the numerical
values for all the parameters.

1. Model for the source and channel

We assume that the detection rates are those that are
expected in the absence of Eve, given the source and the
distance between Alice and Bob. As for the error rates,
we consider a depolarizing channel with visibility V. For
an a priori choice, the modeling of the channel just
sketched is rather universally accepted. In detail, it gives
the following.

(a) Discrete-variable protocols, P&M. We consider
implementations of the BB84 coding. The rate is
estimated by R=04(P+P,), with P=3,_p,(n)[1
—(1-1gm)"] and Py=2p2,=ps(n)(1-ttgn)". The
error rate in the channel is e=(1-V)/2, so the ex-
pected error rate is Q=(eP+P,/2)/(R/bg). For
weak coherent pulses without decoy states, p4(1)

%The attacks we studied against DPS and COW (Sec. VI), do
suppose a model of the channel. This is a signature of the
incompleteness of such studies. Security can be guaranteed by
adding that, if the channel deviates from the expected one, the
protocol is aborted. A full assessment of the channel requires
additional tests: the fact that data can be reproduced by a
channel model does not imply that the channel model is cor-
rect (for instance, in weak-coherent-pulse implementations of
BB84 without decoy states, the observed parameters are com-
patible with both a BS and a PNS attack).

Rev. Mod. Phys., Vol. 81, No. 3, July—September 2009

=e*u, pyn=2)=1-e*(1+pu), and we optimize
K, given by Eq. (31), over u. For weak coherent
pulses with decoy states, we consider an implemen-
tation in which one value of u is used almost al-
ways, while sufficiently many others are used, so
that all the parameters are exactly evaluated. The
statistics of the source are as above; Y|, is estimated
by 72pp4(0)/R, Y| by bgp 4()ttgn/ R, and we op-
timize K given by Eq. (34) over w. For perfect
single-photon sources, p4(1)=1 and p,(n=2)=0;
we compute Eq. (31), as there is nothing to opti-
mize.

(b) Discrete-variable protocols, EB. Again, we con-
sider implementations of the BB84 coding. Since
most of the experiments have been performed us-
ing cw-pumped sources, we restrict consideration
to this case.”” For such sources, the probability of
having multiple pairs is {=0 with good precision;
therefore the bounds (42) and (43) for K are iden-
tical. K will be optimized over u', the mean pair-
generation rate of the source. Note that v§" given
by Eq. (20) depends on u’; given this, one has
pa(1)=1 and p,(2)=u'At if u'Ar<<1: indeed, ne-
glecting dark counts, whenever any of Alice’s de-
tectors fires there is at least one photon going to
Bob; and the probability that another pair appears
during the coincidence window Af is approximately
w'At. The total expected error is Q=[(e+¢&’)P
+P,12]/(R/vs), where e=(1-V)/2 as above and
e'=u'At/2 is the error rate due to double-pair
events.

(c) Continuous-variable protocols. We consider the
protocol that uses coherent states with Gaussian
modulation, and compute the best available bound
[Eq. (69)], which give security against collective at-
tacks. The reference beam is supposed to be so in-
tense that there is always a signal arriving at the
homodyne detector, so R=vg. The error is modeled
by Eq. (58). Now, just as for discrete-variable pro-
tocols one can optimize K over the mean number
of photons (or of pairs) u for each distance, here
one can optimize K over the variance v of the
modulation. Note that this optimization outputs
rather demanding values so that only recently has
it become possible to implement them in practice,
thanks to the latest developments in error-
correction codes (Leverrier, Alleaume, et al., 2008).

7pulsed sources can be treated in a similar way. For short-
pulse schemes, one would have p4(1)=u and p 4(2) =3u?/4 if
n<1; for long-pulse pumping, the statistics of pairs is approxi-
mately Poissonian, p4(1)~u and p4(2)=~pu?/2 if u<1, and
most of the multipair events are uncorrelated. In both cases,
the intrinsic error rate due to double-pair events is &' =~ u/2
(Eisenberg et al., 2004; Scarani et al., 2005). Note that the pa-
rameter { may be different from O in the case of short-pulse
schemes.
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TABLE II. Parameters used for the a priori plots. See text for
notations and comments. The entry (opt.) means that the pa-
rameter will be varied as a function of the distance in order to
optimize K.

Platform Parameter Set1 Set2
BB&4, w (mean intensity) (Opt.) (Opt.)
cow V (visibility): P&M 099  0.99

V (visibility): EB 0.96 0.99
tp (transmission in Bob’s device) 1 1
7 (detector efficiency) 0.1 0.2
py (dark counts) 10> 10°°
e (COW) (bit error) 0.03 0.01
{ (EB) (coherent four photons) 0 0
Leak (EC code) 1.2 1
Cv v=v4+1 (variance) (Opt.) (Opt.)
¢ (optical noise) 0.005  0.001
7 (detector efficiency) 0.6 0.85
v, (electronic noise) 0.01 0
B (EC code) 0.9 0.9

(d) Distributed-phase-reference protocols. As men-
tioned, apart from the errorless case, a simple for-
mula exists only for COW, which moreover is valid
only at not-too-short distances. We use this bound
to represent distributed-phase-reference protocols
in this comparison, keeping in mind that DPS per-
forms slightly better, but that in any case only up-
per bounds are available. Specifically, we have R
=~ vg(uttgn+2p,); we optimize then K(w) given by
Eq. (78) over u, and keep the value only if wqyt
=<(.1. The expected error rate is formally the same
as for the P&M BB84 protocol; recall, however,
that here the bit error ¢ is not related to the visibil-
ity of the channel and must be chosen
independently.

2. Choice of the parameters

We use two sets of parameters (Table II): set 1 corre-
sponds to today’s state of the art, while set 2 reflects a
more optimistic but not unrealistic development. More-
over, we make the following choices:

e Unless specified otherwise (see Sec. VIIL.B.2), the
plots use the formulas for the uncalibrated-device
scenario. The reason for this choice is the same as
discussed in Sec. III.B.5: unconditional security has
been proved only in this overly-pessimistic scenario.

¢ Since we are using formulas that are valid only in the
asymptotic regime of infinitely long keys, we remove
the nuisance of sifting by allowing an asymmetric
choice of bases or of quadratures. Specifically, this
leads to vg=vg for both BB84 and continuous-
variable protocols. Similarly, for COW we can set f
=0, whence vg=vg/2.
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FIG. 4. (Color online) K/vg as a function of the transmittivity
t, for all the platforms. Legend: 1-ph, perfect single-photon
source, unconditional; WCP, weak coherent pulses without de-
coy states, unconditional; decoy, weak coherent pulses with de-
coy states, unconditional; EB, entanglement-based, uncondi-
tional; CV, continuous variables with Gaussian modulation,
security against collective attacks; COW, coherent one way,
security against the restricted family of attacks described in
Sec. VI.B.2. Parameters from Table II: set 1, upper graph; set
2, lower graph.

e For definiteness, we consider fiber-based implemen-
tations; in particular, the relation between distance
and transmission will be Eq. (17) with «
=0.2 dB/km; and the parameters for photon
counters are given at telecom wavelengths (Table II).
The reader must keep in mind that, in free-space
implementations, where one can work with other fre-
quencies, the rates and the achievable distance may
be larger.

B. Comparisons based on K

1. All platforms on a plot

As a first case study, we compare all platforms on the
same basis by plotting K/vg as a function of the trans-
mittivity ¢ of the channel. The result is shown in Fig. 4.
We stress the elements of arbitrariness in this compari-
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FIG. 5. (Color online) K/vg as a function of the transmission ¢
for the P&M implementations of BB84 with weak coherent
pulses: comparison between the lower bound (solid lines, same
as in Fig. 4, upper graph) and the upper bound for calibrated
devices (dashed lines). Legend as in Fig. 4. Parameters from
Table II, set 1.

son (in addition to the choices discussed above). First,
we recall that the curves do not correspond to the same
degree of security (see Sec. VIILA). Second, we have
considered “steady-state” key rates, because we have
neglected the time needed for the classical postprocess-
ing; this supposes that the setup is stable enough to run
in that regime (and it is fair to say that many of the
existing platforms have not reached this stage of stability
yet). Third, the real performance is of course K: in par-
ticular, if some implementations have bottlenecks at the
level of vg (see Sec. I11.A), the order of the curves may
change significantly.

2. Upper bound incorporating the calibration of the devices

As a second case study, we show the difference be-
tween the lower bounds derived in the uncalibrated-
device scenario and some upper bounds that incorporate
the calibration of the devices.

We focus first on BB84 implemented with weak coher-
ent pulses; the upper bounds under study have been de-
rived in Sec. IV.C. The plots in Fig. 5 show how much
one can hope to improve the unconditional security
bounds from their present status. As expected, the plot
confirms that basically no improvement is expected for
implementations with decoy states, because there only
the treatment of dark counts is different; while the
bound for implementations without decoy states may
still be the object of significant improvement.

We turn now to CV QKD with Gaussian modulation.
Bounds for the security against collective attacks assum-
ing calibrated devices are given in Egs. (5)-(12) of
Lodewyck, Bloch, et al. (2007). The plots are shown in
Fig. 6. One sees that the difference between the two
scenarios is significant for set 1 of parameters, but is
negligible for the more optimistic set 2. This is interest-
ing, given that the efficiency # of the detectors is “only”
85% in set 2.
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FIG. 6. (Color online) K/vg as a function of the transmis-
sion ¢t for CV QKD with Gaussian modulation and security
against collective attacks: comparison between the lower
bound (solid lines, same as in Fig. 4) and the upper bound for
calibrated devices (dashed lines) for both sets of parameters

from Table II. Compared to Fig. 4, the color of the lines of set
1 was changed for clarity.

C. Comparison based on the “cost of a linear network”

We consider a linear chain of QKD devices, aimed
at achieving a secret key rate Ky, over a distance L.
Many devices can be put in parallel, and trusted re-
peater stations are built at the connecting points.
Each individual QKD device is characterized by the
point-to-point rate K(€) it can achieve as a function
of the distance ¢, and by its cost C;. We need N
=(L/€)K arget/ K(€) devices to achieve the goal, so the
cost of the network is®

LK
Ctot[g] = Cl_w- (79)

The best platform is the one that minimizes this cost,
i.e., the one that maximizes F(€)=¢K({). This quantity,
normalized to vy, is plotted in Fig. 7 as a function of the
distance for both sets of parameters defined in Table II.
Of course, this comparison presents the same elements
of arbitrariness as the previous one.

The optimal distances are quite short, and this can be
understood from a simple analytical argument. Indeed,
typical behaviors are K(€)t (single-photon sources, at-
tenuated lasers with decoy states, and strong reference
pulses) and K(€)=t> (weak coherent pulses without de-
coy states). Using r=10"*/1% it is easy to find £, that
maximizes F({),

K(€) o t* — € = 10/kerIn 10. (80)

In particular, for «~0.2 dB/km, one has €, =20 km for
k=1 and €,,~10 km for k=2.

In conclusion, our toy model suggests that, in a net-
work environment, one might not be interested in push-
ing the maximal separation of the devices; in particular,

%In this first toy model, we neglect the cost of the trusted
repeater stations; see Alléaume et al. (2008) for a more elabo-
rated model.



Scarani et al.: The security of practical quantum key ... 1339

F/VS

decoy

0 50 100 150 200
(a) distance [km]

F/vS

0 50 100 150 200
(b) distance [km]

FIG. 7. (Color online) F/vg as a function of the distance ¢ for
all platforms. Legend as in Fig. 4. Parameters from Table II: set
1, upper graph; set 2, lower graph.

detector saturation (which we neglected in the plots
above) may become the dominant problem instead of
dark counts.

VIII. PERSPECTIVES

A. Perspectives within QKD
1. Finite-key analysis

As we have stressed, all the security bounds presented
in this review are valid only in the asymptotic limit of
infinitely long keys. Proofs of security for finite-length
keys are a crucial tool for practical QKD. The estimate
of finite-key effects, unfortunately, has received very
limited attention so far. The pioneering works (Mayers,
1996; Inamori, Liitkenhaus and Mayers, 2007); as well as
some subsequent ones (Watanabe et al., 2004; Hayashi,
2006), have used noncomposable definitions of security
(see Sec. II.C.2). This is a problem because the security
of a finite key is never perfect, so one needs to know
how it composes with other tasks. Others studied a new
formalism but failed to prove unconditional security
(Meyer et al., 2006). The most recent works comply with
the requirements (Hayashi, 2007a; Scarani and Renner,
2008); finite statistics have been incorporated in the
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analysis of an experiment (Hasegawa et al., 2007). With-
out going into details, all these works estimate that no
key can be extracted if fewer than N=~10° signals are
exchanged.

2. Open issues in unconditional security

As stated above that, for CV QKD and distributed-
phase-reference protocols, no unconditional security
proof is available yet. However, there is an important
difference between these cases. In the existing CV QKD
protocols, the information is coded in independent sig-
nals; because of this, it is believed that unconditional
security proofs can be built as generalizations of the ex-
isting ones (see also the “Note added” below). On the
contrary, the impossibility of identifying signals with qu-
bits in distributed-phase reference protocols will require
a completely different approach, which nobody has been
currently able to devise.

As explained in Sec. II1.B.5, all unconditional security
proofs have been derived under the overconservative
assumption of uncalibrated devices. Ideally, such an
assumption should be removed: one should work out
unconditional security proofs taking into account the
knowledge about the detectors; this would lead to better
rates. A possible solution is to include the calibration of
the devices in the protocol itself; the price to pay seems
to be a complication of the setup (Qi, Zhao, et al., 2007).
The idea is somewhat similar to the one used in decoy
states. We also discussed how calibrated-device proofs
may ultimately provide significant improvement only for
some protocols (see Sec. VII.B.2). The difference be-
tween protocols can be understood from the fact that
typically K~ ¢, where ¢ is the transmittance and a=1.
When a=1, the only advantage of calibrating the devices
can come from the dark count contribution. If, on the
contrary, «>1 (weak coherent pulses without decoy
states: a=2 for BB84, a=3/2 for SARGO04), then the
difference is much larger because it matters whether or
not tz7 is included in the losses. The urgency of this
rather ungrateful® task is therefore relative to the
choice of a protocol.

%Here is an example of the complications that might appear.
When taking the calibration into account, it is often assumed
that the dark counts do not enter in Eve’s information. Actu-
ally, things are more subtle. On the one hand, most of the dark
counts will actually decrease Eve’s information, because she
does not know if a detection is due to the physical signal
(about which she has gained some information) or is a com-
pletely random event. On the other hand, if a detection hap-
pens shortly after a previous one, Eve may guess that the sec-
ond event is in fact a dark count triggered by an afterpulse,
and therefore learn about some correlations between the two
results. Admittedly, these are fine-tuning corrections, and have
never been fully discussed in the literature; but if one wants to
prove unconditional security, these marginal issues must be
also properly addressed.
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3. Black-box security proofs

The development of commercial QKD systems makes
it natural to ask whether the “quantumness” of such de-
vices can be proved in a black-box approach. Of course,
the compulsory requirements (Sec. II.C.1) must hold.
For instance, the random number generator cannot be
within the black box because it must be trusted; one
must also make sure that no output port is diffusing the
keys on the internet; and so on. Remarkably though, all
the quantum part can in principle be kept in a black box.
The idea is basically the one that triggered Ekert’s dis-
covery (Ekert, 1991), although Ekert himself did not
push it so far: the fact that Alice and Bob observe cor-
relations that violate a Bell inequality is enough to guar-
antee entanglement, independent of the nature of the
quantum signals and even of the measurements that are
performed on them. This has been called “device-
independent security”; a quantitative bound was com-
puted for collective attacks on a modification of Ekert’s
protocol, but the goal of proving unconditional security
is still unattained (Acin et al., 2007). Device-independent
security can be proved only for entanglement-based
schemes: for this definition of security, the equivalence
of EB and P&M presented in Sec. I1.B.2 does not hold.
As long as the detection loophole is open, these security
proofs cannot be applied to any system; but if some
knowledge of the devices is reintroduced, they might
provide a good tool for disposing of all quantum side
channels (Sec. 1I1.B.4).

4. Toward longer distances: Satellites and repeaters

The attempt to achieve efficient QKD over long dis-
tances is triggering ambitious experimental develop-
ments. Basically, two solutions are being envisaged. The
first is to use the techniques of free space quantum com-
munication to realize ground-to-satellite links (Buttler ef
al., 1998; Rarity et al., 2002; Aspelmeyer et al., 2003).
The main challenges are technical: to adapt the existing
optical tracking techniques to the needs of quantum
communication, and to build devices that can operate in
a satellite without need of maintenance.

The second solution is to use quantum repeaters
(Briegel et al., 1998; Diir et al., 1999). The basic idea
is the following: the link A-B is cut in segments
A-C{,C-C,y,...,C-B. On each segment independently,
the two partners exchange pairs of entangled photons,
which may of course be lost; but whenever both partners
receive the photon, they store it in a quantum memory.
As soon as there is an entangled pair on each link, the
intermediate stations perform a Bell measurement, thus
ultimately swapping all the entanglement into A-B. Ac-
tually, variations of this basic scheme may be more prac-
tical (Duan et al., 2001). Whatever the exact implemen-
tation, the advantage is clear: one does not have to
ensure that all the links are active simultaneously; but
the advantage can only be achieved if quantum memo-
ries are available. The experimental research in quan-
tum memories has increased over recent years, but ap-
plications in practical QKD are still far away because
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the requirements are challenging (see Appendix B).
Teleportation-based links have also been studied in
the absence of quantum memories (quantum relays).
They are rather inefficient, but allow reduction of the
nuisance of the dark counts and therefore increase the
limiting distance (Jacobs, Pittman, and Franson, 2002;
Collins, Gisin, and de Riedmatten, 2005); however, it
seems simpler and more cost effective to solve the same
problem using cryogenic detectors (see Sec. I1.G).

5. QKD in networks

QKD is a point-to-point link between two users. But
only a tiny fraction of all communication occurs in dedi-
cated point-to-point links; most communication takes
place in networks, where many users are interconnected.
Note that one-to-many connectivity between QKD de-
vices can be obtained with optical switching (Townsend
et al., 1994; Elliott, 2002; Elliott et al., 2005).

In all models of QKD networks, the nodes are oper-
ated by authorized partners, while Eve can eavesdrop on
all links. If the network is built with quantum repeaters
or quantum relays, no secret information is available to
the nodes: indeed, the role of these nodes is to perform
entanglement swapping so that Alice and Bob end up
with a maximally entangled—and therefore fully
private—state. Since production of quantum repeaters is
still a challenge, trusted-relays QKD networks have
been considered. In this case, the nodes learn secret in-
formation during the protocol. In the simplest model, a
QKD key is created between two consecutive nodes and
a message is encrypted and decrypted hop by hop. This
model has been adopted by BBN Technologies and by
the SECOQC QKD networks (Elliott, 2002; Elliott et
al., 2005; Dianati and Alléaume, 2006; Alléaume et al.,
2007; Dianati et al., 2008). Alternatively, the trusted re-
lays can perform an intercept-resend chain at the level
of the quantum signal (Bechmann-Pasquinucci and Pas-
quinucci, 2005).

B. QKD versus other solutions

Information-theoretically (unconditionally) secure key
distribution (key agreement) is a cryptographic task that,
as is well known, cannot be solved by public communi-
cation alone, i.e. without employing additional resources
or relying on additional assumptions. In addition to
QKD (the additional resource in this case being the
quantum channel), a number of alternative schemes to
this end have been put forward (Wyner, 1975; Csiszar
and Korner, 1978; Ahlswede and Csiszar, 1993; Maurer,
1993), among which one can also count the traditional
trusted-courier approach (Alléaume et al., 2007). While
the latter is still used in certain high-security environ-
ments, QKD is the sole automatic, practically feasible,
and efficient information-theoretically secure key agree-
ment technology, where in the point-to-point setting
limitations of distance and related key rate apply. These
limitations can be lifted using QKD networks (see Sec.
VIILA.1).
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With this in mind, we address below typical secure
communication solutions in order to relate then subse-
quently to the assets offered by QKD. Secure communi-
cation in general requires encrypted (and authentic)
transition of communication data. In current standard
cryptographic practice, neither the encryption schemes
nor the key agreement protocols used (whenever
needed) are unconditionally secure. While there is really
a very broad range of possible alternatives and combi-
nations, the most typical pattern for confidential com-
munication is the following: public key exchange proto-
cols are used to ensure agreement of two identical keys;
the encryption itself is done using symmetric-key algo-
rithms. In particular, most often some realization of the
Diffie-Hellman algorithm (Diffie and Hellman, 1976) is
used in the key agreement phase. The symmetric-
encryption algorithms most widely used today belong to
the block-cipher class and are typically Triple Data En-
cryption Standard (3DES) (Coppersmith et al., 1996) or
Advanced Encryption Standard (AES) (Daemen and
Rijmen, 2001).

The security of the Diffie-Hellman algorithm is based
on the assumption that the so-called Diffie-Hellman
problem is hard to solve, the complexity of this problem
being ultimately related to the hardness of the discrete-
logarithm problem [see Maurer and Wolf (1999, 2000)
for a detailed discussion]. It is widely believed, although
it was never proven, that the discrete-logarithm problem
is classically hard to solve. This is not true in the quan-
tum case since a quantum computer, if available, can
execute a corresponding efficient algorithm by Peter
Shor (Shor, 1994, 1997), which is based on the same fun-
damental approach as is the Shor factoring algorithm,
already mentioned in Sec. LA.

It should be further noted that, similarly to QKD, the
Diffie-Hellman protocol can trivially be broken if the
authenticity of the communication channel is not en-
sured. There are many means to guarantee communica-
tion authenticity with different degrees of security but in
any case additional resources are needed. In current
common practice, public-key infrastructures are em-
ployed, which in turn rely on public-key cryptographic
primitives (digital signatures), i.e., on similar assump-
tions as for the Diffie-Hellman protocol itself, and on
trust in external certifying entities.

Turning now to encryption, it should be highlighted
that the security of a block-cipher algorithm is based
on the assumption that it has no structural weaknesses,
l.e., that only a brute force attack amounting to a thor-
ough search of the key space (utilizing pairs of cipher
texts and corresponding known or even chosen plain
texts) can actually reveal the secret key. The cost of
such an attack on a classical computer is O(N) opera-
tions, where N is the dimension of the key space. The
speedup of a quantum computer in this case is moder-
ate, the total number of operations to be performed
being O(VN) (Grover, 1996, 1997). The assumption of
the lack of structural weaknesses itself is not related to
any particular class of mathematical problems and in the
end relies merely on the fact that such a weakness is not
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(yet) known. Cryptographic practice suggests that for
a block-cipher algorithm such weaknesses are in fact
discovered at the latest a few decades after its
introduction.”

Before turning to a direct comparison of the described
class of secure communication schemes with QKD-
based solutions, it should be explained why public-key-
based generation combined with symmetric-key encryp-
tion is actually the most proliferated solution. The
reason is that currently AES or 3DES encryption, in
contrast to direct public-key (asymmetric) encryption,
can ensure a high encryption speed and appears optimal
in this respect. Typically high speed is achieved by de-
signing dedicated hardware devices, which can perform
encryption at very high rate and ensure a secure
throughput of up to 10 Gb per second. Such devices are
offered by an increasing number of producers (see, e.g.,
ATMedia GmbH, www.atmedia.de) and it is beyond the
scope of the current article to address them in any detail.
We, however, underline an important side aspect. In
general, security of encryption in the described scenario
is increased by changing the key “often,” the rate of
change being proportional to the dimension of the key
space. In practice, however, even in the high-speed case
the key is changed at a rate lower than once per minute
(often once per day or even more seldom). The reason
for this is twofold: on the one hand, public-key-
agreement algorithms are generally slow and, on the
other hand, the current design of dedicated encryption
devices is not compatible with a rapid key change.

The question now is how QKD compares with the
standard practice as outlined above. It is often argued
that QKD is too slow for practical uses and that the
limited distance due to the losses is a limitation to the
system as such. In order to allow for a correct compari-
son one has to define the relevant secure communication
scenarios. There are two basic possibilities: (i) QKD is
used in conjunction with one-time pad or (ii) QKD is
used together with some high-speed encryptor (we note
in passing that the second scenario appears to be the
main target for the few QKD producers).

The rate as a function of distance has been discussed
in detail in the preceding sections. Here we consider an
“average” modern QKD device operating in the range
of 1-10 kilobytes per second (kbps) over 25 km; the
maximal distance of operation at above 100 bps being
around 100 km.

Case (i) obviously offers information-theoretic secu-
rity of communication if the classical channel, in both
the key generation and the encryption phases, is addi-
tionally authenticated with the same degree of security.
As the overhead for this is negligible, the QKD genera-
tion rates as presented above are also the rates for se-
cure communication. Obviously this is not sufficient for
broadband data transmission but quite adequate for
communicating very highly sensitive data. Another ad-

"See Rijmen (2007).
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vantage of this combination is the fact that keys can be
stored for later use.

The security of the case (ii) is equivalent to the secu-
rity of the high-speed encryption, which we addressed
above, while all threats related to the key generation
phase are eliminated. At 25 km the QKD speed would
allow key refreshment (e.g., in the case of AES with
256 bit key length) several times per second. This is re-
markable for two reasons: first, this is at or rather be-
yond the key-exchange capacity of current high-speed
encryptors; second, it compares also to the performance
of high-level classical link encryptors, which refresh
AES keys a few times per second using Diffie-Hellman
elliptic curve cryptography for key generation. So in the
second scenario QKD outperforms the standard solu-
tion at 25 km distance in terms of both speed and secu-
rity.

Regarding the distance, an interesting point is that
classical high-end encryptors use direct dark fibers, not
for reasons related to security but to achieve maximal
speed, which also gives them a limitation in distance.
However, classical key generation performed in software
is naturally not bounded by the distance. In this sense
standard public-key-based key agreement appears supe-
rior. This is, however, a QKD limitation typical for the
point-to-point regime. As mentioned above, it is lifted in
QKD networks.

Note added in proof. One of the pending issues to-
ward unconditional security proofs of CV QKD, namely,
the fact that the security bound for collective and gen-
eral attacks should coincide asymptotically, has been
solved (Renner and Cirac, 2009). The solution makes
use of a exponential De Finetti-type theorem. Another
approach, which would reach the same conclusion based
only on the symmetries of the protocol, is being pursued
(Leverrier, Karpov, Grangier, and Cerf, 2008).

ACKNOWLEDGMENTS

This paper has been written within the European
Project SECOQC. The following members of the QIT
subproject have significantly contributed to the report
that formed the starting point of the present review: Ste-
fano Bettelli, Kamil Bradler, Cyril Branciard, Nicolas
Gisin, Matthias Heid, and Louis Salvail. During the
preparation of this review, we had further fruitful ex-
changes with the above-mentioned colleagues, as well as
with Romain Alléaume, Lucie Barttskova, Alexios Bev-
eratos, Hugues De Riedmatten, Eleni Diamanti, Artur
Ekert, Philippe Grangier, Frédéric Grosshans, Michat
Horodecki, Hannes Huebel, Masato Koashi, Christian
Kurtsiefer, Antia Lamas-Linares, Anthony Leverrier,
Hoi-Kwong Lo, Chiara Macchiavello, Michele Mosca,
Miguel Navascués, Andrea Pasquinucci, Renato Renner,
Andrew Shields, Christoph Simon, Kiyoshi Tamaki, Ya-
suhiro Tokura, Akihisa Tomita, Zhiliang Yuan, and
Hugo Zbinden.

Rev. Mod. Phys., Vol. 81, No. 3, July—September 2009

APPENDIX A: UNCONDITIONAL SECURITY BOUNDS
FOR BB84 AND SIX-STATE SINGLE-QUBIT
SIGNALS

In this appendix, we present a derivation of the un-
conditional security bounds for the BB84 (Shor and
Preskill, 2000) and six-state protocols (Lo, 2001) for the
case where each quantum signal is a single qubit, or
more generally when the quantum channel is a qubit
channel followed by a qubit detection.”!

As usual, the proof is done in the EB scheme, the
application to the P&M case following immediately as
discussed in Sec. IL.B.2. Alice produces the state |d*)
=(1/2)(|00y+|11)); she keeps the first qubit and sends
the other one to Bob. This state is such that (o, ® o)
=(o,®0,)=+1 (perfectly correlated outcomes) and (o,
®o,)=-1 (perfectly anticorrelated outcomes); to have
perfect correlation in all three bases, Bob flips his result
when he measures o,. We suppose an asymmetric imple-
mentation of the protocols: the key is extracted only
from the measurements in the Z basis, which is used
almost always; the other measurements are used to esti-
mate Eve’s knowledge of the Z basis, and will be used
on a negligible sample (recall that we work in the
asymptotic regime of infinitely long keys).

Now we follow the techniques of Kraus, Gisin, and
Renner (2005) and Renner, Gisin, and Kraus (2005).
Without loss of generality, the symmetries of the BB84
and six-state protocols72 imply that one can compute the
bound by restricting consideration to collective attacks,
and, even further, to those collective attacks such that
the final state of Alice and Bob is Bell diagonal,

Pap=N|PHDH + N,y | D WD

+ N[ W]+ Ny [ WKW, (A1)
with )\;=1. Since |®*) give perfect correlations in the Z
basis, while |W*) give perfect anticorrelations, the
QOBER ¢, is given by

812)\3+)\4. (A2)
The error rates in the other bases are
sz)\2+)\4, 8y=)\2+>\3. (A3)

Eve’s information is given by the Holevo bound (24) I
:S(PE)_%S(pEw)_%S(PE\]) since both values of the bit
are equiprobable in this attack. Since Eve has a purifi-
cation of pup, S(pp)=S(pap)=H{N1, N2, 5, g})=H(N)
where H is Shannon entropy. The computation of pgy, is
made in two steps. First, one writes down explicitly the

"For real optical channels, we therefore assume the tagging
method for real sources and the squashing model for the de-
tection; see Sec. IV.A.2.

72Actually, a lower bound can be computed in the same way
for a very general class of protocols; but it may not be tight, as
explicitly found in the case of SARGO04 (Branciard et al., 2005;
Kraus, Branciard, and Renner, 2007).
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purification” |W) 4 g=3 NP 5le;) z, where we used a
change of notation for the Bell states, and where (e,»|ej)
=g;. Then, one traces out Bob and projects Alice on
|+z) for b=0 and on |-z) for b=1. All calculations done,
the result is S(pgjp) =S(pgp)=h(e;). So we have obtained

IE(\) = H(\) - h(e,). (A4)

Now we have to particularize to the two protocols under
study.

We start with the six-state protocol. In this case, both
&, and &, are measured, so all four \’s are directly deter-
mined. After some algebra, one finds

/ (8)_8h(1+(sx—8!)/sz>
E\g) — ez 2

1- (sx+sy+sz)/2>' (AS)

1-¢,

+(1- sz)h<

Under the usual assumption of a depolarizing channel,
=g,=0, this becomes

o=+ -on(222)
-0
The corresponding secret fraction (one-way postprocess-
ing, no preprocessing, and perfect error correction) is
r=1-h(Q)-1£(Q), which goes to 0 for Q=12.61%.
The calculation is slightly more complicated for the
BB84 protocol because there only &, is measured; there-
fore, there is still a free parameter, which must be cho-
sen so as to maximize Eve’s information. The simplest
way of performing this calculation consists in writing
M=1-e)(1-u), \y;=(1-g,)u, \3=¢,(1-v), and \y=¢,v,
where u,v e[0,1] are subject to the additional con-
straint

E,=¢,

(A6)

(A7)

Under this parametrization, H(\)=h(e,)+(1-¢,)h(u)
+¢&,h(v) and consequently

IE(N) = (1 = g)h(u) + £;:h(v),

(1-eJu+ev=g¢,.

(A8)

to be maximized under the constraint (A7). This can be
done by inserting v=v(u) and taking the derivative with
respect to u. The result is that the optimal choice is u
=v=g, so that

IE(§) = h(sx) .

The usual case is e,=¢,=0Q, which, however, here does
not correspond to the depolarizing channel: the relations
above imply &,=20(1-Q), which corresponds to the ap-
plication of the so-called “phase-covariant cloning ma-
chine” (Griffiths and Niu, 1997; Bruf3 et al., 2000). The
corresponding secret fraction (again for one-way post-
processing, no preprocessing, and perfect error correc-

(A9)

BAll purifications are equivalent under a local unitary opera-
tion on Eve’s system, so Eve’s information does not change
with the choice of the purification.
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FIG. 8. Three configurations for quantum repeaters: direct
link, two-link repeater, and four-link repeater.

tion) is r=1-h(Q)-I1z(Q), which goes to 0 for Q
~11%.

APPENDIX B: ELEMENTARY ESTIMATES FOR
QUANTUM REPEATERS

1. Quantum memories

A quantum memory is a device that can store an in-
coming quantum state (typically, of light) and reemit it
on demand without loss of coherence. A full review of
the research in quantum memories is clearly beyond our
scope. Experiments are being pursued using several
techniques, such as atomic ensembles (Julsgaard et al.,
2004; Chou et al., 2007), NV centers (Childress et al.,
2006), and doped crystals (Alexander et al., 2006; Staudt
et al., 2007).

Two characteristics of quantum memories are espe-
cially relevant for quantum repeaters. A memory is
called multimode if it can store several light modes and
one can select which mode to reemit; multimode memo-
ries are being realized (Simon et al., 2007). A memory is
called heralded if its status (loaded or not loaded) can be
learned without perturbation; there is no current pro-
posal on how to realize such a memory, and repeater
schemes have been found that work without heralded
memories (Duan et al., 2001).

2. Model of quantum repeater

Here we present a comparison of the direct link with
the two-link repeater and discuss the advantages and
problems that arise in more complex repeaters. We con-
sider the architecture sketched in Fig. 8, corresponding
to the original idea (Briegel et al., 1998).

a. Definition of the model
Our elementary model is described as follows:

e Source: Perfect two-photon source with repetition
rate vg.
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¢ Quantum channel: The total distance between Alice
and Bob is €. The channel is noiseless; its losses are
characterized by @, and we denote by t=10"%¢10 the
total transmittivity.

e Detectors of Alice and Bob: Efficiency 7; dark
counts, dead time, and other nuisances are neglected.

e Quantum memories: Multimode memories that can
store N modes. We write as p,, the probability that a
photon is absorbed and then reemitted on demand
(contains all the losses due to coupling with other
elements). The memory has a typical time T),, which
we consider as a lifetime.”

¢ Bell measurement: Linear optics, i.e., the probability
of success is % The fidelity is F and the noise is de-
polarized [i.e., a detection comes from the desired
Bell state with probability F; from any of the others
with equal probability (1—F)/3]. The detectors have
efficiency 7, and no dark counts.

b. Detection rates

For the direct link, the key rate is the detection rate in
our simplified model,

K1:R1:Vsl772. (Bl)

In the two-link repeater, the central station (Chris-
toph) holds the two sources and the memories. Consider
one of the links, say with Alice. The source produces
groups of N pairs, each pair in a different mode; one
photon per pair is kept in the memory, the other is sent
to Alice. Alice announces whether she has detected at
least one photon: if she has, Christoph notes which one;
if she has not, Christoph releases the memory and starts
the protocol again. The same is happening on the other
link, the one with Bob, independently. As soon as both
partners have announced a detection, Christoph releases
the corresponding photons, performs the Bell measure-
ment and communicates the result to Alice and Bob,
who postselect their results accordingly.75 Note that the
memories need not be heralded in this scheme.

Here is the quantitative analysis of the two-link re-
peater. Any elementary run takes the time for the pho-
ton to go from the source to the detector, then for the
communication to reach back Christoph, i.e., €/c. In
each run, the probability of a detection is 1-(1=\tp)¥
~ Nyt7. Then, on average, the Bell measurement will be

"That is, photons may be lost but do not decohere in the
memory. Note that this can be the case even if the atoms,
which form the memory, do undergo some decoherence
(Staudt et al., 2007).

Recall that there is no time ordering in quantum correla-
tions, so this procedure gives exactly the same statistics as the
“usual” entanglement swapping, in which the Bell measure-
ment is made beforehand.
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FIG. 9. Comparison of K (straight line) and K,. For all curves,
vg=10 GHz, 7=0.5, 7y,=0.9, p);=0.9, «=0.2 dB/km (fibers),
Ty=10s. Line (a), best case, N=1000, F=0.95; line (b), N
=1000, fidelity reduced to F=0.9; line (c), supported modes
reduced to N=100, F=0.95.

performed after a time’® 7~ %(5 lcIN \“";7]- Consequently,

1
Tfl—p%,,mzw if 7< Ty
R, = 2 (B2)

0 otherwise,

where we have supposed that the memory time 7, de-
fines a sharp cut, which is another simplification. This is
the expected result: R, scales with \s“;n and not with ¢7?
because each link can be activated independently. Fi-
nally, in our model, the error rate is uncorrelated with
the other parameters and only due to the fidelity of the
Bell measurement; so

Ky =Ry[1-2h(e)] (B3)

with s:%(l—F) because one of the “wrong” Bell states
nevertheless gives the correct bit correlations. In par-
ticular, the fidelity of a Bell measurement must exceed
83.5% to have K,>0.

Some plots of K; and K, as a function of the distance
are shown in Fig. 9. The chosen values are already opti-
mistic extrapolations of what could be achieved in the
not too distant future. We notice that quantum repeaters
overcome the direct link for € =500 km in fibers; with
7=0.5 and N=1000, this requires 7),~10s. Also, the
number of modes supported by the memory is a more
critical parameter than the fidelity of the Bell measure-

*In fact, let x:l—(l—\s“;n)N: the probability that Alice’s
(Bob’) detector is activated by the mth group of N pairs
is py(m)=x(1-x)""1. Therefore, the probability that both
links are activated exactly by the nth repetition is p(n)
=2p1(n)py(<n)+p1(n)*=x(1-x)""[2-2-x)(1-x)""']  with
pl(<n):Z"m_:11p1(m). Finally, the number of repetitions needed
to establish the link is (n)=3,np(n)=(1/x)[(3-2x)/(2-x)].
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ment. This analysis provides a rough idea of the perfor-
mances to be reached in order for quantum repeaters to
be useful.

For the next step, the four-link repeater, we content
ourselves with a few remarks. The four-link repeater al-
lows one in principle to reach the scaling Ryt"4. The
requirements for a practical implementation, however,
become more stringent: the four memories must be re-
leased before T),; there are three Bell measurements, so
£<11% requires F=95%; also, p, =pyt"’* Moreover,
it is easy to realize that the basic scheme (Fig. 8) requires
heralded memories, although other schemes do not
(Duan et al., 2001).
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