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Twin-field quantum key distribution (TF-QKD) can change the channel-loss dependence of key rates from
O(n) to O(/n) and thus significantly increase the secure key rate compared with other existing quantum key
distribution protocols. However, it does not take the source security into account in most present TF-QKD
protocols. Here, we propose to employ the Hong-Ou-Mandel interference to characterize the source security, i.e.,
to use the interference visibility to quantify the information leakage from detectable side channels of sources.
Furthermore, we establish a corresponding theoretical model and calculate the final key rate, by using the
three-intensity decoy-state method and taking finite-data-size effects into account. Consequently, by employing
our present scheme, the secure transmission distance can be longer than 100 km under current experimental
conditions, significantly surpassing present device-independent QKD systems.
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I. INTRODUCTION

Quantum key distribution (QKD) can provide secure and
effective communications between two legitimate users, usu-
ally called Alice and Bob, since its security is based on the
laws of quantum physics. Over the past forty years, significant
progress has been made in this field.

For the Bennett-Brassard 1984 (BB84) protocol [1],
many assumptions have been made on both sources and
detection components in former security proofs. However,
these assumptions are too demanding to achieve in prac-
tical QKD systems, which can lead to security loopholes.
To bridge the gap between theory and practical implemen-
tations, numerous advanced methods and novel protocols
have been proposed. The decoy-state method was put for-
ward [2,3] to address photon-number-splitting attacks [4].
Furthermore, measurement-device-independent QKD (MDI-
QKD) protocols were raised, showing exceptional resistance
to side-channel attacks directed on the measurement part
[5-7]. However, MDI-QKD is susceptible to finite-size effects
[8], and the key rate is restricted by the Pirandola-Laurenza-
Ottaviani-Banchi (PLOB) bound [9]. Recently, twin-field
QKD (TF-QKD) [10] and related protocols [11-13], such
as sending or not sending (SNS) TF-QKD, no phase posts-
electing TF-QKD, and phase matching TF-QKD, have been
introduced. These protocols retain the advantages of MDI-
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QKD while at the same time being able to break the PLOB
boundary without using quantum repeaters.

As an extension of MDI-QKD, TF-QKD has effectively
solved the problem of information leakage from the measure-
ment part. However, quantum attacks directed on the source
part still pose a threat to practical TF-QKD systems [14—16].
For instance, in a Trojan horse attack (THA) [17], Eve sends a
strong light to Alice (or Bob) and retrieves information about
the system settings from the reflected light. Other attacks
could exploit imperfections in the signal generation stage or
high-dimensional parameters from the time or frequency do-
main [18]. Consequently, these potential information leakages
may render the basic assumption of the decoy-state method
inapplicable.

To address these threats, numerous approaches have been
developed to ensure the security of the source. Nevertheless,
these methods tend to concentrate on specific imperfections
within the source component. For instance, loss-tolerant meth-
ods primarily solve state-preparation errors [14,18,19], while
the virtual attenuation model addresses intensity fluctua-
tions [20], and certain security analysis is directed against
anti-Trojan-horse attacks [21]. Besides these methods, Hong-
Ou-Mandel (HOM) interference is a standard method for
characterization of light sources [22]. Its main idea lies in
that the two indistinguishable single photons matched on
a beam splitter always exit it in a pairwise manner. Re-
cently, researchers proposed bounding passive-light-source
side channels via HOM interferences [23,24], which seems
as though it would b a very useful tool in analyzing the source
security. However, the decoy-state method was not thoroughly
discussed, and only the BB84 protocol was considered. Here,
we give a practical decoy-state scheme for characterizing
source imperfections and further extend it to the TF protocol.

Our work is arranged as follows: First, we briefly re-
view the decoy-state TF-QKD protocol in Sec. II; next, the
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source monitoring theory is described in detail in Sec. III;
subsequently, distinguishable decoy-state analysis is shown in
Sec. IV; after that, simulation results are presented in Sec. V;
and finally, conclusions are given in Sec. VI.

II. THREE-INTENSITY SNS TF-QKD

Here we use the SNS TF-QKD protocol as an example to
illustrate our scheme due to its strong anti-interference ability
against misalignment error, and its bit-error rate in the Z basis
is not affected by channel phase drifts. However, our method
is universal and applicable to other TF-QKD variant protocols
as well. In the following, we briefly review the three-intensity
decoy-state SNS TF-QKD protocol [11,25,26].

Step 1. Alice and Bob each independently send coherent
states to Charlie along with a reference light and encoding
phase 84 (8p), all within a specified time window.

Step 2. For each time window, Alice (Bob) randomly
chooses whether it is a signal window or a decoy window. If it
is a decoy window, she (he) sends a decoy pulse |/xe1+i7a)
(|o/xe™®s*ivs)) with the probability P, and the intensity x €
{O,v}. If it is a signal window, she (he) sends a signal pulse
| /s tiva) (| /e i) with the probability & or not send
a signal pulse (i.e., block the signal pulse) with the proba-
bility 1 — &; w is the intensity of the signal state. Regardless
of which window Alice or Bob chooses, they always an-
nounce the global phases 64 and 6p after sending out the
reference light. However, in reality, the presence of defects
in devices or potential eavesdropping attacks may cause the
prepared states to leak some encoding information, including
high-dimensional side channels. Therefore it is important to
optimize the system to minimize such vulnerabilities.

Step 3. Charlie performs phase compensation or estima-
tion to eliminate the impact of the global phase 64 (65). He
then announces the outcome of the measurement after all the
pulses have been measured. The effective events are defined as
follows: (a) Both Alice and Bob select a signal window, and
only one detector clicks; and (b) both Alice and Bob select a
decoy window, and only one detector clicks. Meanwhile, they
use the same decoy state intensity, and their phases meet the
postselection criteria [11].

Step 4. After the measurement and announcement, Alice
and Bob carry out postprocessing processes and distill out the
secure keys

R = (PP ) e(l — e)ue ™Yi[1 — H(ep)] — fS.H(E,)}.
(1)

Here, Y| and e; refer to the yield and error rate of single-
photon pulses, respectively. Sz and E; are the average gain
and quantum-bit error rate (QBER) of the Z basis. f is the
error correction efficiency factor, and H(x) = —xlog,(x) —
(1 —x)log,(1 — x).

III. FIDELITY-BASED SOURCE MONITORING

While SNS TF-QKD demonstrates excellent resistance
against channel loss and side-channel attacks on the detec-
tion side, the security of the source component still cannot
be guaranteed. As discussed in Sec. II, the preparation of a
perfect state in practical applications is a challenging task.

Alice Bob
| S i 1}
Encoder| Href VTESI 1Encoder

BS

Charlie

FIG. 1. Overall scheme of our source monitoring TF-QKD. LS,
laser source; IM, intensity modulator; PM, phase modulator; RNG,
random number generator; OD, optical delay; BS, beam splitter. The
light emitted from LS, (LSp) will be split into two paths. One path
as a reference light p.f will not be modulated by any devices. The
other light, which is modulated by the IM and PM, will be split into
two paths. The pulses marked with pqkp including decoy or signal
states will be used to send out to Charlie and generate secure keys,
and the pulses marked with p.s will be interfered with the pulses
marked with .

This is because any imperfections &, such as variations in
wavelength, spectral differences, or electrical fields, must be
taken into account, which can alter the density matrix of the
source as

pr =Y PIn)(n| ® p(&), )

where Py is the probability distribution of the n-photon pulse
in the weak coherent source (WCS) with intensity x.

We have developed an alternative TF-QKD scheme to ad-
dress certain issues by introducing an encoder module in the
transmitter part, as shown in Fig. 1. The encoder module is
enclosed within the dashed box. The scheme involves three
participants: Alice, Bob, and Charlie. Alice and Bob each
generate a phase-randomized pulse by using a laser source
(LS). The pulses are then sent to the encoder module. The
light pulse is split into two parts, as shown in the dashed box.
One path is encoded by the intensity modulator and phase
modulator. However, active modulation may introduce some
leakage of high-dimensional information, which needs to be
characterized. Due to the limitation of detectors, our method
primarily focuses on detectable information. We can use the
theory of HOM interference to describe the two light sources.
Therefore we set up another path without any modulation as
a reference light to create HOM interference with the modu-
lated light in the visibility test (V Test) module. Moreover, an
optical delay (OD) is inserted in one path to delay the arrival
time of optical pulses with an integer number of periods, to
guarantee that the pulses interfering at the beam splitter are
phase randomized. As shown in Table I, the HOM visibility
is typically worse than the ideal value of 0.5 for two identical
WCS pulses [27]. Apart from the encoder part, the rest of our
scheme is almost the same as the initial TF scheme [10].
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TABLE 1. Experimental HOM visibility results with phase-
randomized WCPs.

HOM visibility (%)
Woodward et al. [29] 47
Comandar et al. [30] 48.2
Wei et al. [31] 48.4
Comandar et al. [32] (with postselection) 49.9

The states prepared in the Z basis are recorded as py
(i =1, 2), corresponding to intensity u, 0. In the X basis, all
the states are recorded as px, (i = 1,2, 3) corresponding to
intensity u, v, 0. At the visibility test module, all the prepared
modes will be interfered with the reference light in Fig. 1, and

we get a measured visibility of pg, and pr;, given as Vlf‘,f o

where the high-dimensional degrees of freedom are taken into
account. Here, K and L denote the basis. As legitimate users,
Alice and Bob know the details of sending states. We could
calculate a theoretical visibility VpT o of the two known quan-

tum states, i.e., without any modulation and high-dimension
effects [28]:

2k gy My,
Vour, = 71 3)
(I’LPK,- + :“pLj)
where p,, is the intensity of the corresponding state. Next, we
define the visibility after numerical normalization as V/,

K; OL j :
T _ M _yT
~ 1 Vpk p1 VPK PL i V/JKi PL i | 4
Voo, = 5 o7 @
PK; pL

In the following, vpk,» p., Tepresents the HOM visibility in all
calculations. '

Imperfect preparation of different states can introduce vul-
nerabilities that could be exploited by Eve. Typically, the
value used to quantify the vulnerability is denoted as the
whole basis imbalance [33]:

1 —Fxz
where Fy 7z is the fidelity between the Z and X bases.

In practical scenarios, it may not be possible to determine
the basis imbalance instantaneously using Eq. (4). However,
we can rely on the Bures angles [34] and the triangle inequal-
ity to make the following conclusion:

arccos(Fy, z) < arccos(maxF,

xi62; ) + arccos(maxF), pX,)

+ arccos(maxF, Pz, ). (6)

Next, the definition of its fidelity is consistent with the original
one as [24,35]

Foup, = Z PiR)y*. 7

Here, y indicates the similarity between two states, p, and
Py; ¥ = 2Vp) p,- For simplicity, we assume that every pair

of states has the same and worst visibility V= manpK oL
“J

Substituting V' into Eq. (6), we could get the same and worst
fidelity F’. Then, the basis imbalance can be estimated as

) + arccos (F’)). (®)

With the above basis imbalance, the phase-error rate of
single-photon pulses can be calculated as [36]

F/

1
1 —2A > cos (2 arccos < +

ey =e +4(1 — AHA' (1 —2ey)
+4(1 =27/ A (1 = Aer(1 —e). ©)

Here, A’ =

IV. METHOD WITH DISTINGUISHABLE DECOY STATES

In the traditional decoy-state theory [2,3], it is often as-
sumed that the only difference between decoy states and
signal states lies in the pulse intensity, and for any given
pulse, Eve is not able to distinguish it coming from decoy
states or signal states. That is to say, the yield (or the error
rate) of n-photon states is the same for both decoy pulses
and signal pulses. However, in practical implementations,
it may bring into side channels during intensity or phase
modulations. As a result, the yield (or the error rate) of n-
photon states may not be the same for decoy pulses and signal
pulses, i.e.,

YFEA£Y), eiFe. (10)
Therefore we need to do corrections on the decoy-
state method by introducing another parameter, i.e., the
trace distance, to quantify the difference between decoy
states or signal states, where D,, = M [17,37]; then
we have

|YnM - an| < D/W’
)
|eh Y — e)'| < Dy
To build up the relationship between the trace distance and the
fidelity, i.e., the fidelity is HOM-relevant in Eq. (6), we use the
following inequality [38]:
1-F

Pupy SDw <

1-F qu oo 12)
We can obtain the relationship between the yield (or the error
rate) of n-photon states and fidelity:

n=rl < 1= F,,

1 —F2 (13)

Hym _ |
}e Vi —eY, Orbv”

With the above, we can rederive the lower bound of Y; and
upper bound of e;:

Y\ =[PQ, — PI0, — Quc(PiP) — PIP))
-J1-F2, (PP —e™)+Pi(1—e)]
+ (PiP) —P}P;), 4
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TABLE II. List of experimental parameters used in numerical
simulations. Here, P; denotes the dark count rate of detectors, ¢ is
the error rate of the vacuum count and is often set as 0.5 [42], e4
is the misalignment-error probability of the optical system, 7 is the
detection efficiency of detectors, f is the error correction inefficiency,
& is the failure probability of statistical fluctuation analysis, and N is
the data size.

€q Py n § i N
0.015 1077 0.5 10710 1.16 10'?

¢'QE, — eQuac +v,/1 = F2

U
e =
! vYf ’

as)

where Q, and QE, denote the gain and QBER, respectively,
of light pulses with intensity x. The overline and the underline
represent the upper bound and the lower bound, respectively,
of the measurable variables when taking statistical fluctua-
tions into account. Here we apply the Chernoff bound method
for calculations. For a variable X, X =X —0; < X < X +

0y = X, where o1 = /2X In(16/£4) and 0, = +/2X ln(é_%).
Here, £ satisfies the following: Pr(E[X] — X > o07) < & and
Pr(X — E[X] = 02) < §[39].

V. SIMULATION RESULTS

In this section, we will carry out numerical simulations by
using practical experimental parameters. In our simulations,
for simplicity, we assume that Charlie lies in the middle be-
tween Alice and Bob. The parameters we used are listed in
Table II. Furthermore, we apply the optimization algorithm
(local search algorithm) to optimize all the system parameters
[40,41] including w, v, €, P, P,, and P,,.

In Fig. 2, the solid curve represents the scenario where
HOM visibility is perfect at 0.5. The other curves indicate
different degrees of imperfection in V, ranging from 0.05

- =5005 ]
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FIG. 2. The optimal key rate vs the transmission distance with
different values of the imperfection of visibility. Here, § = 0.5 — V|.
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FIG. 3. The optimal key rate vs different visibilities at 50 km.

to 10~*. When comparing the theoretical limit of visibility
at 50%, i.e., § = 0, with the best experimental visibility of
49.9% shown in Table L, i.e., § = 1073, it becomes apparent
that imperfections in visibility have a significant impact on
both the secure key rate and the transmission distance. How-
ever, it is reassuring to note that even with visibility as low
as 45 or 49.9%, our scheme is still capable of transmitting
keys over distances of 100 or 150 km, respectively, even
when faced with potential threats from source imperfections.
Figure 3 shows the key rate at 50 km for different HOM
visibilities, revealing their inner relation. The secure key rate
increases rapidly when HOM visibility is larger than 0.495,
indicating that a slight increase in HOM visibility results in
a significant increase in key rate. Conversely, the increase in
key rate becomes comparatively stable for HOM visibility less
than 0.48. This demonstrates our high tolerance for the current
low HOM visibility, allowing us to achieve a reasonably high
key rate.

VI. CONCLUSIONS

In conclusion, we present an alternative approach to
detectable side-channel free TF-QKD by examining the re-
lationship between HOM interference and the state fidelity
of sources. Compared with prior studies on source security
[43,44], here we characterize all the imperfections of light
sources only via the HOM visibility. In this way, we can
avoid some side channels and unannounced attacks and thus
increase the system security. Moreover, we take distinguish-
able decoy states into account—i.e., the distinguishability is
also HOM-relevant—and provide the corresponding security
analysis.

Simulation results show that, even under current exper-
imental conditions, our scheme is capable of transmitting
secure keys over 100 km, which is a much larger distance
than that for current device-independent QKD [45-47] or
passive schemes [48,49]. In fact, there is still much room
for improvement in our present work. We conclude with two
possible directions: One is to depress the influence of the loss-
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dependent security mode by implementing some loss-tolerant
methods [14,18,19] or reference techniques [21,50,51]; the
other direction is to utilize state-of-the-art decoy-state meth-
ods for parameter estimations [52,53].
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