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The Bennett-Brassard 1984 (BB84) protocol is the most widely implemented quantum key distribution (QKD)
scheme. However, despite enormous theoretical and experimental efforts in the past decades, the security of
this protocol with imperfect sources has not yet been rigorously established. In this paper, we address this
shortcoming and prove the security of the BB84 protocol in the presence of multiple source imperfections,
including state preparation flaws and side channels, such as Trojan-horse attacks, mode dependencies and
classical correlations between the emitted pulses. To do so, we consider a modified BB84 protocol that exploits
the basis mismatched events, which are often discarded in standard security analyses of this scheme; and employ
the reference technique, a powerful mathematical tool to accommodate source imperfections in the security
analysis of QKD. Moreover, we compare the achievable secret-key rate of the modified BB84 protocol with
that of the three-state loss-tolerant protocol, and show that the addition of a fourth state, while redundant
in ideal conditions, significantly improves the estimation of the leaked information in the presence of source
imperfections, resulting in a better performance. This paper demonstrates the relevance of the BB84 protocol in
guaranteeing implementation security, taking us a step further towards closing the existing gap between theory
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and practice of QKD.
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I. INTRODUCTION

Quantum key distribution (QKD) enables two remote
users, Alice and Bob, to securely establish cryptographic
keys over an untrusted quantum channel [1-3]. Undoubtedly,
the most widely used QKD scheme is the BB84 protocol,
proposed by Bennett and Brassard in 1984 [4]. Almost four
decades after its introduction, QKD has made an enormous
progress both in theory and practice. However, despite its
rigorous mathematical security proof, current physical im-
plementations of QKD suffer from security loopholes due
to inherent device imperfections and leakages of secret-key
information.

Recent years have witnessed large efforts to reduce this
discrepancy between theory and practice and guarantee the
implementation security of QKD. A crucial breakthrough
in this direction was the proposal of measurement-device-
independent QKD (MDI-QKD) [5], which effectively closes
all security loopholes on the detector side and is practical
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with existing hardware [6—-10]. Moreover, a variant of MDI-
QKD, called twin-field QKD [11], has been shown to provide
a significant improvement on the achievable secret-key rate,
allowing us to reach longer distances than ever before in
fiber-based communications [12—14].

Having efficiently dealt with the measurement unit, the
focus is now on securing the source. Essentially, source
loopholes could arise from state preparation flaws (SPFs)
[15-20] and side channels, such as Trojan-horse attacks
(THASs) [20-25], mode dependencies [16,17,20,26-28], pulse
correlations [29-34] and through changes in, for example,
electromagnetic and acoustic radiation. Previous works have
often looked at each of these imperfections individually, and
developed experimental countermeasures and theoretical tools
to minimize their impact on the secret-key rate and restore
the security claim of QKD. For instance, the BB84 protocol
has been shown to be secure in the presence of SPFs [18,19]
and THAs [23-25,35]. However, one can only guarantee the
implementation security of the source if all loopholes are
taken into account simultaneously in the analysis, and thus
the security of this protocol with imperfect sources has not
yet been rigorously established.

The importance of achieving this level of security for the
BB84 protocol cannot be overstated. In particular, many ex-
isting experiments [36-38], field-test QKD networks [39-45]
and satellite-based quantum communication systems [46,47]
employ the BB84 protocol. Hence, it is crucial to ensure the
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practical security of their transmitting units. Moreover, while
in the absence of source imperfections the achievable secret-
key rate is exactly the same when using three or four states
[19], in the presence of imperfections the BB84 protocol may
allow for a better estimation of the leaked secret information.
As a consequence, this may lead to higher performances; a
significant step towards attaining implementation security at
an adequate level for practical QKD applications.

A recently proposed analytical tool for security proofs
of QKD, the reference technique (RT) [31], is particularly
well suited to address these issues, since it enables us to
estimate the leaked secret-key information in the presence of
multiple source imperfections. For this, one considers some
reference states that are similar to the actual states emitted
in the protocol, but whose simpler structure facilitates the
estimation of some intermediate parameters. Then, since the
two sets of states are close to each other, one can bound
the maximum deviation between their detection probabilities
using a Cauchy-Schwarz’s type inequality (denoted in [31] as
the G function), and estimate the final parameters needed to
guarantee the security of the actual protocol. The high flexi-
bility and the high tolerance to source imperfections displayed
by the RT with the G function comes at a cost, however,
as it requires the QKD protocol to be run sequentially, i.e.,
Alice only emits a particular pulse after Bob has measured the
previous one [48]. Nonetheless, unlike other security proof
approaches, the RT allows us to guarantee the security of
QKD protocols with practical light sources against coherent
attacks.

In this paper, we employ the RT with the G function
to prove the security of the BB84 protocol in the presence
of multiple source imperfections; including SPFs and side
channels, such as THAs, mode dependencies and classical
pulse correlations. To do so, we consider a modified BB84
protocol that exploits the basis mismatched events, which are
usually discarded in standard implementations of the protocol.
Our security proof only requires an upper bound on a few
parameters that quantify the quality of the source, i.e., no
detailed information about the side-channel states is needed,
thus facilitating the work of experimentalists. Additionally,
we compare the achievable secret-key rate of this modified
BB84 protocol with that of the three-state loss-tolerant pro-
tocol [19], and show that the emission of a fourth state,
while redundant in ideal conditions, offers a significant im-
provement on the secret-key rate in the presence of source
imperfections. This suggests that the modified BB84 protocol
provides a clear performance advantage over the three-state
protocol when dealing with imperfect sources.

The outline of the paper is as follows. In Sec. II, we
describe in detail the emitted states in the modified BB84
protocol, and then list the assumptions imposed by our se-
curity proof on Alice’s and Bob’s devices. In Sec. III, we
present our security analysis for the two different scenarios
considered for the source, namely, the setting-independent and
the setting-dependent scenarios. After that, in Sec. IV, we
show the secret-key rate obtainable for the modified BB84
protocol in the presence of multiple source imperfections, and
then compare it with that obtainable when using the three-state
loss-tolerant protocol. Finally, in Sec. V, we summarize our
findings.

II. DESCRIPTION OF THE EMITTED STATES
AND ASSUMPTIONS

For ease of discussion, we consider a modified BB84 pro-
tocol with an imperfect single-photon source (see Appendix A
for a full protocol description). Nevertheless, our analysis
could also be combined with the decoy-state method [49-51]
to deal with phase-randomized coherent sources, as explained
in [52]. In particular, we assume that the form of Alice’s emit-
ted states is affected by certain setting-choice-independent
factors, such as temperature drifts or power fluctuations, that
commonly arise in practical implementations of QKD. These
factors can be modelled as a sequence of possibly-correlated
random variables G := Gy, ..., Gy, where G; represents all
the setting-independent factors that affect the state emitted in
the kth round and N is the total number of rounds. Since these
factors are independent of Alice’s encodings, for a given se-
quence of setting choices ji, ..., jy, the global state emitted
is mixed over the probability distribution of G. However, as
shown in Appendix B, as long as one demonstrates that the
protocol is secure for any particular value g :== gy, ..., gy of
G, which can be assumed to have been fixed at the beginning
of the protocol, then it is also secure for the actual case in
which Alice emits mixed states. Thus, in the security proof, g
can essentially be treated as a fixed parameter that affects the
form of all the emitted states. Since the latter is mathemati-
cally equivalent to considering the mixed state case, here, we
take this view for simplicity of presentation.

In addition, we investigate two different scenarios for the
source. In the first one, the state of the emitted pulse on a
particular round k only depends on g; and on Alice’s kth
setting choice, i.e., it is independent of all her other setting
choices. This is known as setting-independent pulse corre-
lations and it was first modelled in [29]. The source model
considered in this paper, however, goes beyond that presented
in [29] even for this scenario, as the single-mode assumption
is removed and the effect of side channels is incorporated. In
the second scenario, the state of the emitted pulse on round
k may not only depend on g; and on Alice’s kth setting
choice, but also on Alice’s previous /. setting choices, for
some known correlation length /.. This is often denoted as
setting-dependent pulse correlations, and could arise, for in-
stance, from memory effects in the electronic devices inside
the transmitting unit [32]. The source model considered for
this latter case is similar to that introduced in [31], but here we
also take into account the dependence of the emitted pulses on
the setting-independent factors described above, whose effect
was disregarded in [31]. In both scenarios, we assume that,
given a particular sequence of setting choices ji, ..., jy, the
global state emitted by Alice is a classical mixture of a tensor
product of N pure states. That is, we exclude the possibility of
quantum correlations in which the states emitted on different
rounds are entangled, which can hardly happen in typical
implementations of QKD.

In the setting-independent scenario, for each round k of
the protocol, Alice chooses a setting j € {0z, 1z, Ox, 1x} and
emits a state to Bob. This state can be expressed as

Wig)e =1 = €001big) b5+ € aldiedpor. (1)
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where By is a two-dimensional system and Ej includes any
other systems that carry information about the kth pulse. In
practice, By, is essentially the qubit system that Alice intends to
send to Bob, while E} is a higher-dimensional system that has
been unintentionally sent to Bob, such as the back-reflected
light from a THA (see Appendix C for more details). Note
that [ ¢)p, £ in Eq. (1) is a uniquely determined pure state
once j and g; are fixed. However, here we write g, rather
than g, because as explained above, in our security proof
the parameter g, which contains g; for any k, is fixed at the
beginning of the protocol.

From construction, Eq. (1) is the most general descrip-
tion of the transmitted states within the framework of
setting-independent correlations, since it is simply an ex-
pansion of the most general state |V/;¢)p, £, in the basis

{16)8)B.E.- |674)5,.£,) [31,53]. In Eq. (1) the parameter € ) €
[0, 1] quantlﬁes the deviation of | ¢)p, g from the qublt
state | o), £, ‘= |@jg)B,|1Ag)E,» Where |w;g)p, is the state
that Alice would send to Bob in the absence of side channels
and |Ag), is a setting-independent state for the current round.
Note that the state |w; ¢)p, incorporates any imperfections in a
qubit space, such as SPFs and phase fluctuations. The side
channels are represented in Eq. (1) by the state |¢j,_g>quEk’
which can live in a Hilbert space of arbitrary dimension and
is orthogonal to |¢; ¢}, E, . In other words, the state |¢; 5 g) Bi.Ex
corresponds to unwanted and possibly unknown modes, and
it can incorporate side channels other than setting-dependent
pulse correlations, such as THAs and mode dependencies.

In the setting-dependent scenario, the emitted state for each
round k can instead be expressed as

(k)
Jo8lJk=150e0s

|wj,g|jk71,---,jk7/g >Bk,Ek =\ 1-€

jk—[(; |¢j,g>Bk,Ek
(k)

ejsgijk—ly--

jA—I( >Bk,Ek )

@

1
By |¢j,gijk7|s...,

where ji_1, ..., jk—; represents the dependence of the kth
pulse on Alice’s previous /. setting choices. As before, Eq. (2)
is simply an expansion of the state [Vjgjj_,.... ;. )Bi.E I
the basis {|¢;¢)B, E; |¢>ngjk . jk_zf.)Bk,Ek}’ and within the
framework of classical pulse correlations, this is the most
general description of the transmitted states. Note that the
state |¢>] PR )B..E, In Eq. (2), besides incorporating all

the side channels in |¢j%g) B..E,» also takes into account setting-
dependent pulse correlations.

Importantly, due to the form of Egs. (1) and (2), one can
apply the RT to prove the security of the modified BB84
protocol as long as the following assumptions hold.

A. Assumptions on Alice’s transmitting unit

(A1) For all rounds of the protocol, Alice chooses the
setting j with a fixed probability p;, with pg, = p,.

Alice’s setting selection in a given round is independent
of those of other rounds, and Eve cannot tamper with her
selection probabilities.

(A2) As described above, we consider two different sce-
narios for the source, which result in two security analyses
with different assumptions:

(1) The emitted states do not depend on Alice’s previ-
ous setting choices—Eq. (1).

We assume that an upper bound €V > e;k) is known
for all k, j and g. Note that, even in this case, the
states emitted in different rounds of the protocol are not
necessarily independent and identically distributed (IID)
because the random variables G, ..., Gy that represent
the setting-independent factors may be correlated between
consecutive rounds. We show the security analysis under
this scenario in Sec. IIT A.

(2) The emitted states depend on Alice’s previous [,
setting choices—Eq. (2).

We assume that an upper bound €'V 8Lkt 18
known for all &, j, g, and ji_1, ..., jk—i. 'Moreovér, ‘we
assume that the state of the kth pulse is affected by g and
Alice’s previous /. setting choices, and that /. is a known
parameter. The analysis under this scenario is given in
Sec. III B. As we shall see, the data postprocessing in this
case must be done differently. In particular, one needs to di-
vide the sifted key in (/. 4+ 1) groups, and then perform the
parameter estimation and privacy amplification separately
for each group (see Appendix A). Note that, when /. = 0,
this scenario reduces to the setting-independent scenario
described in Assumption (A2.a).

We emphasize that, while knowing the upper bound €Y
(€'Y) is a requirement to apply the RT, the characterization
of the side-channel states |¢7,)s, £, (1951 e VB.E,) 1S

not needed. In other words, the inner products (¢ |¢> J g) B Ey
1
Dl B Vpe) and (Gl s

((q)jg|q>j el jk_,C)Bk,Ek) with j # j° can be unknown.
Importantly, this is not a necessary assumption but a fortunate
consequence originating from the freedom to choose the
reference states in the RT when using the particular inequality
G defined in Eq. (12). Since obtaining a full characterization
of the side-channel states is very challenging in practice,
previous theoretical works [31,53], as well as this paper,
have exploited this advantage to consider device models that
require minimal experimental characterization. Nonetheless,
it is important to emphasize that if any information about
the side channels is available it can be incorporated in
the RT framework. This would most likely lead to higher
performances because a better source characterization tends
to result in a more accurate estimation of the phase-error
rate. In fact, this has been recently shown for a particular
time-dependent side channel in [28].

(A3) A partial characterization of the qubit state |w;¢)s,
in Egs. (1) and (2) can be obtained.

In the analysis presented in [31] (see also [35,53]), for sim-
plicity, the qubit state |w; ¢) g, in |@; ¢) B, E, := |®jg)B, |Ag)E, 1S
assumed to be perfectly characterized and stable in time. Here,
we go a step further and allow |w; ), to vary slightly round
by round, hence its dependence on g. However, we assume
that one can at least partially characterize this state, such that
the upper bounds ¢V r; and p(V“)U on certain quantities that
are defined later can be derlved see the discussion between
Egs. (10) and (11) for more details, including the definition of
these parameters.

In Sec. IV A we show for illustration purposes that, for a
typical phase-encoding setup in which the qubit component

k
> el
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|w;jg)p, of all the emitted states is in a standard basis plane
(such as the XZ plane) and the exact encoded phase B(k)
fluctuates over time, this requirement translates to being able
to determine the range of these fluctuations, i.e., guaranteeing
that %) e [0%, 6] for all k, j, and g, where {6%, 0V} is
known.

(A4) Alice only emits her kth pulse after Bob has per-
formed his k — 1th measurement [54].

This guarantees that the measurement operator M}Eﬁ) in
Eq. (6) [DY) in Eq. (27)] satisfies 0 < M) < 1 [0 < DY) <
11 (see Appendices D and E2, respectively, for a proof of these
statements), which is needed to apply the RT with the G func-
tion defined in Eq. (12). We note that this assumption is also
required when using the generalized entropy accumulation
theorem [48] to prove the security of prepare-and-measure
protocols against coherent attacks.

We remark that Assumption (A1) is present in all security
proofs of QKD, Assumptions (A2) and (A4) are required
to apply the RT, and Assumption (A3) is the necessary
condition to take into account random fluctuations and setting-
independent pulse correlations.

B. Assumptions on Bob’s measurement unit

(B1) For all rounds of the protocol, Bob chooses a mea-
surement basis 8 € {Z, X} with probabilities pz, and px,,
respectively.

Bob’s basis selection in a given round is independent of
those of other rounds, and Eve cannot tamper with his selec-
tion probabilities.

(B2) Bob’s measurements satisfy the basis-independent-
efficiency condition.

We assume that Bob’s measurements can be repre-
sented by the positive operator-valued measures (POVMs)
{n%oﬁ, i, iy} where n%oﬁ (ﬁzlﬁ) corresponds to Bob obtaining
the bit value 0 (1) when selecting the basis 8, and iy is as-
sociated with an inconclusive outcome. That is, the detection
efficiency of Bob’s unit is independent of his measurement
basis choice . This assumption is required by many secu-
rity proofs of QKD to remove detector side-channel attacks
exploiting channel loss [56,57].

(B3) There are no side channels on Bob’s device.

All these assumptions on Bob’s device can be avoided by
considering a MDI-type protocol, which removes all detector
loopholes and to which our analysis could easily be extended
(see [58]).

III. SECURITY PROOF

Here, we show how the RT can be used to prove the
security of the modified BB84 protocol against coherent at-
tacks in the presence of multiple source imperfections. In
particular, we explain how to estimate the phase-error rate,
which bounds the amount of information leakage to a poten-
tial eavesdropper, Eve, and determines the amount of privacy
amplification that is needed to guarantee a secure final key.
We do this for two different security analyses that consider
the two scenarios described previously for the transmitting
unit. Namely, in Sec. IIT A, the emitted states only depend
on setting-independent factors and in Sec. III B, in addition

to these factors, the emitted states also depend on Alice’s
previous /. setting choices. Their corresponding assumptions
are (A2.a) and (A2.b) in Sec. IT A, respectively.

A. Scenario in which the emitted states do not depend
on Alice’s previous setting choices

In this scenario, for each pulse emission, Alice sends a state
|V/)¢) B, E, given by Eq. (1) through the quantum channel to
Bob, who then performs his POVM measurements. The secret
key is distilled from the rounds in which both Alice and Bob
select the Z basis. As a basic framework to prove the security
of these events, we use the complementarity approach [59,60].
First, note that from Eve’s perspective, the key generation
rounds are equivalently described by an entanglement-based
scenario in which, after selecting the Z basis, Alice prepares
the following entangled state

WE), = f > lDalVedy e O

7€{0,1}

sends systems By, E; to Bob while keeping system A in her
laboratory, and then both Alice and Bob perform Z-basis mea-
surements on their local and received systems, respectively.

To prove the security of these events, we consider the num-
ber of phase errors that Alice and Bob would have obtained if
they had performed their measurements in the X basis instead.
This virtual scenario is equivalent to Alice sending Bob the
fictitious virtual states

WOZ g)gk Eq +(=1F |¢1z g)Bk Ek

“

(vir)
|wrx g)BL Er ~(k,vir)

DPiyg
Pz,

where t € {0, 1}, with probabilities

PEYD = 1pz [T+ (DR (Yo, ¢ Y1, e)s6)]. )
who then performs X-basis measurements on the received
systems. In Eq. (5), p(k Vir) represents the joint probability that
Alice chooses the Z ba51s (pz,) and prepares the virtual state
AP

A phase error occurs when Alice selects the virtual state
associated to 1x (Ox) and Bob obtains the bit value 0 (1) in
his X-basis measurement. In Appendix D, we show that the
probability of obtaining a phase error on round k, conditioned
on all the previous outcomes, can be expressed as

PP (ph|Act) == >
7,y €{0,1}
T#Y

where O.(k vir) . |w§)\(/1{g))(wg\(llrg)|& B and {M(()k), M(k) M(k)} is
a set of operators that can be regarded as the effectlve POVM
that determines the X-basis detection statistics of the kth
pulse; its specific form depends on Bob’s actual POVM ele-
ments {7, , 11, , Wi}, on Eve’s attack, and on the outcomes
of the k — 1 previous rounds [see Eq. (D7) in Appendix D for
more details].

The detection probabilities Tr[&r(f:;ir )A;I}(,’;)] in Eq. (6) are
not directly observed in the experiment because the virtual
states are not actually emitted. Moreover, estimating them
using the data collected in the protocol might be difficult due

ﬁ(rl)c( ?r)p BTI’[ (k, v1r)M(k)] (6)
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to the presence of multiple source imperfections. However,
thanks to the RT, we can overcome this difficulty by esti-
mating Pg(k)(ph|Act) indirectly. For this, we first select some
reference states that are similar to the actual states emitted in
the protocol, and which allow an easy estimate of the phase-
error probability that would be observed if they had been
emitted: Pg(k)(ph|Ref ). Then, by evaluating the deviation be-
tween the reference and actual states, we obtain P;k)(ph|Act)
from P{¥(ph|Ref). Finally, by applying concentration in-
equalities we derive an upper bound on the phase-error rate.
Applying the reference technique. First, we define four ref-
erence states. Even though our choice of states is unrestricted,
higher secret-key rates are achieved if they are close to the
actual states. Here, we pick the set of reference states to be
{l¢j.¢) B, E ) je(0,,15,0x,1x}» Which are defined in Eq. (1) as the
qubit part of the actual states. Then, by replacing the actual Z-
basis states by their corresponding reference states in Eq. (3),
we define
|¢§)Ak BiE «/_ Z |zz) Ak|¢rz g)gk E’ @)

7€{0,1}

analogous to |\I]Z)Ak,Bk,Ek- Similarly, we define the virtual

states |¢§V‘2) 5., and the probabilities p&- ‘gr), which are anal-

ogous to |1pt(;’i,)) B.E, and p(k v respectively. This allows us

to define the quantity

PO@hRef) = Y p&ip, Te[olxomP],  (8)

x.8 TX 4
7,y €{0,1}
T#Y

where oY 1= |p0)) (91|, £, . Here, P (ph|Ref) could
be interpreted as the probability of a phase error on the kth
round when using the reference states. We emphasize that
these replacements of actual states by their reference counter-
parts are purely mathematical. The reference states are never
prepared nor sent in an actual implementation of the protocol.

A convenient feature of Eq. (8) over Eq. (6) is that the states
ot(}’;:;“) live in the same qubit space as the reference states

O’}Q = |0} ¢)(®]¢lB, £ and therefore one can employ the idea
of the loss-tolerant protocol [19] to write the former states as
a linear function of the latter. For simplicity, here we assume
that these states all lie in the XZ plane of the Bloch sphere;
see Appendix B in [61] for a more general treatment. Then,

we have that

(k vir) __

W0 k)
TXg Zcflg /g’ (9)

for j € {0z, 12, Ox, 1x}, where c( ) g are real coefficients. To
find these coefficients, one has to solve two systems of three
linear equations with four unknowns. These systems have
infinitely many solutions, and therefore one can choose the
solutions that provide the tightest bound on the phase-error
rate. This is the crucial difference with respect to the three-
state protocol, and the reason why the modified BB84 protocol
can provide higher secret-key rates (see Sec. IV C). We note
that, in the case of the three-state protocol, the 1x state is

not emitted and thus cgk; 2= cg(; = = 0. This results in two

systems of three linear equations with three unknowns, which
have a unique solution each.
After substituting Eq. (9) in Eq. (8), we obtain

ir k k) 2%
P®(ph|Ref) = p(ti\;)pBE ) Tr[o ) M],
7,y €{0,1}
T#Y
(10)

where we have used the linearity of the trace operation. Note

that since the reference states o(k) depend on g, the coefficients

(k) ¢ and the probabilities pl*:y i also depend on g, and there-

fore their exact value is in general unknown. Nevertheless, our

analysis only requires knowing upper bounds cg ;i Z c(fkj gand

p(r;“)U > p(k ?r ) on each of these quantities [see Assumption
(A3) in Sec ITA]. In Sec. IVA, we show how to derive
these upper bounds in practice for a particular device model.

Substituting them in Eq. (10), we obtain

Z pYVp BZcEjTr[a;f;M;’;)]. a1
J

7,7€{0,1}
T#Y

P (ph[Ref) <

The fictitious probabilities Tr[o; (k)M (M]in Eq. (11) are also
unknown because, as mentioned before the reference states
are never sent in the actual protocol. However, by evaluating
the deviation between the reference and the actual states we
are able to bound these probabilities, and consequently esti-
mate an upper bound on Pé")(ph|Ref). In doing so, we may
adopt a number of different inequalities; but here, we choose
the following inequality [31]:

G_(Tr[|A)(AIM], [{AIR)])
< Tr[|R)(RIM]

< G (Tr[|A)(AIM], [{AIR)]), 12)

where |A) and |R) are any two normalized states, and M
is a measurement operator satisfying 0 < M < 1. The latter
imposes a restriction on the repetition rate of the protocol
[see Assumption (A4) in Sec. [T A]. In Eq. (12), the func-
tions G_(y,z) and G (y, z) are defined for 0 <y < 1 and
0<z<las

g-(nz)  ify>1-2
G-0n2)= {0 otherwise, (13)
and
Gy — {g+(y, 2 ify< z.z "
otherwise,
with
g0, =y + (1 = 2)(1 = 2y) £22/(1 = 2)y(1 - y).

as)

Next, we apply the bound in Eq. (12) to each term in
Eq. (11), by selecting the function G_(y, z) for the terms
whose coefficient is negative, and the function G (y,z)
for the terms whose coefficient is positive, thus max-
imising P{*(ph|Ref). We can then express P (ph|Ref)
as a function of the detection probabilities of the actual
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states,

PP phIRen) < Y pipy, Zc G (Te[6 MO |(gldigdpeel) + Y ¢ G (Te[GMP) 1) lb1g)55 )| -

7,y€{0,1}
T#Y >0 c

rJ

™

~c
(S

<0

(16)

where 571 = |V/j) (Yl 5.
Usmg the definitions of the actual and reference states, we find that the inner products in Eq. (16) have the form

|(¢fjg|¢1g)3k El=V1 ;2 For simplicity, we now use the upper bound €Y 1(12 for all k, j and g [see Assumption
(A2.a) in Sec. ITA]. Usmg the fact that the functions G (y, z) and —G_(y, z) are decreasing with respect to z and that

v1-— e(k) > /1 — €Y, Eq. (16) can then be upper bounded by

PO, yx|Act) PO, yx |Act)
P(k)(ph|Ref) < Z p(VIT)U Z erG+ (L J1 ) + Z CE/G<$7 m)
£.ye(0.1) PjPXy PjiPXxg

TEY cU >O cg»<0

T.j

a7

where P (j, yx|Act) := p; pXBTr[&;f‘;M)(/’;)] is the joint probability that Alice prepares the actual state |/} ¢)p, k., Bob chooses
the X basis and his measurement outcome is y. Importantly, these probabilities are related to quantities directly observed in the
protocol, and all the other parameters in Eq. (17) are known.

Now that we have an upper bound on Pé">(ph|Ref), the next step is to obtain an upper bound on the probability of a phase

error in the actual protocol: Pg(k)(ph|Act). For this, first note that P;k)(pthef) in Eq. (8) can be written as

~r(k
P;k)(meef) = pZApZBTrH(Dg)(q);|Bk,EkM}§h)]’ (%)
where
102) 4 — |12)4 [02)4, + [12)a .
e — P(—k ® M + P AL ) @ MY, (19)
ph V2 V2 .

with P(|-)) = |-)(-|. Similarly, P (ph|Act) in Eq. (6) can be written as
k _ VAYR A o (k)
P (ph|Act) = pz, pz, Te[ |W N |, o M) (20)
Hence, one can simply employ the bound in Eq. (12) again to obtain the following expression:

w190 )

P® (ph|Ref)
POMhIAC) < prp7, G (L

Pz,Pzg
P® (ph|Ref)
< pz,pz,Gy (“"— Vi1- eU). @1
Pz,Pzp

In the last inequality of Eq. (21) we have used the fact that G, (y, z) is a decreasing function with respect to z, and the fact that
(2100551 = (V1 — e, +V1—e )2 > VT—eb.

The only missing step 1n the security analysis is to convert Eq. (21) into an expression in terms of observables. We start by
taking the average over all transmitted rounds N on both sides of Eq. (21) and then applying Jensen’s inequality [62] to the
right-hand side,

N

N (k)
1 1 P (ph|Ref)
(k) g
N E P,”(ph|Act) < N Ek pZApZBG+(—, V1-— EU)

k Pz,Pzp

N k
1 P (ph|Ref)
<pzAszG+(NZg—,¢1 —eU>, (22)

T Pz,Pzy
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where in the second inequality we have used the concavity of the function G4 (y, z) with respect to its argument y. Then, by
applying Jensen’s inequality to this argument we have that

I ¢ k v, U al PO, yx|Act)
LD ST IR DIV B SR (1 St RC ey
N Ty e(0.1) j k PjPXs

J
T#y >0
(23)

where we have used Eq. (17) and the concavity of the functions G (y, z) and —G_(y, z).
Now, we apply Azuma’s inequality [63] or Kato’s inequality [64] to substitute each sum of probabilities into its corresponding
observable. In particular, for the asymptotic case where N — oo, we have that Zk P(")(ph|Act) > Nph, Where Ny, is the number

of phase errors. Similarly, for N — oo, we find that 3§ PO(j, yx|Act) = N;,,, where N, .y 18 the number of observed events
in which Alice’s setting choice is j, Bob selects the X ba51s and his measurement outcome is y. Therefore, by using the fact that

G4 (y, z) is an increasing function with respect to y, we combine Eqgs. (22) and (23), then we multiply by N on both sides, and

apply Azuma’s or Kato’s inequality assuming N — oo, thus arriving at the following bound:

(vir)U

> e

7,y€{0,1} Pz Za
£y >0

fl

Nph < NPZAPZBG+ Z Cr ]G+( L1

ijpXB
::N;}i.

Finally, we can calculate an upper bound on the phase-error
rate of the actual protocol by using
NU
eV = —ph, (25)
"N
where Néet) is the number of detected rounds in which both
Alice and Bob selected the Z basis, i.e., the length of the sifted
key. Importantly, both Azuma’s and Kato’s inequalities allow
us to take into account the fact that, under a coherent attack by
Eve, the probabilities P{"(ph|Act) and P{(j, yx|Act) may
depend on the outcomes of the previous k£ — 1 rounds.

Note that it is straightforward to modify Eq. (24) to apply
it to the finite-key regime by simply including the deviation
terms of the concentration inequality employed, taking into
account that the functions G (y, z) and G_(y, z) are increas-
ing with respect to y. Moreover, Kato’s inequality has been
shown to provide tight estimations for practical values of N
[35,61,65,66], and therefore the performance of the protocol
should not be significantly affected in the finite-key regime.
We remark, however, that due to the restriction imposed by
Assumption (A4) on the repetition rate of the protocol, the
time required to reach these values of N will increase.

B. Scenario in which the emitted states depend
on Alice’s previous /. setting choices

In this scenario, the state emitted on each round k is
[V gljictoojios ) BiEc» defined in Eq. (2), which depends on
setting-independent factors and on Alice’s previous /. setting
choices. Note that, due to these setting-dependent pulse corre-
lations, information about Alice’s kth setting choice is leaked

1—6U> Zc”G< L

pijB

\/1—€U> N1—eV
U

Crj<

(24)

(

to the subsequent pulses. However, this leakage of information
can essentially be regarded as a side channel to the kth pulse
[31]. In Appendix E 1, we show that one can consider the
states emitted in round k to be [V g 1. i) B,.E, instead,
where E; includes not only system E but also the systems of
all rounds after the kth round.
As before, in the key generation rounds, we can then con-
sider that Alice prepares the entangled state
’\yé.ikflnn’jk—lg )A/ka«E;(

1 -
=5 Do 1 aVegiciici g 26

{0, 1)
and measures her ancilla system Ay, in the Z basis. To prove the
security in this scenario, however, one cannot directly apply
the analysis presented in Sec. III A. The reason is the follow-
ing. To derive the state |’>5j,g|jk_1.m,jk_zp>Bk,E; and Eq. (26), we
need to assume that, if any round in {k — 1, ...,k —[.} was
a key-generation round, Alice measured her corresponding
ancilla system in the Z basis. However, in Sec. II[ A, we
considered a virtual protocol in which, in all key-generation
rounds, Alice measures her ancilla system in the X basis.
Thus, the description in Eq. (26) is not valid for this virtual
protocol.

To avoid this contradiction, we follow a similar approach to
that in [31,67], and assume that the users assign to each round
kef{l,..,N}atagw € {0, ..., [.} according to the value w =
k mod (I, + 1), and define the wth sifted key as the subset
of the total sifted key that originates from rounds with tag w
(see the protocol description in Appendix A). Then, to es-
timate the information leakage of the wth sifted key, we
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consider a virtual scenario in which Alice and Bob use the
X basis to check for phase errors only for the key rounds with
tag w, while for the rest of the key rounds they use the Z basis
as in the actual protocol. We refer to this scenario as the wth
virtual protocol, and we define the phase-error rate of the wth
sifted key, epwh, as the fraction of phase errors that Alice and
Bob would observe if they had run this wth virtual protocol.
By obtaining a bound on e, Alice and Bob can determine
the amount of privacy amplification that they need to apply to
the wth sifted key to turn it into a secret key. Importantly, note
that the (/. + 1) virtual protocols are not compatible with each
other, as Alice and Bob could not have run them at the same
time due to the noncommutativity of the X and Z basis mea-
surements. However, it turns out that the wth virtual protocol
allows us to prove the security of the wth key, and the security
of the total key is ensured by the universal composability of
each individual security proof, as shown in [67].

In the wth virtual protocol, if any round in{k — 1, ..., k —
I} is akey round, Alice uses the Z basis to measure her ancilla
system. Thus, the description in Eq. (26) is indeed valid for
this alternative scenario. As shown in Appendix E 2, it follows
that the probability that, in the wth virtual protocol, Alice
and Bob obtain a phase error on some round k with tag w,
conditioned on all the previous outcomes of the wth virtual
protocol, can be expressed as

~(k,vir)

(k) —
Pg (ph|ACt) '_ Z Tx-g‘jk—lv---v./k—ll-pzﬂ
7,7€{0,1}
TEY
(k,vir) A k)
X Tr[ Oty gljt-1, ~~~ajk—l/_‘DVX ]’ 27
where
~(k,vir) T
pTXgllk Loondbete 2 ZA[1+(_1)
X RV, gt | V1 gt 1) -

(28)
|

Npnw < Nwpz,pz, G+

e P2 Nupjpxs
T4y V. >0
U
Nph w?
where N, = % is the number of rounds with a tag w and

N; v is the number of events with a tag w in which Alice’s
setting choice is j, Bob selects the X basis and his measure-
ment outcome is y.

Finally, we obtain the upper bound on the phase-error rate
of the wth sifted key,

N
U ph w
e = 31
phow = @Z)
Ndet w

where Nézt)w is the number of detected rounds with a tag w
in which both Alice and Bob selected the Z basis. This means

that the users should now apply privacy amplification to the

p(v1r)U N
S PP e (e T ) 4 3 6 (g
j

For simplicity of notation, in Eq. (27) we do not include
a subscript w to indicate that it refers to the wth vir-
tual protocol. Also, in this equation, Dg,’;) with y € {0, 1}
is Bob’s effective POVM element for the kth pulse af-
ter Eve’s coherent attack [see Eq. (E15) in Appendix E2
for more details], &*¥1" = P(ly ™)

O, glik—teensfkote " X8l Jk—15e05
(vir)
where |I//Tx 8lJk=15mes Jh—1c

jk—lc )Bk,E;{)
)B, K, 1s defined as

|1//02,g|j/‘,|,...,jk,/c >Bk,E,/\, + (_l)T |¢lz,g|jk71,---,]’k4(- >Bk'EI,<

~(k,vir)
X 8lig— 1kl

Pzy

(29)

Importantly, note that Eq. (27) is very similar to Eq. (6),
and thus one can apply the RT in the same way as in Sec. I[II A
to derive an upper bound on the phase-error rate, as explained
below.

Applying the reference technique. In this case, we
choose the reference states to be {[¢;¢)p, E;}jc(0,.1,.0x.15}>
defined in Eq. (E16), which live in a qubit space.
Then, one can follow a similar analysis to that de-
scribed between Eqgs. (7) and (21) ~by making the
following  substitutions: |V ¢)p.5 —> |Vjglji 1...jir ) Bi.E,
W) acseE = Ve i auBoEs 9).8) B0 — |9)8)BE,
and |®F)a 5.5 — |<I>g)Ak,Bk,E2, where |®7)4, 5,5, is de-
fined in Eq. (E17). In the derivations the inner products
(gl riir [Prg)mopy  and (W5, [®F) 4, 5w | Will
now appear. In Appendlx E 3, we show that these inner prod-
ucts are both upper bounded by +/1 — €U, where €V =1 —
(1 — €'Y)let!, Using this result, we obtain Egs. (17) and (21),
which now apply to all rounds with tag w in the wth virtual
protocol. Then, taking the average over all rounds with tag w
on both sides of Eq. (21), and following a similar procedure
as in the previous subsection, we arrive at

Jsvx,w

prijB

\/1—6U) V1—el

U
c; <0

(30)

(

wth sifted key sacrificing a fraction A(eY) h, ») of its bits, where
h(x) = —xlog, x — (1 — x)log,(1 — x) is the binary entropy
function.

The fraction of the total sifted key that Alice and Bob
sacrifice satisfies

Z Qwh(eph w Z que ph w

where g, ' = N 5? /N, 5? and eph is the bound obtained using
Eqg. (25) in Sec. IIl A, which in this case can be regarded as an
upper bound on the average phase-error rate. The first inequal-

ity in Eq. (32) is due to the concavity of the function /4(x) and

<hey),  (32)
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the second inequality is proved in Appendix F. This result is
useful if one is simply interested in computing a lower bound
on the asymptotic secret-key rate of the protocol. However,
we remark that, in practice, one cannot simply compute egh
and then apply privacy amplification to the total sifted key
at once. One needs to compute each eY oh,w> and apply privacy
amplification separately to each of the (l + 1) sifted keys (see
the protocol description in Appendix A).

IV. RESULTS AND DISCUSSION

In this section, as an example, we apply our security proof
to the modified BB84 protocol with a phase-encoding scheme
in the presence of multiple source imperfections. In particular,
we show how to derive upper bounds on the coefficients c(k)

and on the probabilities p(rl)‘( "gr). Then, we simulate the secret-
key rate that we would obtain in a practical implementation
of the protocol. Finally, we compare its performance with that
of the three-state loss-tolerant protocol [19] under the same
parameter regimes. We remark that the results and discussion
presented here apply to both security analyses in Sec. III.

A. Particular device model

In general, the state of the emitted pulses for each round
k is in the form of Egs. (1) and (2), which take into account
the main source imperfections. As a particular example, we
assume here that the state |w;,)p, in the qubit part of these
equations: |@; ¢)p, £, = |@j¢)B, |Ag)E,, satisfies

oW o®
1), —cos( 5 >|Oz)3k+51n (’f)uz)gk, (33)

where 9(._k) € [0, 27) is the encoding phase, which depends
on the round k. Recall that the state in Eq. (33) incorporates
any imperfection in the qubit space, such as SPFs and phase
fluctuations.

When applying the RT to prove the security of this proto-
col, we relate the virtual states o.{-¥I" and the reference states

@ through Eq. (9). Then, for both virtual states, we choose

the unique solution of Eq. (9) such that c(k) g c(()kix =

0, which provides the best numerical results for our device
model. We elaborate on this point in Sec. IV C. Using the
definition of |¢;¢)p, £, and Eq. (33), we can solve the result-
ing systems of linear equations to find analytical expressions
for the other coefficients c( ) as a function of the encoding

phases, i.e., clk) (Qéi)g, ef’jg,e(") ) for j € {0z, 12, 1x} and

cékjg(eé';)g, fo)g, Géﬁ)g) for j € {0z, 12, 0x} (see Appendix G
for full expressions). Similarly, we can express p(k ViD as a

function of 9(") and G(k) While the exact phases for a par-
ticular round are unknown we assume that one can guarantee

that they always fall in a known range, i.e., Oj(kg) IS [9}‘, 0Y] for

j € {0z, 12, 0x, Ix}. Then, we can obtaln upper bounds cU

(vir)U

and p'"" on each individual coefficient c

pe fg") by considering the worst case scenarro for the encoding

phases. In Appendix G, we provide their analytical solutions
in Egs. (G2) and (G4), respectively.

g and probabllrty

Finally, by substituting these bounds into Eq. (25), we
obtain egh. A lower bound on the asymptotic secret-key rate
can then be expressed as

R > Yz[l— ( ) fh(eblt)] 34)

where Y7 is the joint probability that both Alice and Bob
select the Z basis and Bob obtains a detection event, f is
the error correction efficiency, and ey is the bit-error rate.
Note that Yz and ey;; would be directly observed in a practical
implementation of the protocol. The lower bound in Eq. (34)
applies both to the case in which the emitted states do not
depend on Alice’s previous setting choices, and to the case
in which they do depend on the previous /. setting choices;
the latter is due to Eq. (32). However, we emphasize that
this lower bound depends on the value of €Y, whose def-
inition differs in the two cases. Namely, in the former, €Y
is an upper bound on e(k) in Eq. (1); while in the latter,

=1—(1—-¢eYtlx (l + 1)€Y, where €'V is an upper
(k) :
bound ON€; i, In Eq. (2).

B. Simulation of the secret-key rate

To apply our analysis to this particular device model,
one needs to experimentally measure the parameter €V, and
{or, QJU} for all j, which represents the uncertainty on the
phase of the qubit component. Since there are no experimen-
tal works quantifying €Y, in our simulations, we consider
a range of values for this parameter. Also, as an example,
we take the uncertainty on the phase to be the same for
all j, ie., OL_é — A and QU—Q + A for some known

0 and A. Moreover we assume that 0 deviates from the
1dea1 encoding angles due to SPFs; in partlcular we assume
that 902 =0, 912 =K, 90X = k1 /2,and 91X = k31 /2, where
k =14 68/m and § > 0 quantifies this deviation.

To simulate the data that one would obtain in an actual
experiment, we use the channel model described in [20]. In
particular, the model assumes that Alice sends a qubit state
with an exact phase @j when she selects the setting j. This
is because A and €Y are both small, and do not result in
significantly different experimental results compared with the
ideal case. This does not contradict the assumptions of our
security proof: these imperfections could still exist and allow
Eve to learn some secret-key information, which our security
proof takes into account.

For the simulations, we assume the following channel,
device, and protocol parameters: A = 0.03 [16], § = 0.063
[15,16], f = 1.16, and the dark count probability of Bob’s de-
tectors py = 1078 [2,12]. Here, we do not consider a specific
value for the detection efficiency of Bob’s detectors because
we represent the secret-key rate as a function of the overall
system loss. Moreover, we assume the efficient QKD scheme
[68], where px, = px, — 0 in the asymptotic scenario.

The results for the modified BB84 protocol are shown in
Fig. 1. This figure shows that, as €Y increases, the secret-key
rate R decreases. This is expected because a higher value of
€V means that the emitted states may be more distinguishable,
and thus more vulnerable to, for example, an unambiguous
state discrimination (USD) attack [69,70], which could allow
Eve to learn key information without introducing any errors.

023065-9



MARGARIDA PEREIRA et al.

PHYSICAL REVIEW RESEARCH §, 023065 (2023)

_6 1 1 1 1 1
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FIG. 1. Secret-key rate R as a function of the overall system loss
(dB) for § = 0.063 and different values of €V when applying the RT
to the modified BB84 protocol.

To ensure implementation security with practical secret-key
rates, it is therefore essential that experimentalists not only
quantify eV but also make an effort to minimize its magnitude,
for example, by employing additional optical components in
QKD setups, such as isolators and attenuators.

In addition, our security proof takes into account variable
modulation flaws and setting-independent pulse correlations,
allowing each emitted pulse to be different, i.e., non-IID, even
in the absence of side channels. We note that there are other
proof techniques that can also be employed to deal with source
loopholes, such as those using semi-definite-programming
(SDP) [66,71,72] or other convex optimization approaches
[73,74]. However, so far, none of them is able to guarantee this
level of implementation security, and therefore it is difficult to
make a fair comparison. In particular, the analyses in [66,71—
74] assume the emission of IID pulses. This assumption is
unrealistic since in practice the emission of non-1ID pulses is
unavoidable due to fluctuations and pulse correlations.

C. Comparison between the three-state
and the modified BB84 protocols

For the comparison with the three-state protocol to be
fair, here we consider the same particular device model (see
Sec. IV A). There is, however, a difference in the security
proof: for the three-state protocol, Eq. (9) can only be ex-
pressed as

(kvir) _ ®
Ong = €88’ (35)

J

for j € {0z, 1z,0x}. In this case, the coefficients c j ¢ for
T € {0, 1} are both functions of the same encoding phases

ikj) g(QSI;)g’ f’;)g, éi) g) The form of these coefficients as well
as their upper bounds are defined in Appendix H. For the sim-
ulations, we take €Y € {107%, 1073} and § € {0.063, 0.126)
[15,16]. All the other experimental parameters are the same
as above.

—— BB84 (U =1079)

—— 3-state (Y =1079)
BB84 (¥ =10%) |

—— 3-state (¢V =107%)

10 20 30 40 50 60
Attenuation (dB)

FIG. 2. Secret-key rate R as a function of the overall system loss
(dB) for different parameter regimes when applying the RT to the
modified BB84 protocol (BB84) and to the three-state protocol (3-
state). The solid lines correspond to § = 0.063 and the dashed lines
correspond to § = 0.126.

The results are presented in Fig. 2. This figure shows that
the modified BB84 protocol achieves better secret-key rates
in all parameter regimes investigated. For instance, in Fig. 2,
the blue lines are significantly better than the red lines for
€V € {107, 1073}. This indicates that using four states rather
than three, while redundant in an idealized scenario [19], is
advantageous in the presence of multiple source imperfec-
tions.

As pointed out in Sec. III A, this improvement comes from
the extra choice in the coefficients of Eq. (9) when adding
a fourth state. Loosely speaking, for each v € {0, 1}, the esti-
mation should be tightest when > . ; |c(k; | is minimized, since
higher absolute values for these coefﬁcwnts result in increased
multiplicative factors for the deviation terms introduced by
the application of the bound in Eq. (12). Thus, since ol(k ) and

1()]: Z,“) (0, (k) , and a(k Vlr)) are close in the Bloch sphere, if we

take cglf())xqg =0 (C(()]f{x,g =0), then ") (C(()],(())X,g) is close to

1,1x.g
. (k) (k) (k) (k)
one, while 108 and i, ooz e and Co.1, g) are close to

zero, minimizing the sum otg absolute values. We have numer-

ically tested all possible combinations in which o{¥" can

be expressed as a function of o_f’];), for j € {0z, 17, 0x, 1x},

and confirmed that the choices c(]k()) = cg(; = 0 result in

the highest secret-key rates. This 1mphes that the key-rate
advantage of the modified BB84 protocol with respect to the
(k,vir)

three-state protocol comes from the ability to express o,
k) X8

as a function of a ) rather than 0(

We remark that recently, a 51m11ar conclusion has been
reached by employing a SDP-type security proof [28].
Namely, the MDI BB84 protocol has been shown to provide
higher secret-key rates than the MDI three-state protocol in
the presence of a particular time-dependent side channel. In
this paper, however, we show that the modified BB84 protocol
achieves a better performance than the three-state protocol
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in the presence of multiple source imperfections, including
classical pulse correlations, when using the RT.

Additionally, one can see in Fig. 2 that, as the SPFs in-
crease, the secret-key rate is roughly the same in all cases
investigated. That is, for both analyses the solid lines (cor-
responding to § = 0.063) and the dashed lines (corresponding
to § = 0.126) are close to one another for any value of €Y.
This indicates that, when using the RT, an increase in § has
a much smaller impact on the achievable secret-key rate than
an increase in €Y. Intuitively, this is expected since SPFs are
imperfections in the qubit space, and therefore they do not
necessarily increase the protocol’s vulnerability to an USD
attack.

V. CONCLUSIONS

The best known and most widely implemented quantum
key distribution (QKD) scheme is the Bennett-Brassard 1984
(BB84) protocol [4]. Since its introduction, several rigorous
security proofs have been proposed [18,60,75-77], but the
security of the BB84 protocol with imperfect sources has not
yet been fully established. In this paper, we have considered
a modified BB84 protocol that does not discard the basis
mismatched events, and we have used the reference technique
(RT) to prove its security in the presence of most source
imperfections.

Although we do not consider quantum pulse correlations,
we believe that this imperfection is very unlikely to be relevant
in practice, given the fragile nature of entanglement. Indeed, it
is highly improbable that a source spontaneously emits states
that are entangled between rounds. Moreover, even if during
a THA Eve’s injected light is entangled between rounds, one
expects this entanglement to almost completely vanish from
the output light, especially if the source employs optical iso-
lators. Having said that, however, these quantum correlations
are interesting from a theoretical perspective and we plan to
address them in future works.

In this paper, we have also compared the performance
offered by the modified BB84 protocol with that offered by the
three-state loss-tolerant protocol when using the RT. We have
shown that, in the presence of source imperfections, the addi-
tion of a fourth state allows us to obtain a tighter estimation
of the phase-error rate, and consequently, higher secret-key
rates. This indicates that the modified BB84 protocol offers a
clear advantage in guaranteeing the practical security of QKD
sources.

For completeness, we note that besides modifying the RT
in [31] to deal with four states, which resulted in a sig-
nificant improvement in its performance; in this paper, we
have also made the RT more flexible and more experimen-
tally friendly than before. In particular, here we incorporate
setting-independent pulse correlations together with all the
other imperfections previously considered. Moreover, we use
the most general model to describe setting-dependent pulse
correlations, rather than the simplified model considered in
Eq. (10) of [31]. Finally, we relax the assumption on the qubit
part of the emitted states made in [31], by allowing them to
fluctuate in time.

In short, this paper proves the security of the modified
BB84 protocol with practical sources and shows its robust-

ness to source imperfections, taking us a step closer towards
ensuring the implementation security of QKD at a level that is
suitable for practical applications.
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APPENDIX A: DESCRIPTION OF THE MODIFIED
BB84 QKD PROTOCOL

(1) State preparation. For eachround k € {1, ..., N}, Al-
ice selects the setting j € {0z, 1z, Ox, 1x} with probability p;,
generates an encoded pulse and sends it to Bob through the
quantum channel.

(2) Detection. Bob measures each incoming pulse in the
basis B € {Z, X} with probabilities pz, and py,, respectively.

(3) Sifting. Bob announces which rounds were detected,
and Alice and Bob reveal their basis choices in these rounds.
Let I be the set of detected rounds in which both users
employed the Z basis and T be the set of detected rounds
in which Bob employed the X basis. Then, Alice and Bob
define their own sifted keys as the bit values associated with
her emissions and his measurement results on rounds /C, re-
spectively. As for rounds 7, Alice and Bob announce their
respective bit values.

(4) Parameter estimation. Alice quantifies the number of
events N;,, on rounds 7 for j € {0z, 17,0x,1x} and y €
{0, 1}, where y denotes Bob’s measurement outcome. Then,
using these quantities she obtains an upper bound Nl}fl on Npp,
the number of phase errors in her sifted key, using Eq. (24).

(5) Data postprocessing. For error correction, Alice sends
Bob encrypted syndrome information [78] about her sifted
key through an authenticated public channel, which Bob uses
to correct his sifted key. For error verification, Alice and
Bob compute a hash of their corrected keys using a random
two-universal hash function and check if they are identical.
If not, they abort the protocol; otherwise, Alice and Bob per-
form privacy amplification on their corrected keys. For this,
they use a random two-universal hash function to extract an
identical secret key pair.

In the presence of setting-dependent pulse correlations, the
protocol described above requires slight modifications. First,
before step (1), Alice and Bob need to assign tags to each
round:
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(0) Tag assignment. For each round k € {1, ..., N}, Alice
and Bob assign a tag w € {0, ..., .} according to the value
w = k mod (I, + 1), where [, is the correlation length.

Then, Alice and Bob perform the steps (1)—(3), with C,,
(Ty) defined as the set of detected rounds with tag w in
which both users employed the Z basis (Bob employed the
X basis). Hence, the wth sifted key is defined as the subset of
the total sifted key originating from the rounds in C,,. After
that, the users perform parameter estimation and employ data
postprocessing to obtain a final secure key:

(1) Parameter estimation. Alice quantifies the number of
events N;,, ., onrounds 7, for j € {0z, 12,0y, 1x} and y €
{0, 1}. Then, using these quantities she obtains an upper bound
N;ﬁl,w on Nph,, the number of phase errors in her wth sifted
key, using Eq. (30).

(2) Data postprocessing. For error correction, Alice sends
Bob encrypted syndrome information about her wth sifted
key through an authenticated public channel, which Bob uses
to correct his wth sifted key. For error verification, Alice
and Bob compute a hash of their wth corrected keys using
a random two-universal hash function and check if they are
identical. If not, they discard their wth corrected keys; other-
wise, Alice and Bob perform privacy amplification. For this,
they use a random two-universal hash function to extract the
wth secret key pair.

(3) Key concatenation. After repeating the steps (3)—(5)
for all tags w, Alice and Bob define their final secret key pair
as the concatenation of all the wth secret keys.

APPENDIX B: TREATMENT OF THE
SETTING-INDEPENDENT FACTORS
IN THE SECURITY PROOF

Let G =Gy, ..., Gy denote the random variables that rep-
resent the setting-independent factors affecting the form of
Alice’s emitted states, and let g = g1, ..., gy denote a partic-
ular value of these random variables. To prove the security of
the actual protocol, we consider an equivalent entanglement-
based scenario in which Alice prepares a entangled state with
ancillary systems A := Ay, ..., Ay that she can measure to
learn her setting choices. Since in the actual protocol Alice’s
emitted states depend on g, this entangled state can be ex-
pressed as

f Jo @)V} (Yela B EAE, (BD)
gedom(fg)

where fg(g) is the probability density function of G, dom(fg)
is the domain of fg(g), and B,E :=B,, E|, ..., By, Ey.
In the setting-independent scenario, the state |Wy)5 pE in
Eq. (B1) takes the form

N
Welase =@ D VPilidalVigly o (B2

k=1"ji

where [/}, o), £, is defined in Eq. (1). Note that, for ease of
discussion, in this Appendix we explicitly write the setting
choice on the kth round as ji, rather than j. Alternatively, in
the setting-dependent scenario, the state |\W,) A g g in Eq. (B1)

takes the form

N
Wolase =@ D VPilidalVicelir i i)ppo B

k=1 Jji

where |V el 1.....jii. ) Bi.E, 18 defined in Eq. (2).

However, note that Eve cannot distinguish the scenario in
which Alice prepares the mixed state in Eq. (B1) from the
scenario in which she prepares its purification,

/ V1e®)8)IWe)an.dg, (B4)

gedom(fg)
and then measures system G in the very beginning of the pro-
tocol, obtaining some outcome g and post-measurement state
|We)a,B,E- For simplicity of presentation, in our security proof,
we consider this equivalent scenario, in which the value of g
has effectively become fixed before Alice emits any pulses to
Bob. Then, in Sec. III A, we derive a bound N, I{I on the number
of phase errors Ny, that is in fact conditional on this value of
g, such that

Pr[Nyy > Ny|G =gl <ee, (BS)

where ¢ is the failure probability. Importantly, however, this
bound is valid for all possible values g, as neither N, [}Jl nor &
depend on g. This implies that the bound in Eq. (BS) is also
valid for the scenario in which Alice prepares the mixed state
in Eq. (B1), since

Pr [Npy > Ny ] =/
gedom(fg)

</ fo(@e=ce.
gedom(fg)

By a similar argument, we conclude that the phase-error rate
bounds derived in Sec. IIIB also apply to the scenario in
which Alice prepares the mixed state in Eq. (B1).

fo@Pr[Npn > Nj |G = g]

(B6)

APPENDIX C: TROJAN-HORSE ATTACKS

Here, we explicitly show how to incorporate THASs in our
security analysis. In particular, we assume that Eve’s injected
light does not alter Alice’s prepared signals, other than adding
extra modes of light that contain information about Alice’s
setting choices. That is, in the presence of a THA, the to-
tal emitted state consists of a tensor product between the
state that Alice would have emitted in Eve’s absence and the
back-reflected light from the THA. Moreover, we assume that
the back-reflected light on round k only contains information
about the kth setting choice, and is in tensor product form with
the back-reflected light from all the other rounds. In this con-
text, we consider two cases for the THA: (1) the back-reflected
light is a pure state, and (2) the back-reflected light is a mixed
state. For simplicity of discussion, in what follows we assume
that THAs are the only side channel present. However, one
can easily combine these results with the other side channels
considered in this paper, as shown below.

1. Pure output light

In this case, the state emitted on round k can be written as
[V)g)B E. = |@jg)B, ® |Ejg)E,, Where |w; ) p, 1S a qubit state
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and

Vo, = V1 — By + Ve®lej ),  (CD)

is the back-reflected light from the THA. Here, e® [0, 1]
quantifies the deviation of |Ejg)g, from the vacuum state
[v)E,, and |ejq)E, is a setting-dependent state orthogonal to
|v)E,, 1.€., it belongs to the Fock subspace {|1), |2), ...}. Note
that |E;4)g, could also represent other side channels, such as
electromagnetic radiation. Using Eq. (C1), it is straightfor-
ward to write the kth emitted state in the form of Eq. (1),

\% 1_6(k)|¢1g BkEk—i_ '6(k |¢jg BkEk’ (Cz)

where the qubit state |¢;¢)p, £, 1= |@j¢)p,|V)E, and the side-
channel state |¢j%g) Bu.E ‘= |wjg)p.|€jg)E,; and consequently,
apply our security analysis, given that an upper bound on €®)
is known.

We remark that the inclusion of side channels other than
THAS can be readily accommodated as follows. Suppose that,
in the absence of a THA, the state of Alice’s prepared signal
on round £ is the following:

|w1g By Ex, —

1Qg)8, = /1 — &wg)s, + /e 07 )5, (C3)
where |ws g) B, 1s a side-channel state that lives in any Hilbert
space orthogonal to |w;j¢)p,. Note that the state in Eq. (C3)
includes any kind of mode dependencies with |, ,)p, indicat-
ing the desired mode. Then, in the presence of a THA, the kth
emitted state would simply become |V ¢)p, £, = |2 ¢)n, ®
|Ej ¢) ., which can be written in the form of Eq. (1),

~(k
— &V — €W )pk,
w1

where |¢;¢)B,.E, = |®;g)|V)E, and

,/1 e(k)\/e(k |wje)B, € g)E,

|wj,g)Bk JEy =

— &)1 —e®)g s n. (CH)

]g BA E =

~(k ~(k
&lot i Ejgls] /{1 (1-219) (1 —e®),

(C5)

In a similar way, if in the absence of a THA, Alice’s
prepared signal on round k is the following:

o — [1_z®0 A
|stg|]k—l,---xjk—lg >Bk =1 € gl I |wj,g>Bk
= (k) 1
+ ejvgljk—lwn,jk—ln LT R >Bk’

(Co)

due to setting-dependent pulse correlations and mode depen-
dencies; then, in the presence of a THA, the kth emitted state
would  become |V glji ... i )BeE = 182 glji i, jir 1B ®
|Ej ¢) g, which can be written in the form of Eq. (2).
Experimental method to upper bound €. Here, we show
how one could upper bound €® by using only information
about the output light intensity (average number of photons).
To obtain this information, one needs to first determine the
maximum light intensity that Eve could inject into Alice’s
source without being detected. Then, by characterizing the
value of the attenuation in Alice’s setup [23], one can bound

the maximum intensity of the output light v,,x. Mathemati-
cally, this bound can be expressed as (E; gW |Ejg)E, < Vmax
where N = >, nln)(n| is the photon-number operator Then,
using Eq. (C1), we have that

. ) .
Vinax = (EjgIN|Ejg)g, = €®(ejglNlejg)

with equality if and only if |e; 4)f, is a single-photon state. We
note that one could obtain slightly tighter bounds if one had
more information on the back-reflected light, such as it being
a coherent state [35].

g =eb, (€

2. Mixed output light

In this case, we assume that the back-reflected light system
Ey is purified by an ancillary system E] that is in Eve’s hands
[79]. We can then express the joint state of the back-reflected
light and this ancillary system as

5= VPl (V1 — el + Vel lejgcdg,),
| (C8)

where E, := E/, E;, and {|c)} forms an orthonormal basis.
If €% =¢e® for all c, it is straightforward to write the
emitted state on round k in the form of Eq. (C2), with
|$j ), .E. = |wjg)B,|M)E,, Where |A)g, := ) . /Pclc)i;|v) g,
and ¢y ) 5, 5, 1= |jg)m, Do v/Pelc)irlejg g, 1 el < e
for all ¢, then the worst case scenario is such that the bound is
saturated for all ¢, and one can assume that eék) = ¢® Inboth
of these cases, one can directly use the experimental bound
Vmax = €% in Eq. (C7) and apply our security analysis.

Howeyver, even if the conditions above do not hold, our
security analysis can still be applied as long as we have an
upper bound on Y. p.€X), which, as we will show below, can
be related to vy.x. To use the RT in this case, one can select
the reference states as follows:

|¢j,g>Bk,Ek - |a)j,g>Bk |)“>Ek

_ lwje), D \/pc|C)E,£ 11— E(k)|U>Ek
Z pc(l - G(k))

for j € {0z, 12, Ox, 1x}. Then, the required inner products
[(¥;gl®;e) B, E | can be calculated as

[(Vjgldiennl = [1= peeld, (C10)

where we have used the fact that (qb

()

¢|®jg)B. g, = 0forany j.

Experimental method to upper bound D e D€ €®. Similarly
to the pure state case, we can obtain a bound on ), p.€®
using only information about the output light intensity. In
particular, from Eq. (C8), we have that

Vmax = <Ej,g|],IE,{' ®NE~k|Ejsg>Ek

= Z pceL(‘
c

with equality if |e; ¢ )z, is a single-photon state.

ejgc|NEk|ngc

}:m<ﬂ (C11)
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FIG. 3. Diagram of the entanglement-based scenario and Eve’s
most general coherent attack when the QKD protocol is run sequen-
tially. Eve must perform her attack on the kth pulse before she learns
information about systems By, Ej. 1, and therefore U™ cannot take
systems Byi1, Ex+1 as an input. Conversely, Eve’s attack on the kth
pulse can depend on information that she has learned about the
systems By_;, Ex_;. This is why U® takes Eve’s updated ancilla
as an input.

APPENDIX D: PROOF OF Eq. (6)

Here, we prove Eq. (6) and show that when the QKD proto-
col is run sequentially [see Assumption (A4) in Sec. Il A], the
operator Ml(,’;) satisfies 0 < M},’;) < 1. To do so, we consider
an entanglement-based scenario that is equivalent to the actual
protocol. For a fixed g (see Appendix B), the transmission of
N pulses can then be described by Alice first preparing the
following entangled state:

N

Wedane=Q) Y V/Pilia Vi g)s.

k=1 ji

N
= ® |q’é)Ak,Bk,Ek,

k=1

(D)

then keeping system A in her laboratory and sending systems
B, E through the quantum channel. Here, A :=A,, ..., Ay
and B, E :=By, Ey, ..., By, Ey refers to the composite sys-
tems of Alice’s ancillae and to the pulses sent to Bob,
respectively, where Ay and By for k € {1, ..., N} denote Al-
ice’s and Bob’s kth systems and E; denotes any other systems
that are emitted by Alice on round k, such as the back-
reflected light from a THA (see Appendix C for more details).
Also, in Eq. (D1), {|ji) 4, } jee(0,.12,0x,1x} 18 a set of orthonormal
states and [/}, o), E, is defined in Eq. (1). Note that, for ease
of discussion, in this Appendix we explicitly write the setting
choice on the kth round as ji, rather than j.

As already discussed, in our analysis we assume that
the QKD protocol is run sequentially such that Alice only
generates the kth pulse once Bob has obtained his k — 1th
measurement result. Under this restriction, Eve’s most gen-
eral coherent attack can be described as the application of a
sAe((}(L)lence of N unitary operator§ ) BEI,\\,/,)EN, By ABI’ £ where
U B E, £, acts on t~he kth photonic system By, Ej ang on Eve’s
upﬁ'até(f ancilla Ey, resulting in systems B, and E, respec-
tively, as shown in Fig. 3.

After Eve’s attack on each round, Alice and Bob mea-
sure their local systems. First, Alice measures system Ay to
know if ji € {0z, 17} or if j; € {Ox, 1x}, whose respective
outcomes are denoted by ¢ =Z and a = X, and Bob se-
lects the measurement basis 8 € {Z, X'} with probability pg,.
In the modified BB84 protocol, the secret key is generated
from the rounds in which (a, 8) = (Z, Z). As explained in
Sec. IIT A, to prove the security of these rounds, one needs to
consider the number of phase errors that Alice and Bob would
have observed if they had performed their local measure-
ments in the phase basis instead, i.e., {|r§v'r)>Ak = (102)4, +
(=DF12)4, )/«/Z},E{o,l} and {rio, , i1, Wir}, respectively. We
can then define a virtual protocol in which, in the key genera-
tion rounds, Alice and Bob perform these measurements, and
in all the other rounds they perform measurements in their
selected basis (a, B).

In this virtual protocol, let us denote all possible outcomes
forround k as o € {(a, B, 7, y), (f)}, where t, y € {0, 1} are
Alice’s and Bob’s observed bit values, respectively, and f is
associated with an inconclusive outcome. Now, let us define
the POVM element associated with obtaining the outcome
ox by F . B Then, we can summarize the possible POVM

elements as

ﬁA(kZ,be'y) _ |t)((vir)>(r)((vir)|Ak  paiit s
FA(kZ,bX'k’T’V) = |t2){1z]a, ® Px,Hity,,
FA(:}QI’V) = |tx)(Txla, ® Ppylity,,

FAY;; =1, @y (D2)

Note that £ A(AZ’BZ,’T’V) is the POVM element associated with
5
the estimation of the number of phase errors. A phase error
on the kth round can then be defined as obtaining the outcome
o =(Z,72,0,1)oror = (Z,Z,1,0). Therefore, the probabil-
ity of a phase error on the kth round conditional on all the
previous outcomes 0;— can be expressed as
P (ph|Act) = P(oy = (Z,Z.0, 1) or (Z, Z. 1,0)|0o—)
P((ox =(Z,2,0,1)or (Z,Z, 1,0)),0;=)

P(Ol:i)

(D3)

where P(0;—) is the probability of obtaining Alice’s and
Bob’s previous k — 1 outcomes. Note that this conditional
probability on all the previous outcomes is required to take
into account any correlations between the measurement out-
comes of different rounds of the protocol, which could arise
due to Eve’s coherent attack. Because of this dependence,
Azuma’s or Kato’s inequality can be employed in order to
estimate the total number of phase errors in the protocol.
Now, using the form of the full emitted state in Eq. (D1),
the description of Eve’s coherent attack when the QKD
protocol is run sequentially, and the POVM elements in
Eq. (D2), we can mathematically express the time evolution
illustrated in Fig. 3 and calculate the numerator of Eq. (D3) as
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follows:

P(lox =(Z,Z2,0, 1) or (Z,Z, 1,0)),0=)

_ N ZZTy)p | k) (3 Ok—n
- Tr FA/"’B/k P UBkaEkwEk A-n.Bi_,
7,7€{0,1} =
T#Y
B k—1
_ o (ZZTy)p| 1y Kk) {+Ok—n 7y (k—n)
= ) T|F ws b (UBk,Ek,Ekl—[
7,7€{0,1} L n=1
T#Y

—
— _ (k=1 kT ((Z,Z,7,y)yy (k)
- Z Tr _Ask—l’B’sk—l’E@—l,Ek<\Ilg |UBk,Ek,EkFAk,B,L UBk,Ek,E"k |\I]g

7,7€{0,1}
T#Y

7y (k)

—
_ E: R NN ST RN
- Tr _Aék—l»Bkk—l:Esk—lqu<lIlg |UB,‘,Ek,EAmVX UBA,Ek,Ek |‘I/g

7,y€{0,1}
T#Y

where

—
k—1

vl -
| 8  IAg—1,B -1, Eh—1,Ex

(3 Ok—n

k—1
7y (k—n) /
) G _10)z ® 7 ,
Ak=n.By_, kaank—rxaEk—n' )El | 8)A“~B"'En
n=1

(D5)
with Agk—l =A, .. Al and B/gk—l» Egk—l =
B|,E\,...,B, |, E, and where |1pr‘;’fg)3k,5k and ﬁi’;’f’;r)

are defined in Egs. (4) and (5), respectively. In the second
equality of Eq. (D4), we took the partial trace over systems
Asii1, Boit1, Exiyr. In the third equality of Eq. (D4), we

defined the state |‘.II‘§_1)Agk—l,B/gk—l,Egk—],Ek using Eq. (D5) and
used the cyclic property of the trace operation. Finally, in the
last equality of Eq. (D4), we used Eq. (3) and the definition
of F;ié’r’y) in Eq. (D2) for 7, y € {0, 1} such that T # y.

By substituting Eq. (D4) in Eq. (D3), we can now express
P (ph|Act) as

. (k.vi ~ (k,vir) oy (k

ROGhIAC) = 3 P paTHE M) (D6)
7,y€{0,1}
Y
With 555 = ) (2, 5, and
PNt ~ (k) =i

M(k) - <\Ilg |UBk,Ek,EkmyXUBk’Ek'E~k|\ng > D7)

e P(o—) ’

where we have omitted the mode subscripts in the quantum
states for simplicity of notation. This concludes the derivation
of Eq. (6).

Next, we prove that in this case, the operator M;ﬁ)
in Eq. (D7) satisfies 0 < Ml(,’;) < 1. For this, first note

that M® >0 holds because for any state |¢) we have
P ~ry(k i—1 _ 2
that (p|M®|¢) = || mny;kak,,;kI\Ifﬁ D) Plo=) """ >

0. Then, since 1, is a POVM element, we have that /i1, < 1,

k—1

A (k—n) / ’

Oy o 1005 Q) 1¥eha, 5,5 Y 5.5,
n=1

N
Q) 1W)4,5,£,

n=k+1

k—1

/ /
Eyry Op o 1005, Q) 19, 5,5, |\Ifg>Ak,Bk,Ek)}

n=1
—
k—1

/ /
>A<k71,B/<k71,E<k—]»E~‘k I\Ijg> <\Ilg|Ak.Bk,Ek]

—
k—1

~(k,vir) (vir) (vir)
>A<k*1'B/Sk*IvEékflkaprx’g pZB|wrx,g)<¢rx,g|Bk,Ek]’ (D4)

(

and thus we can upper bound M) as
X

—> A N —_—
(% 10 r, 1055 Y

P(o;—)

7 (k)
M)’X <

_ Plo s
Po—)

A

19515,
= =13, k.

P(0—)

(D8)

Therefore, by combining these two arguments, we have that,
when the QKD protocol is run sequentially, 0 < M)(,ﬁ) <1, as
required.

APPENDIX E: RESULTS USED IN Sec. IIIB
1. Derivation of |’7’jk,gljk_1,---,jk_zc )Bk’E;‘ and Eq. (26)

Here, we show how to derive |}, g Jeotromiii ) B E, and
Eq. (26), which are required to prove the security of the
modified BB84 protocol in the presence of setting-dependent
pulse correlations. To do so, we consider an entanglement-
based picture of the protocol. In this case, for a fixed g (see
Appendix B), the transmission of N pulses is described by
Alice first preparing N ancilla systems and N pulses in the
state

[We)aBE = Z P Viiels, g,
Ji

® Z VPili2)as |Vl >32,E2® o
Ve

® Z VPivliN)Ay |ijsg|jN—l ~~~~~ IN—le >BN,EN )
Jn
(ED)

and then sending systems B, E through the quantum chan-
nel. Here, A :=A,,...,Ay and B,E =B, E,,...,By,Ey
refers to the composite systems of Alice’s ancillae and to the
pulses sent to Bob, respectively, where A; and By for k €
{1,2,...,N} denote Alice’s and Bob’s kth systems, and E;
denotes any other systems sent by Alice through the quantum
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channel. In Eq. (E1), {|jk)4,} jce(0,,12,0x,1x} 18 @ set of orthonor- We are interested in the post-measurement state after Al-
mal states and |V, o(7,_,.....ji_.. ) B.E, 18 defined in Eq. (2). Note ice has measured her ancillae A¢;_; := Ay, ..., As_;. Once
that, for ease of discussion, in this Appendix we explicitly we trace out the systems Agi_j, B<x—1, E<x—1, this post-
write the setting choice on the kth round as ji, rather than j. measurement state can be expressed as

| ‘Ilgljk—] Ry >Ak,Bk,E2

wjkﬂngljk-%—n—] seees Jhbn—le >Bk+n»Ek+n

L
= Z VP |jk>Ak |¢jk’g|jk—lv~,j1<—lp >Bk,Ek ® Z N Pjiin |jk+n)Ak+n
Jk

n=Lljitn

® Z A Pisic+t ijk+lc+1)Ak+,C+1 |Ir[/jk+lf+|,¢s’|j'k+1r ----- Jit1 >Bk+lr+],Ek+IC+] s Z v Py |jN>AN |ijNag‘jN—l ----- JN—1¢ >BN.EN’ (E2)
N

Jitle+1

where ji_1, ..., ji—;, denotes Alice’s measurement outcomes on systems Ax_i, ..., Ax—;,, and E}( = Asit1, Bogyr, Ex¢ with
Asiy1 and By, Esy defined as Agyq, ..., Ay and Ey, Bry1, Eiq1, - . ., By, En, respectively. Note that, to derive Eq. (E2), we
need to assume that the outcomes ji_1, ..., ji—. € {0z, 1z, Ox, 1x}, i.e., that Alice has measured her ancillae A;_;, ..., Asx—;, in
the basis {|02), |12), |0x), |1x)}. This has important consequences when using the complementary approach to prove the security
of the protocol; see discussion after Eq. (26) in the main text.

In Eq. (E2), one can explicitly see that some information about the kth setting choice is leaked to the subsequent /. pulses.
However, the pulses k + [, + 1 to N are independent of j;. To simplify the description in Eq. (E2), we now introduce two
definitions. First, we define a state that is independent of j; as

|1//jk+| ~~~~~ jk+/mg)A2k+],B2k+1p+]7E2k+Ic+l = |jk+l>Ak+l e |jk+lC>Ak+Ic Z VP jisien |jk+l‘+1>Ak+lr+l |1//j"+’f+"g|j"'+" """ Jitt >Bk+1{+]’E]<+lc+1
Jktle+1
. "Z\/ij|jN>AN|ij,g|jN,] ..... jN*lr‘)BN.EN’ (E3)
N

which forms a set of orthogonal states as {|y;,,,
define the following state:

0x.1;}+ Next, using Eq. (E3), we

----- Jietle ,g>A2k+1 Borie+ 1, Esitiet1 }jk+l seeer ki €{02,12

P‘jk ..... jk+|71rqg>A2k+]7132,(“,];21{Jrl = Z APy - Z P

Jrt1 Jitle

(E4)

Note that [Aj,. .. 1. .g)Asiir.Borsr.Esy, de€pends on ji even though it does not include system By. This means that it is effectively
a side channel to the kth pulse. Finally, using Eq. (E4), we can rewrite Eq. (E2) as

|"Ilg|jk7| seees Skl )Ak,Bk,E,’( = Z VP |jk>Ak |wjk,g\jk71,---,jk40 )Bk,Ek |)"jk ----- Jrri—le ’g)A>k+]~,B2k+laE2k+]< (E5)

Jk

Now, it is useful to decompose |V, giji1....jici )Be.Ee [ Ajerosjisioie ) Asiar.Bosr . Esin 10 EQ. (ES). For this, we first combine
Egs. (ES) and (E4), and then use Eq. (2) such that

e

‘wjkvgljk—lwmjk—lg )BA»Ek Z AN Pjisr e+ Z VPt

Jrt1 Jietle n=1
_ B .
- (\/1 Ejkwgljkflwujk—l(- ¢Jk’g>3k,E,( +

® vajk+1 s vajkm

Jit1 Jkle

L
_®
® ® <\/1 € jians&ljksn sees Jlen—le

n=1
_. _ =) O . ~(k) 7L
- \/1 ejkvgljk—lyuujk—/L- |¢/k7gljk—ls~~~v./k+1—1n )Bk,E,’( + ejk»gljk—lyuujk—/L. |¢jk7g|jk—la~~~yjk—lr )BkEL

= |‘&jkqg\jk71,...,jk,,s )BkE,:' (E6)

(k)
Jies8lik=1s o5 Jk—lc

¢j;73|jk—l seees Jh=le >Bk,Ek)

. (k)
¢1k+ﬂ’g>Bk+,,,Ek+,, + 6jk+mg|jk+n—]7---vjk+n—lc

i )
¢jk+n S8l Tkt n—1seens Jktn—1c Biin ’EkJr")
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In this equation, we have defined

= (k) =1

)
Jio8lik=1seesk—te T (1 €j

Ji8lJk=1
and have used the fact that {(ji|j.)a, = §;

|¢jk’g>Bk,Ek ij+l N Pjsr -+

s d

ij+lg \Y pjk+’c

e®
- /L 1_[ pr"+“ € ol tss

Moreover, the normalized state |¢, g/, ;.

Qi
wjk*‘ """ Jetle 8 >A>k+] Boitic+1,Exkric+1 n=1

(E7)

Jin—le ) ’
n=1 jkin

ksioi VB K, 18 expressed as

(k)

6.ik+n 8liktn—1seees Jkn—Ic

¢j ktn-8 )Bk+n Eiqn

I—[n 1 \/Z]H,, p]k+n

aIJd |¢Jj‘;qg\jk71,---wjkfzc >BkvE1,< is a state
|¢jk,g|jk_1,...,jk+1_z,>Bk,E’k’ living in a Hilbert space of any
dimension, and whose explicit form is omitted here for
simplicity. Importantly, substituting Eq. (E6) into Eq. (ES) we

obtain

orthogonal to

| qjg‘jk—l seees Skl >Ak,Bk,E,;

= Z P |jk>Ak |1ﬁjk»g|jk—l seees Jk—le )Bk,E;’ (E9)
Jk

which implies that we can regard the emitted states on round
k to be Il‘[/jkvg‘jk—]»---vjk—lg >3k,E2'

Now, suppose that Alice performs a measurement on sys-
tem Ay, such that she learns if j, € {0z, 17} orif j; € {Ox, 1x},
i.e., her choice of basis for the kth round. If she obtains the
former outcome, her post-measurement state can be expressed
as

| 8ljk-1,-- jk—lc>Ak,Bk,E;<

1 -
v, > 1Dl Vegirio s g (ELO)

1€{0,1}

where we have used po, = p1, [see Assumption (Al) in
Sec. IT A]. This concludes the derivation of Eq. (26).

2. Proof of Eq. (27)

Here, we prove Eq. (27) and show that when the QKD
protocol is run sequentially [see Assumption (A4) Sec. ITA],
the operator DA;’;) satisfies 0 < ﬁ;’? < 1. To do so, we consider
again an entanglement-based scenario that is equivalent to the
actual protocol. For a fixed g, the transmission of N pulses can
then be described by Alice first preparing the entangled state
|We) a8, in Eq. (E1), keeping system A in her laboratory and
sending systems B, E through the quantum channel. In our
analysis we assume that the QKD protocol is run sequentially.
As explained in Appendix D, under this restriction, Eve’s most

@) oW
general attack is described by UB i Us g g where

Uék)E 7, acts on the kth photonic system By, Ey and on Eve’s
ks Eode s Bk

updated ancilla £y, resulting in systems B, and Ej (see Fig. 3
for more details). After Eve’s attack on each round, Alice and
Bob measure their local systems to obtain the experimental
data. The secret key is generated from the rounds in which

W )

./k+u 8liktn—1seo Jktn—tc

=: ‘¢.ikag|.fk—l ~~~~~ Jr+1—1g >Bk,E’k’ (E8)

(

both have selected the Z basis, i.e., (a, ) = (Z, Z), where a
(B) denotes Alice’s (Bob’s) basis selection.

As before, to prove the security of these rounds, one
needs to consider a virtual protocol to estimate the number of
phase errors that Alice and Bob would have obtained if they
had performed their local measurements in the phase basis
instead, ie.. {|z{")a, = (10204, + (=D [12)4,)/v2}zcto)
and {7, , M1, , Wir}, respectively. Unlike in Appendix D, how-
ever, each emitted pulse k¥ now depends on the previous /.
setting choices {ji_1, ..., jk—s}. As explained in Sec. III B,
this dependence does not allow us to naively consider a virtual
protocol in which Alice and Bob perform phase basis mea-
surements on all key generation rounds. Instead, we consider
that Alice and Bob assign a tag w € {0, ..., [} to each round
k according to the value w = k mod (/. + 1) and construct
(I. + 1) virtual protocols whose respective wth sifted keys
are subsets of the total sifted key originating from the rounds
with a tag w. In each wth virtual protocol, Alice’s and Bob’s
measurements on the w-tagged rounds are described by the
POVM {F A”; B;}Ok’ whose elements are defined in Eq. (D2),

and on the other rounds, Alice’s and Bob’s measurements

are described by the POVM {ij B }o,» Whose elements are

defined as ]X’ g,r " =12, (Tala, ® pp,iity, and JA = =14 ®
iy, where 7,y € {0, 1} are Alice’s and Bob’s observed bit
value respectively, and f is associated with an inconclusive
outcome. Note that each of the these virtual protocols is indis-
tinguishable from the actual protocol.

The probability that, in the wth virtual protocol, a phase
error is obtained on some round k with a tag w, con-
ditioned on all the previous outcomes of the wth virtual
protocol, can then be expressed as Eq. (D3), rewritten here for
convenience:

P((ox =(Z,Z,0,1)0r (Z,Z, 1,0)), 0A+)

P(o;—)

(k) _
PO (ph|Act) =
(E11)

where P(o;—) is the probability of obtaining Alice’s and

Bob’s prev10us outcomes. Let us now introduce the POVM

{L/‘;kk , BL}OA’ which is defined Aas {F /;’kk, Bi}(’k when a pulse k has

the tag w and defined as {J;":‘ » to, When it has another tag.
i

Therefore, by using this POVM, the form of the emitted state
in Eq. (E1) as well as the description of Eve’s coherent attack

023065-17



MARGARIDA PEREIRA et al. PHYSICAL REVIEW RESEARCH §, 023065 (2023)

when the QKD protocol is run sequentially, we have that
P((ox =(Z,2,0,1)o0r (Z,Z,1,0)), 0;=)

k—1
z.Z7.y) (k) foen  pkem )
Z N |:F P<UBk 22 Ek Lyl Bk i By )z, |wg>A’B’E)}
n=1

7,7€{0,1}
T#Y

(ZZry) (k) k n (k n)
Z Tr F P(UBk Ex Ey 1_[ L Bk wEx—n.Exn |:1_[ AA n ABEi|):|

7,7€{0,1} L
T#Y

_ —_— -
pZZe) g k) i gy k=) )
Z Tr FAk,B; P(UBk,Ek,EA 1_[ Lk,, BinoEx—n Ei 100,
7,7€{0,1} L

TEY

k—1
® |: ® NP |jn)A” |wjmg|jn—1,---ajn—1( >B"i| |qjg‘jk—]v---sjk—lc >Ak’Bk‘El;)}
n=1

—
_ _ k=1 | 7y (Z,Z,T,y) 7y (k) k-1 . . . .
= E Tr[Agk,],B’gkil,Egk,l,Ek(\yg ’UBA Ex, EkFAk B, UBk,E,{,EJ‘IJg >A<k*1'B,<k—l’E<k—1,Ek Welji 1vmiiie >(\Ilg|]k—l---ujk—lr Ak,Bk,E;]
7,y€{0,1}
T#Y
—
_ Z k=1 | ot e W =i
- Tr[Agk—lvB,gk,laEgk—l»Ek<\Ilg |UBA Ey Ex My UBk,Ek,Ek |LIJg >A<k,1,B’§k7],Egk71,Ek
7,y€{0,1}
T#Y
~(k,vir) (vir) (vir)
® pTX 8lJk-1 jk—lppZB}wfx,g‘jk—lw--ajk—lc><I//.TX’g|jk—1,---,jk—lc Bk,E,’(]’ (E12)
where
. el k-1
k—1 . 1_[ 7 Ok—n gy (k—n) ®
9 e B Lyrog |10 il inoa | Vinsliner i s, (E13)
n=1 n=1
: . ’ Y, / (vir) ~(k,vir)
with Agy_; = Ay, ..., Ay and ngfl, E¢_1 =B\, E,...,B;,_,, E;_, and where Wrx,gm_l,...,jk_;p>quEL and Py glirooiin

are defined in Eqs. (29) and (28), respectively. In the second equality of Eq. (E12), we have used the fact that Alice’s {neasure-
ments on her ancillae A¢;_; commute with any measurements or operations on systems By, E1, Ey, ..., Bx_1, Ex—1, Ex—1, and
the fact that I:Zi 5, can be decomposed as I:;:ft ® LB‘/, where Alice’s outcome o/ and Bob’s outcome 0¥ on round k are defined
as (a, ) and (B, y), respectively. In the third equahty of Eq. (E12), we have used the definition of the post-measurement state
[Welji1....jit 1Ac.B,.E, I Eq. (E2), and in the fourth equality of Eq. (E12), we have defined the state [V, ’1) Ace 1Bl Ea 1B using
Eq. (E13) and we have taken advantage of the cyclic property of the trace operation. Finally, in the last equality of Eq. (E12), we
have used Eq. (E9), Eq. (26) and the definition of F(ZZ ™) in Eq. (D2) for 7, ¥ € {0, 1} such that T # y.

By substituting Eq. (E12) in Eq. (E11), we can now express P"(ph|Act) as

(k) — ~(k,vir) (k,vir) A (k)
Pg (ph|Act) := Z Py glji-tt Ie TI'[ Oty glji1. ~~~sjk—lL-DVX]7 (E14)
7,y €{0,1}
T#Y
~ (k,vir) . D (vir)
with UTX Bljk—1seesfi—te T P(|1’yfx,g|jk—1----,jk4c)BkvE/’() and
P (PN ()) =1
HE = (\Ijg ’UB Ex Ey VXUBk Ex, Ek"‘pg ) (E15)
28 P(ol:i) ’

where P(o;=) = |||\IJ" ')|| and where we have omitted the mode subscripts in the quantum states for simplicity of notation.

This concludes the derlvatlon of Eq. (27).
Finally, note that the operator D} in Eq. (E15) has a very similar form to the operator M\" in Eq. (D7). Therefore, we can

use an analogous argument to that in Appendix D to show that when the QKD protocol is run sequentially, the operator D;’;)
satisfies 0 < f);,’;) < 1.
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3. Upper bounds on [{¥, /) _,,....jx_, |¢J’k’8)3k,E;¢| and [(Wgjji_y.....jx, Id)g)Ak’Bk*EI’cI

When employing the RT to prove the security of the protocol, we define the reference states

le

|¢jk,g>3k,EL = ‘¢jksg>3k75k Z\/pjkﬂ vajml

Ji+1 Jktle n=1
= |¢jkqg)Bk,E,( | Ag)Asiir Boi Eorir» (E16)
and
Z —
|q)g>Ak,Bk,EL - Z |7z) Ak|¢fzg E (E17)
re{O 1}
which are analogous to [V, g|j,_,.....ji_, ) B, E, and |‘11g| i oot Ax. B, » TEspectively. Note that, unlike ), gij, ... jcs1-,. ) BB, D

Eq. (E8), |¢).¢)5., E, in Eq. (E16) is a qubit state ie., {|¢ﬂ g>3k E, }/k—Oz 1,.04.1y Spans a qubit space, because |Ag)A>k+1 Boiir.Esisr
is a state mdependent of ji. ~
Using Egs. (E6) and (E16), we can then calculate an upper bound on the inner product [/, g(ji_......ji_i. | Pji.g) Bk,E’k| such that

i), |

(P el
~(k) =
|\/1 a 6J1< &lik—1smwes k-l (¢jkvg|jkflv--~,jk+]7jc

|\/1 ~;kk)g\jk7| o Jk—le (¢1k g|¢lk g>BkEk<AJk ----- Jit1—le g| )A>k+1»B>k+lqE>k+l ’

7S Tl
Efk Blik—1seees ke <¢jk 8l Jk—=1s o5 Jk—lc

éj, vg>BkE//< + ¢.iksg>BkE2}

e®
_ \/1 e® H" 1 Z/Hn pfk*"\/ € e &litn—t oo ibntc

]k 8lik—1sees ke (k)
H" 1 ij+n p/k+" €jirn gljk+n—1w~vjk+n—lc)

e®
\/l k) 1—[ Z c® ) ]_[’1 1 Z]k+n pf"+"\/ € it &likin—t oo Jien—ie
- € jiglittoemn it pJH" € jusnglicen- 1o fiin-ic ®
Jctn 1_[11 1 Z]k+n p1k+" € jun-glicen-r. jk+n—lc)

Io+1

- \/1 — € i ]_[ Zp,m\/ e >[[VI-€eV=W1-eV) =y/1-€V,  (E18)
n=1

Jis8lJk—15 ,/k+n &liktn—1sees Jktn—1c
n=1 jiin

where €V := 1 — (1 — €’V)*!. In the second equality of Eq. (E18), we have used the fact that (¢ ., e Pig)E, =0
for any ji, in the third equality we have used the definition in Eq. (E8), and in the forth equality, we have used the definition in
Eq. (E7). Finally, in the inequality of Eq. (E18), we have used that Z pj, = 1for any round k and that ej(k)g‘ et dot < €'Y for
all k, ji, g, and ji_1, ..., jk—i, [see assumption (A2.b) in Sec. IL A].

Similarly, using Eqs. (E10) and (E17), we can calculate an upper bound on the inner product | (W
that

VA
g|jk Lseees Jk—le |(I)g >Ak'Bk’E/k| such

|(w02 8lik—150e0s k-1 M)Oz g)Bk E, + (wlz &l k150005 k-1 ’¢lz-g>3k,E’k |
(«/1—6-{-«/1—6)—«/1—6, (E19)

|(\IJ§/1» Lseeos Jk—le |©§)Ak~3k’E/k }

1
2
<4i
2

where we have used the fact that (ji|j;)a, =8, j,- Also, in the inequality of Eq. (E19) we have used the upper bound
in Eq. (E18). This concludes the calculation of the upper bounds on the inner products |<‘/;jk,gl A jk—l,-|¢jk,g>3qu1,(| and

| <\I]g|jk71 s Jh—le |(Dg)Ak,Bk,E;( |

APPENDIX F: PROOF OF Egq. (32)

Here, we provide a proof of the second inequality in Eq. (32). From Eq. (25), we can express egh as
Ny N X
U ph
oh = ) — (Z)f<_)a (F1)
Ndet Ndet N
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where X is a tuple whose elements are N; ,, for all j, y, and f is a multivariate function that is concave with respect to all of its
arguments due to the concavity of G, (y, z) and —G_(y, z) with respect to y. Similarly, from Eq. (31), we can express eghyw as

NY N,
U ph,w
€phw = =—7f (F2)
phow ™ 27(Z) ) < )
Ndet w Ndet w No
where x,, is a tuple whose components are N; ,, ,, for all j, y, and f is the same function as in Eq. (F1). We have that
l l (2)
c c N N
U det,w
D e = Z @ ND f( )
w=0 Ndet Ndetw N
-y (3)
(2)
Ndet No
% ( )
Ndel w=0
N N, Ny Xu
(2)
Ndet N N
N X
= —f(—) =Y. (F3)
@) p
Ndel N

where the inequality is due to the concavity of f, and the second to last equality is due to ), X, = X, since ), Nj .0 = Nj .

APPENDIX G: PARAMETERS ¢*)

In this Appendix, we provide the full expressions of the coefficients c

AND p(r"i')U FOR THE MODIFIED BB84 PROTOCOL

wg’cr/’

w1th T €{0, 1} and j € {0z, 1z, Ox, 1x}, associated

with the modified BB84 protocol, for the particular phase-encoding scheme considered in Sec. IV A. Direct calculations show
that these coefficients are given by

(k)

€ 078 =

(k)

Clizg =

(k)

CLixeg =

(k)

€0,0,.6 =

(k)

c()lzgz

(k)

€0,05.8 =

(k) (k) (k) (k)
sin (9021: _ 91x-g> sin (Olzg _ elx g)
2 2 2 2
Ol(k) 0( g(k) 9(’»‘) 9(’») O(k) ?
Yige _ pk) lxs' Joze _ Tixe) _ Yige _ Yixe
sm( 902g )+2s1n< 3 ) sm( Z 3 )

PG 1G] 9<k> o
—sm( 0z.8 __ lxg) +sm( lze _ lég)

9(’»’) 0( ) . 0({{) 9(/<) 9(1() 9(‘6)
sm( ¢ _ph —|——1§'g) —sm( ZE — ‘“) +2sm< £ —‘;g)

7.
(k) (k)
cos (902 . — 01, g) |
(k) (k) (k) (k) (k) (k) ’
cos (002 " 91Z,g) — cos (GOZ . — 01, ) cos (912 . — 01, g)
2 é;).g el(?«g Q(k) 2 é?g el(?g 1
+2cos| 5=+ 3 Ixg) ~4COS\ 7 — +

9(k) 9(’6) 9(‘6) e(k)
sm( —ZE ””) —|—s1n( —LE 0’2”)

e(gk) 0<k) 0<k) 9(k) e(k) O(k)
0zg _ Oxeg) __ Yige _ pk) Oxg Yize  Poye
2sin ( Z 3 ) sin ( 902 < + sin Z 3

9((,“ oo o® PO
z:8 0)( £ Ize _ Oxs
sin ( ) + sin ( % )

. 9(’») e(k) . 0(’) 9(/<) 9(1() 9(‘6) ’
sm( 05" — Ogg) — sin (—05“" o™ 4 0“) +2sm( ZE 053)

12.8
cos (6, — 01F) — 1 G
cos (Oé];)g 91<k> ) — cos (Gé];)g - G(k) ) cos (G{I;)g Oéi)g)

(A) I

Joz.8 ‘z £ (k) Gék)g el(k)g
—200s< + — 0, )+2cos<§ — Z>+1
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(k)
PSS
jg
[GJ-L,QU] for some known QJ-L and QJU. While one can in
principle find numerical upper bounds on these coefficients

regardless of the value of 9}“ and GJU, here we obtain analyt-
ical bounds under the following assumption: —m /6 < G(I;Z <
0(?2 <m/6, 5Sm/6 < 01L7 < 91UZ <Tn/6, m/3 < 00LX < 9& <
2 /3,and 4w /3 < 9{; < 98( < 57 /3. Note that this assump-
tion is reasonable because a deviation of /6 from the
ideal phase value is much larger than the modulation errors
characterized in recent experiments [16].

To derive the analytical upper bounds, we consider the

partial differential equations of cg‘;g with respect to each

9}’2 and then select the values of 9;]2 e [6%, OIU] that max-

imi i k) ' *)
imise them. For example, since dy,, ¢y, , > 0 when 6, , €

[~ /6, 7/6],0{, € [57/6,Tn /6], and 6, € [ /3, 27 /3],

€10, is maximized when 6, , =6y . Alternatively, if the

function is not always increasing or decreasing with respect
to a particular argument, but given the ranges stated above it
. . 2 (k)

is convex with respect to that argument, e.g. 3 ¢y . >0,

then we conclude that ¢ 1, ¢ is maximized either when 9817‘ ) g =

These coefficients are constrained by the fact that 6

65, or when Gé’;?g = 6 , and we select the appropriate value by
inspection. The overall solution is the following:

k
¢, —  max “
s 11X

X Y1 4|
c 6,', 07!, 607),
X1y1.21 €L, U} 1,1X»g( 0z> 71z lx)

U (k) L L U
€00, = €0.0,.¢(00; 01 01

U ) U oU oL
Co,1, CO,lz,g(QOZ’ 01, elx)’

U (k) X0 Yo
Co.0y = max }coyoxyg(é‘og,@];ﬁ]i). (G2)

X0,Y0,20€{L,U
Similarly, we can obtain upper bounds on the probabilities
p%Vin)For this, first recall that
.8
P = 3z 1+ (D0 ((o,6l¢1,6)88) ] (G3)

Then, by using the definition of |¢;¢)p, £, and Eq. (33), and
by considering the partial differential equations of p(T’;',Vg}" ) with

respect to each phase G;f‘g) we have that

1 oL — oY
— —pz,| 1 —cos | =—%) |,
2 2
) 1 QU _ QL
Py — 5pZA[l + cos <—°Z 5 ‘Z) ) (G4)

APPENDIX H: PARAMETERS ¢} , ¢V, AND p{iiV

FOR THE THREE-STATE PROTOCOL

(iU
Py

Here, we provide the full expressions of the coefficients
Clig with j € {0z, 12, Ox} associated with the three-state pro-
tocol for the particular phase-encoding scheme considered in
Sec. IV A, as well as their upper bounds. Direct calculations

'y, — ci'f}z’g(éoLz, 01, 61). show that cglfj.qg are given by
J
. 9(1<) 0(/\') . 0(/\') 9(/()
© sm( zE %) — sm( ZE 0)2“)
C =
1,0z.8 ] p® Q) ] Q) ) ] o® o® ?
sin (% - Gé’;)g + %) + 251n< ZE %) - sm( ZE %)
(k) (k) (k) (k)
) 2 2 2 2
C =
1,1z,g . e(k) o(k) . o(k) 9(/<) . e(k) 9(‘\') ’
sin (7= — 018, + 752 —sin (T2 - %52 + 2sin (%= - %)
cos (95’” - Ql(k) ) —1
C(lk()) _ -8 z-8 (Hl)
0x.g (k) (k) (k) (k) (k) (k)
cos (Goz,g - Olz,g) — cos (Qoz,g - QOX,g) — cos (91Z,g - 00x,g)
9(()k) 0](/() (k) g(gk) el(k)
Joze 4 Tize _ _ Zoze _ Tize
+ 2cos (4% + % 00x,g) 2cos (% 28) 4]
Their upper bounds can be derived by following a similar approach as in Appendix G and are summarized below [29]:
U (k) U oL oL
Cro, Cl,Oz,g(QOZ’ 01, 90,()’
U (k) U oL pU
i1, C1,1Z,g(902’ 0y, Qox)’
(k) L oU AU U oy +0iy
C],Oxsg(goz’ 912’ 90}() if eox 2
U (k) L U 9(])“ +91U . 9(1)‘ +9}J L U
Loy 7 cl,ox,g(eozvelz’ et ) it 2 e oy 0], (H2)
k) L pU pL o O, TO) L
cl,OX,g(QOZ’ O, 90,() if —=5—= < 6
The full expressions for the coefficients cg‘; < with j € {0z, 1z, Ox} as well as their upper bounds, and the probabilities p(rj(ir)U are

the same as in Appendix G.
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