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A novel quantum cryptography scheme is proposed, in which a single photon is prepared in a linear
superposition state of three basis kets. A photon split to three pulses is sent from Alice to Bob, where
the phase difference between sequential two pulses carries bit information. Bob measures the phase
difference by passive differential phase detection. This scheme is suitable for fiber transmission systems
and offers a key creation efficiency higher than conventional fiber-based BB84.
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Quantum key distribution (QKD) allows two parties
(Alice and Bob) to share an unconditionally secure secret
key. Security is guaranteed by the laws of quantum me-
chanics, ensuring that the key shared by Alice and Bob
can be safely used as a one-time pad. Typical schemes for
QKD are the following: use of two nonorthogonal bases
(BB84) [1], use of two nonorthogonal states (B92) [2],
and use of entangled photons (E91, BBM92) [3,4]. This
paper proposes a novel QKD scheme, which utilizes fully
nonorthogonal four states. A photon split into three pulses
is sent from Alice to Bob, in which the phases of two se-
quential probability amplitudes are randomly modulated.
Bob extracts the bit information by measuring the differ-
ential phase. This scheme is suitable for fiber transmission
systems, while offering a key creation efficiency higher
than conventional fiber-based BB84.

Figure 1 shows the setup of the proposed QKD sys-
tem. In Alice’s site, a photon from a single-photon source
[5—14] is divided into three paths (a, b, and ¢) and recom-
bined by beam splitters (BS) or optical switches (SW). The
time delays between paths a and b and between paths b and
c are equally T. The splitting ratios of the beam splitters
are such that the probabilities for a photon to pass through
each route are equal. The recombined photon is randomly
phase modulated for each pulse by 0 or 7 [15]. Bob di-
vides the incoming photon into two paths and recombines
them by 50:50 beam splitters. The path lengths are such
that the time delay is equal to the pulse interval T. The
recombining beam splitter has two output ports, at which
photon detectors (DET1, DET?2) are placed, respectively.

In the above setup, Bob counts a photon possibly at four
time instances as illustrated in Fig. 1. (i) A photon passes
through path a in Alice and the short path in Bob. (ii) A
photon passes through path a in Alice and the long path in
Bob, and through path b in Alice and the short path in Bob.
(ii1) A photon passes through path b in Alice and the long
path in Bob, and through path ¢ in Alice and the short path
in Bob. (iv) A photon passes through path ¢ in Alice and
the long path in Bob. Two probability amplitudes interfere

037902-1 0031-9007/02/89(3)/037902(3)$20.00

PACS numbers: 03.67.Dd, 42.50.Dv

with each other at time instances (ii) and (iii), for which the
detectors click according to the phase difference between
these two probability amplitudes. The phase difference
is 0 or =7 depending on Alice’s modulation, provided
that the phase delay in each path is appropriately adjusted.
DETT1 clicks for O phase difference and DET?2 clicks for
* 7 phase difference.

Using the above setup, a secret key is created as follows.
(1) When Bob’s detectors click at the second or third time
instances, he records the time and which detector clicks.
(2) Bob tells Alice the time instance of the photon detec-
tion. (3) From this information and her modulation data,
Alice knows which detector clicked in Bob’s site. (4) Al-
ice and Bob have an identical bit string, provided that the
DETT1 click represents “0” and the DET2 click represents
“1.” In the above protocol, Bob only tells the time-instance
to Alice, and the bit information is not leaked to the public.

The security of this scheme is discussed next. A full
analysis of the QKD security is complicated [17—22] and
beyond the scope of the present paper. We consider some
simple eavesdropping strategies. A simple beam splitting
attack fails when an ideal single-photon source is used,
while some information is leaked for a nonideal source or
when weak coherent light is used for practical implemen-
tation. The security for coherent light has been discussed
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FIG. 1. Setup of the proposed QKD scheme. BS: beam split-
ter; SW: switch; PM: phase modulator; DET: photon detector.
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[17,21], and we will not describe it in detail. One thing
noted here is that an eavesdropper (Eve) cannot obtain bit
information perfectly from a photon taken by beam split-
ting. In the beam splitting attack, Eve taps one photon out
of multiple photons in a coherent pulse, and then obtains
bit information by measuring the photon after Alice and
Bob exchange supplementary information through a pub-
lic channel. In conventional BB84, Eve can measure bit
information perfectly from a tapped photon. In the present
scheme, on the other hand, Eve cannot do so (as far as
authors’ consideration) because she cannot measure one
of the two phase differences with 100% probability. Thus,
the present scheme may be more robust against the beam
splitting attack for weak coherent light.

A simple eavesdropping strategy next to the beam split-
ting attack is an intercept/resend attack using the same re-
ceiver setup as Bob. In trying this attack, Eve detects a
photon at four possible time instances as Bob does. She
obtains partial information when a photon is counted at (ii)
or (iii), while she gets no information when it is counted at
(1) or (iv). Several resending strategies are possible based
on these measurement results.

From the measurement at (ii) or (iii), Eve knows one
of the two phase-differences. If Eve sends a photon split
into two pulses having the measured phase difference, she
changes the counting rate at each time-instance in Bob.
When Eve measures the phase difference between the first
two pulses and resends a fake photon accordingly, Bob
counts the photon at time-instances (i), (ii), or (iii). The
probability ratio of the click at (i), (ii), and (iii) is 1:2:1.
When Eve measures the phase difference between the sec-
ond two pulses, Bob’s detectors can click at time-instances
(ii), (iii), and (iv) with a probability ratio of 1:2:1. Thus,
the overall ratio of the clicks at (i), (ii), (iii), and (iv) be-
comes 1:3:3:1. On the other hand, the counting ratio for
a photon split into three pulses is 1:2:2:1. Therefore, this
cheating is revealed by monitoring the counting rate at each
time-instance.

In order to keep the counting rate unchanged, Eve has to
send a photon split into three pulses. There are two possi-
bilities here. One is that Eve resends a photon every time
she intercepts the signal, to keep the bit rate unchanged.
When she counts a photon at (i) or (iv), she sends a pho-
ton full randomly, which introduces a bit error with a
0.5-probability in Bob. When she counts a photon at (ii)
or (iii), she sends a photon for which one of the two
phase-differences has the measured value and the other is
random, which can introduce a bit error in case that Bob
measures the random phase difference. The probability of
this error occurring is 1/4. The former measurement takes
place with a 1/3 probability and the latter measurement
does with a 2/3 probability, thus an overall error rate of
1/3 X 1/2 + 2/3 X 1/4 = 1/3is introduced by this sig-
nal resending. It is also possible for Eve to send a photon
only when she counts a photon at (ii) and (iii), in order to
make the error rate small. The error rate introduced by this
resending is 1/4, but the bit rate is reduced as a penalty, and
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Bob has a chance to find the cheating from the bit-rate re-
duction as well as bit errors. If Eve has a means of lossless
signal transmission, she can use the second resending with-
out changing the bit rate by manipulating the transmission
loss to compensate the bit rate reduction. Both intercept/
resend attacks cause bit error, and the eavesdropping is re-
vealed by checking some test bits between Alice and Bob.

Theoretically speaking, a photon sent from Alice to Bob
is one of the following four states:

l6) = (1/3/3){11)4l0)5 10} * 10)al1)510)c
*10)410)s11)c} (1)

where subscripts a, b, and c¢ represent the states passing
through paths a, b, and ¢, respectively. This three-
dimensional Hilbert space is expanded by the three or-
thogonal basis states |1),]0)5|0)c, 10)4]1)510)., and
|0)410)511).. These four states are nonorthogonal with
each other, and the security of this scheme is guaranteed
by the fact that such states cannot be identified by a single
measurement.

Bit information is carried by the phase difference be-
tween two sequential pulses in this scheme. They expe-
rience the same phase change and the same polarization
change during propagation through the fiber transmission
line. The differential phase and the relative polarization
state between adjacent time slots are preserved irrespective
of fiber fluctuations, which is favored for fiber transmission
systems. Practical issues are the polarization-dependence
of optical components in Bob’s setup and the phase sta-
bility of the interferometers. Fortunately, Bob’s inter-
ferometer consists of all passive elements, and Alice’s
interferometer does so if she uses beam splitters for re-
combining pulses. Such passive interferometers can be
fabricated in one glass chip by the silica-based waveguide
technology [23], which has been developed for fiber com-
munication systems. Stable polarization-insensitive de-
vices have been realized by that technology [24], indicating
that the technology is available for stable, polarization-
insensitive operation. Another practical issue is retiming.
The effective fiber length can drift due to long-term tem-
perature change, which changes the photon arriving time.
This can be dealt with by, for example, sending timing
pulses via wavelength division multiplexing.

A feature of the present scheme is its higher efficiency
than conventional one. There have been several QKD pro-
tocols that do not use the polarization state and thus are
preferable for fiber transmission systems. A typical one is
phase-encoding BB84 [25-27], where Alice splits a pho-
ton into two time slots and sends it to Bob. The phase
difference between these two slots is modulated by two
nonorthogonal basis {0, 7} and {7 /2,37 /2}. Bob mea-
sures the phase difference either in the {0, 77} basis or the
{m /2,37 /2} basis, using an interferometer with a phase
modulator or two interferometers. Then, Alice and Bob
create a secret key from basis-matched bits. In this setup,
there are cases that no interference occurs and Bob cannot
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measure the phase difference, similar to the detector click
at (i) or (iv) in our scheme illustrated in Fig. 1. The proba-
bility that the interference occurs is 1/2, and the proba-
bility that the basis is matched between Alice and Bob is
1/2. Thus, the overall probability of creating a key bit is
1/4. In our scheme, on the other hand, photons counted at
time-instances (ii) and (iii) fully contribute to the key. The
probability for these events is 2/3. Thus, the key creation
efficiency is 8/3 times higher than the conventional phase-
encoding BB84. When passive beam splitters are used in
Alice’s site, the efficiency of sending a photon is 1/3 in our
system, while it is 1/2 in the phase-encoding BB84. The
photon sending efficiency is smaller in the present scheme,
but the overall efficiency is still higher than in the previ-
ous scheme. When weak coherent light is used instead
of single photons, the recombining loss does not matter.

There is a unique phase-encoding BB84 system, in
which two sequential pulses are sent from Bob to Alice
and sent back to Bob [28]. It is constructed for the two
pulses to necessarily interfere with each other, thus the
loss due to noninterfering events is eliminated, resulting in
a key creation efficiency of 1/2. The system is skillfully
designed for stable operation. However, a disadvantage is
that the pulse repetition rate cannot be high because of the
Rayleigh scattering, and the bit rate is relatively low as are-
sult. In addition, the system is not fitted to a single-photon
source, which is not available at the present but has a
potentiality for ideal QKD systems in the future [5—14].

In practice, information capacity after error correction
and privacy amplification is important. The explicit num-
ber is dependent on various factors, e.g., transmission loss,
dark count of photon detectors, performance of interfer-
ometers, assumed eavesdropping strategy, the average pho-
ton number in case of weak coherent light, etc. Intrinsic
system parameters that determine the capacity are the ef-
ficiency from raw data to sifted data and the error rate
introduced by eavesdropping. As described above, the ef-
ficiency to obtain sifted data in the present scheme is 8/3
times that in the conventional phase-encoding BB84 sys-
tem, while the error rate introduced by the simple intercept/
resend attack is 1/4, which is the same as BB84. Thus, the
final information capacity may be 8/3 times larger than the
conventional phase-encoding BB84, provided that other
parameters are the same.

The efficiency in the proposed scheme can be higher by
increasing the number of paths in Alice’s interferometer.
Alice splits a photon into N (=3) sequential pulses with
an equal probability and an equal interval by such an in-
terferometer, and modulates the phase of each pulse by
{0, 7r}. Bob reads out the phase difference between neigh-
boring two pulses by the same setup as shown in Fig. 1.
Following the procedure for the three-pulse system, Alice
and Bob can create a secret key also in this multipulse con-
figuration. The key creation efficiency is (1 — 1/N), thus
it increases for a larger N at the expense of complexity.

In summary, a novel scheme of quantum cryptography
was proposed. A photon split into three sequential pulses
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is sent from Alice to Bob, in which each pulse is randomly
phase modulated by 0 and 7. A secret key is created
from measuring the differential phase by an interferometer.
The scheme is suitable for fiber transmission systems and
offers a key creation efficiency higher than conventional
fiber-based BB84.
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