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Daylight Quantum Key Distribution over 1.6 km
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Quantum key distribution (QKD) has been demonstrated over a point-to-point 1.6-km atmospheric
optical path in full daylight. This record transmission distance brings QKD a step closer to surface-to-

satellite and other long-distance applications.

PACS numbers: 03.67.Dd, 03.65.Bz, 42.50.Ar, 42.79.Sz

Quantum cryptography was introduced in the mid-1980s
[1] as a new method for generating the shared, secret ran-
dom number sequences, known as cryptographic keys, that
are used in crypto-systems to provide communications se-
curity (for areview, see[2]). The appea of quantum cryp-
tography (or more accurately, quantum key distribution,
QKD) is that its security is based on laws of nature and
information-theoretically secure techniques, in contrast to
existing methods of key distribution that derive their secu-
rity from the perceived intractability of certain problems
in number theory, or from the physical security of the dis-
tribution process.

Several groups have demonstrated QKD over multikilo-
meter distances of optical fiber [3], but there are many key
distribution problems for which QKD over line-of-sight
atmospheric paths would be advantageous (for example,
itisimpractical to send a courier to a satellite). Free-space
QKD was first demonstrated in 1990 [4] over a point-to-
point 32-cm tabletop optical path, and recent work has
produced atmospheric transmission distances of 75 m [5]
(daytime) and 1 km [6] (nighttime) over outdoor folded
paths (to a mirror and back). The close collocation of the
QKD transmitter and receiver in folded-path experiments
isnot representative of practical applications and can result
in some compensation of turbulence effects. We have re-
cently performed the first point-to-point atmospheric QKD
in full daylight, achieving a 0.5-km transmission range [7],
and here we report a record 1.6-km point-to-point trans-
mission in daylight, with a novel QKD system that has no
active polarization switching elements.

The success of QKD over atmospheric optical paths de-
pends on the transmission and detection of single photons
against a high background through a turbulent medium.
Our results establish that the QKD photon states can be
faithfully transmitted through a depth of turbulent atmo-
sphere comparable to that encountered on a surface-to-
satellite path, and that a combination of temporal, spectral
[8,9], and spatia filtering [10] renders even the daylight
detection problem tractable [7]. Moreover, our transmis-
sions are of sufficient quality to support practical secret bit
rates after the information-theoretic overhead required to
protect against simple eavesdropping.

A QKD procedure starts with the sender, “Alice,” gen-
erating a secret random binary number sequence. For each
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bit in the sequence, Alice prepares and transmits a single
photon to the recipient, “Bab,” who measures each arriv-
ing photon and attempts to identify the bit value Alice has
transmitted. Alice's photon state preparations and Bob's
measurements are chosen from sets of nonorthogonal pos-
sibilities. For example, using the B92 protocol [11] Alice
agrees with Bob (through public discussion) that she will
transmit a 45° polarized photon state |45), for each “0” in
her sequence, and a vertical polarized photon state |v), for
each “1” in her sequence. Bob agrees with Alice to ran-
domly test the polarization of each arriving photon with
—45° polarization, |—45), to revea “1s,” or horizontal
polarization, |A), to revea “0s.” In this scheme Bob will
never detect a photon for which he and Alice have used a
preparation/ measurement pair that corresponds to differ-
ent bit values, such as |#) and |v), which happens for 50%
of the bits in Alice's sequence. However, for the other
50% of Alice's bits the preparation and measurement pro-
tocol uses nonorthogonal states, such as for |45) and |A),
resulting in a 50% detection probability for Bob. Thus, by
detecting single photons Bob identifies arandom 25% por-
tion of the bitsin Alice's random bhit sequence, assuming
a single-photon Fock state with no hit loss in transmission
or detection. This 25% efficiency factor, 7o, is the price
that Alice and Bob must pay for secrecy.

Bob and Alice reconcile their common hits by reveal-
ing the locations, but not the bit values, in the sequence
where Bob detected photons; Alice retains only those de-
tected bits from her initial sequence. In practical systems
the resulting sifted key sequences[12], will contain errors;
a pure key is distilled from them using classical error de-
tection techniques. The single-photon nature of the trans-
missions ensures that an eavesdropper, “Eve,” can neither
“tap” the key transmissions with a beam splitter (BS), ow-
ing to the indivisibility of a photon [13], nor faithfully
copy them, owing to the quantum “no-cloning” theorem
[14]. Furthermore, the nonorthogonal nature of the quan-
tum states ensures that if Eve makes her own measure-
ments she will be detected through the elevated error rate
she causes by the irreversible “collapse of the wave func-
tion” [15]. From the observed error rate and a model for
Eve's eavesdropping strategy, Alice and Bob can calculate
arigorous upper bound on the infomation Eve might have
obtained. Then, using the technique of generalized privacy
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amplification by public discussion [16], Alice and Bob can
distill a shorter, final key on which Eve has less than one
bit of information.

The QKD transmitter (Alice) in our experiment (Fig. 1)
operates at a clock rate Ry = 1-MHz. On each “tick”
of the clock one of two temperature-controlled dim pulse
“data” diode lasers emits a ~1-ns optica pulse that is at-
tenuated to the single-photon level [17] and constrained
by an interference filter (IF) to 773 £ 0.5 nm to remove
wavelength information. The optical paths from each data
laser are matched to <2 mm to removetiming information.
Polarizers set one data laser’s output to be 45° polarized
and the other to be vertically polarized as required for the
B92 protocol. The choice of which datalaser firesis deter-
mined by a random bit value that is obtained by discrimi-
nating electrical noise. The random bit value is indexed
by the clock tick and recorded in Alice’s computer control
system’s memory. After ashort 5-nsdelay [18] a 5-ns ver-
tically polarized optical “bright pulse” is produced from a
“timing-pulse” diode laser whose wavelength is tempera-
ture controlled to ~768 nm. All three optical pulse paths
are combined with BSs into a single-mode (SM) optical
fiber to remove spatial mode information, and transmitted
toward Bob's receiver through a 27X beam expander that
extendsthe system Rayleigh range. A single-photon detec-
tor (SPD) [19] located behind a matched IF in one of the
BS output portsis used to monitor the average photon num-
ber i of the dim pulsesasfollows: (1) acalibration photon-
number measurement is made from the rate at which a
calibrated single-photon counting module (SPCM) [20]
fires at the transmitter’ s SM transmission-fiber output with
agiven input, (2) next the transmitter’s SPD count rate is
calibrated to the SPCM firing rate with the same input to
determine the SPD efficiency, which is then (3) used with
the experimental SPD count rates to measure the transmit-
ted 72 in key generation mode.

At the QKD receiver (Bob) light pulses are collected
by a 8.9-cm diameter Cassegrain telescope and directed

A
Beam
(EB I ¢ Expander
e

M ——

U O Timing
B92 QKD TRANSMITTER
Cooled Diode Lasers: —@ SM Fiberss O
Attenuators: I Polarizers: t BSs: IFs: SPD: '
LEGEND

FIG. 1. Free-Space QKD Transmitter (Alice): The legend de-
scribes the basic components; cooled data lasers (on left) are
pulsed 5 ns prior to the timing laser. See text for details.

into a polarization analysis and detection system (Fig. 2).
A bright pulse triggers a “warm” avalanche photodiode
(APD), which sets up a narrow ~5 ns coincidence gate in
which to test a subsequent dim pulse's polarization [18].
A BS randomly directs dim pulses along one of two paths.
Polarization elements along the upper path are set to trans-
mit —45° polarization in accordance with Bob’'s B92 “1”
value, while along the lower path a measurement for | ) to
reveal “0”sismade using a polarizing beam splitter (PBS).
(The PBS transmits |/) but reflects |v).) Each analysis
path contains a matched IF and couplesto a SPD via mul-
timode (MM) fiber that provides limited spatia filtering,
giving the receiver arestricted 200 w-radian field of view.
For events on which one of the two SPDs triggers during
the coincidence gate, Bob can assign a bit value to Alice's
transmitted bit; upper-path SPD firings identify “1"s, and
lower-path SPD firings identify “0”s. He records these de-
tected bits in the memory of his computer control system,
indexed by the “bright pulse” clock tick. Bit generation
is completed when Bob communicates the locations, but
not values, of his photon detections in Alice’'s random bit
sequence over a public channel: wireless ethernet in our
experiment.

The QKD system was operated over a 1.6-km outdoor
range with excellent atmospheric conditions on Friday
13 August 1999 beginning at 09:30 local standard time
(LST) under cloudless New Mexico skies. By 11:30 LST
turbulence induced beam-spreading hindered our ability
to efficiently acquire data at low bit-error rates (BER), e
(where BER, ¢, is defined as the ratio of the number of
bits received in error to the total number of bits received).
The system efficiency, 7y, which accounts for losses
between the transmitter and MM fibers at the receiver,
and the receiver’s SPDs efficiencies had an average value
of {(nsys) ~ 0.13 with a standard deviation of o = 0.04.
Fluctuations in 7, were caused by turbulence induced
beam spreading and beam wander; the typical beam
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FIG. 2. Free-Space QKD Receiver (Bob): The legend de-
scribes the basic components, SPD MM-fibers are longer than
the “warm” APD MM-fiber to delay the dim pulse 10 nsrelative
to the bright timing-pulse. See text for details.
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wander was observed to be on the order of 3 to 5 wrad.
(Our present system has no beam-steering or adaptive-
optics technology to compensate for turbulence-induced
effects) The no = 0.25 quantum efficiency of the B92
protocol lowers the overall efficiency to n = ngneys ~
0.0325 and leads to a detection probability for Bob of
P =1 — exp(—ni). This gave a bit rate of R ~ 5.4,
12.2, and 17 kHz a 7 ~ 0.2, 0.35, and 0.5 photons per
dim pulse, respectively, when the lasers were pulsed
a Ry = 1 MHz. Bits were transmitted in 25, 50, and
100 kbit blocks. A total of 1.55 Mbit were sent in 40
data exchanges between Alice and Bob and 17 420 hits of
sifted key were received. Table | includes atypical 250-bit
sample from one of severa 1.6-km daylight transmissions
on 13 August 1999. The sifted key shown contains eight
bit errors (in bold) corresponding to € = 3.2% for these
250 bits and has a 60:40 bias toward ones (the average
bias for al experiments on 13 August 1999 was 50.3:49.7
toward ones). The average BER on all key material ac-
quired during the daylight transmissions was (e) = 5.3%.
These BERs would be regarded as unacceptably high in
any conventional telecommunications application but are
tolerated in QKD because of the secrecy of the bits.

The dominant BER component is from the ambient so-
lar background, with a measured noise probability for both
detectors of about 6.7 X 10~* per coincidence gate, con-
tributing about 5.9% to the (e) = 7.8% at 7 = 0.2 data,
about 2.4% to the (e¢) = 4.1% at n = 0.35, and about
1.9% to the (e) = 4.1% at i = 0.5. (The ambient back-
ground is somewhat less than that expected from the day-
light radiance [6], which we attribute to Bob viewing the
dark interior of the tent housing Alice's transmitter.) Im-
perfections and misalignments of the polarizing elements
were the next largest contribution (about 1.9%) to the to-
tal BERs on 13 August 1999. Experience from previ-
ous experiments [6,7,10] suggests that this component of

TABLE . A 250-bit sample of Alice's (a) and Bob's (b)
raw key material generated at Los Alamos, New Mexico at
10:00 LST (GMT — 7) on Friday 13 August 1999. Alicewas|o-
cated at 1978-m elevation, 35° 46.859' N, and 106° 14.932' W;
Bob was located at 1966-m elevation, 35° 46.376' N, and 106°
14.052' W. The beam height at Alice's transmitter and Bob’s
receiver was 1.5-m; the maximum beam height of 107-m above
the terrain occurred 1 km from Alice, and the average beam
height above the terrain was ~38-m.

a 00011011110111010111010000101011111101111101110000
b 10011011110011010110011000101011111101111101110000

a 01111110111100011011000010111101110010000101001010
b 01111110101100011011000000111101110010000101001010

a 00011110111110000100011111001111011011011101101111
b 00011110110110000100011111001111011011011101101111

a 10010010100100100100111100000001101001111100101111
b 10010010100100100100111100000001101001111100101011

a 11111111111111111000011111011101101110101100011101
b 111111111121111111000011111011101101110101100011101
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BER can be reduced to about 0.5%. Detector dark noise
(~1400 dark counts per second) makes an even smaller
contribution of <0.1% tothe BER. Thedual-firerate—the
probability that both SPDs fire during a coincidence win-
dow—was 0.0003, 0.0007, and 0.001 at 7z ~ 0.2, 0.35,
and 0.5, respectively.

Alice and Bob can correct errors by transmitting error
correction information over the public channel, amount-
ing to

f(e) = —€log,e — (1 — €)log,(1 — €) Q)

bits per bit of sifted key in the Shannon limit. For
example, for € = 4.1%, f(0.041) = 0.246. Practica
error-correcting codes do not achieve the Shannon limit,
although the interactive scheme known as CASCADE [21],
comes within about 1.16f(e) for error rates up to 5%
[12]. Our experiments use a combination of block-parity
checks and Hamming codes [22] achieving an efficiency
equivalent to the CASCADE scheme but with greater com-
putational efficiency. The error correction information is
transmitted over the public channel and thus could provide
information about the key material to Eve, reducing Alice
and Bob's secret bit yield. (Alice and Bob could encrypt
the error correction information to deny Eve access to it,
but at the cost of an equal number of shared secret key
bits [23].)

Alice and Bob now use “privacy amplification” [16] to
reduce any partial knowledge gained by an eavesdropper to
less than 1 bit of information. (For discussions of eaves-
dropping strategies, see Refs. [12,24,25].) We have not
implemented privacy amplification at thistime, but to esti-
mate the secret-key rate for our experiment and its depen-
dencies on relevant parameters, we assume Eveisrestricted
to performing the combination of the intercept-resend and
beam splitting attacks considered in [4]. In this case Alice
and Bob could use the parities of random subsequences of
their error-corrected keys as their final secret key bits, re-
sulting in a compression to

F(e) = (1 — @) — 2\2¢ )

bits per bit of error-corrected key, where we have (con-
servatively) assumed that Eve identifies every multiphoton
pulse. The first term in Eq. (2) accounts for the multipho-
ton fraction of Alice's dim pulses, which are susceptible
to beam splitting, while the second accounts for Eve per-
forming intercept resend on a fraction of the pulses. The
final secret bit yield is therefore a fraction F(e) — f(e)
the length of the original sifted key. For 7 < 0.05, un-
der the conditions of our 13 August 1999 experiment with
Nsys = 0.13, there is no net secret bit yield because of the
large value f(e). With increasing 7 the BER decreases
so rapidly that the increased privacy amplification cost to
protect against beam splitting is more than offset by the
reduced error-correction cost, and so the secret hit yield
initially increases. However, for larger 7 values, the pri-
vacy amplification factor F(e) required to compensate for
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beam splitting of multiphoton pulses becomes small, and
the secret bit yield decreases, vanishing for 7 = 0.7. For
Nsys = 0.13, wefind that the optimum 7 for our 13 August
1999 experiment is ~0.4, giving asecret bit yield of 38.5%
of the sifted key length, and ~0.4% of the length of the
transmitted sequence. (With CASCADE or our block-parity/
Hamming code combination the optimal 7z would also be
~0.4 and the secret bit yield would be 24.7% of the sifted
key or 0.32% the length of the transmitted sequence, giv-
ing a secret bit rate of ~3 kHz.) For smaller 7y, vaues
under 13 August 1999 conditions the optimal 7 values are
as above but the secret bit yield is smaller; for 7., < 0.04
there is no secret hit yield. (To protect against the attacks
proposed in [12], should they become feasible, we would
need to reduce our background further with a shorter coin-
cidence gate window and narrower spectra filters to have
a nonzero secret-hit yield at the 72 values required.)

This Letter reports QKD between a transmitter and re-
ceiver separated by a 1.6-km daylight atmospheric optical
path. Secret bit rates of several kilohertz protected against
simple beam splitting and intercept-resend attacks have
been shown to be feasible. Such rates would enable the
rekeying of cryptographic systems[7]. Our system has no
active polarization elements, resulting in greater simplic-
ity and security over previous experiments, and could be
easily adapted to the BB84 four-state QKD protocol [1] or
to use single-photon light sources [26] once they are avail-
able, providing protection against more sophisticated fu-
ture attacks [12,24,25]. Our transmission distance, which
was limited only by the length of the available range, isthe
longest to date, and is representative of practical situations
showing that QKD could be used in conjunction with op-
tical communication systems. The turbulence encountered
aongour 1.6-km optical path iscomparableto the effective
turbulent atmospheric thicknessin a surface-to-satellite ap-
plication so that our results provide evidence for the feasi-
bility of surface-to-satellite QKD [7]. Significant amounts
of key material (about 15 kbits) with low BERs ((¢) <
3.0%) at low 72 (7 < 0.2) were also taken at night and dur-
ing light rain over this 1.6-km distance. Finally, we note
that the variability of system efficiency and background is
a feature of atmospheric QKD that is quite different from
optical fiber systems.
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