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Single-Photon Interference in Sidebands of Phase-Modulated Light for Quantum Cryptography
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We report single-photon interference in the sidebands of modulated light. The relative phase of
interacting quantum states is reliably controlled by the phase of a low-frequency modulating signal.
We show how this type of interference can be used to build a robust system for quantum cryptography.
An experiment was implemented at 1540 nm, over a 20-km-long standard single-mode fiber, using a
germanium singlephoton avalanche photodiode. [S0031-9007(99)08483-5]

PACS numbers: 03.67.Dd, 42.50.Ar, 42.79.—e

Claude Shannon is often viewed as beginning the de- Two types of methods have been reported so far for
velopment of cryptography as a science when, applyingrreparing photons in the required quantum states. In the
information theory, he demonstrated the possibility ofpioneering work of Bennettt al. [9], the sender usgso-
achieving absolute confidentiality [1] with the “one-time larized photondor which the linear and circular polariza-
pad” cryptographic method [2]. In that method, a sig-tion states form a pair of conjugate bases that are used
nal is encrypted using a random key that has a lengtko represent bits “0” and “1”. Decoding at the receiver
equal to that of the message. If such a key is used onig then carried out independently for each bit, using an-
time only, the signal is impossible to decipher without theother basis with two of the polarization states used at the
key. The problem with this encryption method is that it isemission. The occurrence of a detectable photon then in-
necessary to distribute the key between the transmittaticates the value of the bit. Since the first demonstration
(Alice) and the receiver (Bob) with complete confidential- of the method in free space over a distance of 30 cm [9],
ity. Thisis one reason why public-key encryption methodsprogress toward transmission over 20 km of single-mode
have been developed during the past 20 years. Public-kdiper [10] and over 1 km in free space [11] has been rapid.
methods rely on complexity for their security, effectively The method was also demonstrated for potential applica-
on the extremely large calculation time required to breakion to satellite communications [12]. The second method,
the code. In principle, messages encrypted by public-kedue to Townsenet al. [13], is to useoptical delaysthat
methods can be decrypted, and constantly increasing corencode each bit of information. In this case, the sender
puting speed presents a potential threat. uses an interferometer with a large path imbalance (longer

Quantum cryptography offers the unique possibility ofthan the length of the light pulses, and typica#y m). In
certifiably secure key distribution between transmitter anda four-state scheme reported in [13], each bit is represented
receiver by exploiting the laws of quantum mechanicsrandomly by two values of optical delay. At the receiver,
combined with, in most cases, the so-called conjugatéecoding is performed independently for each bit, using a
coding method defined by Wiesner [3] (a nonconjugatesecond interferometer with two of the optical delays used
coding scheme is discussed in [4]). The key is senin the transmitter. Several studies have shown the feasi-
over a quantum channel in order to benefit from thebility of the method for distances exceeding 30 km [14].
fundamental principles of quantum measurement [5]. Th&he great advantage of the second method is that standard
essential quantum property at the heart of this method isingle-mode fibers can be used, without concern for any
the existence of pairs of conjugate states that are chosgmlarization fluctuations that might be introduced by the
in such a way that if the wrong choice of measurementransmission channel [15,16]. In another approach to in-
basis is made, the bit of information carried by a photorterferometric realization of quantum cryptography, authors
is necessarily randomized. Alice and Bob exploit thisof [17] introduced the frequency shift in one of the arms of
property to share a secret key by using such quantum statesach interferometer with acousto-optic deflectors. By that
If an eavesdropper (Eve) tries to intercept the photonsneans they were able to eliminate the large path imbalance
emitted by Alice and resends them on to Bob after theiof the interferometers as well as the use of very short light
measurement, she inevitably introduces transmission erroilses.
that can be detected through the changes in the statistics ofIn whole, the practical results obtained so far show that
the photons Bob ultimately receives. The key transmissioguantum cryptography is now much more than simply a
is controlled by a protocol, which can be associated withtheoretical curiosity.

a two-state or a four-state scheme [6], or with a more Here we describe a novel method of quantum cryptog-
complicated scheme [7]. The use of orthogonal states wasphy in which Alice encodes each bit of information into
also discussed [8]. sidebands of phase-modulated lighfthe phase of the
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sidebands is induced electrically, and can be chosen ration with the modulator P operating also at frequency
domly between a set of two values. Bob generates side but with variable phasé,. To do this Bob uses rf os-
bands identical to those used by Alice, with phases that heillator VCO,, which is synchronized with Alice’s oscil-
chooses independently and randomly between the same lator VCO,. Synchronously with Alice, he drives phase
(possibly) another set of two values. We show that Bob®, (with the random generata®r,) to choose randomly
can retrieve the bits sent by Alice using single-photon in-and independently between measurement phases @ and
terference in sidebands. Consequently, the light leaving Bob’s modulator contains
Perhaps the most important parameter for a quanturthe original frequencies emitted by Alice (the reference
cryptography system is the bit-error rate (BER), sincecarrier wy and the two sidebande, = ) with phase
it determines the security of the key transmission. TheD;) and additional sidebands, including two sidebands
experimental demonstration, implemented at 1540 nmw, =  with phase®,. Note that the sidebands created
wavelength using a germanium single-photon avalanchby Alice and Bob are mutually coherent. Using an appro-
detector (SPAD) cooled to 77 K, indicates that a BER ofpriate spectrally selective beam splitter, Bob detects the
less than 4% can be obtained. radiation at the central frequency with a classical detector
The basic system is illustrated in Fig. 1, which also de{not shown in Fig. 1) and the radiation at the sidebands
picts our experimental schematic. Souftemits classi- by a single-photon detector. (In our demonstration Bob
cal monochromatic light with angular frequeney. The  selects only one sideband with the Fabry-Perot interfer-
emitted beam is intensity modulated by the electro-optiometer FP.) The single photons thus detected result from
modulator EOM to produce short light pulses. This lightinterference of the sidebands with phabe initiated by
beam at frequency, will be referred to as the reference Alice and the sidebands produced by Bob with phédse
beam. A phase modulator RMAlice) modulates the ref- For instance, ifi®; — ®,| = 7 (sidebands of Alice and
erence beam at angular frequefey<< wo with a modu- Bob are out of phase), there is destructive interference,
lation depthm that is chosen to be small. In modulating and the probability for Bob to detect a photon is zero.
the reference beam, Alice uses voltage-controlled rf oscil- Having described how the system works, we now give
lator VCO, operating at frequenc{2 and with phaseb;.  further details on the process yielding single photon inter-
She can randomly switch phade between two values, ference. The negative-frequency component of the electric
0 for bit “0” and 7 for bit “1”, using the random bit gen- field of the source§ before modulation can be represented
eratorG;. The light beam thus obtained at the output ofasE ™ (r) = E, expliwot). In a semiclassical description,
Alice’s transmitter contains the reference carigy and E(¢) is the classical light field, whereas in the quantum
two sidebands, *+ ) with phase staté, relative to the  descriptionE ~(¢) can be considered to be an operator. Let
reference. Alice adjusts attenuatarsuch that there is the optical phase, introduced by Alice or Bob with their rf
much less thanl photorypulse (typically 0.1 photoh oscillators, bep(t) = mcogQt + @) wherem is the
pulse)in these sidebandst the input of a standard single- modulation depth assumed to be small. Note thét)
mode fiber link, whereas the reference is left classical. Athanges very slowly relative to the optical oscillations.
the receiver, the light experiences a second phase moqulﬁhe signal obtained by Alice after modulation is

E[ (t) = E, exdiwot + imcogQt + )] = E; expliwot)
+ (im/2)Ey {exdi(wo + Q)t + iDy] + exdi(wo — Q) — id,]} @

form < 1. Two sidebands, with frequencies * ) and phases ®, are produced. Applying recurrently the formula
(1) but with Bob’s phas®,, we easily obtain the light field at the output of Bob’s modulator:

E, (t) = E, explioot) + imcog(®; — D,)/2]E, {exdi(wy + Q)t + i(P + P,)/2]
+ exdi(wg — Q)t — i(D; + Dy)/2]}. (2)

The cosine factor in (2) is due to the interference of Iidhtin only one of the sidebands, this probability is reduced by
generated at the sidebands by Alice and Bob. Calculating factor of%.
the resulting photon flux at the sidebands, we easily see The protocol for quantum key distribution is analogous
that the probabilityP of photon detection by Bob in the to one proposed by Bennett [6] if we identify the central
sidebands is frequency and the sidebands with the strong and dim
_ B pulses in his method. Alice announces publicly that she
P = dnpcos[(® — y)/2]. ) Wil use the values of phasé®, equal to 0 andr to
Here u < 1 is the average number of photons per pulserepresent “0” and “1”, respectively. Then she introduces
in sidebands emitted by Alice device, amd= 1 is the these phases in her modulator in a random way. Bob also
efficiency of the photon detection. If photons are detectedhtroduces randomly phaseB, equal to 0 andwr and
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detects the result of interference. According to Eq. (3)and PM, operating at frequency) /27 = 300 MHz.
Bob can detect a photon in the sidebands onlgpjf=  The modulation depth was chosen to ke= 0.3 rad.
®,. Therefore when Bob detects a photon he reliablyin this case, following the second modulator, the maxi-
determines the value of the bit sent by Alice. If Alice mum intensity in one sideband was 10 times lower than
usesN laser pulses, then, taking into account that thehe intensity of the central frequency. The laser diode
probability of coincidence for Alice’s and Bob’s phaseswas attenuated te-80 dBm, so that, with the chosen
is % Bob detects in averaggunN bits, a number much value of the modulation depth, the average photon num-
smaller thanV. After conclusion of the transmission, Bob ber in each sideband launched in the fiber was approxi-
announces publicly in which signals he detected a photomately0.1 photorypulse. The transmission channel was a
but not, of course, the phases he used. Alice and BoBO-km-long standard single-mode fiber. The Fabry-Perot
agree to keep only these signals as a secret key. interferometer FP was a bulk device with its mirrors de-
The aforesaid is true only if an eavesdropper (Eve) doesigned to operate at 1540 nm wavelength. Its finesse was
not monitor the quantum communication channel. To55. The mirror spacing was adjusted to obtain a reso-
check for Eve’s presence, Alice and Bob disclose soméution of 36 MHz. The resulting transmission of the in-
part of their protocols and publicly compare the launchederferometer was about 100% at a sideband and 0.2% at
and detected signals. Eve intercepts the transmittethe central frequency. The single-photon detector was a
photon sequence and, using the same equipment as Boly, K, liquid-nitrogen-cooled germanium avalanche pho-
detects=2unN bits sent by Alice. Imitating Alice, Eve todiode (SPAD), passively quenched to operate in Geiger
can safely resend corresponding signals on to Bob. As toiode and connected to a low-noise high-gain amplifier, a
the remaining=(1 — 2un)N signals, of which she has discriminator, and a photon counter. The time response
no information, she can either suppress the sidebands of the avalanche photodiode was 10 ns. As an example,
suppress both the sidebands and the reference. In afyg. 2 shows a photocount obtained after amplification.
case the legitimate users will inevitably detect her, agWe note that this appears to be the first time that single
explained in [6]. Note that the detection of the classicalphoton counting at 1540 nm wavelength with a germa-
reference spectral component by Bob is necessary to catetium avalanche photodiode has been reported for quan-
an eavesdropper. tum cryptography.)
In order to show the feasibility of the method proposed, We changedbP; and ®, so that the differencA® =
we investigated experimentally the single-photon interfer{®;, — ®,| could vary between 0 andz with 10-s-
ence in the sidebands of modulated light using the apduration steps of 0.25rad. For each value &,
paratus of Fig. 1. The sourcewas a DBR laser diode the photon number was determined usit@/ trigger-
from Alcatel operating at 1540 nm wavelength and with aing pulses from the source; the receiver electronics being
1 MHz linewidth. The source was temperature stabilizedyated with 50-ns-wide window pulses (the procedure for
against wavelength drifts. For practical reasons related tphoton counting will be explained elsewhere). The total
photon counting, the laser emission was intensity modunumber of counts foA® = 0 was about5 X 10%; dark
lated by the integrated electro-optic modulator (EOM) tocounts were estimated to be about 200. The latter value
produce 50-ns-duration pulses with a 1 MHz clock ratewas subtracted from the measured number of counts. In
We used two LiNbQ integrated phase modulators PM Fig. 3 the normalized dependence of photocount number
on A® is shown. The solid line shows a sinusoidal fit to
the data. The experimental results correspond to Eq. (3)
R — except for the fact that the minimum of the experimental
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FIG. 1. Schematic diagram of the phase modulation transmisFIG. 2. Typical photocount obtained with the germanium
sion system. SPAD operating at 1540-nm wavelength.
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FIG. 3. Normalized single-photon count rate veraud.

modulators are used in the transmitter and in the receiver.

Q . .
™ Oo.9f The apparatus can then be many kilometers in length
= o8l \\ /* and remain stable against environmental perturbations.
g 0.7l \ v Finally, we note that modulation operating at a higher
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o %9 \ / filter, thereby allowing a higher bit rate.
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