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Single-Photon Interference in Sidebands of Phase-Modulated Light for Quantum Cryptography

Jean-Marc Mérolla, Yuri Mazurenko,* Jean-Pierre Goedgebuer, and William T. Rhodes
GTL-CNRS Telecom, UMR CNRS 6603, Georgia Tech Lorraine, 2-3 rue Marconi, 57070 Metz, France

and Laboratoire d’Optique P.M. Duffieux, UMR CNRS 6603, Université de Franche-Comté, 25030 Besan¸con Cedex, France
(Received 15 September 1998)

We report single-photon interference in the sidebands of modulated light. The relative phase of
interacting quantum states is reliably controlled by the phase of a low-frequency modulating signal.
We show how this type of interference can be used to build a robust system for quantum cryptography.
An experiment was implemented at 1540 nm, over a 20-km-long standard single-mode fiber, using a
germanium singlephoton avalanche photodiode. [S0031-9007(99)08483-5]
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Claude Shannon is often viewed as beginning the
velopment of cryptography as a science when, apply
information theory, he demonstrated the possibility
achieving absolute confidentiality [1] with the “one-tim
pad” cryptographic method [2]. In that method, a s
nal is encrypted using a random key that has a len
equal to that of the message. If such a key is used
time only, the signal is impossible to decipher without
key. The problem with this encryption method is that i
necessary to distribute the key between the transm
(Alice) and the receiver (Bob) with complete confidenti
ity. This is one reason why public-key encryption metho
have been developed during the past 20 years. Public
methods rely on complexity for their security, effective
on the extremely large calculation time required to br
the code. In principle, messages encrypted by public-
methods can be decrypted, and constantly increasing
puting speed presents a potential threat.

Quantum cryptography offers the unique possibility
certifiably secure key distribution between transmitter
receiver by exploiting the laws of quantum mechan
combined with, in most cases, the so-called conjug
coding method defined by Wiesner [3] (a nonconjug
coding scheme is discussed in [4]). The key is s
over a quantum channel in order to benefit from
fundamental principles of quantum measurement [5].
essential quantum property at the heart of this metho
the existence of pairs of conjugate states that are ch
in such a way that if the wrong choice of measurem
basis is made, the bit of information carried by a pho
is necessarily randomized. Alice and Bob exploit t
property to share a secret key by using such quantum s
If an eavesdropper (Eve) tries to intercept the phot
emitted by Alice and resends them on to Bob after th
measurement, she inevitably introduces transmission e
that can be detected through the changes in the statist
the photons Bob ultimately receives. The key transmis
is controlled by a protocol, which can be associated w
a two-state or a four-state scheme [6], or with a m
complicated scheme [7]. The use of orthogonal states
also discussed [8].
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Two types of methods have been reported so far
preparing photons in the required quantum states. In
pioneering work of Bennettet al. [9], the sender usespo-
larized photonsfor which the linear and circular polariza
tion states form a pair of conjugate bases that are u
to represent bits “0” and “1”. Decoding at the receiv
is then carried out independently for each bit, using
other basis with two of the polarization states used at
emission. The occurrence of a detectable photon then
dicates the value of the bit. Since the first demonstrat
of the method in free space over a distance of 30 cm
progress toward transmission over 20 km of single-mo
fiber [10] and over 1 km in free space [11] has been rap
The method was also demonstrated for potential appl
tion to satellite communications [12]. The second meth
due to Townsendet al. [13], is to useoptical delaysthat
encode each bit of information. In this case, the sen
uses an interferometer with a large path imbalance (lon
than the length of the light pulses, and typicallyø1 m). In
a four-state scheme reported in [13], each bit is represe
randomly by two values of optical delay. At the receive
decoding is performed independently for each bit, usin
second interferometer with two of the optical delays us
in the transmitter. Several studies have shown the fe
bility of the method for distances exceeding 30 km [1
The great advantage of the second method is that stan
single-mode fibers can be used, without concern for
polarization fluctuations that might be introduced by t
transmission channel [15,16]. In another approach to
terferometric realization of quantum cryptography, auth
of [17] introduced the frequency shift in one of the arms
each interferometer with acousto-optic deflectors. By t
means they were able to eliminate the large path imbala
of the interferometers as well as the use of very short li
pulses.

In whole, the practical results obtained so far show t
quantum cryptography is now much more than simply
theoretical curiosity.

Here we describe a novel method of quantum crypt
raphy in which Alice encodes each bit of information in
sidebands of phase-modulated light.The phase of the
© 1999 The American Physical Society
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sidebands is induced electrically, and can be chosen
domly between a set of two values. Bob generates s
bands identical to those used by Alice, with phases tha
chooses independently and randomly between the sam
(possibly) another set of two values. We show that B
can retrieve the bits sent by Alice using single-photon
terference in sidebands.

Perhaps the most important parameter for a quan
cryptography system is the bit-error rate (BER), sin
it determines the security of the key transmission. T
experimental demonstration, implemented at 1540
wavelength using a germanium single-photon avalan
detector (SPAD) cooled to 77 K, indicates that a BER
less than 4% can be obtained.

The basic system is illustrated in Fig. 1, which also d
picts our experimental schematic. SourceS emits classi-
cal monochromatic light with angular frequencyv0. The
emitted beam is intensity modulated by the electro-op
modulator EOM to produce short light pulses. This lig
beam at frequencyv0 will be referred to as the referenc
beam. A phase modulator PM1 (Alice) modulates the ref-
erence beam at angular frequencyV ø v0 with a modu-
lation depthm that is chosen to be small. In modulatin
the reference beam, Alice uses voltage-controlled rf os
lator VCO1 operating at frequencyV and with phaseF1.
She can randomly switch phaseF1 between two values
0 for bit “0” and p for bit “1”, using the random bit gen-
eratorG1. The light beam thus obtained at the output
Alice’s transmitter contains the reference carrierv0 and
two sidebandsv0 6 V with phase stateF1 relative to the
reference. Alice adjusts attenuatorA such that there is
much less than1 photonypulse (typically 0.1 photony
pulse)in these sidebandsat the input of a standard single
mode fiber link, whereas the reference is left classical.
the receiver, the light experiences a second phase mod
h
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t
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tion with the modulator PM2 operating also at frequenc
V but with variable phaseF2. To do this Bob uses rf os
cillator VCO2, which is synchronized with Alice’s oscil
lator VCO1. Synchronously with Alice, he drives pha
F2 (with the random generatorG2) to choose randomly
and independently between measurement phases 0 ap.
Consequently, the light leaving Bob’s modulator conta
the original frequencies emitted by Alice (the referen
carrier v0 and the two sidebandsv0 6 V with phase
F1) and additional sidebands, including two sideban
v0 6 V with phaseF2. Note that the sidebands creat
by Alice and Bob are mutually coherent. Using an app
priate spectrally selective beam splitter, Bob detects
radiation at the central frequency with a classical dete
(not shown in Fig. 1) and the radiation at the sideba
by a single-photon detector. (In our demonstration B
selects only one sideband with the Fabry-Perot inter
ometer FP.) The single photons thus detected result f
interference of the sidebands with phaseF1 initiated by
Alice and the sidebands produced by Bob with phaseF2.
For instance, ifjF1 2 F2j ­ p (sidebands of Alice and
Bob are out of phase), there is destructive interferen
and the probability for Bob to detect a photon is zero.

Having described how the system works, we now g
further details on the process yielding single photon in
ference. The negative-frequency component of the ele
field of the sourceS before modulation can be represent
asE2std ­ E2

0 expsiv0td. In a semiclassical description
E2std is the classical light field, whereas in the quantu
descriptionE2std can be considered to be an operator.
the optical phase, introduced by Alice or Bob with their
oscillators, bewstd ­ m cossVt 1 F1s2dd wherem is the
modulation depth assumed to be small. Note thatwstd
changes very slowly relative to the optical oscillation
The signal obtained by Alice after modulation is
la
E2
1 std ­ E2

0 expfiv0t 1 im cossVt 1 F1dg ø E2
0 expsiv0td

1 simy2dE2
0 hexpfisv0 1 Vdt 1 iF1g 1 expfisv0 2 Vdt 2 iF1gj (1)

for m ø 1. Two sidebands, with frequenciesv0 6 V and phases6F1, are produced. Applying recurrently the formu
(1) but with Bob’s phaseF2, we easily obtain the light field at the output of Bob’s modulator:

E2
2 std ø E2

0 expsiv0td 1 im cosfsF1 2 F2dy2gE2
0 h expfisv0 1 Vdt 1 isF1 1 F2dy2g

1 expfisv0 2 Vdt 2 isF1 1 F2dy2gj . (2)
by

us
ral
dim
she

es
also
The cosine factor in (2) is due to the interference of lig
generated at the sidebands by Alice and Bob. Calcula
the resulting photon flux at the sidebands, we easily
that the probabilityP of photon detection by Bob in the
sidebands is

P ­ 4hm cos2fsF1 2 F2dy2g . (3)

Herem ø 1 is the average number of photons per pu
in sidebands emitted by Alice device, andh # 1 is the
efficiency of the photon detection. If photons are detec
t
g
e

e

d

in only one of the sidebands, this probability is reduced
a factor of 1

2 .
The protocol for quantum key distribution is analogo

to one proposed by Bennett [6] if we identify the cent
frequency and the sidebands with the strong and
pulses in his method. Alice announces publicly that
will use the values of phaseF1 equal to 0 andp to
represent “0” and “1”, respectively. Then she introduc
these phases in her modulator in a random way. Bob
introduces randomly phasesF2 equal to 0 andp and
1657
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detects the result of interference. According to Eq.
Bob can detect a photon in the sidebands only ifF1 ­
F2. Therefore when Bob detects a photon he relia
determines the value of the bit sent by Alice. If Ali
usesN laser pulses, then, taking into account that
probability of coincidence for Alice’s and Bob’s phas
is 1

2 , Bob detects in average2mhN bits, a number muc
smaller thanN . After conclusion of the transmission, Bo
announces publicly in which signals he detected a ph
but not, of course, the phases he used. Alice and
agree to keep only these signals as a secret key.

The aforesaid is true only if an eavesdropper (Eve) d
not monitor the quantum communication channel.
check for Eve’s presence, Alice and Bob disclose s
part of their protocols and publicly compare the launc
and detected signals. Eve intercepts the transm
photon sequence and, using the same equipment as
detectsø2mhN bits sent by Alice. Imitating Alice, Ev
can safely resend corresponding signals on to Bob. A
the remainingøs1 2 2mhdN signals, of which she ha
no information, she can either suppress the sideban
suppress both the sidebands and the reference. In
case the legitimate users will inevitably detect her,
explained in [6]. Note that the detection of the class
reference spectral component by Bob is necessary to
an eavesdropper.

In order to show the feasibility of the method propos
we investigated experimentally the single-photon inter
ence in the sidebands of modulated light using the
paratus of Fig. 1. The sourceS was a DBR laser diod
from Alcatel operating at 1540 nm wavelength and wit
1 MHz linewidth. The source was temperature stabili
against wavelength drifts. For practical reasons relate
photon counting, the laser emission was intensity mo
lated by the integrated electro-optic modulator (EOM
produce 50-ns-duration pulses with a 1 MHz clock r
We used two LiNbO3 integrated phase modulators PM1

FIG. 1. Schematic diagram of the phase modulation trans
sion system.
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and PM2, operating at frequencyVy2p ­ 300 MHz.
The modulation depth was chosen to bem ø 0.3 rad.
In this case, following the second modulator, the ma
mum intensity in one sideband was 10 times lower th
the intensity of the central frequency. The laser dio
was attenuated to280 dB m, so that, with the chose
value of the modulation depth, the average photon n
ber in each sideband launched in the fiber was appr
mately0.1 photonypulse. The transmission channel wa
20-km-long standard single-mode fiber. The Fabry-Pe
interferometer FP was a bulk device with its mirrors d
signed to operate at 1540 nm wavelength. Its finesse
55. The mirror spacing was adjusted to obtain a re
lution of 36 MHz. The resulting transmission of the i
terferometer was about 100% at a sideband and 0.2%
the central frequency. The single-photon detector wa
77 K, liquid-nitrogen-cooled germanium avalanche ph
todiode (SPAD), passively quenched to operate in Ge
mode and connected to a low-noise high-gain amplifie
discriminator, and a photon counter. The time respo
of the avalanche photodiode was 10 ns. As an exam
Fig. 2 shows a photocount obtained after amplificati
(We note that this appears to be the first time that sin
photon counting at 1540 nm wavelength with a germ
nium avalanche photodiode has been reported for q
tum cryptography.)

We changedF1 and F2 so that the differenceDF ­
jF1 2 F2j could vary between 0 and2p with 10-s-
duration steps of 0.25 rad. For each value ofDF,
the photon number was determined using107 trigger-
ing pulses from the source; the receiver electronics be
gated with 50-ns-wide window pulses (the procedure
photon counting will be explained elsewhere). The to
number of counts forDF ­ 0 was about5 3 103; dark
counts were estimated to be about 200. The latter v
was subtracted from the measured number of counts
Fig. 3 the normalized dependence of photocount num
on DF is shown. The solid line shows a sinusoidal fit
the data. The experimental results correspond to Eq
except for the fact that the minimum of the experimen

FIG. 2. Typical photocount obtained with the germaniu
SPAD operating at 1540-nm wavelength.
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FIG. 3. Normalized single-photon count rate versusDF.

curve, positioned atDF ­ p, is not zero. In accordanc
with the protocol described above, this minimum val
determines the relative rate of false counts (and, he
the BER), corresponding to reasons other than ph
detector dark counts. The BER was measured to be a
4%. Approximately half of this value can be attributed
the spurious transmission of the central frequency ra
tion through the interferometer, which was not optimize
The remainingø2% are probably related to polarizatio
dependence of the present system.

In conclusion, we have proposed a novel method
quantum key distribution that is based on single pho
interference in the sidebands of phase modulated l
and have demonstrated its feasibility in the 1540
telecommunication window. In our preliminary exper
ments, we did not investigate the performance limits
terms of frequency stability of the rf oscillators and t
laser source, construction and finesse of the Fabry-P
interferometer, polarization dependence, lost bud
transmission rate, transmission span, etc. Howe
our initial results indicate that the system features
following important advantages: (i) It requires on
readily available standard telecommunication com
nents (integrated modulators, fiber Fabry-Perot filte
voltage-controlled oscillators) that are compatible w
practical fiber systems; (ii) the system can be polarizat
independent, if polarization-independent electro-op
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-
,

modulators are used in the transmitter and in the rece
The apparatus can then be many kilometers in len
and remain stable against environmental perturbati
Finally, we note that modulation operating at a high
frequency would allow more relaxed constraints on
linewidth of the source and on the finesse of the spec
filter, thereby allowing a higher bit rate.
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