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Optical Communication with Chaotic Waveforms
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A high-dimensional chaotic waveform is generated by driving an erbium-doped fiber-ring laser with
a digital information signal applied to an intraring electro-optic modulator. We show that a receiver
with appropriately matched configuration, time delays, and relative amplitudes is able to recover the
information signal, consisting of pseudorandom bits at 126 Mbés, from the chaotic carrier. We
also examine how recovery of the information fails when the receiver parameters are mismatched.
[S0031-9007(98)07368-2]
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A chaotic carrier of information can be considered acomparable bandwidths. The message modulation drives
generalization of the more traditional sinusoidal carrierthe chaotic dynamics of the laser. The laser dynamics,
In communication systems which use chaotic waveformsin turn, incorporate the digital message into the chaotic
as in many more conventional methods, informationwaveform. Both transmitter and receiver have configu-
can be recovered from the carrier using a receiverations that involve two separate time delays, thereby
which is “tuned,” or synchronized, to the dynamics of enhancing the privacy of the transmission—successful
the transmitter. Communication methods using chaoticecovery of the message depends on multiple parameter
carriers have been studied for the past few years, anskettings and a matched geometric configuration in the
several methods have been experimentally demonstratedceiver. Finally, the receiver utilizes the polarization
in electronic circuits [1]. properties of the light to recover the digital information

While chaotic electronic circuits typically have band- by dividing two signals, rather than taking a difference.
widths of 100 kHz or less [2], the optical system pre-These innovations enable us to demonstrate recovery of
sented here has a bandwidth of at least several GHz. la pseudorandom sequence of bits at 126 Mbits, lim-
those electronic chaotic communication methods that havieed by the bandwidth of our photodiodes. Placing a
been demonstrated, the chaos usually has been low di-5 km communication channel between the transmitter
mensional. For certain low-dimensional chaotic commu-and receiver did not cause any obvious degradation of
nication methods, it has been shown previously that th@erformance.
message can be extracted from the transmitted signal by The experimental setup of the fiber-optic system is
reconstructing the system’s chaotic attractor [3]. A com-shown in Fig. 1. The inner ring of the transmitter includes
munication method utilizing higher dimensional chaos isEDFA 1 (erbium-doped fiber amplifier) and a polarizing
likely to provide enhanced privacy. Numerical analy-lithium niobate(LiNBO3) intensity modulator which en-
sis of our experimental data indicates that the dynamicsodes the message onto the chaotic light. The inner ring
of our system are indeed high dimensional, of order 10s approximately 40 m in length. The outer loop contains
or greater. EDFA 2, to adjust the amplitude of the light field, and a

Previously, Goedgebuer and colleagues have demorpolarization controller. The polarization controller con-
strated chaotic communication of a 2 kHz sine wavesists of three wave plates (4, A/2, andA/4, respectively)
using a hybrid electro-optic system to generate highwhich allow control over the relative phase and polariza-
dimensional chaotic fluctuations in wavelength [4]. Alsotion of the light fields in the inner ring and outer loop. The
in earlier work, we injected a small 10 MHz square outer loop itself is approximately 36 m long and provides
wave optical message into a ring laser producing higha time delay between these light fields.
dimensional chaotic light. The square wave message was Light coupled out of the transmitter propagates through
masked by the chaotic intensity fluctuations of the lighta fiber-optic communication channel to the receiver.
from the ring laser as it propagated to a receiver, wherden percent of the transmitted light is sent through an
the message was recovered [5]. attenuator to photodioda (3-dB roll-off at 125 MHz).

Here we describe several qualitatively new develop-The length of the fiber in the outer loop of the receiver
ments, in both concept and technique, over previous workias been matched to the length of the transmitter's outer
Rather than using the chaotic light to mask a messagéoop. The time delay between reception of a signal at
an intracavity intensity modulator is used to directly en-photodiodeA and reception at photodiode (also 3-dB
code the message onto an optical chaotic carrier. Unlikeoll-off at 125 MHz) has been matched to the round-trip
our previous work, the message signal does not have tiime in the inner ring of the transmitter. The signals
be small compared to the carrier or slow compared taletected by the photodiodes are recorded by a digital
the bandwidth of the laser fluctuations; they can havesampling oscilloscope at a rate bfx 10° samplegsec.
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. waveguide the chaotic dynamics of the transmitter, ensuring high di-
EDFA 1 r %P mensionality. Using a recorded time-series sequence of

4 250000 points acquired at a ratelof< 10° samplegsec,

Inner Rin Outer we have numerically analyzed the transmitted waveforms

.T ¢ E Loop P c using a false-nearest-neighbors algorithm [7] to estimate

Miossags n the global dimensionality of the attractor. The analysis
indicated that the dimensionality of the dynamics is of or-

) )E der 10 or greater.

. N U EDFA2 z For simplicity in the discussion that follows, we do not
5 (%Ltgllgr Il\-/ilt\)lcli)l.(lzl)gtor coupler consider the relative amplitudes of the waveforms. The
3 , discussion, instead, will focus on the effects of the time
Shas coupler g~ coupler k2 delays in the transmitter and receiver.

s Channei [0\ Light just after EDFA 1 in the transmitter’'s inner ring

L can be represented as a quasimonochromatic electric field
Outer _ i(wt—kz)
Er(z,t) = Er(z, t)é’ 1)
Loop T\, T\, s
Photodiode A PC
' E whereE7(z, t) is a complex, slowly varying envelope that
describes a chaotic waveform, aadis the optical fre-
EDFA 3 quency. As the lightwave passes through the waveguide
8igit_ﬁl coupler, it splits into two parts. The part in the inner
sclloseope ring is calledE7,. At the next coupler, light from the

outer loopEr, is added toE7;. That sumEr; + Er,
enters the modulator where a message is encoded onto
it. The result ism(¢) (Ez; + Er2), where m(t) is the
message being transmitted at that time. At the output

Photodiode B coupler, 10% ofm(t) (Ey1 + E7,) is transmitted to the
receiver via the communication channel. Ninety percent
stays in the ring and passes through EDFA 1 to pro-

FIG. 1. Experimental system for optical chaotic communica-quce E} = m(r) (Er; + Ez2); we note that the field is

tion. The message is encoded onto the chaotic lightwave ;
produced by the transmitter and sent via the communicatio mplified but the shape of the envelope is not changed

channel to the receiver. Proper configuration, time delays, angignificantly. After another round trip through the inner
power levels in the receiver allow recovery of the messageling, m(t + 7) (E7, + E7,) is transmitted, where is the
PC: polarization controller. round-trip time of the inner ring.
The light coupled out of the ring propagates through the

The transmitter in our system actually comprises twocommunication channel to the receiver. In the receiver,
coupled ring lasers. The inner ring is one of these laserghe signal from the transmitteEx = m(r) (Ez; + E7»),
the other is formed partly by the inner ring and partly byis split at another coupler. Ten percent of the light
the outer loop. A solitary erbium doped fiber ring laserpropagates to photodiodé where it is measured. The
(EDFRL) naturally produces chaotic fluctuations of inten-rest of the receiver operates B} to mimic the dynamics
sity at frequencies ranging to many gigahertz and perhapsf the transmitter. E; is split between the receiver's
higher. Numerical models of the chaotic dynamics ofmain line and outer loop. Because the relative lengths of
EDFRLs have been developed which suggest that the dyhe arms and the relative power levels in each arm have
namics of an EDFRL can be very high dimensional [6].been matched to those in the transmitter, the electric field
The chaotic dynamics are the result of the combinatiorenvelope when light from the two arms is recombined
of nonlinearities in the amplifier and a round-trip time is Ex, + Ek,, where ideallyEk, + Ez, = Ef; + Ef.
delay. While the nonlinear effects in the amplifier of a The time delay between photodiodésndB ensures that
solitary EDFRL are sufficient to induce chaotic intensity m(r + 7) (Ef, + E’») is incident on photodiodg at the
fluctuations, they do not significantly change a wavefornmsame timeE%; + Ek, (thatisEf, + E’,) is incident on
from one round trip to the next. However, introducing thephotodiodeB.
outer loop and its additional time delay into the transmit- In the actual experiment, the lengths of the fibers
ter causes the chaotic waveforms to change significantlforming the outer loop and main line in the receiver
after one round trip around the inner ring. Thus, any sig-are matched to their counterparts in the transmitter to
nals encoded onto the chaotic light by the LiNb@odu- an accuracy of+3 cm. The effect of this very slight
lator very quickly become incorporated into the chaoticmismatch is that the relative optical phase betwEgn
dynamics of the transmitter. In this way, the informationand Ez, may be different than the optical phase between
signal both modulates the chaotic lightwave and drive®’,, and E’,, though the individual magnitudes are
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the same|E%,,| = |E7;,|. PhotodiodeA measures the Transmitted signal at photodiode A
intensity " " y y
Im(t + 7)(Efy + Epp)lP = Im(t + 1)

X (IEf|* + |[Ef,1* + 2|E% | |E),| cosfr coser),

(2)
where 87 and ¢ represent the relative polarization and
phase angles, respectively, Bf, andE’,. At the same
time, photodiodeB measures the signal

l(Eky + ERo)l* = (IEfy* + [Efol* + 2|Ef, | [Ef,|

X COSHR COSeR) . 3
Dividing Eq. (2) by Eq. (3) gives the message(r +
7)|2, but only if the interference terms, which depend on Signal measured by photodiode B
the relative polarization and phase angles, can be matched " " " "
in both equations.

The coupling between the two ring lasers in the
transmitter acts to maintain approximately constant values
for 67y and ¢7. Within certain constraints, the light
circulating in the two ring lasers has some flexibility to
adapt its wavelength and polarization to maximize the
intensity of the light that passes through the modulator.
The result of this optimization is an almost fixed value for
COSHr COS@7.

In the receiver,6z can be fixed to any value by the
polarization controller. Howevergpy is free to fluctu-
ate. Consequently, recovery of the message is inconsis- Recovered message
tent whenéz = 0, and this is observed experimentally. 15
If 6z is set tow/2, then the fluctuations iz are of
no consequence and the interference term at photodiode
B is always zero. Obviously, errors in message recovery
will result at this setting if the interference term at pho-
todiodeA is not also zero. However, we experimentally
observe consistent recovery of the message even when the
interference term is zero at photodioffleand not zero at
photodiodeA. The division used for recovery still per-
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ior of |E7;| |E72| cosfr coser in time resembles that of
2 2 FIG. 2. (A) The transmitter output as recorded by photodiode
|[E71]* + [Era|°.

; ; .~ A in the receiver. (B) Signal measured at photodiatafter
Experimental results of this method are shown in assing through the matched receiver. (C) A division of (A)

Fig. 2. For this experiment_, a repeating sequencgy (B) results in recovery of the message.
of 100000 pseudorandom bits was communicated at

126 Mbits/sec. Figure 2(A) shows 500 ns of the trans-be matched to those in the transmitter. Figure 3 illustrates
mitted signal measured at photodiode Figure 2(B) this point. In Fig. 3, the message is a repeating 40-bit
shows the signal measured by photodidgle Dividing  sequence at 126 Mbijtsec. Figure 3(A) shows good re-
the signal shown in Fig. 2(A) by the signal in Fig. 2(B) covery of the message using a properly matched receiver.
gives Fig. 2(C). The bits are clearly recovered from theEach of the other panels represents the attempted recov-
chaos. Preliminary analysis of the data indicates thaery of the same message using a receiver with just one
recovery is very consistent. The system is able to achievparameter mismatched. Figure 3(B) shows recovery with
bit-error rates<107>, except for occasional “bursting” of an outer loop that is 1 m (5 ns) too long. Figure 3(C)
the transmitter{1 ms in duration). We are investigating shows the recovery of the bits when the time delay be-
the origin of these intermittent bursts so that we cartween photodiodet and photodiodeB has been adjusted
reduce or eliminate them in future experiments. away from its proper value by just 1 ns. Figure 3(D)
The recovery of the message requires that the receivershows recovery when the amplification by EDFA 3
configuration, time delays, and relative amplitudes musis inappropriately large. It indicates that the relative
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Recovery with matched receiver Recovery with 5 ns outer-loop mismatch in which to hide the “key” for recovery. Conceptua”y,
it seems possible to construct even more geometrically
complicated transmitters (and thus receivers) so that the
parameter space can become even higher dimensional.
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