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Quantum Cryptography Based on Split Transmission of One-Bit Information in Two Steps

Masato Koashi and Nobuyuki Imoto
NTT Basic Research Laboratories, 3-1 Morinosato Wakamiya, Atsugi, Kanagawa 243-01, Japan

(Received 5 March 1997)

We propose a simple quantum cryptographic scheme involving truly two orthogonal states. The
security of the protocol is based on splitting the transfer of one-bit information into two steps, ensuring
that only a fraction of the bit information is transmitted at a time. A particular implementation with an
asymmetric interferometer is presented, which does not require the random timing of the packet sending
as was used by Goldenberg and Vaidman [Phys. Rev. Lett.75, 1239 (1995)]. [S0031-9007(97)
04075-1]
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One of the goals in cryptography is to allow two re
mote parties to share a random bit sequence (“key”) wi
out any leaks to the rest of the world. Once the sharing
attained, the two parties can secretly exchange a mess
over the public channel by encrypting them with a ke
with an equal length to the message. In the key dist
bution with classical transmission lines, an eavesdrop
can freely sneak into the transmissions and monitor
information. Thus the role of cryptography is to provid
some mathematical procedure that makes it computati
ally difficult for the eavesdropper to reproduce the ke
from the information sent through the transmission line
However, no existing classical cryptosystems have be
proven to present sufficient difficulty to an eavesdro
per. In particular, it was shown that some of them c
be broken in principle by quantum computation [1]. O
the other hand, in quantum cryptography [2], the key
sent over a quantum channel in order to benefit from t
laws of quantum mechanics. In this case the eavesdr
per can also intervene and read the key, but this inevita
introduces transmission errors. For detecting these err
the legal users verify a portion of the shared key over
unjammable classical channel. If too many errors are d
tected, they agree on discarding the key, and the key
to the eavesdropper turns out to be valueless. If the nu
ber of errors is tolerable the users can probably obtain
secure final key [3].

In recent years many schemes for quantum cryptograp
have been proposed [2,4–11] and experimentally dem
strated [12]. The first scheme, presented by Bennett a
Brassard [2], uses four states of single photons polariz
along different directions. In this scheme, in principle, th
receiver (henceforth “Bob”) can recognize every bit se
by the sender (henceforth “Alice”), if Bob delays his mea
surement. A simpler scheme was proposed by Bennett
which uses only two nonorthogonal states. In this metho
nonorthogonal encoding of the bit information inevitab
leads to the waste of a portion of photons. In contrast w
these schemes that use nonorthogonal states, Golden
and Vaidman proposed [9] a scheme utilizing orthog
nal encoding, which ideally wastes no photons. In th
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scheme, only watching out for errors in the regularly tran
mitted bits is not sufficient for the detection of an eave
dropper because it is possible for her to send a packet
dummy photon beforehand. This loophole was cover
by sending photons at random and secret intervals, a
by confirming later that the photons were received at t
proper timing. The random sending times can be replac
by random discrete sending times [9]. Noting that sen
ing no photons is equivalent to sending the vacuum sta
in this protocol the sender actually chooses among th
states (two encoded and one the vacuum) at each disc
time. Thus, this scheme is made up of three orthogo
states. So far, therefore, more than three states were
essary in order to attain 100% use of photons, and wa
of photons was inevitable with two-state cryptography b
cause the two states are nonorthogonal.

In this Letter, we propose a quantum cryptograph
using two orthogonal states (hence with 100% use
photons in the ideal case) based on split transmission
one-bit information in two steps. The test for the presen
of an eavesdropper requires only the verification of t
part of the transmitted bits, and no auxiliary tests such
timing identification for the randomly generated photon
are necessary. We present a particular implementation
which asymmetry is introduced in the interferometer us
in Ref. [9] so that only a fraction of one-bit information is
transmitted at a time. This allows us to avoid the rando
timing test. A protocol with the minimal number of state
and no limitation on efficiency may also be importan
from the practical point of view.

Consider a protocol where Alice transmits one-bit in
formation to Bob in two steps, by sending a packet in ea
step. After the two steps, Bob performs measurement
the two packets and obtains the full one bit. The amou
of the information transfer just after the first step may b
estimated from the bit-value dependence of the reduc
density operator of the first packet. In an extreme ca
(case I) where Bob receives the full bit after the first ste
an eavesdropper can freely obtain the bit value beca
it is encoded in orthogonal states. In the opposite ca
(case II) where no information is transferred by the fir
© 1997 The American Physical Society 2383
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step, the eavesdropper can replace the first packet b
fake one because the first packet is independent of the
value. Then, at the second step she obtains the bit va
from the two original packets and inserts a second fa
packet that is properly correlated to the first fake pack
The scheme in Ref. [9] belongs to case II and this is w
the scheme needs the random timing. Our scheme lie
the intermediate between case I and II, where a fraction
one-bit information is transferred in the first step, and t
rest of the information is transferred in the second ste
Here the eavesdropper cannot extract the bit value w
out causing bit errors, as shown below.

Figure 1 shows a typical implementation of our schem
It consists of a Mach-Zehnder interferometer similar to t
setup in Ref. [9], except that the two beam splitters (BS
and BS2) are identical beam splitters with transmissiv
T and reflectivityR ­ 1 2 T , whereR fi T . The phase
difference between the two arms is adjusted top. Beam
splitter BS1 is located in Alice’s site and BS2 is located
Bob’s site. Two equal-time delay lines (Da andDb) are
installed in both arms. The role of this delay is to preve
any eavesdropper (henceforth “Eve”) from accessing
packet in arma after she accesses that in armb. This
is one of the essential points in the scheme of orthogo
coding [9]. For the above requirement, the optical leng
of the delay lines needs not exceed the optical lengthL
of the lines between Alice and Bob. They have only
be longer than the difference betweenL and the distance
between Alice and Bob’s sites. We assume that t
transmission and the detection are ideal, i.e., lossless
error free.

For the transmission of one bit of the key, Alic
randomly chooses the bit value “0” or “1,” and inject
a single photon into the port A0 or A1 of BS1, dependin
on the chosen bit value. The statesjFjl for the bit value
j ­ 0, 1 after passing BS1 is written as

jF0l ­
p

T j0laj1lb 2 i
p

R j1laj0lb , (1)

jF1l ­
p

T j1laj0lb 2 i
p

R j0laj1lb , (2)

where jnls is the n photon Fock state for the arm
s ­ a, b. The two statesjF0l and jF1l are orthogonal,
and Bob can indeed distinguish between them by us
the setup shown in Fig. 1, as follows. Assuming th

FIG. 1. Schematic representation of the proposed cryp
graphic scheme.
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the phase shiftp is introduced just before BS2, the
transformation of the states is written as

j1laj0lb !
p

T j0l0j1l1 2 i
p

R j1l0j0l1 , (3)

j0laj1lb ! 2s
p

T j1l0j0l1 2 i
p

R j0l0j1l1d . (4)

Applying these rules tojFjl, the statesjCjl after BS2 for
the bit valuesj ­ 0, 1 are

jC0l ­ 2j1l0j0l1 , (5)

jC1l ­ j0l0j1l1 . (6)

This means that the initial statejF0l always triggers
detector D0 andjF1l triggers the other detector D1
Therefore, Bob can receive every bit sent by Alice in th
ideal case assumed here.

In order to understand the implication of the asym
metry, let us consider an example of Eve’s interventio
strategy (strategy I) depicted in Fig. 2(a). Using a bea
splitter BS3 identical to BS1 and a delayD0

a identical to
Da, Eve copies the detection apparatus at Bob’s site a
learns the bits sent by Alice perfectly. Using an appara
similar to Alice’s, she would send Bob a fake photon a
cording to the bit just learned, but a problem arises he
She has to send the packet into Bob’s delayDa before the
packet running along armb emerges from Alice’s delay,
namely, before she learns the bit value chosen by Ali
Thus, practically she has to inject a fake photon into o
port of BS4 regardless of the bit value. If the beam spl
ters used by Alice and Bob haveT ­ R, Eve can effec-
tively make as if she injected the photon to the other p

FIG. 2. Intervention strategies by an eavesdropper E
(a) strategy I and (b) strategy II.
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by adjusting the phase shiftu introduced just after the de
lay D0

b, after she learns the bit value [9]. This is wh
the scheme in Ref. [9] requires the random sending ti
for security. In our scheme (T fi R), the probability am-
plitudes of finding one photon in each arm are differe
depending on the bit value, and the compensation by
phase shift does not completely work. Assuming that E
uses a 50%:50% beam splitter for BS4, the fake statejCf l
received by Bob is

jCfl ­ 2
1

p
2

s
p

Teiu 1
p

R d j1l0j0l1

1
i

p
2

s
p

Reiu 2
p

T d j0l0j1l1 . (7)

Thus, even with the optimum compensation by the ph
shift u, there is still a nonzero probabilityPI of introduc-
ing error in the bit value transmitted to Bob:

PI ­
1
2

s
p

T 2
p

R d2 ­
1
2

2
p

TR . (8)

This is plotted againstT in Fig. 3(a). Note that choices
of the transmissivity of BS4 other than 50% lead
larger error probabilities [13]. The mutual informatio
I

sId
AE between Alice and Eve is ln2 since Eve obtains the

bit value sent by Alice perfectly. The mutual informatio
I

sId
EB between Eve and Bob is equal to that between Al

and Bob (I
sId
AB) and is calculated to be

I
sId
EB ­ I

sId
AB ­ ln 2 1

µ
1
2

1
p

TR

∂
ln

µ
1
2

1
p

TR

∂
1

µ
1
2

2
p

TR

∂
ln

µ
1
2

2
p

TR

∂
(9)

­ ln 2 1 PI ln PI 1 s1 2 PId lns1 2 PId .

FIG. 3. Error probability (a) and mutual information (b) fo
the two eavesdropping strategies. The broken curves are
strategy I and the solid ones are for strategy II.
e

t
he
e

se

e

for

Figure 3(b) shows its dependence onT .
Next, consider another example of Eve’s strategy (stra

egy II), shown in Fig. 2(b), which is complementary to
strategy I. In this strategy, Eve exactly copies Alice’s ap
paratus, and intends to completely control the bit value
received by Bob. For that purpose, she determines t
bit value by watching only arma. WhenT , R, she as-
sumes the bit value 0 if detector D3 is triggered, and th
value 1 if not. The error probabilityPII in this case is
PII ­ minhT , Rj. This is also shown in Fig. 3(a). The
mutual information in this case isI

sIId
EB ­ ln 2, and

I
sIId
AE ­ I

sIId
AB ­ ln 2 1 T ln T 1 R ln R

­ ln 2 1 PII ln PII 1 s1 2 PIId lns1 2 PIId .
(10)

The latter is plotted in Fig. 3(b). Together with the
curves for strategy I, Fig. 3 suggests that some moder
asymmetry gives better redundancy in the security
the scheme. The crossing points of the two curves f
both strategies are considered to be optimum at lea
against the two particular strategies considered here. T
transmissivities for these points, which are the same f
plots (a) and (b), areT ­ s2 6

p
2 dy4 ­ 0.15, 0.85.

In the system described here, the transfer of bit in
formation consists of two steps: sending the first pack
through arma and the second one through armb. Since
in strategy II Eve extracts the bit information only from
the first packet, parameterI

sIId
AE is also a measure of how

much information is transferred to Bob just after the firs
step. Figure 3(b) shows that the full one bit informatio
is transmitted by the first step in the caseT ­ 0, 1, and
that no bit information is transferred by the first step fo
T ­ 1y2. We see that the split transmission of one-b
information in two steps favors the security against Eve.

Incidentally, since Eve manipulates the second pack
in strategy I, parameterI

sId
EB is considered to be a measure

of how well the sender can still control the bit informa
tion in the second step. Figure 3(b) therefore sugges
that there is a trade-off between this controllability an
the amount of transferred information after the first ste
is finished. One constraint of the trade-off that bothI

sId
EB

andI
sIId
AE cannot take large values at the same time mea

that the sender cannot control the bit already transferr
to the receiver. This is a natural requirement of the loc
causality. The opposite case (bothI

sId
EB and I

sIId
AE taking

small values) where the sender cannot controland the re-
ceiver cannot read out the bit value is just the situatio
pursued by bit commitment protocols. Figure 3(b) indi
cates that this case is also forbidden in our system. Th
is an example of the more generalized notion of the im
possibility of secure quantum bit commitment [14].

Finally, we give a formal proof that any eavesdroppin
attempts change the state that Bob receives. Eve’s int
vention can generally be described by her measurem
apparatus initially prepared in a statejulM and by a uni-
tary transformationU acting on the product space of the
2385
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transmission line and her apparatus. If we require t
Eve’s presence should be kept concealed from Alice a
Bob, the unitary transformation must not alter the bit i
formation transferred to Bob. This condition is written
follows [15]:

UjF0l julM ­ jF0l ju0lM , (11)

UjF1l julM ­ jF1l ju1lM . (12)

After this interaction, Eve can extract the bit informatio
from her apparatus ifju0lM and ju1lM are different
states. Unlike the protocol based on two nonorthogo
states [6], Eqs. (11) and (12) alone would still allo
M ku0 j u1lM fi 1 since herejF0l andjF1l are orthogonal.
But here we have an additional restriction onU: the state
in arm a must arrive at Bob’s site before Eve pos
any interaction on the state in armb. This requirement
together with Eqs. (11) and (12) ensuresju0lM ­ ju1lM .

To see this, suppose that instead of the statesjF0l and
jF1l actually used in our protocol, Alice sends one of t
following states:

jFal ;
1

p
2

sj0laj1lb 2 ij1laj0lbd , (13)

or

jFbl ;
1

p
2

sj1laj0lb 2 ij0laj1lbd . (14)

Further suppose that Bob places a photodetector dire
in arm a, and Eve conducts the same strategy descri
by U. Noting thatjFal is written as

jFal ­
1

p
2

s
p

T 1
p

R d jF0l 2
i

p
2

s
p

T 2
p

R d jF1l ,

(15)

the probabilitypa that Bob’s detector registers a photo
when Alice sendsjFal is calculated as follows:

pa ­ Trb,Mfak1jUjFal julMMkuj kFajUyj1lag

­
1
2

1
p

TR sT 2 Rd hRefMku0 j u1lMg 2 1j .
(16)

Similarly, the probabilitypb for the statejFbl is

pb ­
1
2

2
p

TR sT 2 Rd hRefM ku0 j u1lM g 2 1j .

(17)

The statesjFal and jFbl are connected by the unitar
operator ij0lbbk0j 2 ij1lbbk1j, which acts only on arm
b. This means that Alice can determine which of t
states jFal and jFbl she sendsafter Bob makes the
measurement on arma. Thus, causality requirespa ­
pb, namely,

p
TR sT 2 Rd hRefMku0 j u1lMg 2 1j ­ 0 . (18)

Since we have assumedT fi 0, 1y2, 1 in our protocol, we
obtain ju0lM ­ ju1lM . Therefore, Eve is ignorant of the
bit value if she is not to change the state received by B

So far, to clarify the basic idea, we have assumed t
the transmission and the detection are ideal. The secu
2386
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of quantum cryptography under the realistic losses a
errors is a subject of continuing discussion [3], and w
leave the problem to future study. We only note that i
the above implementation the transmission loss has t
same effect as some of the eavesdropping attempts [1
as in the scheme with two nonorthogonal states [6].

In summary, by using an asymmetric interferomete
we have shown that it is possible to construct a secu
quantum cryptosystem with only two orthogonal state
that has no fundamental limitation on the efficiency an
no need for the random timing tests. The degree of th
asymmetry of the interferometer determines how one-b
information is split and transferred in two steps. Whe
the information is wholly transmitted in either one of the
two steps, the protocol is vulnerable to an eavesdropp
Security is attained when only a fraction is transmitted
a time.
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