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Unconditionally Secure Quantum Bit Commitment is Impossible
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The claim of quantum cryptography has always been that it can provide protocols that are
unconditionally secure, that is, for which the security does not depend on any restriction on the time,
space, or technology available to the cheaters. We show that this claim does not hold for any quantum
bit commitment protocol. Since many cryptographic tasks use bit commitment as a basic primitive, this
result implies a severe setback for quantum cryptography. The model used encompasses all reasonab
implementations of quantum bit commitment protocols in which the participants have not met before,
including those that make use of the theory of special relativity. [S0031-9007(97)02996-7]
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Quantum cryptography is often associated with a crypt
graphic application called key distribution [1,2] and it ha
achieved success in this area [3]. However, other app
cations of quantum mechanics to cryptography have a
been considered and a basic cryptographic primitive call
bit commitment, the main focus of this Letter, was at th
basis of most if not all of these other applications [3–6].

In a concrete example of bit commitment, a party
Alice, writes a bit b on a piece of paper and puts it
into a safe. She gives the safe to another party, Bo
but keeps the key. The objective of this scheme, and
bit commitment in general, is that Alice cannot chang
her mind about the value of the bitb, but meanwhile Bob
cannot determine the bitb. At a later time, if Alice wants
to unveilb to Bob, she gives the key to Bob.

In 1993, a protocol was proposed to realize bit [5
commitment in the framework of quantum mechanics, an
the unconditional security [see sections (a) and (b)] of th
protocol has been generally accepted for quite some ti
[6]. However, this result turned out to be wrong. Th
nonsecurity of this protocol was realized in the fall o
1995 [7]. After this discovery, Brassard, Crépeau, an
other researchers have tried to find alternative protoco
[8]. Some protocols were based on the theory of spec
relativity. For additional information about the history o
the result, see [3]. See also [9].

Here it is shown that an unconditionally secure b
commitment protocol is impossible, unless a computin
device, such as a beam splitter, a quantum gate, etc., ca
simultaneously trusted by both participants in the protoco
This encompasses any protocol based on the theory
special relativity. A preliminary version of the proof
appeared in [10].

(a) The model for quantum protocols.—It is neither
possible in this Letter to describe in detail a model fo
two-party quantum protocols, nor is it useful for the
purpose of this Letter. The following description include
all that is necessary for our proof.

In our model, a two-party quantum protocol is exe
cuted on a systemHA ≠ HB ≠ HE , where HA and HB

correspond to two areas, one on Alice’s side and o
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on Bob’s side, andHE corresponds to the environment.
We adopt the “decoherence” point of view in which a
mixed stater of HA ≠ HB is really the reduced state of
HA ≠ HB entangled with the environmentHE , the total
systemHA ≠ HB ≠ HE always being in a pure statejcl.
The systemsHA and HB contain only two dimensional
quantum registers. Higher dimensional systems can b
constructed out of two dimensional systems. Alice an
Bob can execute any unitary transformation on their re
spective system. In particular, they can introduce new
quantum registers in a fixed statej0l. States that corre-
spond to a different number of registers can be in linea
superposition. Any mode of quantum communication ca
be adopted between Alice and Bob.

Without loss of generality, we can restrict ourselves
to binary outcome measurements. The environment is
the formHE  HS ≠ HE,A ≠ HE,B, whereHS  HS,A ≠

HS,B is a system that stores classical bits that have bee
transmitted fromHS,A on Alice’s side toHS,B on Bob’s
side or vice versa, andHE,A andHE,B store untransmitted
classical bits that are kept on Alice’s side and Bob’s side
respectively. To execute a binary outcome measureme
a participantP [ hA, Bj, whereA and B stand for Alice
and Bob, respectively, introduces a quantum register
a fixed statej0l. The participantP entangles this regis-
ter with the measured system initially in a statejfl and
obtains a new state of the formaj0l jf0l 1 bj1l jf1l.
Then, he sends the new quantum register away to a me
suring apparatus inHE,P which amplifies and stores each
componentjxl as a complex statejxlsE,Pd. The resulting
state isaj0lsE,Pdjf0l 1 bj1lsE,Pdjf1l. Similarly, to gen-
erate a random bit one simply mapsj0l into aj0l 1 bj1l
and sends the register away in some part ofHE,P that
will amplify and store it as a stateaj0lsE,Pd 1 bj1lsE,Pd.
The transmission of a classical bitx from Alice to Bob is
represented by a transformation that mapsjxlsE,Adj0lsE,Bd

into jxlsS,AdjxlsS,Bd. A similar transformation exists for the
transmission of a classical bit from Bob to Alice.

At every step, the total system is in a stateP
jS ,jA,jB

asjS ,jA ,jBdjjS , jA, jBlsEdjfsjS ,jA ,jBdl, where jS,
jA, and jB correspond to random binary strings which
© 1997 The American Physical Society
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occur with joint probability jasjS ,jA,jBdj
2. In the point

of view where collapses occur,jfsjS,jA,jBdl is the state
of HA ≠ HB associated with the occurrence ofjS, jA,
and jB. The participantP can “read” the stringsjP

and jS and then choose the next action, measuremen
etc., accordingly, but the allowed transformations mu
behave as if a collapse into the statejfsjS ,jA,jBdl has really
occurred.

(b) Unconditional security and quantum bit commit
ment protocols.—To realize bit commitment in the frame-
work of quantum mechanics, the bitb that Alice has
in mind must be encoded into a statejcbl of HA ≠
HB ≠ HE though a procedurecommit(b). A bit commit-
ment protocol must also include an optional procedu
unveilsjcbld that can be used to return to Bob either th
value of the bitb or, occasionally when Alice attempts to
cheat, an inconclusive result denoted'. The protocol is
correct if the procedureunveil always returnb on jcbl
when both participants are honest.

Now, the encoding that is defined above does n
always make sense when Alice cheats. Alice might a
without having any specific bitb in mind during the
procedurecommit, so as to choose it later. Given a fixe
strategy used by Alice, letjc 0l be the state created by
the associated modified procedurecommit′. We denote
psb j not 'd the probability thatunveil returnsb on jc 0l
given that it has not returned'. Alice can certainly
choose the probabilitypsb j not 'd. This can be done
via an honest encoding by choosing bitb with probability
psb j not 'd. However, after the procedurecommit′,
Alice should not be able to change her mind abo
psb j not 'd. Let unveil′ be a procedureunveil modified
by a dishonest Alice. Now, denotep0sb j not 'd as the
probability that unveil′ returns b on jc 0l given that it
does not return'. The statejc 0l perfectly bindsAlice
to psb j not 'd if every procedureunveil′ either returns
' with probability 1 or else returnsb with probability
p0sb j not 'd  psb j not 'd. In this case, we also say
that jc 0l is perfectly binding.

The encodingb ° jcbl makes sense when Alice is
honest, but it can be modified by a dishonest Bo
Let h  sjB, jSd be the random classical information
stored in HE,B ≠ HS and available to Bob after this
encoding. Letjcb,hl be the corresponding collapsed sta
of the systemHA ≠ HB ≠ HE,A. DenoterBsjcb,hld 
TrHA≠HE,A sjcb,hl kcb,hjd the reduced density matrix ofHB

givenh. Let us defineFshd  0 if h determines a single
value of the bitb; otherwise letFshd be the fidelity [11]
betweenrBsjc0,hld andrBsjc1,hld. The fidelity is never
greater than 1 and is equal to 1 if and only if the tw
density matrices are identical. The modified encoding
said to beperfectly concealingif the random stringh

provides no information aboutb and the expected value
of Fshd is 1. This corresponds to the fact that a dishone
Bob should not be able to determine the bitb. A protocol
is perfectly secureif (1) when Alice is honest, even if Bob
ts,
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cheats, the resulting encoding is perfectly concealing,
(2) when Bob is honest, even if Alice cheats, the result
encoding is perfectly binding.

Note that it is generally accepted that a perfec
secure bit commitment protocol is impossible. Howev
another almost as interesting level of security is possib
Consider a protocol with some security parametern. For
example, the security parametern could correspond to
the number of photons that must be transmitted.
encoding with parametern is said to beconcealingif, by
an increase of the parametern, it can be made arbitrarily
close to perfectly concealing. Similarly, a statejcl with
an implicit parametern is said to bebinding if by an
increase of the parametern it can be made arbitrarily close
to be perfectly binding. A protocol with parametern is
secureif (1) the statejcl returned bycommit is binding
when Bob is honest and (2) the encoding is conceal
when Alice is honest. This is the kind of security th
we expect in quantum cryptography. Furthermore,
quantum cryptography, we want any desired properties
hold even against a cheater with unlimited computation
power. This means that there should be no restriction
the amount of time, space, or technology available to
cheater. A property that holds even against such a che
is said to holdunconditionally. In quantum cryptography
we want unconditionally secure protocols. This does
mean that we want perfectly secure protocols.

(c) The BB84 quantum bit commitment protocol.—
We say that an encodingb ° jcbl is a bit commitment
encoding if it is concealing andjc0l and jc1l bind
Alice to 0 and 1, respectively. It can be shown th
even if both participants are honest, no protocol th
is based on classical communication between Alice a
Bob can create a bit commitment encoding. So, it is
interest that a two-party quantum protocol was propos
in 1984 that realizes a bit commitment encoding wh
both participants are honest [1]. The protocol fails wh
Alice cheats. In fact, the authors themselves have fi
explained their protocol together with Alice’s strategy.

In the BB84 coding scheme (which is not a b
commitment) a bit is coded either in a so-called re
tilinear basis sj0l1, j1l1d or in the diagonal basis
sj0l3, j1l3d, where j0l3  1y

p
2 sj0l1 1 j1l1d and

j1l3  1y
p

2 sj0l1 2 j1l1d. In the commitprocedure of
the BB84 quantum bit commitment protocol, Alice creat
a string of random bitsw  w1 . . . wn. Then she codes
each bitwi in the BB84 coding scheme, always using t
rectilinear basisu  1 if she wants to commit a 0 and th
diagonal basisu  3 if she wants to commit a 1. Sh
sends these registers to Bob. Then, Bob chooses a s
of random baseŝu  û1 . . . ûn [ h1, 3jn, measures the
registeri in the basisûi , and notes the outcomeŝwi. In
the unveil procedure, Alice has simply to announce t
string w. Bob can determine the bitb by looking at
the positionsi wherewi fi ŵi. Bob knows that at each
of these positionsu fi ûi , and he knows the baseŝui .
3415
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Any of these positions can be used to determineu. If
two of these positions reveal different values foru, Bob
interprets it as an inconclusive result. The encoding
concealing because bothb  0 andb  1 correspond to
the same fully mixed density matrix on Bob’s side. Also
the state after thecommitprocedure is binding because i
order to deceive Bob Alice would have to guess exac
the bits obtained by Bob when̂ui fi u. These bits are
perfectly random. Therefore, she would succeed on
with a probability that goes to 0 whenn increases. Note
that unconditional security does not mean a perfec
secure protocol.

Now, we present Alice’s strategy against the BB84 b
commitment protocol. In our model, for each random b
wi , Alice creates the state

1y
p

2 sj0lsE,Ad
u j0lsBd

u 1 j1lsE,Ad
u j1lsBd

u d , (1)

where the bitwi is coded in the register to the left. Fo
simplicity, we have assumed that the basisu is used for
both registers. A dishonest Alice executes the hon
commit algorithm forb  0, except that she never send
anything away to the environment. In other words, f
each positioni, the state (1) becomes the state

1y
p

2 sj0lsAd
1 j0lsBd

1 1 j1lsAd
1 j1lsBd

1 d . (2)

Note that the states (1) and (2) are formally identica
Only the underlying systems are different. Neverthele
this is cheating because now there exists a unita
transformation that Alice can execute onHA that will
transform this state into the state

1y
p

2 sj0lsAd
3 j0lsBd

3 1 j1lsAd
3 j1lsBd

3 d , (3)

which is the state that she would have created with a 1
mind. In this example, it turns out that the transformatio
is the identity transformation because these two states
one and the same state, but in general the cheater
have a nontrivial transformation to execute.

(d) The proof.—It is very easy to build a secure bi
commitment protocol in which the initial state is alread
the outcome of a bit commitment encoding. So the fo
lowing proof for the impossibility of bit commitment
requires an assumption on the initial state. For simpl
ity we deal only with protocols where initially quantum
registers are set toj0l and there is no entanglement wit
the environment. We prove that no quantum bit comm
ment protocol that starts in this state is unconditiona
secure, unless a computing device such as a beam s
ter can be trusted by both participants simultaneously.
our proof we assume that the protocol is secure aga
Bob. (Otherwise, the protocol is not secure and we a
done.) The proof has three main steps. First, we descr
Alice’s strategy in a modified procedurecommit′ and
Bob’s strategy in a modified procedurecommit′′. Second,
we consider Bob’s strategy incommit′′ and use the as-
sumption that the protocol is secure against Bob to obt
that the expected value of the fidelity between the dens
matrices on Bob’s side aftercommit′ is arbitrarily close to
3416
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1. Third, we show that this implies that a procedureun-
veil′ modified by Alice allows her to cheat aftercommit′.

The first step.—In the BB84 example, Alice’s strategy
in a procedurecommit′ was to chooseb  0 and to never
send a register away to the environment. However, in th
particular example there was no classical communicati
from Alice to Bob. In the general case, in the modifie
procedurecommit′, Alice choosesb  0 and never sends
a register away to the environment except when th
register contains a classical bit that she must transmit
Bob via the environment, using the phone for instanc
Bob in commit′′ does as Alice incommit′; that is, he
never sends a register away to the environment unles
is required for classical communication. So,HE,A is not
used incommit′ andHE,B is not used incommit′′.

The second step.—Let g be the random string stored
in HS after commit′. Let jc

0
b,gl be the corresponding

collapsed state of the remaining systemHA ≠ HB ≠

HE,B. We want to show that the expected value o
the fidelity F0sgd between the reduced density matrice
rBsjc 0

b,gld for HB ≠ HE,B in commit′ is arbitrarily close
to 1. After commit′′, the same random stringg is stored
in HS , but the corresponding collapsed statejc

00
b,gl is

now stored inHE,A ≠ HA ≠ HB. However, as for the
states (1) and (2) of the BB84 example, the statejc

00
b,gl

is formally identical to the statejc 0
b,gl. Also, because

in commit′ HE,A has been replaced by a subsystem
HA, a partial trace overHA in commit′ corresponds
formally to a partial trace overHA ≠ HE,A in commit′′.
Therefore, the density matricesrBsjc 0

b,gld in commit′ are
identical to the corresponding density matricesrBsjc 00

b,gld
for the systemHB in commit′′. Also, in commit′′ the
strings h  sjB, jSd and the stringg  jS correspond
to a same collapse becausejB is the empty string. The
expected value ofF0sgd  Fshd [see section (c)] must be
arbitrarily close to 1; otherwise Bob succeeds incommit′′
and this contradicts our assumption.

The third step.—For simplicity we first do the case
where the expected value ofF0sgd is 1; that is, the density
matrices are always identical. In this case, Alice ca
unveil the bitb  1 because the work of [12] implies that

if rBsjc 0
0,gld  rBsjc 0

1,gld def
 rB, there exists a unitary

transformation on Alice’s side which mapsjc 0
0,gl into

jc
0
1,gl. Consider the respective Schmidt decompositio

[12,13] of jc 0
0,gl andjc

0
1,gl:

jc 0
0,gl 

X
i

p
li je

s0d
i l ≠ j fil ,

jc 0
1,gl 

X
i

p
li je

s1d
i l ≠ j fil .

In the above formula,li are eigenvalues of the three
density matricesrB, rAsjc 0

0,gld, and rAsjc 0
1,gld. The

fact that these three density matrices share the sa
positive eigenvalues with the same multiplicity is
direct consequence of the Schmidt decomposition theor



VOLUME 78, NUMBER 17 P H Y S I C A L R E V I E W L E T T E R S 28 APRIL 1997

r
n

-
ng
a-

h
ior
il,

r-
e

d

d

-

is,

e

n
y

.

n
6

,

ry
[12,13]. The statesje
sbd
i l and j fil are, respectively,

eigenstates ofrAsjc 0
b,gld andrB associated with the same

eigenvalueli. The coefficients
p

li are real numbers,
but any phase can be included in the choice ofje

sbd
i l.

Clearly, the same unitary transformation that mapsje
s0d
i l

into je
s1d
i l also mapsjc 0

0,gl into jc
0
1,gl. Alice can compute

the statese
sbd
i and thus this unitary transformation with an

arbitrary level of precision. So, Alice can cheat when th
two density matrices on Bob’s side are always identical.

Now, we do the case where the expected value ofF0sgd
is not 1 but arbitrarily close to 1. Note thatF0sgd . 0
is the fidelity betweenrBsjc 0

0,gld and rBsjc 0
1,gld. Any

state jc01l of the overall system such thatrBsjc01ld 
rBsjc 0

0,gld is called a purification of the density matrix
rBsjc 0

0,gld. Becausejc 0
1,gl is a purification ofrBsjc 0

1,gld,
Uhlmann’s theorem [11] says that there exists a purific
tion jc01l of rBsjc 0

0,gld such that

kc01 j c 0
1,gl $ F0sgd . (4)

The fact thatjc01l is a purification ofrBsjc 0
0,gld implies

that Alice in unveil′ can transformjc
0
0,gl into jc01l, as in

the case where the density matrices are identical, and th
continue with the honestunveil. Inequality (4) implies
that the probabilitypg that unveil′ returns 1 onjc 0

0,gl is
greater thanffF0sgdg for some functionfszd such that
limz!1 fszd  1 (more details are given in [7]). This
means that Alice can change the bitb that she unveils
to Bob from 0 to 1 with a probability that goes to 1 as th
expected value ofF0sgd goes to 1.

One key point is that the algorithm used by the dishon
est participant incommit′ or commit′′ is formally identical
to the algorithm used by the same but honest participant
commit. Therefore, no verification whatsoever, including
any verification based on measurement of time delay a
the theory of special relativity, can be used by the hone
participant incommit′ or commit′′ to detect such a cheater.
This concludes the proof.

In conclusion, because we have shown that bit com
mitment is impossible, we cannot hope to realize crypto
graphic primitives or applications which are known to b
powerful enough to obtain bit commitment. On the othe
hand, there might exist secure protocols for coin tossin
and most multiparty computations [14,15] because it
not known how to build bit commitment on top of them
Note that some tasks might not be powerful enough
obtain bit commitment and yet be impossible. What ar
the fundamental principles that make some tasks possi
and other tasks impossible? One could propose that
the tasks which involve only two parties are impossible t
explain why quantum key distribution is possible and b
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commitment impossible. However, there might be othe
principles involved. For instance, in bit commitment a
asymmetry is created. It could be that only the asym
metrical tasks are impossible. In this case, coin tossi
would be possible. What tasks are possible is a fund
mental question which yet remains to be answered.
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