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Existing quantum cryptographic schemes are not, as they stand, operable in the presence of noise
on the quantum communication channel. Although they become operable if they are supplemented by
classical privacy-amplification techniques, the resulting schemes are difficult to analyze and have not
been proved secure. We introduce the concept of quantum privacy amplification and a cryptographic
scheme incorporating it which is provably secure over a noisy channel. The scheme uses an
“entanglement purification” procedure which, because it requires only a few quantum controlled-
not and single-qubit operations, could be implemented using technology that is currently being
developed. [S0031-9007(96)01288-4]

PACS numbers: 89.70.+c, 02.50.—r, 03.65.Bz, 89.80.+h

Quantum cryptography [1-3] allows two parties (tra-would then have to assume that some of the information
ditionally known as Alice and Bob) to establish a securein the batch was known to an eavesdropper. It seems rea-
random cryptographic key if, first, they have access to &onable that classical privacy amplification [4] could then
quantum communication channel, and second, they calpe used to distill, from large numbers of such qubits, a key
exchange classical public messages which can be monin whose security one could have an astronomically high
tored but not altered by an eavesdropper (Eve). Usingevel of confidence [5]. However, no such scheme has yet
such a key, a secure message of equal length can lxeen proved to be secure. Existing proofs of the security of
transmitted over the classical channel. However, the seelassical privacy amplification apply only to classical com-
curity of quantum cryptography has so far been provednunication channels and classical eavesdroppers. They do
only for the idealized case where the quantum channehot cover the new eavesdropping strategies that become
in the absence of eavesdropping,neiseless That is possible in the quantum case: for instance, causing a quan-
because, under existing protocols, Alice and Bob detedum ancilla to interact with the encrypted message, storing
eavesdropping by performing certain quantum measurdhe ancilla and later performing a measurement on it that is
ments on transmitted batches of qubits and then usinghosen according to the data that Alice and Bob exchange
statistical tests to determine, with any desired degree gfublicly.
confidence, that the transmitted qubits are not entangled In this paper we present a protocol that is secure
with any third system such as Eve. The problem is thain the presence of noise and an eavesdropper. It uses
there is in principle no way of distinguishing entangle- entanglement-based quantum cryptography [2], but with a
ment with an eavesdropper (caused by her measurement®w element, an “entanglement purification” procedure.
from entanglement with the environment caused by innoThis allows Alice and Bob to generate a pair of qubits in a
centnoise some of which is presumably always present. state that is close to a pure, maximally entangled state, and

This implies that all existing protocols are, strictly whose entanglement with any outside system is arbitrarily
speaking, inoperable in the presence of noise, since they risw. They can generate this from any supply of pairs of
quire the transmission of messages to be suspended whegubits in mixed states with nonzero entanglement, even
ever an eavesdropper (or, therefore, noise) is detected.an eavesdropper has had access to those qubits (see
Conversely, if we want a protocol that is secure in the presalso [6,7]).
ence of noise, we must find one that allows secure trans- Our procedure—aguantum privacy amplificatioalgo-
mission to continue even in the presence of eavesdroppenmsthm—(abbreviated as QPA algorithm) can be performed
To this end, one might consider modifying the existing pro-by Alice and Bob at distant locations by a sequence of lo-
tocols by reducing the statistical confidence level at whictcal operations which are agreed upon by communication
Alice and Bob accept a batch of qubits. Instead of theover a public channel. It is related to the procedure de-
astronomically high level envisaged in the idealized protoscribed in [8], but is more efficient.
col, they would set the level so that they would accept most In the idealized theory of entanglement-based quantum
batches that had encountered a given level of noise. Thegryptography, Alice and Bob have a supply of qubit pairs,
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each pair being in the pure, maximally entangled state Then Alice and Bob each perform two instances of the
™), where quantum controlled-not operation

+ 1 control target control  target

l¢7) = 75 (100) = [11)), L @) by — la) la®b) (a,b) €{0.1}, (6)
=y = L (jo1) = [10)) @) . . .

=) V2 (101) = ) where one paifp) comprises the two control qubits and

u . the other ongp’) the two target qubits [9]. Alice and
These are the so-called "Bell states” which form a conggp, then measure the target qubits in the computational

venient basis for the state space of a qut_)it pair. Alicg),qis (e.g., they measure theomponents of the targets’
and Bob each have one qubit from each pair. In the presgpins)_ If the outcomes coincide (e.g., both spins up or

ence of noise, each pair would in general have become ey, ghing down) they keep the control pair for the next
tangled with other pairs and with the environment, an

. . ound and discard the target pair. If the outcomes do not
would be described by a density operator on the SPac€yincide. both pairs are discarded
spanned by (1). i '

. . . To see the effect of this procedure, consider the special
Note that any two qubits that are jointly in a pure .

. . . .~ case in which each pair is in stafeand the joint state
state cannot be entangled with any third physical object ¢ ta two pairs is the simple produpt® p. This case

Therefore any algorithm that delivers qubit pairs i\ gyfice for our applications. We express the density
pure states must also have eliminated the entangIeme%ermor’3 in the Bell basis|¢*), ¢ ), [¢+), |67} and
between any of those palrs.and any other system. _OLHenote by{A, B, C, D} the diagonal elements in that basis.
scheme is based on an iterative quantum algorithiygie that the first diagonal element = (" |plp™)
which, if performed with perfect accuracy, starting with \ynich e call the “fidelity,” is the probability that the
a collection of qubit pairs in mixed states, would discard ubit would pass a test for,being in the sthge’). Thus

some of them and leave the remaining ones in stat€ye \ish to drive the fidelity to 1 (which implies that

converging td¢ ") (. the other three diagonal elements go to 0). Now, in the

Our first departure from existing quantum cryptographic,,qe \yhere the control qubits are retained, their density

scft;_emeﬁ IS to assume th(?t Mes[ntedraé:t W_'tr:] aI'IA}he operator p~ will have diagonal elementdA, B, C, D}
gu b'ts It ;‘t %re transn|1|tte hor receive hy either '?e Olyvhich depend on averagaly on the diagonal elements of

ob. Indeed we analyze the scenario that Is most favors e 4verage is taken over the two different coincident
able for eavesdropping, namely where Eve herself is al

lowed to prepare all the qubit pairs that Alice and Boboutcomes, €.g., both spins up and both spins out):

will subsequently use for cryptography. Any realistic situ- A= #,
ation would also involve environmental noise that is not B = 2%p
under Eve’s control, but this may be treated as a special N N 7)
case in which Eve is not using the full information avail- c=°¢ ;,D ,
able to her. H = 4B
N »

Suppose, then, that Eve has prepared two qubit pairs in
some manner of her own choosing and sends one qubithereN = (4 + B)?> + (C + D)? is the probability that
from each pair to both Alice and Bob. Let the density Alice and Bob obtain coinciding outcomes in the mea-
operators of the two pairs keandp’, respectively. Alice surements on the target pair. That is, if the procedure is

performs a unitary operation carried out many times on an ensemble of such pairs of
l . pairs, thend, B, C, andD give the average diagon~al en-
0) = 7 (10) = il1)), (2)  tries of the surviving pairs. Note that if the averagjés
driven to 1 then each of the surviving pairs must individu-
I — L (1) — iloy) 3) ally approach the pure stafe ") (¢ *|.
V2 In passing, we note that if the two input pairs halik
on each of her two qubits; Bob performs the inverseferentstatesp andp’ with diagonal element§, B, C, D}
operation and{A’, B, C', D'}, respectively, then the retained control
X pairs will, on average, have diagonal elements given by
0) = 5 (10) +il1)), (4) i— AA’;BB”
| B _ C'D+CD’
— — i N ’
1= Z5 (1) + il0)) (5) - oo @®)
- N >
on his. If the qubits are spié—particles and the compu- P = ABTAB

tation basis is that of the eigenstates of theomponents N

of their spins, then the two operations correspond, respeevhere N = (A + B)(A' + B') + (C + D)(C' + D'),
tively, to rotations byr /2 and—7 /2 about thex axis. which generalizes (7).
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Suppose that Eve has providédpairs of qubits, with
density operatorg, p,,...,pr. This isnotto say that
their overall density operator is necessarily of the product
form

PL®Pr®---®pp 9)

for Eve may have prepared them in an entangled state.
However, let us consider first the case in which the pairs
are not entangled with each other, i.e., the overall state
is of the form (9) above. Alice and Bob know nothing
about the state preparation, they are simply presented with
an ensemble of. pairs of qubits from which they can (if
they wish) estimate the average density operatqr:

FIDELITY

R 1. R R FIG. 1. Average fidelity as a function of the initial fidelity
Pave = T (p1 + po + -+ p1), (10)  and the number of iterations.

which characterizes the ensemble of pairs.

Alice and Bob now select pairs at random from theygyever, if Eve provides pairs whiclare entangled
ensemble of provided pairs and apply the QPA procedur@ii, each other, then Eg. (11) no longer holds, and the

to pairs of these selected pairs. Thus we may/seét  opa jterations may or may not converge to the pure
Pave In (7) and we are in effect studying the properties ofgi4te |6 T)(pT|. Nevertheless it isiever of advantage

the map to Eve to entangle pairs with each other: Eve knows
A A A% + B? that Alice and Bob will apply the QPA procedure to the
B B 1 2CD distributed pairs. In the course of the QPA iterations
cl|™|¢| N|c*+Dp? (1) Alice and Bob will periodically check the average fidelity
D D 2AB of the surviving pairs, which is achieved by purely local

e o . _ . operations and classical communication between them.
14,B,C,D} in (11) gives the average diagonal entriesthys they determine whether they have achieved an
for the states of the surviving pairs, i.e., the diagonabcceptably high fidelity. If Eve provides pairs which are
entries of the average density operator of the ensembl@mang|e with each other then the QPA procedure may
of surviving pairs. Therefore the repeated application,ot converge. In this case the protocol will force Alice
of the QPA procedure—generating successive ensemblgg,q Bop to discard the entire transmission, and Eve is
of surviving pairs—corresponds to iteration of the MaPmerely in effect blocking the quantum channel. (This

in (11). would also be the case if, for example, she distributed

Several interesting properties of this map can be eas”}ﬂairs unentangled with each other, but haviig< 1_)
verified. For example, if at any stage the fidelilty S e other hand, if Eve proviaes pairs whiéim)

exceeds%, then after one more iteration, it still excee%js converge td¢*)(¢*| (at an acceptable rate, i.e., at least
Although A d_oes not necessarily increa_se m_onoton@cally,the rate corresponding to the starting valuesAofB,
our target pointd = 1,B = C = D = 0, is a fixed pPoint ¢, and D, which can be measured before starting the
of the map and is the only fixed point in the regidr> 5. QPA procedure), then the QPA procedure is effective in
Itis a local attractor. \We have been unable to obtain &xcluding Eve despite the initial entanglement between
proof that it is also a global attractor in the regid™> 5,  the pairs. Thus Eve never benefits from providing pairs
but we have verified this by computer simulation. Inwhich are entangled with each other, and hence the above
other words, if we begin with pairs whose average fidelityanalysis suffices to prove the security of the protocol.
exceedss, but which are otherwise in an arbitrary state The QPA procedure is rather wasteful in terms of
(unentangled with each other), then the states of pairgiscarded particles—at least on half of the particles (the
surviving after successive iterations always converge t@nes used as targets) are lost at every iteration. The
the unit-fidelity pure statep ™). Since this is a pure state, efficiency of the procedure (i.e., the ratio of the number
none of the surviving pairs is, in the limit, entangled with of surviving pairs to the number of initial pairs) depends
any other system. on the final fidelity required and on the initial state.
To illustrate the behavior of the iteration in Fig. 1 As an example, in Fig. 2(a) we plot the efficiency as a
we plot the fidelity as a function of the initial fidelity function of the initial fidelityA (takingB = C = D), for
and the number of iterations, in cases whare- % and purification to fidelity 0.99, and in Fig. 2(b) we show
B = C = D initially. the number of iterations used. The efficiency of our
The above analysis applies to the case in which Evecheme compares very favorably with the entanglement
does not entangle the pairs with each other [c.f. Eq. (9)]purification scheme as described in [8], and it can be
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It operates on polarized photons and allows the polariza-
tion of the target photon to be rotated depending on the
polarization of the control photon. Although the current
efficiency of the device is quite low, recent experimental
progress in this field raises hopes for a successful QPA
experiment in the not too distant future.
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FIG. 2. States withB = C = D are purified up to a fidelity ~zana Grignolino d’Asti.
of 0.99. (a) The efficiency of the purification as a function of

the initial fidelity A. (b) The number of iterations used in the

QPA procedure as a function of the initial fidelity.
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