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A fully homomorphic encryption system enables computation on encrypted data without the necessity
for prior decryption. This facilitates the seamless establishment of a secure quantum channel, bridging the
server and client components, and thereby providing the client with secure access to the server’s substantial
computational capacity for executing quantum operations. However, traditional homomorphic encryption
systems lack scalability, programmability, and stability. In this Letter, we experimentally demonstrate a
proof-of-concept implementation of a homomorphic encryption scheme on a compact quantum chip,
verifying the feasibility of using photonic chips for quantum homomorphic encryption. Our work not only
provides a solution for circuit expansion, addressing the longstanding challenge of scalability while
significantly reducing the size of quantum network infrastructure, but also lays the groundwork for the
development of highly sophisticated quantum fully homomorphic encryption systems.
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Introduction.—Quantum computing, a burgeoning field
that harnesses the principles of quantum mechanics for
computation, confronts inherent challenges associated
with the construction and operation of intricate quantum
systems [1–3]. To address these challenges, the client-
server model has emerged as a practical approach to
quantum computation. In this model, the quantum com-
puter is situated on the server side, enabling clients with
limited quantum capabilities to delegate complex computa-
tional tasks to the server [4–7]. As a result, the clients can
leverage the server’s more robust quantum resources,
obviating the necessity of constructing and maintaining
their own security of quantum systems.
However, in scenarios where privacy is a paramount

concern, such as when dealing with sensitive data or
proprietary algorithms, both the server and clients may
have a vested interest in concealing information about their
respective programs or data from each other. This neces-
sitates the deployment of secure protocols to ensure the
privacy of computations and data in bipartite quantum
computing. To tackle this challenge, researchers have
delved into the realm of quantum homomorphic encryption
(QHE) [8]. QHE is an encryption method that allows for
performing computations on encrypted quantum data with-
out decrypting it, thus preserving the confidentiality of the
information. By using QHE, quantum computation can be
conducted on private data owned by one party, utilizing a
program provided by another party, while minimizing the
disclosure of information about the underlying data.

Compared with the traditional quantum key distribution
system, QHE not only ensures the security of the quantum
channel, but also facilitates the combination with quantum
computation, which is important for building a robust
quantum network.
Several studies have explored the secure delegation of

quantum computation through QHE [9–12]. Notably, a
scheme that is homomorphic for both Clifford and non-
Clifford gates, including the crucial “T” gate required for
universal quantum computations, was developed [12]. This
scheme proves valuable in the construction of practical
quantum networks [13–17]. Furthermore, quantum fully
homomorphic encryption, capable of handling arbitrary
computations, has been successfully demonstrated using
bulk optics [18]. Nevertheless, traditional demonstrations
of quantum optical methods have predominantly suffered
from bulky configurations and lack of scalability, signifi-
cantly constraining their practicality. Consequently, con-
certed efforts are necessary to minimize the size of the
optical components, enabling the exploration of innovative
avenues for establishing scalable, programmable, stable,
and secure channels between clients and servers within
quantum networks.
The advancement of integrated photonic chips has played

a crucial role in reducing the size of optical components,
leading to substantial implications for both quantum com-
putation [19–21] and quantum communication [22–25]. In
this Letter, we present a groundbreaking achievement by
demonstrating the successful implementation of the quantum
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fully homomorphic encryption on a silicon photonic chip.
This development highlights the capabilities of our chip to
facilitate quantum networks that bridge the server and client
components. The integration of QHE on an integrated
photonic platform signifies a milestone and serves as a
significant proof of concept in the realm of quantum network
that combines both the quantum communication and com-
putation. Moreover, our work leverages integrated technol-
ogies to provide a robust platform for further research and
exploration into secure quantum networks. This integration
of quantum computing and communication capabilities on a
single chip opens up new possibilities for efficient and secure
quantum information processing.
AQHE protocol consists of four steps between the client

and server part: (1) the client generates random keys that
are unknown to the server. (2) The client encodes his qubits
with the keys and sends them to the server. (3) The server
performs calculations on the received qubits from the
client. (4) The server sends the qubits back to the client,
who then performs the decoding process using the
updated keys.
Figure 1 illustrates a typical configuration for a QHE

scheme in a quantum network. It consists of a powerful
server capable of handling complex algorithms seamlessly
connected to clients for quantum communication. The
client in the network possesses an encoding module and
a decoding module and aims to execute a quantum
operation. However, due to the limitation of clients’
computation power, they can encode their qubit states
jφi using Pauli Z and X operations to ensure privacy. The
encoded qubits are then transmitted to the server. For the
transmitted state jφi from client part to the server part, the
encoding scheme ZaXb is chosen to prevent any potential
information leakage to the eavesdropper, which is
expressed as

1=4
X

a;b∈ f0;1g
ZaXbjφihφjðZaXbÞ† ¼ I2=2;

where I2 is the two-dimension identity matrix. It can be
observed from the equation that the encoded state is a
totally mixed state to the server part, which assures the
security of the protocol. Since any arbitrary complicated
circuit on the server part can be decomposed into the
realization of two-qubit CNOT gate and single-qubit gates.
The two-qubit CNOT gate, Pauli X, Y, Z gates, along with
the Hadamard gate H ¼ ð1

1
1
−1Þ=

ffiffiffi
2

p
, and S ¼ ð1

0
0
iÞ gate, are

all Clifford gates. The encoding operator ZaXb is the
element of the Pauli group for all a; b∈ f0; 1g. For the
Clifford gate U, the following equation must be satisfied:

UP ¼ P0U;

where P and P0 are both the Pauli group elements. It
implies that for the encoding operation P applying on the
arbitrary input state jφi, a corresponding decoding oper-
ation ðP0Þ−1 is subsequently applied on the output state to
recover the desired state Ujφi (see Supplemental Material,
Note 1 for details) [26].
However, realizing non-Clifford gate T ¼ ð1

0
0

eiπ=4Þ is very
important for quantum computation and QHE protocol. For
the T gate operating on the encoded state jφi, the equation
TðZaXbÞ ¼ ðXbZa⊕bÞSbT is satisfied, where the global
phase is ignored here. It can be observed that the appli-
cation of the T gate includes a phase error Sb. Thus, the
client part is unable to recover the state Tjφi after
the decoding scheme following the server’s execution of
T gate on the encoded qubit. Fortunately, the phase error
can be eliminated, which enables the recovery of the non-
Clifford T gate operation. Based on quantum teleportation,
the phase correction is performed for the state jψi ¼
ðαj0i þ βj1iÞ with an ancillary qubit encoded in the state
ZrSbjþi and a CNOT gate that is expressed as

jψiZrSbjþi
⟶ ðαj0iþβj1iÞ½j0iþð−1ÞrðiÞbj1i�
⟶
CNOT

αj0i½j0iþð−1Þrþb=2j1i�þβj1i½ð−1Þrþb=2j0iþj1i�
⟶ ½αj0iþð−1Þrþb=2βj1i�j0iþ½ð−1Þrþb=2αj0iþβj1i�j1i

The formula shows that when the ancillary qubit is
measured in j0=1i basis and j0i is obtained, the input state
is changed from jψi to Sbjψi, where r is set to 0. Thus, a
phase error correction is performed with the measured
results for the ancillary qubit. By realizing the decoding
operations on the client part, we can recover the desired
output state Tjφi. For the realization of the unitary
operations U ¼ TU0, where U0 is the Clifford gate, the
phase correction procedure is determined by the decryption
parameters for U0 in the QHE protocol. For example, when
U0 ¼ I (identity matrix), the phase error is Sb. When
U0 ¼ H, the phase error becomes Sa. While in the case
ofU0 ¼ HS, the phase error will be Sa⊕b (see Supplemental

FIG. 1. The principle of QHE. The frame of the quantum
network constructed by performing the QHE scheme, which
seamlessly bridges the server and client parts. The client part
includes the encoding and decoding parts. And the server’s role is
to perform arbitrary operations on the qubits received from the
client part and then send the operated qubits back to the client.
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Material, Note 1 for details [26]). Therefore, for the
demonstration of U ¼ T and TH gate in the QHE protocol,
one parameter is induced for the phase error, necessitating
only one CNOT gate. Conversely, when demonstrating U ¼
THS gate, we must perform the phase correction twice for
both parameters. As a result, two CNOT gates are required.
Figure 2(a) illustrates the quantum circuit for demon-

strating the single-qubit non-Clifford gate for the QHE
protocol, where U is the non-Clifford operation performed
by the server on the encoded signal qubit from the client.
The two encoded ancillary qubits are utilized for the phase
error correction. We have experimentally demonstrated the
QHE protocol on an advanced quantum photonic chip. This
chip consists of three main components: the photon pair
source, the client part, and the server part, as depicted in
Fig. 2(b). In the photon pair source part, a 500 MHz pump
laser with dual wavelengths of 1546.8 nm and 1553.2 nm
is generated by injecting a 10 nm bandwidth beam into
two narrow bandpass filters (more details are shown in
Supplemental Material, Note 2 [26]). Subsequently, the
pump beam is split into four paths and injected into the
spiral silicon waveguides to generate superpositions of
weak squeezed states. These states then pass through 50∶50
beam splitters, resulting in the generation of two degenerate
photon pair sources with wavelength of 1550 nm through

Hong-Ou-Mandel (HOM) interference [21]. The photons
are then filtered by dense wavelength-division multiplexing
with a 3 dB bandwidth of 0.5 nm after passing through the
whole chip. The fourth photon is sent to the superconduct-
ing nanowire single-photon detector directly as a trigger
signal (the detailed optical circuit is shown in Supplemental
Material, Note 2 [26]). The first photon acts as the signal
photon and the other two photons are used as ancillary
photons for performing the QHE task. Three Mach-
Zehnder interferometers are placed in the client encoding
part to realize the encoding operations for the signal qubit
and ancillary qubits. The server part is composed of two
CNOT gates with a postselected probability of 1=9 for each
and a unitary operation U that can be set as non-Clifford
gate T, TH, and THS for the demonstration of the QHE
protocol. When U ¼ T and TH, only the first one pair
photon source and CNOT-1 are used for the demonstration.
The coincidence count of the output photons is registered
by the time tagger. While for U ¼ THS, two photon pairs
are passing through CNOT-2 and CNOT-1 sequentially, and
a four-photon coincidence count event is postselected.
The decoding part depends on the measurement of the
ancillary qubit, which can be realized by performing the
corresponding operations on the acquired coincidence
counts. Figure 2(c) is the micrograph of the fabricated
silicon photonic chip for the QHE demonstration.
Results and discussion.—In order to obtain high-quality

results in the experiment, the brightness of the degenerated
photon pair source is set at 2000 Hz to reduce the multi-
photon pair emission noise. The CNOT gate, a fundamental
two-qubit gate in quantum computing, plays a crucial
role in the implementation of the QHE for the phase error
correction. To fully characterize the CNOT gate, we
prepare the input state of photons in a complete set of
basis states and perform quantum process tomography [3],
which gives out a fidelity of 0.93� 0.01 (see Supplemental
Material, Note 3.1 for more details [26]).
Subsequently, we demonstrate the T gate and TH gate

operated at the server part that involves the utilization of
one photon pair source and one CNOT gate. To explore the
functionality of these gates, we select six distinctive input
states jφi as test cases for our system, including H ¼ j0i,
V ¼ j1i, D ¼ ðj0i þ j1iÞ= ffiffiffi

2
p

, A ¼ ðj0i − j1iÞ= ffiffiffi
2

p
, R ¼

ðj0i þ ij1iÞ= ffiffiffi
2

p
, and L ¼ ðj0i − ij1iÞ= ffiffiffi

2
p

. For the encod-
ing system, we perform the ZaXb on signal qubit jφi for the
T gate, and for TH gate, we apply either ZrSb or ZrSa to
the signal qubit jφi, where fa; b; rg∈ f0; 1g. Considering
the whole eight situations for the parameters fa; b; rg
ranging from {0,0,0} to {1,1,1}, we measure the average
fidelities for the T gate and TH gate operated on the signal
qubit after the decoding process as shown in Figs. 3(a)
and 3(d). The obtained results reveal an average fidelity of
0.951� 0.008 for the T gate and 0.927� 0.008 for the TH
gate. For a generic quantum process ε acting on single-
qubit density matrix ρ, one has εðρÞ ¼ P

3
m;n¼0 χmnΓmρΓ

†
n,

FIG. 2. Silicon quantum photonic processor for realization of
QHE protocol. (a) The QHE quantum circuit. The signal qubit
and ancillary qubit are encoded first and then passing through the
server part for the operation U and phase error correction. The
decoding process is performed to recover the operation on signal
qubit. Parameters r; s; a; b are random for security. The param-
eters m; n are for phase error corrections determined by U.
(b) Schematic of QHE chip. The quantum photonic chip consists
of the photonic pair sources generation and client part and server
part. The dual-wavelength pump laser passing through the spiral
to generate the photon pair via four-wave mixing process. The
residual pump laser is filtered by asymmetric Mach-Zehnder
Interferometer (AMZI). And the photons are encoded and
decoded by single qubit operations with Mach-Zehnder Inter-
ferometer. (c) The micrograph of the whole fabricated quantum
photonic chip.
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where Γm is the Pauli matrices for m ¼ 0, 1, 2, 3, and the
matrix χmn contains all the information of the process,
which gives out a process fidelity for the operation
gate. Based on the obtained results for input basis
H;V;D, and R, the reconstructed process matrices χexp
for T gate and TH gate are calculated as shown in Figs. 3(b)
and 3(c) and Figs. 3(e) and 3(f).
In order to demonstrate the THS gate, two photon pair

sources and two CNOT gates are used for two phase error
corrections. The HOM interference [28] visibility between
different photon pair sources is measured as 0.88� 0.05
(see more details in Supplemental Material, Note 3.2 [26])
in the four-photon experiment. However, this process yields
a count rate merely 0.5 per hour, rendering it impractical to
sample all possible input parameters fa; b; r; sg (ZaXb for

the signal qubit, ZrSa and ZsSb for ancillary two qubits).
As a proof of concept, we focused on demonstrating
the THS gate with the input parameter fa; b; r; sg ¼
f0; 0; 0; 0g. For the four selected states H;V;D, and R
applied to the input state jφi, the measured average
fidelities of the output states are 0.808� 0.032 as shown
in Fig. 4(a). The reconstructed process matrix χexp for
THS gate is shown in Figs. 4(b) and 4(c). It allows
us to determine its process fidelity F ¼ TrðχexpχthÞ ¼
0.651� 0.069, where χth is the theoretical process matrix
for THS gate.
Compared with bulk optics, the size of the optical circuit

has been reduced from several meters to 2 mm, which is
more compact for the integration. To showcase the benefits
of integrated optics for quantum experiments, we assessed

FIG. 3. Quantum measurement of qubit after T and TH unitary operation. (a),(d) The average fidelities measured after the T and TH
gates operation for different input states inH;V;D; A; R, and L basis. (b),(e) The reconstructed real part and (c),(f) imaginary part of the
process tomography matrix for the T gate and TH gates individually.

FIG. 4. Quantum measurement of qubit after THS unitary operation. (a) The fidelities measured after the THS gate operation for
different input states in H;V;D, and R basis with the encoding parameters a ¼ 0, b ¼ 0, r ¼ 0, and s ¼ 0. (b) The reconstructed real
part and (c) imaginary part of the process tomography matrix for the THS gate.
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the phase stability of a single Mach-Zehnder interferometer
by conducting HOM interference between the signal
photon and idler photon, revealing a phase drift deviation
of 0.72° over seven days (refer to Supplemental Material,
Note 3.3 for further details [26]). Furthermore, in the
context of multiclient or large-scale quantum networks,
the high yield and programmability of photonic chips make
experiments more convenient compared to bulk optics.
There are two main factors contributing to imperfect

fidelity: (1) unwanted multipair emission. To perform a
four-photon experiment, the ideal data should be obtained
from two pairs of photons generated by each photon pair
source. However, in our experiments, due to photon loss
from generation to detection (experimentally calibrated at
5%), three or more pairs of photons are generated with a
certain probability due to the Poisson distribution. This
introduces significant noise, reducing the experiment’s
fidelity. (2) Imperfect indistinguishability between differ-
ent photon pairs. Achieving perfect fidelity requires that
different photon pairs generated by four-wave mixing
process should be identical to each other. However, in our
experiments, distinguishability always exists between
different photon pairs, characterized by the visibility V
of a HOM interference between two heralded photons
from different photon pairs. In our experiment, the
visibility V is measured as 0.88� 0.05, leading to
decreased fidelity (see Supplemental Material, Note 3.2,
for more details [26]).
However, with the fabrication advancement in ultralow

loss silicon nitride (Si3N4) material [33], allowing for high
collection efficiency in fabrication, we expect that fabricat-
ing the same devices on a Si3N4 photonic chip will achieve
better fidelity in the future. This, in turn, will improve the
performance of the QHE protocol (more details are shown
in Supplemental Material, Note 4 [26]).
Conclusion.—In summary, this study employs quantum

photonic chips to create, execute, and validate a compre-
hensive fully homomorphic encryption system tailored for
universal gate-based quantum computers. This system
empowers individuals possessing cryptographic qubits to
evaluate any desired quantum circuit by harnessing aux-
iliary and classical bits generated during the encryption
process and seamlessly transmitted alongside ciphertext.
The implementation eliminates the necessity for repetitive
utilization of quantum or classical communication chan-
nels. Moreover, the decryption process does not require a
complete comprehension of the evaluated circuit.
Furthermore, we have not yet compromised security
beyond the assumptions of the classical homomorphic
cryptosystem employed in constructing the system. Our
findings highlight the feasibility of implementing a proof of
concept of QHE on quantum chip, thereby paving the way
toward the realization of compact quantum internet. In
future endeavors, it is conceivable to construct the server
and the client components on independent photonic chips,

strategically positioned at significant long distances from
each other.
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