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Experimental Demonstration of Fully Passive Quantum Key Distribution
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The passive approach to quantum key distribution (QKD) consists of removing all active modulation
from the users’ devices, a highly desirable countermeasure to get rid of modulator side channels.
Nevertheless, active modulation has not been completely removed in QKD systems so far, due to both
theoretical and practical limitations. In this Letter, we present a fully passive time-bin encoding QKD
system and report on the successful implementation of a modulator-free QKD link. According to the latest
theoretical analysis, our prototype is capable of delivering competitive secret key rates in the finite key

regime.
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Quantum key distribution (QKD) [1] is one of the most
successful applications of quantum information science,
since it allows for information-theoretically secure com-
munications between two distant users regardless of the,
potentially unlimited, computational power of an eaves-
dropper Eve [2-5]. However, information-theoretic security
may be compromised by the presence of loopholes in the
QKD equipment, which may open side channels for Eve to
obtain information in unexpected ways [6-28].

Measurement-device-independent QKD [29-36] has
been proposed to close all detection-related security loop-
holes. Thus, in recent years, more and more attention is set
on the source-side loopholes [6,17-21,26,35,37,38]. For
instance, Eve can obtain some modulation information with
a Trojan Horse attack [37,38]. Also, the injection of bright
light or external magnetic fields may damage the source-
side devices [17,19,20,39]. Similarly, correlations in mod-
ulations may invalidate the independent and identically
distributed assumption, opening the door to sophisticated
attacks [23,26-28,40,41].

In this context, some passive schemes have been pro-
posed to deal with source side channels. For instance, by
making use of the photon-number relationship [42-48]
between two pulses, Alice can deduce the photon-number
distribution of one of them by detecting the other, in
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so passively implementing the decoy-state technique
[44,49-52]. Besides, superimposing two mutually ortho-
gonal polarizations in a polarizing beam splitter (BS) and
further incorporating a postselection method, one can
passively encode the four BB84 states.

However, the above passive schemes can only replace
part of the active modulations, and therefore they only
provide partial solutions. In spite of the considerable efforts
made, passively implementing both the decoy-state choice
and the BB84 encoding with linear optical components and
laser sources has been a pending task for a decade. To state
it shortly, the basic difficulty is dealing with the fact that the
passive decoy states and the passive encoding states are
correlated. Moreover, it is also a challenge to prepare and
postselect the required decoy states and encoding states
simultaneously, due to the large difference between passive
QKD systems and traditional active QKD systems.
Recently, two solutions against this elusive problem have
been proposed [53,54], finally paving the way toward fully
passive (FP) QKD.

In this Letter, we propose a FP time-bin encoding QKD
source and report on the first successful implementation of
a FP-QKD link. Our prototype can efficiently prepare
different decoy states and encoding states simultaneously,
and our postselection module accurately postselects the

© 2023 American Physical Society
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FIG. 1.

Schematic diagram of our FP-QKD scheme. Quan. Mod., quantum module; Post. Mod., postselection module; Det. Mod.,

detection module; LD, laser diode; Asy. Int., asymmetric interferometer; OS, optical switch; BS, beam splitter; EVOA, electronic
variable optical attenuator; MU-Z(X), measurement unit for measuring the Z (X) basis. z, length difference between the two paths; He(l)s
measurement of the intensity of the early (late) time bin; ¢, measurement of the relative phase between the two time bins.

required states and ignores the undesired rounds to reduce
the throughput and computation. As a result, it is capable of
delivering competitive secret key rate (SKRs) in the finite
key regime, following the security analysis in [55]. What is
more, compared with the multilaser approach introduced
in [53], the single-laser structure we deploy allows to avoid
wavelength side channels. Putting it all together, the
scheme is of great significance to reach higher implemen-
tation security and promote the applicability of QKD.

As illustrated in Fig. 1, our FP-QKD setup consists of
three modules. In the source side, the quantum module is
employed to passively and randomly generate different
quantum states and intensities. Then, the postselection
module locally measures the prepared states and intensities
to postselect the bases, raw key bits, and decoy states. The
third module is Bob’s detection module.

In the quantum module, a LD generates a train of phase-
randomized coherent states with a certain period, say 7. In
order to obtain 4 degrees of freedom [53], we treat every
four consecutive pulses as a “package,”

(1)

where g, is the output intensity of the LD, and ¢, to ¢, are
the phases of the four pulses. The pulse train is then fed to
an asymmetric interferometer whose path difference is z,
such that adjacent pulses interfere at the output port of the
interferometer. After that, an OS opens and closes with
fixed period 27 to eliminate the odd pulses, which includes
the interference of |\/ume'®), and |\/ume'#3); in every
package, and the interference between pulses belonging to
different packages. The remaining two pulses in a package
constitute the late and the early time bins of an encoded
state. Importantly as well, the operation of the OS is fixed
and uncorrelated to the protocol settings, such that it does
not constitute a side channel in this regard. Nevertheless, a
practical OS with a finite extinction ratio may leak partial
information about the neighboring pulses [53]. A short
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discussion on this potential side channel is included in
Supplemental Material, Sec. III [56].

The output of the quantum module is unevenly split:
most of the intensity is sent to the postselection module for
Alice’s local measurement, and the remaining part is
attenuated to the single-photon level and sent to Bob.
This can be expressed as

= [VHee) |\/me™),. (2)
where p,.« = 2uinns stands for the maximum intensity in
each time bin, 5y denoting the total attenuation of the
source-side devices. Similarly, y, = . [1+c0s(p1—¢p,)]/2
and p; = pima |l + cos(gps — ¢p4)]/2 denote the respective
intensities of the early time bin and the late time bin,

while ¢, = (¢ + ,)/2 and ¢, = (s + $4)/2 denote
their phases. Hence, defining ¢5 = ¢p., ¢ = ¢, — ¢.,

u=p,+p, and 0 =2 arccos/u,/u, respectively, as
the global phase, the relative phase, the intensity, and

the polar angle of the time-bin state. The corresponding
single-photon state can be expressed as cos(6/2)|e)+
¢ sin(6/2)|1), where [¢)=|1), ®10); (I1) = [0}, ® |1))
denotes the early (late) time-bin single-photon state.

In the detection module, Bob passively selects the Z or
the X basis to measure the received states, publicly
announces if a successful detection event occurs in the
measurement unit (MU), and records his raw key bits and
bases according to the outcomes of the MUs. For those
rounds where a successful event is announced, Alice
records (or discards) her raw key bits, bases, and decoy
settings according to the postselection method depicted in
Fig. 2. A complete description of the postselection is
presented in Supplemental Material, Sec. I [56].

Once the quantum communication ends, Alice and Bob
reveal their basis choices for sifting, and disclose parts of
their raw key data for the estimation of the secret key
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(a) Postselection for bases and encoding (b) Postselection for degoey states
FIG. 2. Schematic illustration of the postselection. (a) Post-
selection of bases and bit values. Af,, Afy, and A¢y are
predecided thresholds that characterize the acceptance regions.
The areas Z0 and Z1 (X0 and X1) define the key (test) basis,
while the blank area corresponds to the rejected data. (b) Post-
selection of decoy states. The horizontal (vertical) axis denotes
the intensity () of the early (late) time bin, and the total
intensity at any point of the graph is 4 = p, + u;. As stated in the
main text, y,,x denotes the maximum intensity in each time bin.
On the other hand, A, and Ay are threshold values related to
A0z, AOy, and Ag¢y, and ¢, and 1, are predecided thresholds that
define the decoy-state intervals. Specifically, overlapping inten-
sity intervals are used in the experiment (see Supplemental
Material, Sec. I [56]).

length. The details of the parameter estimation method are
summarized in Supplemental Material, Sec. II [56], stick-
ing to the finite-key analysis provided in [55].

The experimental setup is illustrated in Fig. 3. A gain-
switched LD driven by a homemade circuit generates pulse
trains with 200 ps pulse width and 5 ns interval, and the
phase of each pulse is randomized due to the amplified

LD1 Filter

FIG. 3.

spontaneous emission process [64]. By carefully tuning the
temperature-electronic control in the LD, the central wave-
length of the LD is locked at 1550.12 nm. An EDFA is
employed to amplify the intensity, and a VOA is employed
to protect Alice’s local PDs. The pulses are fed to an
asymmetric AMZI whose path difference is 5 ns to generate
random intensities. A 5 GSa/s arbitrary waveform gene-
rator connected to a radio-frequency amplifier produces a
100 MHz square-wave periodic signal to drive a LiNbO;
OS to eliminate the odd pulses. The interval between the
early and late time bins is 10 ns and the interval between
two time-bin states is 20 ns, meaning that our system works
at 50 MHz period. The 1:99 BS BS; sends 99% of the
intensity to the postselection module for Alice’s local
measurement and, as mentioned above, the remaining
1% 1is attenuated to a single-photon level by an EVOA
with attenuation ratio 74, to be ultimately sent to Bob
through a fiber quantum channel.

At the detection side, Bob passively selects the Z or the
X basis to measure the received time-bin states. The
detection module consists of a BS (BS3) and two MUs.
MU-Z is the unit for measuring the Z basis, and it consists
of a 50:50 BS (BS,) and two homemade SPDs. The two
SPDs work on the gated mode [65] and respectively open
their gates at the early and the late time bins. That is to say,
Bob records bit 0 (1) in the Z basis when SPD, (SPD))
clicks. Analogously, MU-X measures the X basis and
consists of a FMI (FMI,) and two homemade SPDs
(SPD,. and SPD,). The path difference of the FMI, is
10 ns, such that the adjacent pulses interfere in its output
port. SPD, and SPD, are connected to the two outputs of

<

mm E-path mm out—

in—

Depiction of the experimental setup. Devices in the main setup: LD, laser diode; VOA, variable optical attenuator; EDFA,

erbium-doped fiber amplifier; AMZI, asymmetric Mach-Zehnder interferometer; FMI, Faraday-Michelson interferometer; OS, optical
switch; BS, beam splitter; EVOA, electronic variable optical attenuator; SPD, single-photon detector; PD, photon diode; TDC, time-
digital converter; OSC, oscilloscope; ctrl, computer and field-programmable gate array. Devices in FMI and AMZI: PS, phase shifter;
FM, Faraday mirror; Circ, circulator; L(E)-path, “late” (“early”) path of the FMI and the AMZI.
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the FMI, to measure constructive and destructive interfer-
ence, respectively. These two SPDs also work on the gated
mode, with a 50 MHz frequency to filter the dark counts
and the interference between different packages. We
observe a dark count rate of 6 x 1077 in the detection
module, while its overall detection efficiency is 12.5%. As
for the detection events, Bob records bit O (1) in the X basis
when SPD,. (SPD,) clicks. The output signals of each SPD
are copied by a homemade circuit. Bob sends one of the
copies to the time-digital converter for his raw key bit
generation, and the other copy is sent to a homemade AND-
logic circuit accompanied by a homemade electrical-to-
optical converter. A click from any of the SPDs triggers the
converter to generate a light pulse to be sent to Alice. When
Alice receives this pulse, she measures and records the
corresponding y,, 44;, and ¢ using her postselection module.

In Alice’s postselection module, the pulses are evenly
split by BS,. The first part is measured by a 20-GHz
bandwidth high-speed photon diode PD; and the other part
is fed to FMI,, whose path difference is 10 ns. The early
and the late time-bin pulses interfere at the output port of
FMI,, and the constructive and destructive interference
results are respectively detected by two 20-GHz bandwidth
high-speed PDs, PD, and PD,. The outputs of the three
PDs are monitored by a 20-GSa/s high-speed oscilloscope
and stored if Bob announces a successful event, or
discarded otherwise. If stored, Alice calculates the inten-
sities I, and I; according to the measurement results of
PD; [28], and the intensities /. and [; according
to the respective measurement results of PD,. and PDy,
I, (I;) denoting the intensity of the early (late) time bin.
Here, I, and 1, stand for the constructive and the destruc-
tive interference results, respectively. The central para-
meters for Alice’s postselection are calculated as p, () =
Loyiats, /[hvtp,(1 —tp )] and ¢ = x & arccos [1 —21./
(I.+1,)], where Ig,,, is the transmittance of BS;p), h
is the Planck constant, and v = 1550.12 nm is the central
wavelength. According to the postselection rule, Alice
deduces and records her basis, raw key bit, and decoy
setting.

We successfully proved the feasibility of FP-QKD in three
different scenarios: at 6 dB of channel loss with N = 10'°
transmitted signals (experiment 1), at 10 dB of channel
loss with N = 10! transmitted signals (experiment 2),
and at 6 dB of channel loss with N = 10° transmitted
signals (experiment 3). In all three of them, the post-
selection thresholds—presented in Fig. 2—are set to Af, =
0.6135, Afy =0.1002, A¢y = 0.6435, t, =0.15, and
t; = 0.55. The test-basis probability of Bob’s passive
module is gy = 0.25, and the value of p,,,, is determined
to be 0.359 in the first experiment and 0.254 in the other two.
Lastly, the finite key parameter introduced in Supplemental
Material, Sec. II [56] is set to e = 10729 for illustration
purposes, leading to an overall secrecy parameter of €. &
4 x 1071° and a correctness parameter of €, = 1072,
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FIG. 4. Experimental and simulated performance of our
FP-QKD system as a function of the fiber loss. The dashed line
represents the simulated SKR in the asymptotic limit, while the
solid lines represent the simulated SKRs with data sizes N = 10'0
and 10°, as indicated in the legend. Lastly, the diamond-shaped
points denote the experimental SKRs with data sizes N = 10'°
and 10°, respectively. In the simulations, the value of p,, is
optimized as a function of the channel loss, while all other
settings are fixed as in the experiments.

As shown in Fig. 4, the extractable SKR is about
3.3 x 107 (9.9 x 1079) bits per pulse in experiment 1 (2),
and 2.1 x 107* in experiment 3. In addition, in Table I we
show the sifted-key length (M%), the lower bound on the
number of key-basis single-photon counts (M % 1), the upper

bound on the phase-error rate (e(lp h)U) and the error rate in the
key basis (e). In the simulations, the error correction (EC)
leakage is modeled as Agc = 1.16MZh(e,), meaning that
we assume an error-correction efficiency of 1.16 and a
perfect knowledge of the bit-error rate for simplicity. In this
regard, we remark that the more sensitive approach of setting
a prefixed threshold bit-error rate to assure the robustness of
the EC would only have a negligible impact on the SKR, due
to the fairly large numbers of signals transmitted in the
experiments. In addition, this issue is independent of the
correctness of the protocol, which can be guaranteed by
simply performing an error verification step after EC.

The experimental results are greatly consistent with our
simulation results. In particular, we note that the experi-
ment with N = 10° signals outperforms the simulated SKR

TABLE I. Results of the experiments.

floss N M? My, ™Y e, K
6dB 10" 1.4x107 1.0x107 62% 3.4% 33x10™*
10dB 10" 4.0x10° 32x10° 7.1% 3.4% 99 x 107
6dB  10° 1.0x10° 7.7x10° 7.6% 3.4% 2.1 x10~*
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to some extent. This is so because, compared to the
simulated observables, the set of actually observed key-
basis measure counts leads to a slightly tighter confidence
interval for the number of single-photon counts My ;.

In summary, we have experimentally demonstrated
FP-QKD exploiting very recent theoretical achievements,
and solving the difficulty of designing a stable FP
transmitter and an efficient local postselection system.
Our single-laser structure allows to avoid wavelength side
channels, and our time-bin encoding approach benefits
from a high stability in the fiber and a simpler experimental
layout. What is more, our postselection method can
accurately select the required states and ignore the unde-
sired rounds to reduce the throughput. On top of it, we have
assessed the finite-key scenario, which implies that our
results are of immediate practical relevance.

In view of the fact that FP-QKD eliminates all modulator
side channels, our work promotes the practical security
of QKD and might play a central role in its way to
standardization.
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