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Secure key rate (SKR) of point-point quantum key distribution (QKD) is fundamentally bounded by the
rate-loss limit. Recent breakthrough of twin-field (TF) QKD can overcome this limit and enables long
distance quantum communication, but its implementation necessitates complex global phase tracking and
requires strong phase references that not only add to noise but also reduce the duty cycle for quantum
transmission. Here, we resolve these shortcomings, and importantly achieve even higher SKRs than
TF-QKD, via implementing an innovative but simpler measurement-device-independent QKD that realizes
repeaterlike communication through asynchronous coincidence pairing. Over 413 and 508 km optical
fibers, we achieve finite-size SKRs of 590.61 and 42.64 bit/s, which are respectively 1.80 and 4.08 times
of their corresponding absolute rate limits. Significantly, the SKR at 306 km exceeds 5 kbit/s and meets the
bitrate requirement for live one-time-pad encryption of voice communication. Our work will bring forward
economical and efficient intercity quantum-secure networks.
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Introduction.—Quantum key distribution (QKD) [1,2]
has been theoretically proven secure [3,4] to allow remote
parties to share secret keys by the laws of physics. Its
prospect for real-world use has motivated rapid experi-
mental development over past forty years in terms of secure
key rates (SKRs) [5], transmission distance [6,7], and
network deployment [8—11]. However, realistic devices
may have imperfections that could be exploited by an
eavesdropper (Eve) [4], and among which detectors are
conceivably the most vulnerable [12]. Fortunately, con-
cerns about detectors have led to proposals [13,14] of using
an intermediate measurement node to close all measure-
ment-device-related security loopholes. Additionally, the
measurement node can naturally be shared by many users
to form a star-type network [15], thus reducing the resource
requirement for expensive detectors.

On top of its security and topological advantages,
measurement-device-independent (MDI) QKD [14] offers
substantially improved signal-to-noise ratio and hence much
longer communication distances as compared to conven-
tional QKD. This is because placing the measurement node
right in the middle of a communication line effectively
halves the photon transmission loss, as illustrated in
Fig. 1(a). However, the loss reduction cannot immediately
translate to higher SKR as original MDI-QKD has to extract
its raw key bits from two-photon coincidences. Using
time-bin MDI-QKD as an example [Fig. 1(b)], strictly
synchronous pairing leads to the probability of successful
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coincidence K to be proportional to the total channel
transmittance 7, P(K) o 5. Consequently, the SKR of
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FIG. 1. Schematics for MDI-QKD protocols. (a) Generic MDI-

QKD; Alice and Bob each sends a train of encoded weak
coherent pulses to the intermediate node, Charlie. The trans-
mittance of the entire quantum channel is denoted as 7, so each
user’s segment has /77 transmittance. (b) Synchronous coinci-
dence pairing; in original time-bin MDI-QKD, Alice and Bob
apply pairwise global phase randomization. A valid coincidence
occurs when both time bins registered a photon click. All single
clicks are discarded. Its coincidence probability is proportional to
n, i.e., P(K) «xn. (c) Asynchronous coincidence pairing; in
asynchronous MDI-QKD, Alice and Bob apply independent
phase slice randomization individually for each pulse. This
allows innovative, postmeasurement pairing of photon clicks
with temporal separation within 7'.. We have P(K) « /7 in the
high count rate limit.

© 2023 American Physical Society


https://orcid.org/0000-0002-7718-0818
https://orcid.org/0000-0001-5276-9151
https://crossmark.crossref.org/dialog/?doi=10.1103/PhysRevLett.130.250801&domain=pdf&date_stamp=2023-06-20
https://doi.org/10.1103/PhysRevLett.130.250801
https://doi.org/10.1103/PhysRevLett.130.250801
https://doi.org/10.1103/PhysRevLett.130.250801
https://doi.org/10.1103/PhysRevLett.130.250801

PHYSICAL REVIEW LETTERS 130, 250801 (2023)

repeaterless limit [16-19]. A rigorous theorem [18]
expresses this limit as R = —log,(1 —#) [18], which is
known as the absolute repeaterless key capacity or SKC, for
a point-to-point link.

We note that in MDI-QKD the users’ lasers are inde-
pendent from each other and bear no mutual phase
relationship. Adding the ability to track the mutual phase
can convert an MDI setup to a twin-field (TF) QKD
implementation [20], in which single-photon events are
used for distillation of quantum keys and thus its SKR
becomes repeaterlike and proportional to the square root of
the channel loss (/7). With the help of refined protocol
variants [21-27], TF-QKD has been repeatedly demon-
strated to overcome the SKC,, over long fibers [28-33] and
a remarkable record of 833 km for fiber transmission has
been achieved [32]. However, the requirement for phase
tracking has brought undesirable complexities to its imple-
mentations [28-33], all requiring service fibers to syn-
chronize the users’ lasers with one exception [33] that uses
optical frequency combs instead. Moreover, it must trans-
mit strong reference signals through the quantum channel,
which reduces the effective clock frequency for quantum
transmission and increases the background noise.

Recently, a new variant [34,35] of MDI-QKD has been
proposed to overcome SKC, using postmeasurement
coincidence pairing. As shown in Fig. 1(c), asynchronous
MDI-QKD [34] (also called mode-pairing MDI-QKD [35])
allows any two-photon clicks to form a legitimate coinci-
dence provided that their time separation (Af) is shorter
than a critical interval (7'.), within which the users’ signals
maintain mutually highly coherent. The relaxation in
pairing rules drastically increases the coincidence proba-
bility to P(K) o /7 in the high count rate limit, when
at least two clicks on average within 7'.. Compared to
TF-QKD, asynchronous MDI-QKD offers similar repeater-
like rate-loss scaling but has the advantage of not requiring
global phase tracking.

In this Letter, we demonstrate the first asynchronous
MDI-QKD that overcome SKC,, without resorting to global
phase tracking. We implement a 3-intensity protocol
enhanced by a novel click filtering to provide security
against coherent attacks in the finite-size regime. With fiber
drift as the dominant decoherence source, our MDI-QKD
system allows stable asynchronous two-photon interference
over large time intervals of up to 200 ps. We obtain SKRs
of 590.61 and 42.64 bit/s over fiber channels of 413.73
and 508.16 km, respectively.

Protocol.—Our asynchronous protocol has crucial
operational differences from conventional time-bin MDI-
QKD. Each quantum pulse requires separate phase-slice
randomization, which enables asynchronous coincidence
pairing after photon detection and thus the /7 rate scaling.
Over the initial proposal [34], we have further improved the
pairing strategy to intensity independence and thus gain

immunity against coherent attacks, similarly to Ref. [35]
but with an additional filtering operation for protocol
efficiency.

We define a successful photon click as the event when
one and only one detector clicked in a time bin.
Specifically, we use (k,|k;) to denote a successful click
for which Alice and Bob sent their respective pulse
intensities of k, and k,. Define [k{", k'] as an asynchro-
nous coincidence where the combined intensity in the two
time bins Alice (Bob) sent is kg (k). Let piq(p), Vy(s), and
0a(p)» respectively, represent Alice’s (Bob’s) signal, decoy,
and vacuum intensities, where p, ) > Vo) > 04(p) = 0.

Assuming authenticated public message channels, exe-
cution of the asynchronous MDI-QKD protocol follows six
steps, summarized below.

Step 1 (signal preparation and detection): For each time
bini=1,2,...,N, Alice randomly prepares a weak coher-
ent pulse |e'%/k,) with intensity k, and probability p; .
Thereinto, random phase 6, =2zM,/M with M, €
{0,1,...,M — 1} and random intensity k, € {y,, V4, 04}
Likewise, Bob does the same. Alice and Bob send their
optical pulses to Charlie via insecure quantum channels.
Charlie performs the interference measurement and
records successful clicks. For each, he broadcasts its time
stamp and the corresponding detector (D; or Dpg) that
clicked.

Step 2 (click filtering): For each event, Alice (Bob)
announces whether she (he) applied the decoy intensity v,
(vp,) to the pulse sent. A simple filter is applied to discard
clicks (u,|vp) and (v,|p,). All other clicks are kept.

Step 3 (coincidence pairing): For all kept clicks, Alice
and Bob always pair a click with its immediate next
neighbor within a time interval 7. to form a successful
coincidence (see postmatching algorithm in the
Supplemental Material [36]). A lone click is discarded if
it failed to find a partner within 7',.. For each coincidence,
Alice (Bob) computes the total intensity k%" (k) she (he)
used between the two time bins.

Step 4 (sifting): For each coincidence, Alice and Bob
publish their computational result, k" or k", and the phase
differences they applied between the early (e) and late (/)
time bins, ¢, = 0" (») — 05~ They discard the data if
Kt > py 4+ v, or kK> py, + v, For [p,, pp) coincidence,
Alice (Bob) extracts a Z-basis bit 0 if she (he) sends ;) in
the early (late) time bin and o, in the late (early) bin.
Otherwise, an opposite bit is extracted. For [2v,,2v,]
coincidence, Alice and Bob calculate the relative phase
difference ¢,;, = (¢, — @) mod 2z.If ¢, = 0 or 7, Alice
and Bob extract an X-basis bit 0. However, Bob will flip his
bit value if ¢,;, = 0 and both detectors clicked or ¢, = 7
and the same detector clicked twice. The coincidence with
other phase differences is discarded. Additionally, they
group their data to different sets S[k‘n‘",k‘b‘"] and count the

corresponding number 7o Ko

250801-2



PHYSICAL REVIEW LETTERS 130, 250801 (2023)

Step 5 (parameter estimation and postprocessing): Alice
and Bob use ny, , 1 random bits from Sy, 1 to form the
raw key Z and Z’, respectively. The parameters 57, and ¢7,
are the number of bits and phase error rate in Z where both
Alice and Bob sent a single-photon state. s, is the number
of bits in Z where Alice sent a vacuum state. By applying
error correction and privacy amplification with security
bound &, the secret key rate R against coherent attacks in
the finite-key regime can be written as

F _
R= {55+ 5,00 = ()] -

2 2 1
- 10g2 foor - 210g2 % - 210g2 E} s (1)

where F is the system clock frequency, x and X are the
lower and upper bounds of the observed value x, respec-
tively, Agc is the information revealed by Alice in the error
correction step, and H,(x) =—xlog,x— (1 —x)log, (1 —x) is
the binary Shannon entropy function. &, €py, €', and & are
security coefficients regarding the secrecy and correctness.

We remark that filtering out clicks (u,|v,) and (v, |py,) is
to increase the number of [u,,u,] coincidence, which
enables a higher SKR within 600 km fiber distance. We
note that only [u,, y;] coincidence is used for extracting
secret key in the present filtering method since all decoy
pulses are disclosed.

Setup.—Our experimental setup (Fig. 2) consists of three
main modules: the senders Alice and Bob and the meas-
urement node Charlie. Each sender contains a continuous-
wave laser with a central wavelength of 1550.12 nm and
featuring a short-term linewidth of 1 Hz. Their wavelengths
are independently stabilized onto a transmission mode of
their own high-fineness cavities using Pound-Drever-Hall
technique. An electro-optical modulator (EOM) is present
in the Pound-Drever-Hall locking path so as to shift the
laser frequency with respect to the cavity mode. This allows

Encoder S
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FIG. 2. Experiment setup. Alice and Bob generate encoded
weak coherent pulses with their independent ultrastable lasers
without mutual phase tracking. The encoder box contains three
intensity and two phase modulators: IM, intensity modulator;
PM, phase modulator; EPC, electrically driven polarization
controller; VOA, variable optical attenuator; S, signal intensity;
D, decoy intensity; V, vacuum intensity.

control of the lasers’ mutual frequency offset by finely
adjusting the rf driving frequency to the electro-optical
modulator.

Passing through the encoder box, the laser signal is first
carved into a train of 300 ps pulses at 1 ns intervals,
followed by further intensity and phase encoding according
to the requirements by the asynchronous MDI-QKD pro-
tocol. The encoded pulses are attenuated to the single-
photon level before entering their respective quantum link.
The quantum channel is formed by ultra-low-loss fiber
spools (G654.C ULL) with a typical loss coefficient
ranging from 0.158 to 0.162 dBkm™!.

After precompensating the polarization drift, the quan-
tum signals from Alice and Bob travel through the
corresponding link segment and arrive with identical
polarization at Charlie’s 50:50 beam splitter for interfer-
ence. The interference outcomes are detected by two
superconducting nanowire single-photon detectors (Dj
and Dg) having respective detection -efficiencies of
78.1% and 77.0%, dark count rates of 10.1 and 12.7 Hz,
and a time jitter of about 40 ps. Detection events are
recorded by a time tagger with 300 ps gate width, and
subsequently postprocessed to extract MDI-QKD protocol
parameters. Between the senders and Charlie, we use
electrical signals for clock synchronization, which can
be upgraded to optical synchronization as routinely used
in QKD field trials [9-11].

As compared with TF-QKD implementations [31-33,50],
our MDI-QKD setup is substantially simpler as it does
not require optical frequency dissemination, global phase
tracking, and strong phase reference signals. With
quantum transmission at 100% duty cycle, the asynchronous
MDI-QKD can therefore surpass the SKR performance of
TF-QKD systems [31,33] operating at the same clock
frequency.

Experimental results.—It is crucial to have high visibility
interference between the users’ lasers, as the visibility is the
key parameter for foiling Eve’s attacks that break coherence
among pulses. Theoretically, the first-order interference
between two independent lasers can reach a temporal
visibility (V) of 1 and the corresponding second-
order coincidence interference has a maximum dip visibil-
ity (V,) of 0.5. Here, we verify our experimental setup by
transmitting the pulse-carved signals over short fibers
and variable optical attenuators (VOAs) and obtain the
respective visibilities of V; =0.989 and V, = 0.484.
Nevertheless, the measured V, is sufficient to give an
X-basis quantum bit error rate (QBER) (£,) of 0.26, which
has a theoretical minimum of 0.25.

We then verify the effect by the lasers’ mutual frequency
offset (Af) and the fiber length fluctuation on the X-basis
QBER. We run several asynchronous MDI-QKD experi-
ments over the quantum channel of 201.86 km fibers while
setting different offsets of < 0.01, 1, 2, and 5 kHz. Here,
signal modulation is performed exactly as the protocol
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FIG. 3. Characterization of the asynchronous two-photon
interference. (a) Evolution of the X-basis QBER for different
laser frequency offsets for a fixed fiber distance of 201.86 km.
(b) X-basis QBER as a function of time interval for different fiber
distances, ranging from 201.86 to 508.16 km. Inset: magnified
view for the region between 0 and 100 ps.

prescribes, including the 16-slices phase randomization.
We collect 5 s data for each Af. For convenience, we
extract the X-basis QBER from [2u,,2u;] coincidences,
i.e., among click events when both Alice and Bob trans-
mitted a signal state (u, or pu;). A correct coincidence
corresponds to either Alice and Bob used identical phase
difference (¢,;, = 0) for the two time bins and the same
detector clicked twice or ¢,;, = 7 and each detector clicked
once. The experimental result is plotted in Fig. 3(a). With a
negligible offset of 0.01 kHz, the fiber fluctuation domi-
nates the dephasing between two coincident time bins,
leading to a monotonous increase of X QBER to 0.5 when
the time separation reaches 1.5 ps. In the presence of a
larger frequency offset, X QBER exhibits oscillations at the
corresponding offset frequency with a damping amplitude.
The minima are bounded by the green curve (Af < 10 Hz).
The oscillation is due to the mutual phase evolution of the
two lasers.

The effect by fiber fluctuation and frequency offset on
the asynchronous two-photon interference can be theoreti-
cally derived as (see the Supplemental Material [36])

E, = % + % [1 — e 72%2 cos(2zAfAL)], (2)
where o is the standard deviation of the fiber drift rate. This
equation can near perfectly reproduce the experimental
results, as shown in Fig. 3(a). Here, we set V, = 0.46
taking into account further deterioration by phase randomi-
zation error and use an empirical value of 2100 rads™' for
fiber phase drift [20]. No other fitting parameters are used.

Hundreds of kilometers of fiber can contribute a phase
drift rate of several kHz, and this will limit the longest

interval within which two clicks can be paired with an
acceptable error ratio. At Af < 10 Hz, it is possible to
achieve X QBER of less than 0.30 over a coincidence
interval of 200 ps, as shown in Fig. 3(a). To evaluate for
longer distances, we keep the Af below 10 Hz and then
measure X-basis QBER over different fiber lengths. As
shown in Fig. 3(b), the X QBER deteriorates faster for
longer fibers. At the maximum length of 508 km, the X
QBER reaches 0.30 at the time interval of 85 ps; see
Fig. 3(b), inset. However, the actual average interval is
much smaller and we can therefore expect lower X QBER
because our scheme pairs just adjacent photon clicks. As
demonstrated later, we are able to use alarge T,. of 200 ps for
508 km while still obtaining an acceptable X QBER of
0.293. We perform the theoretical simulation using Eq. (2)
and find excellent agreement with experiments; see
Fig. 3(b). In the simulation, we use empirical drift rates
of 2100, 3400, 5300, and 5900 rad s~! for 201, 306, 413, to
508 km of fibers, respectively. The used drift rates are
in good agreement with previous experimental observa-
tions [20,33].

Finally, we run the asynchronous MDI-QKD protocol
over for four fiber distances. We globally optimize the
parameters u, v, p,, p, in the respective ranges [0.3, 0.5],
[0, 0.1], [0.1, 0.4], and [0.1, 0.4] for a maximal secure key
rate. To ensure high visibility interference, we compensate
for polarization and temporal drift of the photon arrivals at
Charlie’s 50:50 beam splitter. To mitigate finite-size
effects, we increase the number of sent pulses from
4.30 x 10" to 7.24 x 10'3 when the fiber length increases
from 201.86 to 508.16 km. The average pairing intervals
are 0.43 ps and 70.89 ps when setting the 7. as 5 ps and
200 ps for 201.86 and 508.16 km fibers. We measure
X-basis QBERs for coincidences [2v,, 21| to be 0.269 and
0.293, respectively. The detailed encoding parameters and
experimental results are summarized in the Supplemental
Material [36].

Figure 4 presents our experimental results (red circle) in
terms of SKR versus fiber distance, together with the
theoretical simulation (solid red line). We include also the
absolute SKC, to prove the repeaterlike behavior for our
system. Taking into account of finite-size effects, we obtain
SKRs of 57.63k, 5.18k, 590.61, and 42.64 bit/s for
201.86, 306.31, 413.73, and 508.16 km, respectively.
Remarkably, the SKRs at 413.73 and 508.16 km beat their
respective linear bounds with considerable margins, being
1.80 and 4.08 times higher than SKC,,. This is the first time
for a QKD system to beat SKC, without resorting to
complex global phase tracking.

To further appreciate the progress made by our system
and protocol, we compare our results with the state-of-the-
art QKD systems. Our asynchronous system has absolute
advantage over existing MDI-QKD systems [51,52] imple-
menting synchronous coincidence pairing. Its repeaterlike
rate scaling allows it to beat the QKD system [7] operating
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FIG. 4. Key rate simulations and results. Experimental data
(solid red circles) and its simulation (solid red line) are plotted
together with the absolute repeaterless bound, SKC,. The red
curve is the simulation result with the experimental parameters
and a total of 7.24 x 10'3 transmitted quantum pulses. Simulation
for 4 GHz clock rate (red dashed line) is also shown. In the
simulation, we set empirical drift rates of 5900 rad s~!. Results of
state-of-the-art QKD experiments [7,31,33,51,52] are included
for comparison.

at a higher clock rate of 2.5 GHz. Strikingly, our system
achieves higher performance even than TF-QKD systems
[31,33] operating at the identical clock of 1 GHz over the
distances between 200 and 500 km, despite that our system
is substantially simpler and does not need global phase
reconciliation. Over longer distances, our system perfor-
mance is restricted by the loss of coincidence pairing
efficiency due to both shortened 7. and less frequent
photon clicks. This problem can be relieved partially by
increasing the clock rate as simulated (dashed line, Fig. 4).
Alternatively, we may use sideband stabilization technique
[33] that can reduce the fiber drift rate by a factor of 1000
and thus substantially enlarges 7', to the order of 100 ms.

Discussion.—We have realized the first MDI-QKD
experiment that breaks the SKC, bound, extending the
maximal distance from 404 km to 508 km and improving
the SKR over 400 km by more than 6 orders of magnitude.
This success is attributed to the asynchronous pairing
method and the optimization strategy through click filter-
ing. The removal of phase tracking ensures an economical
and efficient intercity quantum-secure network. In the
future, we expect to improve the clock rate and also use
less-demanding lasers for additional practicality enhance-
ment. Increasing the system clock rate can proportionally
shorten the pairing intervals, thereby further reducing the
error rate and improving noise tolerance. We believe that
the asynchronous MDI-QKD experiment design can be
useful for applications such as quantum repeaters, entan-
glement swapping, and quantum internet.
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Note added.—We note that related experimental work has
been reported in Ref. [53]. Both our work and Ref. [53]
implement MDI-QKD with postmeasurement coincidence
pairing. However, we realize the first MDI-QKD experi-
ment that breaks the repeaterless bound and extends the
maximal MDI-QKD distance from 404 to 508 km, while
Ref. [53] achieved a maximal distance of 407 km but did
not break the repeaterless bound.
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