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The security of quantum key distribution (QKD) usually relies on that the users’ devices are well
characterized according to the security models made in the security proofs. In contrast, device-independent
QKD—an entanglement-based protocol—permits the security even without any knowledge of the
underlying quantum devices. Despite its beauty in theory, device-independent QKD is elusive to realize
with current technologies. Especially in photonic implementations, the requirements for detection
efficiency are far beyond the performance of any reported device-independent experiments. In this Letter,
we report a proof-of-principle experiment of device-independent QKD based on a photonic setup in the
asymptotic limit. On the theoretical side, we enhance the loss tolerance for real device imperfections by
combining different approaches, namely, random postselection, noisy preprocessing, and developed
numerical methods to estimate the key rate via the von Neumann entropy. On the experimental side, we
develop a high-quality polarization-entangled photon source achieving a state-of-the-art (heralded)
detection efficiency about 87.5%. Although our experiment does not include random basis switching,
the achieved efficiency outperforms previous photonic experiments involving loophole-free Bell tests.
Together, we show that the measured quantum correlations are strong enough to ensure a positive key rate
under the fiber length up to 220 m. Our photonic platform can generate entangled photons at a high rate and
in the telecom wavelength, which is desirable for high-speed generation over long distances. The results

present an important step toward a full demonstration of photonic device-independent QKD.
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Introduction.—Quantum key distribution (QKD) [1,2]
allows two distant users to share secret keys with
information-theoretic security [3]. The security of QKD
usually relies on the assumptions that the devices are
trusted and well characterized [4-6]. However, the
imperfections of the practical devices may provide
potential back doors or side channels for adversaries
[7,8]. Measurement-device-independent QKD [9,10]
(with a recent development in [11]) was proposed to
prevent the side-channel attacks on detectors, but leaves
the state-preparation devices to be precisely calibrated.
Device-independent QKD [12-15] further relaxes the
security assumptions on the devices. Given the following
assumptions [15], i.e., (i) quantum theory is validity,
(i1) no unwanted information leakage from communicat-
ing parties to adversaries is allowed, (iii) the communi-
cating parties have local trusted randomness to decide
inputs of their measurement devices, (iv) the classical
postprocessing units are trusted, and (v) an authenticated
public classical channel is shared between the
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communicating parties, its security can be guaranteed
solely based on the violation of Bell inequalities.

The realization of device-independent QKD is nontrivial
with current technologies, where the loophole-free viola-
tions of the Bell inequalities are usually required [16,17].
Especially in the photonic implementations, the efficiency
loss of photons due to transmission and detection becomes
a key issue. Although distinguished experiments without
the detection loophole have been made [18-30], a much
higher efficiency (over 90%) is normally required in
the realization of device-independent QKD [15,31-34].
Although recent theoretical progress has been made in
reducing the required efficiency [35-43], a practical pro-
tocol for a real platform remains elusive.

Here, we report a proof-of-principle experiment of
device-independent QKD based on polarization-entangled
photons in the scenario of asymptotic limit. We accomplish
this via significant theoretical and experimental efforts. On
the theoretical side, we propose a protocol that greatly
enhances the loss tolerance of the experiments, thereby
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reducing the efficiency threshold of our setup to about 86%.
The idea of our protocol is to postselect the outcomes of the
key generation basis [44,45], and then add noise [37] to the
remaining strings. The lower bound of the key rate is
computed via the recent achievement in estimating the
quantum conditional entropy [43]. On the experimental
side, we develop an entangled-photon source with the state-
of-the-art efficiency of about 87.5%, which surpasses the
values reported in previous full-photonic experiments that
perform loophole-free Bell tests [18-30], and makes the
device-independent experiments possible. Combining the
experimental and theoretical advances, we present an
experiment of device-independent QKD under fiber length
up to 220 m. To maintain a high efficiency, our experiment
does not implement the random basis selection [28—30] and
the finite-key effect, which are essential for future research
toward the real generation of secret keys. However, our
experiment verifies that the measured correlations are strong
enough to guarantee a positive secret key rate, thus present-
ing an important step toward a full photonic demonstration.

Protocol.—Our protocol is a modification of the protocol
described in [15]. As shown in Fig. 1, entangled photon
pairs are shared between Alice and Bob. Considering each of
the N rounds of experiments shown in Fig. 1, Alice
randomly chooses binary input x € {1,2} and obtains
binary outcome a € {0, 1}, and Bob randomly chooses
triple input y € {1,2,3} and obtains binary outcome
b € {0, 1}, where a, b = 0 denotes a “click” event on the
respective detector, and a, b = 1 denotes a “no-click” event.
The total probabilities of joint measurement for outcomes
(a,b) and inputs (x,y) are denoted as P(a, b|x,y).

Given the raw outcomes P(a, b|x,y), we further intro-
duce the random postselection and noisy-preprocessing
approaches before distilling the final keys (see Sec. [.A of
Supplemental Material for details). We randomly set part of
the N rounds corresponding to the measurement inputs
(x,y) = (1,3) as “key-generation round” and the rest as
“test round” to test nonlocal correlations, where X, y
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FIG. 1. An illustration of the device-independent QKD proto-

col. Alice and Bob share a pair of entangled photons potentially
controlled by Eve (p,pr). Alice performs a measurement to her
share with binary input x € {1,2} and binary output a € {0, 1}.
Bob performs a measurement to his share with triple input
y € {1,2,3} and binary output b € {0, 1}.

represent the input for “key-generation round.” First, we
conduct the random postselection V over all the “key-
generation round,” where Alice and Bob each randomly
and independently discard bits “1”” with probability 1 — p,
and keep all the rest of the bits (containing all bits “0” and p
of bits “1”). Then, both Alice and Bob announce the
discarded rounds via an authenticated public channel.
Those renounced ‘“key-generation rounds” from either
Alice or Bob will be simultaneously discarded by both
parties, regardless of the outcome of the other side. Next,
Alice further locally performs a noisy preprocessing NV, to
generate the noisy raw keys by flipping each bit of her
remaining string with probability py. Finally, an error
correction step allows Alice to share the raw key with Bob,
and secret keys can be distilled after privacy amplification.
The full procedure for our protocol is as follows.

Assumptions [15]: In addition to the assumptions under
the device-independent QKD regime mentioned above, the
devices are memoryless and behave identically and inde-
pendently during the implementation. Correspondingly, the
adversary also extracts information in an identically dis-
tributed way by performing individual measurements on
each round.

Arguments:

N is the number of rounds

p 1is the postselection probability to keep a bit “1”

pn 18 the noisy preprocessing probability to flip a bit

x; are the inputs for Alice, randomly selected in {1,2}

y; are the inputs for Bob, randomly selected in {1,2,3}

Protocol:

(1) For every round i, Alice and Bob agree that part
of rounds corresponding to (x;,y;) = (1,3) are the
“key-generation round” to generate the string of raw keys,
and the rest corresponding to (x;,y;) € {1,2} x{1,2,3}
are the “test round” to test the nonlocal correlations. The
rest of the steps are all performed on the rounds corre-
sponding to (X;,¥;).

(2) Random postselection [45]. Alice and Bob each
randomly and independently discard bits “1” with proba-
bility 1 — p, and keep all the rest of the bits (containing all
bits “0” and p of bits “17).

(3) Alice and Bob announce the discarded rounds via
an authenticated public channel, and keep rounds not
mentioned by either party.

(4) Noisy preprocessing [37]. Alice generates the
noisy raw keys a; by flipping each of her remaining
bits with probability py, where a denotes a bit after
noisy preprocessing and subscript X represents that it is
postselected.

(5) Error correction and privacy amplification. After a
one-way error correction protocol and a privacy amplifi-
cation procedure, the secret keys can be distilled.

We remark that the random postselection effectively
removes a fraction of “nonclick” events that contain few
correlations and lots of errors, and therefore suppress the
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cost of error correction [45]. The noisy preprocessing
decreases the correlations between Alice and Eve by
mixing the probability distributions with randomness
[37]. These two approaches jointly contribute to the
enhancement of experimental loss tolerance (see Sec. LA
of Supplemental Material for details).

Key rate estimation.—We consider the collective
attack model where the devices behave in an independent
and identically distributed manner and the devices are
memoryless [46,47] during the implementation of the
protocol. In the process of random postselection, given
the outcomes (a,b) and the definition p, for a certain
“key-generation round,” where p,=1 if a=0 and
P = p otherwise, the probability it can be retained is given
by py, = Z(a,b)ev,, w,,P(a, b|%,y), where V), represents
the set of postselected rounds and w,, = p,p,- In the
infinite-key scenario, given the set of bipartite correlations
{P(a,b|x,y)} that character the devices, the secret key rate
r with error correction can be lower bounded by the
Devetak-Winter rate [48],

r PVP[H(A)‘clE’ Vp - NpN) _feH(A)'c|Bj'va - NpN)]v
(1)

where N »y denotes the set of string after noisy preprocess-
ing given postselected set V,,, A;C denotes the noisy raw key
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of Alice after random postselection and noisy preprocess-
ing, H(A;|E,V » = N, represents the single-round con-
ditional von Neumann entropy that quantifies the strength
of the correlations between Alice and Eve, H(Ag|Bj,
V, = N ,,) represents the single-round cost of one-way
error correction from Alice to Bob, and f, is the error
correction efficiency.

As a proof-of-principle experiment, we consider the
perfect error correction with Shannon limit f, = 1.0, which
is reachable in the case of infinite data size [49] (see
Sec. 1.C of Supplemental Material for details). We
then adopt the method in Refs. [43,49] to show that the
single-round conditional von Neumann entropy H(Az|E,
V, = N, ) can be bounded by a converging sequence of
optimizations that can be subsequently computed using the
Navascués-Pironio-Acin hierarchy [65,66] (see Sec. I.B of
Supplemental Material for details). Note that for all “test
rounds,” Alice and Bob save the outcomes without any
postselections since the Bell tests are implemented without
detection loophole [44]. (For more detailed security proof
of protocol, please refer to Sec. I.C of Supplemental
Material and Ref. [45]).

Experiment.—A schematic of the experiment is
depicted in Fig. 2 which consists of three modules.
Pairs of polarization-entangled photons at the wavelength
of 1560 nm are generated probabilistically via the

b
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FIG. 2. Schematic of the experiment. a: Entanglement source, creation of pairs of entangled photons: light pulses of 10 ns are injected
at a repetition pulse rate of 2 MHz into a periodically poled potassium titanyl phosphate (PPKTP) crystal in a Sagnac loop to generate
polarization-entangled photon pairs. The two photons of an entangled pair at 1560 nm travel in opposite directions to two sites Alice and
Bob, where they are subject to polarization projection measurements. The PPKTP is placed in the middle of the hypotenuse of the
Sagnac loop with a small angle to the light path, which does not significantly affect the upper limit of efficiency that the photonic setup
could achieve, but can suppress the reflection of imperfect devices for 1560 nm photons. These enhancements lead to the nonmaximally
entangled state generated in our experiment having a better fidelity 99.52 4+ 0.15% as compared to our previous work [26,28,29].
b: Alice and Bob, single-photon polarization measurement: in the measurement sites, Alice (Bob) uses a set of HWP and QWP to project
the single photon into predetermined measurement bases. After being collected into the fiber, the single photons transmit through a
certain length of fiber and then are detected by a superconducting nanowire single-photon detector (SNSPD) operating at 1 K. HWP,
half-wave plate; QWP, quarter-wave plate; DM, dichroic mirror; PBS, polarizing beam splitter.

050502-3



PHYSICAL REVIEW LETTERS 129, 050502 (2022)

TABLE 1. Efficiencies in existing photonic experiments of
loophole-free Bell tests and related applications. The efficiencies
in the table are averaged over Alice’s and Bob’s global detection
efficiency. (QRNG: quantum random number generation.).

Label Experiment Year Type Efficiency
(1) Shalm et al. [20] 2015  Bell test 75.15%
2) Giustina et al. [21] 2015  Bell test 77.40%
3) Liu er al. [23] 2018  QRNG 79.40%
4 Shen et al. [24] 2018 QRNG 82.33%
5) Bierhorst er al. [25] 2018 QRNG 75.50%
(6) Liu et al. [26] 2018 QRNG 78.65%
) Li et al. [22] 2018  Bell test 78.75%
8) Zhang et al. [27] 2020 QRNG 76.00%
C)] Shalm et al. [30] 2021  QRNG 76.30%
(10) Li et al. [29] 2021 QRNG 81.35%
(11) Liu et al. [28] 2021 QRNG 84.10%
(12) This Letter 2021 QKD 87.49%

spontaneous parametric down-conversion process in
the central module (a). The pairs of photons are sent to
two side modules (b), where Alice and Bob perform
correlated detections to generate secret keys. The single-
photon detection efficiency is, respectively, determined
to be 87.16+0.22% and 87.82+£0.21% for Alice
and Bob [49] (see Sec. II.LA of Supplemental Material
for details), which significantly surpasses the record
values in previous loophole-free Bell tests with
photons [20-30] (see Table I). Furthermore, the values
also surpass the efficiency threshold of 86.2% for
device-independent key generation in a realistic scenario
[49] (see Sec. I.C of Supplemental Material for details).

According to the numerical studies, we prepare a non-
maximally two-photon entangled state cos(20.0°)|HV) +
sin(20.0°)|VH) and set the measurement settings to
{—88.22°,54.29°} and {9.75°21.45°,—1.07°}, respec-
tively, for x € {1,2} and y € {1,2,3} to optimize the
probability of key generation, where the values presented
in degree are angles of half-wave plates in the polarization
measurements by Alice and Bob (see Fig. 2). We
experimentally measure a two-photon state fidelity of
99.52 4+ 0.15% with respect to the ideal state and achieve
a Clauser-Horne-Shimony-Holt [67] game winning proba-
bility of 0.7559 with optimized state and measurement
settings (see Sec. III. A of Supplemental Material for details),
both substantially improving over previous results
[22,23,26,28,29]. We repeat the experiment at a rate of
2 x 10° rounds per second.

Note that as the device-independent QKD itself assumes
the validity of quantum theory and that Alice and Bob have
trusted random number generators. Nevertheless, the
device-independent QKD requires that, in the entire dura-
tion of the protocol, the information about the input choices
and output results of one party must be unknown at other
locations, e.g., Eve’s location. Therefore, only closing the

TABLEII. The secret key rate as a function of the fiber distance
between Alice and Bob. We test the device-independent QKD
protocol by adding different lengths of fibers.

Fiber length/m Key rate/bit - pulse™ DN p

20 233 x 107* 0.13 0.96
80 5.37 x 1073 0.17 0.94
220 1.30 x 107° 0.49 0.99

locality loophole is not enough to meet the requirement of
no unwanted information leakage in the device-indepen-
dent QKD scenario [15,68]. In our experiment, this is done
via the shielding assumption [28,69], which prohibits
unnecessary communications between untrusted devices
and a potential adversary. For a more definitive experiment
to eliminate the shielding assumption, one could use
developed electromagnetic shielding techniques, such as
materials including sheet metal, metal screen, and metal
foam, to avoid possible unwanted information leakage.
However, considering the essential photonic channels from
entanglement source to both parties, perfect shielding
might not be realized experimentally. To reduce experi-
mental complexity, we also alternate the measurement
settings instead of randomization to reduce experimental
complexity. While these simplifications cannot be adopted
in a real-field application of device independent QKD, as
we will show, our results demonstrate that the secure key
generation is almost achievable using the state-of-the-art
technologies.

We conduct 2.4 x 10® rounds of experiment for each
of the six combinations of measurement settings (x,y)
and perform data analysis following the protocol. With
optimized parameters py = 0.13 and p = 0.96, we ob-
tain H(A{|E.V, > N, ) =0.560206 with a confidence
region [0.559971,0.560442] given error probability
¢, =107, and H(A;|B.V, >N, )=0.559953 [49].
(see Sec. II.LB of Supplemental Material for details).
Finally, according to the calculation in Eq. (1), 2.33 x
10~ bit secret key per pulse is expected to be achieved
asymptotically, which corresponds to [0.17,4.51] x 10~
key rate after taking into account the confidence region.
Furthermore, we show the feasibility to successfully gen-
erate secret keys at a fiber length of 220 meters by
conducting the same rounds of experiments, for which
we reoptimize the experiment over py and p. These results
are shown in Table II, where the drop of the key rate when
increasing the fiber length is mainly due to the decreasing
of overall efficiency.

Conclusion.—In conclusion, we demonstrate a proof-of-
principle experiment of device-independent QKD against
collective attacks using a full-photonic setup. The photonic
implementation enjoys the advantages of high-rate
entangled-photon generations in the telecom wavelength,
which is important for the practical applications involving
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quantum memories or quantum repeaters forming a quan-
tum internet. With a high-quality entangled photon source,
we show the measured correlations are strong enough to
guarantee a positive secret key rate. However, to actually
produce a key, the real-time random basis selection and
more information-processing processes, such as error
correction, authentication, and privacy amplification in
the finite-key case, remains to be done.

For random basis selection, as implemented routinely by
us and other groups [28-30], it may normally introduce
about 1% additional efficiency loss, which indeed makes
the system working at the marginal point of efficiency
threshold. However, we remark that the performance of the
entangled system could be greatly improved via enhancing
the fidelity of the entanglement state with a different type of
design of the entanglement source [20]. This is possible to
improve the fidelity from 99.5% in our system to about
99.8% (calculated by given visibility). With the improved
fidelity, the required efficiency can drop to 84.8%. This
would make it possible to introduce random basis
switching.

We further remark that it is still tricky to realize a
faithful photonic device-independent QKD with finite-key
security. Apart from experimental technical difficulties,
the protocol remains to be extended to the general-attack
scenario [44]. As we adopt three ingredients in the
security analysis, i.e., random postselection, noisy pre-
processing, and a numerical method to compute the lower
bound of von Neumann entropy, the finite-key analysis
involving all these ingredients needs to be developed.
However, the main problem is that all experimental rounds
might be correlated in a general-attack scenario, where
Eve would learn more information of the remaining
rounds from the discarded ones. This is similar to the
problem encountered with the two-way communication
protocol [36,70,71], where Alice and Bob have to ran-
domly keep one of the selected two pairs of outcomes.
Nonetheless, we noticed that there have been important
theory developments in this direction [72]. It is foreseen
that the finite-key analysis combining the method to
compute von Neumann entropy with the random post-
selection and noisy preprocessing will be significantly
constructive in the future.
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Note added.—Recently, we noticed two related works were
completed based on trapped ions [73] and trapped atoms [74].
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