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An important contribution to the understanding of quantum key distribution has been the discovery of
entangled states from which secret bits, but no maximally entangled states, can be extracted [Horodecki
et al., Phys. Rev. Lett. 94, 200501 (2005)]. The construction of those states was based on an intuition that
the quantum mechanical phenomena of data hiding and privacy might be related. In this Letter we firmly
connect these two phenomena and highlight three aspects of this result. First, we simplify the definition of
the secret key rate. Second, we give a formula for the one-way distillable entanglement of certain private
states. Third, we consider the problem of extending the distance of quantum key distribution with help of
intermediate stations, a setting called the quantum key repeater. We show that for protocols that first distill
private states, it is essentially optimal to use the standard quantum repeater protocol based on entanglement

distillation and entanglement swapping.
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Introduction.—Entanglement distillation [ 1] is the process
of producing high-fidelity maximally entangled states from
copies of a noisy entangled state p, using only local
operations and classical communication (LOCC), between
two parties, Alice and Bob. The maximally entangled states
can then be used for teleportation, Bell inequality violation,
etc. The rate at which they can be distilled from p is called
the distillable entanglement, Ej(p). Because maximally
entangled states are pure, they are in product with the
environment and, therefore, measuring them leads to per-
fectly correlated and perfectly secure pairs of bits—perfect
secret bits. It turns out that there exist mixed states, the private
states, that also lead to perfectly secure bits just by meas-
urement [2]. While the distillable key, K (p), is defined as
the rate at which perfect secret bits can be distilled by local
operations and public communication, it was shown that it
also equals the rate at which private states can be distilled by
LOCC. Proving this equivalence allowed the authors to show
that distillable entanglement and distillable key can be very
different [2]. There even exists a low-dimensional exper-
imental realization of this separation with photonic states [3].

In light of this, it is natural to ask how much the separation
extends to general network scenarios, and in particular
whether it persists if we insert a repeater station between
the two parties. In [4] the first examples have been produced
of states that, while having a high distillable key, do not allow
for distillation of significant amounts of the key across the
repeater station. This may be an indication that the separation
between the distillable key and distillable entanglement does
not survive in all general network scenarios.

Here we provide a new perspective on key distillation, and
thus quantum key distribution, by relating private states to
quantum data hiding [5,6]. This provides a tool for the study of
long-distance quantum key distribution involving intermedi-
ate repeater stations, where for the first time we are able to
show a close connection with entanglement distillation. In this
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framework [4], noisy entanglement is distributed between the
end points and the repeater station and arbitrary noiseless
LOCC protocols are allowed. If this setting is used to distill
maximally entangled states at the end points, then this is an
idealized version of the well-known quantum repeater; if it is
used to distill private states, it is called a quantum key repeater.
We provide an upper bound on the quantum key repeater rate
with one-way classical communication; as such, the bound
holds also for noisy protocols that can only lower the rate and
thus, if anything, leave room for improvement. Our results go
beyond the use of the partial transpose and thus apply to states
that are not positive under partial transposition (NPT states) as
well as states that are invariant under partial transposition (PPT
invariant states), which are out of reach for [4].

The Letter is organized as follows. First, we simplify
the class of private states, introducing what we call
Bell private states. We show that these states are, for all
entanglement-related purposes, equivalent to private states.
Second, the simplified structure of Bell private states allows
us to confirm the intuition that the separation between
the distillable key and distillable entanglement is due to
quantum data hiding. More precisely, we show that the
states with a separation are those made of a maximally
entangled state subject to phase flip error, where the error
information is conserved in data-hiding states. Such hidden
information of the error preserves the key, but prevents
Alice and Bob from correcting the maximally entangled
state and distill entanglement. Third, as an application to
the quantum key repeater with one-way classical commu-
nication from the repeater station, we show that a large
class of states and protocols cannot be used to distil more
key across a repeater station than by performing entangle-
ment distillation and swapping.

Private states.—Consider two parties, Alice and Bob,
sharing a maximally entangled state @ of two qubit systems
A B;—the key systems. Measuring @ in the computational
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basis will produce a perfect secret bit with respect to any
adversary; the postmeasurement state of such a measurement
is called a key attacked state; this will play an important role
in our results and will be denoted by a hat (),

(100) + [11))((00] + (11])

I>—‘NI>—‘

5 (100){00] + [11)(11]). (1)

The support of ® is known as the maximally correlated
subspace. Now let Alice and Bob share additional systems
A B,—the shield systems. A private state y is a state on
A; B A B, that generalizes the maximally entangled state, in
the sense that measuring A; B, produces a perfect secret bit
with respect to any adversary. y is a private state if and only if
it has the form [2]

=T(®QRc)T" §=T(®Q0o)T" (2)
for some state 6 on A B, and controlled unitary 7 called
twisting; with no shield systems, the only private states are
maximally entangled states. However, the first example of a
private state with low distillable entanglement was con-
structed as follows [2]:

v = P02y, (®) @0+ pi1Zy (@) ®cr,  (3)
where o; are the extremal Werner states [7] and Z/(g) =
Z/oZ7J is the jth phase flip map, namely, the map that
conjugates by the jth power of the Pauli Z. The intuition
behind the example is the following: orthogonal data-hiding
states o; [5,6], like the Werner states [8], should hinder the
ability to correct the phase flip locally and, thus, they should
suppress the distillable entanglement; nevertheless, because
the states are orthogonal, the perfect secret bit is still
protected from the environment.

Private states like the ones in Eq. (3) are only a special
case (see [9] for different examples); we call them Bell
private states. We now show how to convert all private
states into Bell private states reversibly using only LOCC.
We need two generalizations.

We generalize the maximally entangled state to any key
systems of equal finite dimension |A;| = |B;|. We define the
Bell states ¢p; = [¢;)(¢h;| = Z3 (@) for j =0, ..., [By| = L.
Notice that {|¢;) } form a basis for the maximally correlated
subspace, which brings us to the next generalization. We
consider any state supported only on the maximally corre-
lated subspace of A, By, we call such states key correlated.
They have no bit-flip error and we can write them as

P = Z|¢u><¢v| ® Pﬂw (4)

where P, are matrices on AB;.
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FIG. 1. Quantum circuit for the bilateral CNOT acting on Bell
states, the core of the map £ of Lemma 1.

To define the reversible LOCC map, consider two copies
of systems Ay By. Let V = CNOTy 4, ® CNOTy 5, be the
local unitary illustrated in Fig. 1, namely, the generalization
of the qubit BNOT [1]. It holds that

V(|¢j>AkBk ® |¢”>Ak3k) =

Lemma 1. Define £:A; B, — A; B A By as

|¢j>AkBk ® ZE{|¢;4>A,{B/<' (5)

E(oas,) = V1—<®Ak3k ® 0a,5,)V-

Then for any key correlated state p (on ApBiABy)

E(p) = (Eap, ®idyp )(p |B |Z¢] ® Z (p). (6)

Because @ is separable and V is local, £ is one-way LOCC
(classical communication only from Alice to Bob or vice
versa). £ is reversible by inverting V and tracing out the
target, which requires only local operations. Notice that the
output key systems are still A;B; but the output shield
systems are now A A B;B;.

Proof—Using (4), (5) and ® = (1/[Bel)>_;4; we find

E®id)(p) => VI ®h,)(h)V &P,
y12%
=15 |Z (6; ® ) BV ® P,

Hj

|B|Z¢,®z ($)(d)) ® P O

Hj

Bell private states now come as a special case. A Bell
private state is any private state of the form

YBeu:ZPj'ébj@G-,
J

where ¢; are arbitrary orthogonal states of A B and p; are
arbitrary probabilities. Notice that ng( p) are orthogonal,
and thus £(p) is a Bell private state only when p is a private
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state. Because & is reversible, any property of entanglement
monotones (entanglement measures like the distillable
entanglement and distillable key) for Bell private states
also holds for private states and vice versa. For example, we
can always convert the output of a key distillation protocol
into an approximate Bell private state, thus simplifying the
distillable key to the rate at which Bell private states can be
distilled.

Entanglement distillation and quantum data hiding.—
We now show that Bell private states with low distillable
entanglement are states that hide the phase of the maximally
entangled states from local detection. Specifically, we give a
lower bound on the one-way distillable entanglement E; ( p),
where the communication is one way, from Alice to Bob.
This lower bound is the rate achieved by the best protocol that
starts with a measurement on Alice’s shield.

First, for simplicity, let Alice and Bob share a key
correlated state of the form

1
p:m;¢j®0j- (7)

We now let Alice perform a measurement on her shield and
send the outcome to Bob. Then Alice and Bob use the
hashing protocol [1,10] and we find (Lemma 18 of Ref. [11])

Ej(p) > sup
MeLO,

1
|Bk|2ij(M<aj>||M<o>), (8)
whereo = (1/|B[)>_;0;, D(ells) = Trleloge — plogc]is
the relative entropy, and M is a local measurement at Alice
(M = M, ® idp). The relative entropy quantifies the dis-
tinguishability between states; the relative entropy of the
measurement outcomes [23] quantifies how much of this
distinguishability is left when Alice and Bob can only act
locally. In the particular case of private states, the o; state of
Eq. (7) are orthogonal; thus, they are perfectly distinguish-
able and j can be recovered with a global measurement.
However, Eq. (8) implies that if the distillable entanglement
is low, then the local distinguishability of ¢; is low and j
cannot be determined accurately locally: the o; are data
hiding [5,6].

For general key correlated states p we can use Eq. (8)
after using Lemma 1; this gives

Ep(p) = sup
MEeLO,

1 .
B 2 LMOZL (PIM(P)).
j

Namely, we see that because of the reversible map, we can
think of the private state itself as a data-hiding state, where
Jj is encoded using the local phase flip.

We can exploit the measurement being local to simplify
our bounds. More precisely, we find that for all local
measurements at Alice

D(M o Z} (p)IM(p)) = D(M(p)IM(p)).

Namely, the optimal measurement is independent of the
phase flip, which allows us to remove the phase flip in the
formula. This is an important feature because it suddenly
allows us to regularize [24,25] our lower bound. If p is
separable, then we can combine the regularized lower
bound with a known upper bound from [26], and obtain
equality with the distillable entanglement as stated in this
theorem (Theorem 21 of Ref. [11]).
Theorem 2. For any key correlated state p, it holds

Ep(p) 2 Da(pllp) = Sup D(M(p)IM(p))

. .1 .
Ep(p) 2 DR (plIp) = lim —Da(p®"[19%").
If p is also separable then
Ep(p) = DR (plIp)-

Quantum key repeaters.—We now apply our findings to
long-distance quantum communication, where noise pre-
vents Alice and Bob from sharing entanglement and thus
secrecy, and where an intermediate repeater station,
Charlie, is necessary to mediate the entanglement.

More precisely, let Alice and Charlie (A and C) share p and
Charlie and Bob (C" and B) share p’. While the goal of a
quantum repeater is to distill maximally entangled states
between Alice and Bob [27], the goal of a quantum key
repeater is to distill perfect secret bits or, equivalently, private
states [4]—see Fig. 2. The best rate for this task is called the
quantum key repeater rate, Rp(p,p’). Realistic repeaters
have multiple stations; however, we reduce to a single station
by grouping them into one, which can only increase the rate.
The reduction to a single station thus provides upper bounds
without loss of generality.

p and p’ are usually generated by sharing maximally
entangled states through noisy channels (Choi-Jamiotkowski
states). While clever channel codes may reach higher

Alice — - - """~ T Alice
I
I

!
‘ . —_
I I
Charlie | | ~, ,y"R
‘ L ]
|
\ T
I

Bob b= ——————— = = Bob

FIG. 2. Quantum circuit for the key repeater protocols in a
single node repeater. The dashed box is a tripartite LOCC
protocol. The double lines are the classical communication.
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rates [28,29], note that the free classical side information
allows us in most realistic channels to implement the codes
via teleportation from the Choi-Jamiotkowski state (e.g., the
depolarizing channel) [1]. Thus, our upper bounds also apply
to such codes and channels (see also [30]).

The optimal noise-free protocol for the quantum repeater
performs entanglement distillation between Alice and
Charlie and Charlie and Bob, followed by entanglement
swapping. This results in the rate min{Ep(p), Ep(p)}, but
in the quantum key repeater setting the situation is less
clear. In alternative to the mentioned protocol, Alice and
Charlie can distill private states, and use the maximally
entangled states distilled by Charlie and Bob to teleport
Charlie’s part of the private states. If Ej(p') is larger than
the private states size at Charlie’s, then the rate of this
“trivial” protocol equals K (p) and thus it will be positive
even when p has zero distillable entanglement [2,9]. In
short, while for quantum repeaters the active area of
research studies the effect of noisy operations, for quantum
key repeaters there are open questions even with perfect
operations.

We will consider the one-way key repeater rate variation,
also introduced in [4]. In this variation, Alice and Bob’s
communication with the repeater station Charlie is only one
way: Charlie can send messages to Alice and Bob but not
vice versa. Alice and Bob can still communicate normally
with each other. We denote this rate with R§C =45 or
simply Rj;. In [4] the question was posed whether there
exist nontrivial protocols beyond distillation and swapping,
but only negative examples were found. Here we show that
for a large class of states and protocols, the one-way
distillable entanglement is an upper bound on the one-way
key repeater rate, and thus distillation and swapping are
essentially optimal and far from the trivial upper bounds
Kp(p) and Kp(p").

We need a general upper bound which follows from
Theorem 4 of Ref. [4],

RGE™A B (pacs proy) < Dger(pac ® pgllo),  (9)
for any state ¢ separable in the ACC':B or A:CC'B cut.
So far, this bound could only be estimated via a relaxation
that only works for states that have a positive partial
transpose (PPT states). Choosing 6 = p ® p’ and applying
Theorem 1 to Eq. (9) now shows the following corollary,
independently of the partial transpose.

Corollary 3. For any key correlated states p and p' with
at least one separable key attacked state, it holds

REC™AB(pacs Pog) S ES™*(pac ® Plea)-

Since all private states are NPT (not positive under
partial transposition) [31], this gives the first examples of
NPT states with a high distillable key but low one-way key
repeater rate.

Example. Consider the following Bell private state
[see [2] and Eq. (3)]:

1 1 1 1
Y:§(1+3)¢0®50+§<1—E>¢1 ® oy

where o, and o; are, respectively, the symmetric and
antisymmetric states in C? @ C?%—the extreme Werner
states [7] which are known to be data-hiding states [8].
Since distillable entanglement is upper bounded by the log-
negativity Ey [32], we have the following upper bound
which vanishes for large d:

R5 (1) < 265() < 285(7) =200g (147). (10

This state was implemented experimentally for d = 2 [3].
The key was distilled at a rate K ~0.69, enough to
break the bound at Ey(y) = log3 ~ 0.58. However, because
of the factor of 2 in Eq. (10), an implementation with d = 4
at the same key rate is required for the same proof of
concept. Still, scaling up the implementation should be
experimentally feasible, since in d = 4 the gate used (swap)
is tensor product of qubit gates. In the Supplemental
Material we show how to apply Corollary 3 to some
PPT invariant states (Example 41 of Ref. [11]). [

Conclusions.—Corollary 3 bounds the key repeater rate of
arestricted class of states, but it also generalizes to all states if
we restrict the protocols to first distil private states with
separable key attacked state between the nodes and then try to
repeat. In Definition 28 of Ref. [11], we define a new key
repeater rate R}, (p, p’) from these protocols and prove that
for all states, this rate is upper bounded by Ej; (p ® p'). The
restricted protocols still include one-way entanglement dis-
tillation and swapping; thus, the new key repeater rate is still
lower bounded by the minimum of the one-way distillable
entanglements. While being restrictive, we would like to
stress that the communication between Alice and Bob is two
way, and also that if the two-way step is limited to bipartite
distillation between the nodes, we can always apply the result
to the outcomes of the distillation. In particular, even if the
two-way recurrence protocol is used to distill between the
nodes, as in the case of heralded entanglement generation and
purification, we can apply the bound on “R},~ to the outputs
of the recurrence protocol. The bound also applies to key
repeater schemes based on quantum error correction. The link
with outgoing communication from the station is trivially
covered. For the link with incoming communication, the
bound on ~“Rj~ applies to the output of the code (as
mentioned above), since usually the code is decoded or
corrected at the station, rendering it a bipartite distillation
protocol. As such, we can apply our bound in some way to
most repeater schemes (see also [29] and references therein
for an overview) and where it applies, any attempt to improve
the rate of key distillation above that of entanglement
distillation will not work. For example, attempting to use
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the noisy processing protocol [33] would yield no advantage.
We are not aware that there exists any protocol that contains a
truly two-way tripartite step.

Finally, we note that, because optimal one-way protocols
exist when close to the target states, the optimal two-way
protocols are composed of a two-way “lift-off” protocol
followed by a one-way “conclusion” protocol [34].

We leave as an open problem whether Corollary 3
generalizes to all states and protocols, including two-
way communication. Such a result would show that all
entangled states with zero distillable entanglement, includ-
ing those with distillable key, have zero key repeater rate.
Another open problem, called the PPT? conjecture [35],
asks whether swapping PPT states in all dimensions always
yields separable states. If the conjecture is true, then it
would imply that all PPT states have zero key repeater rate.
In that, the results here presented support the conjecture.
Since our results are asymptotic in nature, they give a
complementary view on the PPT? conjecture to that of the
study of swapping specific states in specific dimensions.

The connection made between key distillation, entangle-
ment distillation, and quantum data hiding raises the pos-
sibility of finding a rate at which data-hiding states can be
distilled, Hp (which we refrain from defining formally).
Namely, in performing entanglement distillation on private
states, it may be possible to retain the undistillable correla-
tions into data-hiding states with zero distillable entanglement
so that they could be used as a resource, such that

Kp(p) = Hp(p) + Ep(p).
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