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The generation of random numbers is a task of paramount importance in modern science. A central
problem for both classical and quantum randomness generation is to estimate the entropy of the data
generated by a given device. Here we present a protocol for self-testing quantum random number
generation, in which the user can monitor the entropy in real time. Based on a few general assumptions, our
protocol guarantees continuous generation of high quality randomness, without the need for a detailed
characterization of the devices. Using a fully optical setup, we implement our protocol and illustrate its self-
testing capacity. Our work thus provides a practical approach to quantum randomness generation in a

scenario of trusted but error-prone devices.
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Given the importance of randomness in modern science
and beyond, e.g., for simulation algorithms and for cryp-
tography, an intense research effort has been devoted to the
problem of extracting randomness from quantum systems.
Devices for quantum random number generation (QRNG)
are now commercially available. All of these schemes work
essentially according to the same principle, exploiting the
randomness of quantum measurements. A simple realization
consists in sending a single photon on a 50/50 beam splitter
and detecting the output path [1-3]. Other designs were
developed, based on measuring the arrival time of single
photons [4-7], the phase noise of a laser [8—10], vacuum
fluctuations [11,12], and even mobile phone cameras [13].

A central issue in randomness generation is the problem
of estimating the entropy of the bits that are generated by a
device, i.e., how random is the raw output data. When a
good estimate is available, appropriate postprocessing can
be applied to extract true random bits from the raw data (via
a classical procedure termed randomness extractor [14]).
However, poor entropy estimation is one of the main
weaknesses of classical RNG [15], and can have important
consequences. In the context of QRNG, entropy estimates
for specific setups were recently provided using sophisti-
cated theoretical models [16,17]. Nevertheless, this
approach has several drawbacks. First, these techniques
are relatively cumbersome, requiring estimates for numer-
ous experimental parameters which may be difficult to
precisely assess in practice. Second, each study applies to a
specific experimental setup, and cannot be used for other
implementations. Finally, it offers no real-time monitoring
of the quality of the RNG process, hence no protection
against unnoticed misalignment (or even failures) of the
experimental setup.

It is therefore highly desirable to design QRNG tech-
niques which can provide a real-time estimate of the output
entropy. An elegant solution is provided by the concept of
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device-independent QRNG [18,19], where randomness can
be certified and quantified without relying on a detailed
knowledge of the functioning of the devices used in the
protocol. Nevertheless, the practical implementation of such
protocols is extremely challenging as it requires the genuine
violation of Bell’s inequality [19,20]. Alternative approaches
were proposed [21] but their experimental implementation
suffers from loopholes [22]. More recently, an approach
based on the uncertainty principle was proposed but
requires a fully characterized measurement device [23].

Here, we present a simple and practical protocol for self-
testing QRNG. Based on a prepare-and-measure setup, our
protocol provides a continuous estimate of the output
entropy. Our approach requires only a few general assump-
tions about the devices (such as quantum systems of
bounded dimension) without relying on a detailed model
of their functioning. This setting is relevant to real-world
implementations of randomness generation, and is well
adapted to a scenario of trusted but error-prone providers,
i.e., a setting where the devices used in the protocol are not
actively designed to fool the user, but where implementa-
tion may be imperfect. The key idea behind our protocol is
to certify randomness from a pair of incompatible quantum
measurements. As the incompatibility of the measurements
can be directly quantified from experimental data, our
protocol is self-testing. That is, the amount genuine quan-
tum randomness can be quantified directly from the data,
and can be separated from other sources of randomness
such as fluctuations due to technical imperfections. We
implemented this scheme with standard technology, using a
single photon source and fibered telecommunication com-
ponents. We implement the complete QRNG protocol,
achieving a rate 23 certified random bits per second, with
99% confidence.

Protocol.—Our protocol, sketched in Fig. 1, uses two
devices which, respectively, prepare and measure an
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FIG. 1 (color online). Sketch of the protocol. The self-testing
QRNG protocol consists of three distinct steps. (1) First, an
experiment is performed where, in each round, the user chooses a
preparation x and a measurement y, and obtains an outcome b.
(2) From the raw data, the distribution p(b|x, y) can be estimated
leading to an estimate for the value of the witness W, from which
the entropy of the raw data can be quantified. (3) Based on the
entropy bound, appropriate postprocessing of the raw data is
performed, in order to extract the final random bit string.

uncharacterized qubit system. In each round of the
protocol, the observer chooses settings among four
possible preparations, x = 0, 1,2, 3, and two measurements
y =0, 1, resulting in a binary outcome b = +1. To model
imperfections, we represent the internal state of each device
by a random variable—A for the preparation device and u
for the measurement device—which are unknown to the
observer. As we work in a scenario where the devices are
not maliciously conspiring against the user, we assume the
devices to be independent, i.e., p(4, u) = q(4)r(u), where
Jdiq(2) = [dur(u) = 1.

In each round of the experiment, the preparation device
emits a qubit state p* which depends on the setting x and on
the internal state A. Similarly, the measurement device
performs a measurement M%. Thus the distributions of A
and u determine the distributions of the prepared states and
the measurements. As the observer has no access to the
variables A and yu, he will observe

p(blx.y) = / diq(2) / dur(u)p(blx. v, 4. 1)

1+bM)\ 1 S
:Tr<px+>>=2(1+bsx-Ty), (1)

2
where
vl 1 A
pe= [ dig(A)ps = 5(“ + 8, 0), (2)
M, = / dur(p)Mt = T, - 3. 3)

Here, g’x and 7'}, denote the Bloch vectors of the (average)
states and measurements, and ¢ = (6}, 65, 63) is the vector
of Pauli matrices.

The task of the observer is to estimate the amount of
genuine quantum randomness generated in this setup,
based only on the observed distribution p(b|x,y). This

is a nontrivial task as the apparent randomness of the
distribution [0 < p(b|x,y) < 1] can have different origins.
On the one hand, it could be genuine quantum randomness.
That is, if in a given round of the experiment, the state p*
is not an eigenstate of the measurement operator MY,
then the outcome b cannot be predicted with certainty,
even if the internal states A and u are known, i.e.,
0 < p(b|x,y,A,u) < 1. On the other hand, the apparent
randomness may be due to technical imperfections, that is,
to fluctuations of the internal states 4 and u. Consider the
following example: The preparation device emits the states
=0 =10)(0| and pi=! = [1)(1] with g(A=0,1) = 1/2.
For a measurement of the observable M, =2 -5, one
obtains that p(b|x,y) = 1/2. However, these data clearly
contain no quantum randomness, since the outcome b can
be perfectly guessed if the internal state 1 is known.

Our protocol allows the observer to separate quantum
randomness from the randomness due to technical noise.
The key technical tool of our protocol is a function recently
presented in [24], which works as a “dimension witness.”
Given data p(b|x,y), the quantity

_|p(1]0,0) = p(1]1,0)  p(1]2,0) = p(1
p(110,1) = p(1]1,1)  p(1]2,1) = p(1

captures the quantumness of the preparation and measure-
ments. Specifically, if the preparations are classical (i.e.,
there exists a basis in which all states p? are diagonal), one
has that W = 0, while a generic qubit strategy achieves
0 < W <1 [24]. W > 0 guarantees that the measurements
performed by Bob are incompatible (see [25]) and since it is
then impossible to simultaneously assign deterministic
outcomes to them, this enables us to bound the guessing
probability and certify randomness. Given x, y, and knowl-
edge of the internal states 4, p, the best guess for b is given
by max,p(b|x,y, 4, ). Assuming uniformly distributed x
and y, the average probability of guessing b fulfils the
following inequality (see [25]):

3,0)

3 ) (4)

1
Pguess = g Z CIAr;tmbaXp(Hx’ Y, la/"{)

XY, A4

1 ;77
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Therefore, the guessing probability can be upper bounded
by a function of W, which can be determined directly
from the data p(b|x, y). Finally, to extract random bits from
the raw data, we use a randomness extraction procedure.
The number of random bits that can be extracted per
experimental run is given by the min-entropy H;, =
—logs Pouess [27]. Hence Hyy, is the relevant parameter
for determining how the raw data must be postprocessed.
Note that randomness can be extracted for any W > 0, since
Pguess < 1 1n this case.
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FIG. 2 (color online).

Implementing the self-testing QRNG. (a) Experimental setup. (b) Real-time evolution of the witness value W

(blue) and randomness generation rate (bits extracted per second; red). After 3 h, the air conditioning in the laboratory is switched off,
which leads to misalignment of the optical components. In turn, this leads to a significant drop of the witness value W and corresponding

entropy.

The maximal value of W = 1 can be reached usmg the set
of preparatlons and measurements: SO = -5 1= To = Z and

S2 = —S; Tl = X, which correspond to the BB84 QKD
protocol [28]. In this case, we can certify randomness with
min-entropy H;, = 0.2284. Using other preparations and
measurements, e.g., if the system is noisy or becomes
misaligned, one will typically obtain 0 < W < 1.
Nevertheless, for any value W > 0, randomness can be
certified, and the corresponding min-entropy can be estimated
using Eq. (5). Our protocol is therefore self-testing, since
the evaluation of W allows quantifying the amount
of randomness in the data. In turn, this allows one to perform
adapted postprocessing in order to finally extract random bits.

To conclude this section, we discuss the assumptions
which are required in our protocol: (i) Choice and dis-
tribution of settings.—The devices make no use of any
prior information about the choice of settings x and y.
(ii) Internal states of the devices are independent and
identically distributed (i.i.d).—The distributions ¢(4) and
r() do mnot vary between experimental rounds.
(iii) Independent devices.—The preparation and measure-
ment devices are independent, in the sense that
p(A,u) = q(A)r(p). (iv) Qubit channel capacity.—The
information about the choice of preparation x retrieved
by the measurement device (via a measurement on the
mediating particle) is contained in a two-dimensional
quantum subspace (a qubit).

Assumptions (i) and (iii) are arguably rather natural in a
setting where the devices are produced without malicious
intent. They concern the independence of devices used in
the protocol, namely the preparation and measurement
devices, and the choice of settings. When these are
produced by trusted (or simply different) providers, it is
reasonable to assume that there are no (built-in) preestab-
lished correlations between the devices and that the settings
X, y can be generated independently, e.g., using a pseudo
RNG. Assumptions (ii) and (iv) are stronger, and will have
to be justified for the particular implementation at hand.
The content of assumption (ii) is essentially that the devices

are memoryless (internal states do not depend on previous
events). We believe this assumption can likely be weak-
ened, since randomness can in fact be guaranteed in the
presence of certain memory effects, in particular, the
experimentally relevant afterpulsing effect (see [25]).
Finally, note that assumption (iv) restricts the amount of
information about x that is retrieved by the measuring
device (via a measurement on the mediating particle), but
not the information about x contained in the mediating
particle itself. In other words, it might be the case that
information about x leaks out from the preparation device
via side channels, but we assume that these side channels
are not maliciously exploited by the measurement device.

Experiment.—We implemented the above protocol using
a fully guided optical setup [see Fig. 2(a)]. The qubit
preparations are encoded in the polarization state of single
photons, generated via a heralded single-photon source
based on a continuous wave (CW) spontaneous parametric
down conversion (SPDC) process in a periodically poled
lithium niobate (PPLN) waveguide [29]. The idler photon
is detected with a ID220 free-running InGaAs/InP single-
photon detector (SPD) (herald) with 20% detection effi-
ciency and 20 us dead time. The polarization is rotated
using a polarization controller (PC) and an electro-optical
birefringence modulator (BM) based on a lithium niobate
waveguide phase modulator. The preparations x =
{0,1,2,3} correspond, respectively, to the diagonal (D),
antidiagonal (A), circular right (R), and circular left (L)
polarization states. For the measurement device, polariza-
tion measurements are done using a BM and a PC followed
by a polarization beam splitter and two ID210 InGaAs/InP
SPDs (with a 1.5 ns gate and 25% detection efficiency)
triggered by a detection at the heralding detector. The
measurements y = {0, 1} correspond, respectively, to the
{D, A} basis and the {R, L} basis. The number of photon
pairs generated by the SPDC source is set to obtain a count
rate at the heralding detector of about 30 kHz, which
corresponds to a probability of single photon emission of
p1 = 6.5x 107 per gate, and a two photon emission
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pa = p3/2=2.1x 107" per gate. A field-programmable-
gate-array board (FPGA) continuously generates sequences
of three pseudorandom bits. Upon successful heralding,
these three bits are used to choose (x, y). Finally, the FPGA
records the outcome b (whether each ID210 detector has
clicked or not).

We briefly discuss to which extent the assumptions of
the protocol fit to our implementation. First, the choice
of preparation and measurement, x and y, are made by the
FPGA using a linear-feedback shift register pseudo RNG
[30]. This RNG provides a deterministic cyclic function
sampled by the heralding detector. Since the sampling is
asynchronous with respect to the RNG rate, the output is
uniform and (i) is fulfilled. The BMs are separated spatially
by 1 m, their temperature is controlled independently, and
the voltages are applied with independent electronic cir-
cuits. Any cross talk between them, e.g., due to stray
electric fields, can be safely neglected; hence, (iii) is also
satisfied. Concerning assumption (ii), we evaluate the
distribution p(b|x,y) after every minute of acquisition.
Therefore, we need to consider memory effects with time
characteristics shorter than one minute. Two main effects
should be considered: charge accumulation in the birefrin-
gence modulator, and afterpulsing in the detectors, which is
a common issue in standard QRNG approaches [4,16].
Importantly, our protocol is robust to afterpulsing (see
[25]). Charge effects in the modulator are relevant only for
modulation slower than 1 Hz [31]. Finally, the qubit
assumption (iv) is arguably the most delicate one. As
the choice of preparation x is encoded in the polarization
of a single photon, (iv) seems justified. However, a small
fraction of heralded events corresponds to multiphoton
pulses, in which (iv) is not valid. To take these events into
account, we extend our theoretical analysis (see [25]). We
show that quantum randomness can still be guaranteed
even when (iv) is not fulfilled in all experimental events,
provided that the fraction of events violating (iv) can be
bounded and is small enough compared to the total number
of successful events. To verify this assumption, the prob-
ability of single and multiphoton pulses must be properly
calibrated. For our single-photon source, the ratio of multi-
photon events vs heralds is given by ~p, /2 = 3.25 x 1074,
and our method can be applied.

We ran the experiment estimating W for the data
accumulated each minute. As discussed in [25], the estima-
tion of W considers finite-size effects and the size of the
randomness extractor is determined based on the value of W
[16,32]. In the best conditions, our setup generates about
402 bits/s of raw data (before the extractor). The witness
corresponds to a value of W = 0.76. After extraction, we get
final random bits at a rate of 23 bits/s with a confidence of
99%. Note that the confidence level is set when accounting
for finite size effects; a higher confidence can be chosen at
the expense of a lower rate. Note also that this rate is limited
by the slow repetition rate of the experiment (limited by the

dead time of the heralding detector) and by the losses in the
optical implementation (channel transmission is ~8%; total
efficiency ~2%). Figure 2(b) shows the estimated value of W
over 3.5 h and the rate at which the final random bits are
generated. To demonstrate the self-testing capacity of our
protocol, we switched off the air conditioning in the room
after 3 h. This impacts the alignment of the setup. As can be
seen from Fig. 2(b), the witness value W drops, reflecting the
fact that the distributions of internal states [¢(4) and r(u)]
changed. In turn, this forces us to perform more postpro-
cessing, resulting in a lower randomness generation rate.
Nevertheless, the quality of the final random bits is still
guaranteed. This shows that our setup can warrant the
generation of high quality randomness, without active
stabilization or precise modeling of the impact of the
temperature increase.

The quality of the generated randomness can be assessed
by checking for patterns and correlations in the extracted
bits. We performed standard statistical tests, as defined by
NIST, and although not all tests could be performed due to
the small size of the sample, all performed tests were
successful (see [25]). We stress that these tests do not
constitute a proof of randomness (which is impossible);
however, failure to pass any of them would indicate the
presence of correlations among the output bits.

Finally, we comment on the influence of losses. In the
above analysis, we discarded inconclusive events in which
the photon was not detected at the measuring device,
although the emission of a single photon was heralded
by the source. Therefore, our analysis is subject to an
additional assumption, namely, that of fair sampling, which
we believe is rather natural in the case of nonmalicious
devices. Note, however, that this is not necessary strictly
speaking, as our protocol is in principle robust to arbitrarily
low detection efficiency [24]. Performing the data analysis
without the fair-sampling assumption (in which case the
inconclusive events are attributed the outcome —1) we
obtain witness values of W ~ 1.5 x 107#, corresponding to
H,in~2.0x 107, In this case, the rate for generating
random bits drops considerably to 6 x 107> bits/s, but
importantly does not vanish. Hence, our setup can be used
to certify randomness without requiring the fair-sampling
assumption. We note that even a small increase in efficiency
would lead to a large improvement in rate. E.g., an increase
from our current 2% to 10% would already give
~0.04 bits/s while an overall efficiency of 50% would
be enough to reach 23 bits/s without postselection, equal
to our current postselected rate.

Conclusion.—We have presented a protocol for self-
testing QRNG, which allows for real-time monitoring of
the entropy of the raw data. This allows adapting the
randomness extraction procedure in order to continuously
generate high quality random bits. Using a fully optical
guided implementation, we have demonstrated that our
protocol is practical and efficient, and illustrated its
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self-testing capacity. Our work thus provides an approach
to QRNG, which can be viewed as intermediate between
the standard (device-dependent) approach and the device-
independent one.

Compared to the device-dependent approach, our pro-
tocol delivers a stronger form of security requiring less
characterization of the physical implementation, at the price
of a reduced rate compared to commercial QRNGs such as
ID Quantique QUANTIS which reaches 4 Mbits/s. A fully
device-independent approach [18,19], on the other hand,
offers even stronger security [in particular assumptions
(i1)—(iv) can be relaxed, hence offering robustness to side
channels and memory effects], but its practical implemen-
tation is extremely challenging. Proof-of-principle experi-
ments require state-of-the-art setups but could achieve only
very low rates [19,20]. Our approach arguably offers a
weaker form of security, but can be implemented with
standard technology. Our work considers a scenario of
trusted but error-prone devices, which we believe to be
relevant in practice.
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