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We have experimentally demonstrated a decoy-state quantum key distribution scheme (QKD) with a
heralded single-photon source based on parametric down-conversion. We used a one-way Bennett-
Brassard 1984 protocol with a four states and one-detector phase-coding scheme, which is immune to
recently proposed time-shift attacks, photon-number splitting attacks, and can also be proven to be secure
against Trojan horse attacks and any other standard individual or coherent attacks. In principle, the setup
can tolerate the highest losses or it can give the highest secure key generation rate under fixed losses
compared with other practical schemes. This makes it a quite promising candidate for future quantum key

distribution systems.
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Since the Bennett-Brassard 1984 (BB84) protocol [1]
was put forward, quantum key distribution (QKD) has
attracted more and more attention from the worldwide
scientific research community, since its unconditional se-
curity can be ensured by the theory of quantum mechanics
[1-5]. However, the “in principle”’ unconditional security
has always been threatened by imperfect realistic systems,
such as nonideal single-photon sources (SPS), large chan-
nel losses and imperfect single-photon detectors. Luckily,
some security proofs have also been given under those
imperfect experimental conditions [6—12].

Hitherto, an attenuated laser, i.e., a weak coherent state
(WCS) is often used instead of an ideal single-photon
source in present quantum key distributions. Unfortu-
nately, there are at least two drawbacks with this kind of
source. One is the large vacuum state component, which
results in a limited secure transmission distance. The other
is a significant ratio between the multiphoton and single-
photon probabilities, which opens a back door for a
photon-number splitting (PNS) attack [7,8,13]. In order to
maintain the security, one has to attenuate the laser into a
very weak intensity, which inevitably results in a very low
key generation rate. Fortunately, the so called decoy-state
method has come to the rescue, as it can significantly im-
prove the performance of QKD in practical systems [14—
19].

Alternatively, a turnstile single-photon source or a her-
alded single-photon source (HSPS) can be used instead of
an ideal single-photon source. Already, several promising
implementations of such sources have been demonstrated,
some based on color centers emission [20—-22], some based
on quantum-dot emission (QD) [23,24], and some based on
parametric-down-conversion (PDC) processes [25-27]. In
fact, a true single-photon source can never be made in
practice, such devices can only produce states with a
sub-Poissonian distributed photon count. Vacuum and mul-
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tiphoton components still exist. Therefore, the decoy-state
method is still needed in a QKD implementation using a
heralded single-photon source. Here, we apply both HSPS
and the decoy-state method in our QKD experiment. To our
knowledge, this is the first time the two components have
been combined in a true QKD experiment. The combina-
tion drastically increase the maximum tolerable channel
losses or the secure key generation rates under fixed losses
compared with WCS.

The main idea of the decoy-state method is to randomly
send out signals among several different intensities, which
allows one to estimate the behavior of the vacuum, the
single-photon and the multiphoton components individu-
ally. As a result, an eavesdropper’s presence will be de-
tected. In our experiment, we use a three-intensity decoy-
state method [15,18,28], and our source is a HSPS with
sub-Poissonian distribution emitting from a PDC process.
By applying the same characterization method as in [25],
we can get the photon-number distributions of our source
shown in Table I:

Here pg, pi, and p, represent the probabilities of vac-
uum, single-photon and multiphoton components individu-
ally; P, is the correlation rate of photon pairs, i.e., the
probability of generating a heralded photon whenever a
heralding one has been detected; g'?(0) is the normalized
second-order correlation function of the field at zero time
delay. Because of a continuous-wave laser being used as
the pump, the multiphoton probability is very low, in fact,
it can be as low as 2% of the multiphoton probability in a
weak coherent source having the same single-photon
probability. Clearly, our source has a substantial sub-
Poissonian distribution.

Using the same method as in [28-30], and taking sta-
tistical fluctuation into account, we can derive a lower
bound of the counting rate of single-photon states (Y*)

© 2008 The American Physical Society


http://dx.doi.org/10.1103/PhysRevLett.100.090501

PRL 100, 090501 (2008)

PHYSICAL REVIEW LETTERS

week ending
7 MARCH 2008

TABLE I. The measured photon-number distributions of our HSPS under different triggering frequencies.
Trigger frequency Intensity Do 12 D g%(0) Peor
(after time chopper, kHz)  (mean photons per gate, 25 ns
o 200 0.588 X 1073 0.72695 027288 1.6005 X 107* 4.56 X 1073 027267
s 650 5.532 %1073 0.69810 030029 1.6556 X 1073 3.53 X 1072 0.29809
and an upper bound of the quantum bit-error rate of single-photon states (eV) as:
yL_ Py (0 — P2 0%, — Y [po(m)pa(n') = po() pa(p)] "
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where e and Y|, are the quantum bit-error rate and count-
ing rate of vacuum state; u (u’) is the mean photon number
per time slot (what we used is 2.5 ns in our experiment);
N,, N, and N, are the numbers of heralding pulses (i.e.
the numbers of opening the gate of InGaAs detector) for
different intensities (u, u’, u) respectively; Q,, (Q,) and
E, (E,) are the overall counting rate and the quantum bit-
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Furthermore, after error correction and privacy amplifi-
cation, we can get the final key generation rate from the

signal () [12,32]:

R = q{_Q,u,’f(E,u/)HZ(E/,L') + Q() + Q%[l - H2(eij)]})
3)

where the factor of ¢ (=%) comes from the cost of basis
mismatch in the Bennett-Brassard 1984 (BB84) protocol,
(or it is % when a one-detector scheme is used); f(E,) is a
factor for the cost of error correction given existing error
correction systems in practice; We use f = 1.22 here [8];
Qo = Yopo(n); OF = Y{pi(u); Hy(x) is the binary
Shannon information function, given by: H,(x) =
—xlog,(x) — (1 — x)log,(1 — x).

As shown in Fig. 1, using the BB84 protocol and under
the same experimental conditions, i.e., the same dark count
rate (0.8 X 1077 /gate), the same detection efficiency
(7.5%), and the same misalignment of the system
(€getector ~ 2.5%), we compare our HSPS based decoy-state
scheme to several other schemes, including HSPS without
decoy states, WCS with or without decoy states, and also
the ideal single-photon source case. (Based on decoy
states, we can give accurate estimations of YX and eV as
in our Egs. (1) and (2) in the case of HSPS or as in Eq. (2)
of Ref. [33] in the case of WCS; however, without decoy
states, we have to do some pessimistic assumptions as in
Eq. (4.1) of Ref. [34].) As can be seen, our scheme gets the
maximum tolerable losses or the highest key generation
rate under fixed losses among all these practical schemes.

pi()ps(u') — pi(u)pa(p)

{
Moreover, if a better HSPS (with 70% correlated photon

pairs, as reported in [35]) is used, its performance comes
close to the ideal single-photon source.

Our experimental setup (implemented at KTH with joint
equipment from KTH and USTC) is shown in Fig. 2. We
use a 532 nm continuous-wave (cw) laser to pump a
periodically poled LiNbO; (PPLN) crystal of 50 mm
length, to generate nondegenerate correlated photon pairs
(with 809 and 1555 nm wavelengths); After triggering one
photon at 809 nm, with gating time at 2.5 ns and gating
frequency at 650 kHz, we can get a HSPS with a narrow
bandwidth (0.8 nm FWHM), which has about 30% single-
photon probability as shown in Table I [25]. The heralded
photon is transmitted from Alice to Bob through 25 km of
spooled SMF-28 fiber (attenuation: 0.2 dB/km), incorpo-
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FIG. 1 (color online). The key generation rate vs the total
losses comparing several different schemes. The numerical
simulations are done in the case of: (a) with WCS and without
decoy-state method; (b) with HSPS and without decoy-state
method; (c) with WCS based decoy-state method (with optimal
values of u’ at each points and an infinite number of decoy
states); (d) with HSPS based decoy-state method with P, =
30% (with w' =5.53 X 1073 and u = 5.88 X 107%, these pa-
rameters come from our experiment below, after numerical
simulation, we also find the key rate is stable with moderate
changing the value of ' or w); (e) with HSPS based decoy-state
method with P, = 70%(with u' =553 X 1073 and u =
5.88 X 10™%); (f) with the ideal SPS. (Note: Without taking
statistical fluctuation into account in all these lines.)
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FIG. 2. The experimental setup of our quantum key transmis-
sion system. PPLN: periodically-poled LiNbO3;, AOM: acousto-
optical-modulator, WDM: wavelength-division multiplexing,
OS: optical switch, TC: time chopper, BS: beam-splitter, FM:
Faraday Mirror, PM: phase modulator, DL: delay line, QC: quan-
tum channel, SPD: single-photon detector, CB: control board.

rating a one-way Faraday-Michelson (F-M) QKD system
[36]. We use a four-state and one-detector phase-coding
scheme, which is immune to time-shift attacks [37,38],
faked-state attacks [39], Trojan horse attacks [40], and
can also been proven to be secure against any other stan-
dard individual or coherent attacks.

In order to avoid the large insertion loss of presently
available optical amplitude modulators (AM, >3 dB), we
use a fiber pig-tailed optical switch (OS, 0.6 dB loss) at the
arm of signal (1555 nm), and place an acousto-optic-
modulator (AOM) before the pump light, by controlling
both of them in our program (changing between u and w'
with AOM, and changing between w and o with OS), we
can randomly generate signals at 1555 nm wavelength
among the three intensities: [u/, u, wol = [5.532 X
1073,0.588 X 1073,0.577 X 107°], [here, u is the mean
photon number per gate, i.e., 2.5 ns, and because of an
imperfect isolation ratio of the optical switch (~20 dB),
we cannot use a real vacuum state for wg, which will
decrease the estimate of Y|, hence give a lower value of
R], and the ratio between them is about 10:4:1. Meanwhile,
we set a time chopper (see detail in Ref. [41]) in the
triggering signal, on one hand to easily synchronize the
signals at 1555 nm, on the other hand to keep the dark
count rate for the three intensities at almost the same level.
In addition, in order to get a higher visibility in the F-M
interferometers (>95%, without removing any dark
counts), we use a wavelength-division multiplexing filter
(WDM) to further narrow the bandwidth of the signal
photons (0.4 nm FWHM).

In our QKD system, we adopted a scan and transmission
mode [36,41], which makes it quite stable for several hours
of continuous measurements. For example, during a typical
measurement of 200 min, (with effective transmission time
about 70 min, the scan and responding time are consider-
ably longer than the transmission time because of the low
coincidence count rate), with a total of 1.5 X 10 triggering
pulses, the detection efficiency is about 7.5%, the vacuum
state counting rate is about 0.8 X 107 /gate, (we attribute
0.7 X 107 coming from dark counts, and 0.1 X 1073
coming from the leakage of the optical switch and the
misalignment of the system), the counting rate, O, (Q,,)
and average quantum bit-error rate (QBER), £,/ (E,,) are
about 6.64 X 107 (6.38 X 107°) and 6.88% (6.43%), re-
spectively, and we can get about 30.90 X 103 bits sifted
key from total 84.60 X 10° coincidence counts after a total
loss of 36 dB. Finally, we can deduce out 3.77 X 10°
secure key, which agrees well with the theoretical value
as shown in Fig. 3 (using the simulating model in
[18,28,29]).

The final key rate is lower than in other systems, because
there are large losses in our QKD system, including the
insertion losses of the WDM filter and the optical switch,
the inefficient InGaAs detector, and most importantly, the
F-M interferometer, for the signal photons have to go
through each phase modulator (PM) twice, and have to
suffer losses from two beam-splitters. In all, the total losses
are about 31 dB. In fact, these losses can be decreased
substantially. First, the narrow bandwidth filter should be
placed before the heralding detector instead of before the
transmission line. This will not only avoid the loss of signal
photons, but also improve the quality of correlated photon
pairs (70% in [35]); Second, to use a low-loss M-Z inter-
ferometer (as used in [42]) instead of our present F-M
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FIG. 3 (color online). Comparing the theoretical values and
experimental results in coincidence counting rate and the final
secure key rate. The dotted line and dashed line represent
theoretical counting rate for the signal photons (u') and final
secure key rate (taking statistical fluctuation into account) indi-
vidually. The dots and squares are the corresponding experimen-
tal results at the total loss of 31 and 36 dB.
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interferometer, as the former can have about 6 dB less loss;
Thirdly, to use a better detector at 1555 nm, with a lower
dark count rate (~107%) or a higher detection efficiency
(10%-15%); Fourthly, if a two-detector scheme is used,
another 3 dB is gained. All in all, with present technology,
it is realistic to decrease the loss by 15—-18 dB in this QKD
system, which is quite considerable for a long distance
transmission (>100 km).

Despite of these deficiencies mentioned above, this ex-
periment is still sufficient to prove, in principle, that our
HSPS based decoy-state scheme can tolerate the highest
losses among all practical schemes, which also means the
highest secure key generation rate under fixed losses.
Therefore, it is a good candidate for future quantum key
distribution systems.
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