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Chaos-based secure communications in a large community
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One-way coupled map lattices are used for cryptography in secure communication, based on spatiotemporal
chaos synchronization. The sensitivity of synchronization between the encryption and decryption systems can
be adjusted by varying the system size. With a suitable parameter combination, the cryptosystem can reach
optimal trade-off of security and performance, i.e., it shows high security~resistant against the public-structure
and known-plaintext attacks! together with fast encryption~and decryption! speed. An experiment of duplex
voice transmission through university network is realized, which confirms the above advantages of our
approach.
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In the last decade, secure communication by apply
chaos synchronization has attracted a great deal of atten
in both the nonlinear science and the engineering soc
@1–9#. A considerable advance of chaos communication fr
the conventional secure communication is expected du
the chaoticity of trajectories. So far, a large variety of mod
have been proposed for realizing chaos communica
@2–9#. However, recent studies show even with chaotic
namics completely hidden, most of models of chaos comm
nications are insecure@10–18#. For communications amon
many commercial users, where the structure of chaotic
namics should be open to the public and only few param
values can be hidden as a secret key, the security of
known chaos communication methods is even lower. In
paper we find that the insecurity problem of chaos comm
nication results mainly from the insensitivity of synchroniz
tion of the nonchaotic receiver to the system parameters,
this problem can be solved by using one-way coupled s
tiotemporal chaos in which the sensitivity of chaos synch
nization increases exponentially with increasing system s
With this idea, we propose a chaos communication met
that has high security together with fast computation sp
and short synchronization transient, and is capable of s
porting mutual communications in a large community. Usi
this method, an experiment of duplex voice transmissi
through university network is realized, which confirms t
above advantages of our approach.

Let us design chaos communications among a large c
munity with M (M@1) individuals, each communicates wit
G (M21@G@1) others. The message transmitted betwe
any pair of individuals should be kept secret from any th
party. Each person in the community has a communica
including chaotic encryption of transmitter,

dx/dt 5f@x,I ~ t !,S~ t !,a#, S~ t !5h@x~ t !,I ~ t !#, ~1a!

synchronization decryption of receiver,

dy/dt 5f@y,I 8~ t !,S~ t !,b#, I 8~ t !5h21@y~ t !,S~ t !#, ~1b!
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where x5(x1 ,x2 , . . . ,xN) and y5(y1 ,y2 , . . . ,yN) are
N-dimensional (ND) vectors, andf5( f 1 , f 2 , . . . ,f N) is a
ND vector field. I (t), S(t), and I 8(t) are scalar functions
I (t) is the plaintext assumed to be private, andS(t), the
ciphertext, plays double roles of the message carrier and
driving signal of the receiver for chaos synchronizatio
Here,a5(a1 ,a2 , . . . ,am) and b5(b1 ,b2 , . . . ,bm) are ad-
justable control parameters, serving as the secret keys
chaos communication unknown to any third party;h is an
invertible function andh21 is its reverse.

For secure communication the transmitter generates
ciphertextS(t) with certain plaintextI (t) by applying an
appointed keya, and transmits it in the open channel to th
receiver, which can thus run Eq.~1b! with known S(t),
I 8(t)5h21@y(t),S(t)# and the same keyb5a. Due to chaos
synchronization, we have

y~ t !5x~ t !, and thenI 8~ t !5I ~ t !. ~2!

The message transmitted from the transmitter is thus s
cessfully received by the receiver.

Now let us analyze how intruders work in illegally ex
tracting the plaintextI (t) with a certain available informa
tion. Any intruder knows the dynamicsf and the decryption
function h21, because all the community members have
same type of communicators, Eqs.~1!. Also, the intruder has
full data of ciphertextS(t) becauseS(t) is transmitted in the
open channel. By some possible chances, the intruder
know certain part of past plaintextI (t) and the correspond
ing keystreamx(t). The maximum intention of an attack i
to determine the secret keya from the available knowledge
of ciphertexts, some plaintexts, and the dynamics@Eq. ~1b!#.
Thus, we are dealing with public-structure and know
plaintext attacks on self-synchronizing chaotic cryptosyste
@18#. There are a number of well-known attacks evaluat
public-structure and known-plaintext cryptosystem
@14,17,18#, among which we consider the method of err
function attack~EFA!. By means of EFA, the intruder, know
ing a segment of past plaintextI (t), t1,t,t2 , T5t22t1 ,
can run Eq.~1b! with an arbitrary test keyb, and compute
the following error functione(b):
©2002 The American Physical Society02-1
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e~b!5
1

TEt1

t2
uh21~y~ t !,S~ t !!2I ~ t !udt. ~3!

By varyingb and minimizinge(b), the intruder may find the
location ofe(b)'0, which fixes the position of the test ke
b'a. With the correcta in hand, the intruder can unmas
any transmitted future messageI (t).

EFA is very effective in analyzing chaos-based se
synchronizing cryptosystems, because this analysis att
the weakest point in chaos communication—the receiver
tem. The essential reason for this weakness is thatthe re-
ceiver is nonchaotic. Driven by the transmitted signal, th
state of the nonchaotic receiver is independent of the in
condition, and is usually insensitive to the system para
eters, including the secret key. With this insensitivity, t
error function varies slowly with the test parametersb, this
slow variation of desynchronization offers a largee(b) basin
around the key positionb5a, allows the intruder to mini-
mizee(b) function by adaptive adjustments, and exposes
key without difficulty. We have tested many known cha
communication systems@2–15#, and found that all these sys
tems are insecure against EFA of Eq.~3!.

With the above understanding, it is clear that the cruc
point for realizing secure chaotic encryption is to find cha
based cryptosystems whose nonchaotic receivers have
ciently high sensitivity to certain system parameters~which
can serve as the secret key!. Usually, increasing sensitivity
may lead to the increase of synchronization time and
decrease of computation speed, and these pitfalls are u
sirable for practical applications. We need some cha
cryptosystems reaching the optimal trade-off between se
rity and performance, i.e., having simultaneously high pr
tical security, fast encryption speed, and short synchron
tion transient time.

We use the following one-way coupled map lattic
~OCML! as our cryptosystem.

Encryption transformation:

xn11~ j !5~12aj ! f @xn~ j !#1aj f @xn~ j 21!#, j 51, . . . ,m,

xn11~ j !5~12« j ! f @xn~ j !#1« j f @xn~ j 21!#,

j 5m11, . . . ,N,

f ~x!54x~12x!, xn~0!5Sn/2n, ~4a!

Sn5~Kn1I n! mod 2n,

Kn5@ int„xn~N!32m
…# mod 2n. ~4b!

Decryption transformation:

yn11~ j !5~12bj ! f @yn~ j !#1bj f @yn~ j 21!#, j 51, . . . ,m,

yn11~ j !5~12« j ! f @yn~ j !#1« j f @yn~ j 21!#,

j 5m11, . . . ,N,

yn~0!5xn~0!. ~4c!

Equation ~4b! specifies the transformation functio
h@xn(N),I n# where int means to take the integer value wh
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mod represents to keep the residual number of 2n only. The
plaintext can be extracted by the receiver as

Kn
85@ int„yn~N!32m

…# mod 2n,

I n
85~Sn2Kn

8 ! mod 2n. ~4d!

By settingbj5aj , j 51, . . . ,m, the nonchaotic receiver ca
realize synchronization to the chaotic transmitter and c
rectly extract the message as

yn~N!5xn~N!, Kn
85Kn , I n

85I n . ~5!

The two operations int and mod in Eq.~4b! make the
truncations ofxn(N) for the small and large parts, respe
tively. The former operation is useful for keeping robustne
of communication against noise in the transmission chan
due to its integer-valued transmitted signal~a desirable ad-
vantage of conventional cryptography!, while the latter can
greatly enhance the sensitivity of chaos synchronization
the parameter mismatch.

Now let us evaluate the security of Eq.~4! against EFA.
Note that the form of Eqs.~4! @including « j , j 5m
11, . . . ,N, and the decryption function~4d!# are known for
the intruder. In Figs. 1~a!–~e! we use a single parameter (a1 ,
m51) as the key, and takem550, n532, « j5a150.95,
and compute the error functione(b1) vs b1 for different size
N’s,

e~b1!5
1

T (
n51

T

u i n
82 i nu, i n5In/232, i n

85In
8 /232, ~6!

whereI n
8 can be computed by the intruder from Eqs.~4c! and

~4d! with the accessibleSn and the test keyb1. Eache(b1)
function in Figs. 1~a!–1~d! has a basin structure, and all b
sins are small, i.e., synchronization of chaos in Eqs.~4! is
rather sensitive to the parameter changes. Moreover, the
sitivity increases as the system sizeN increases. System~4c!
has a feature of convective instability, and any perturbat
in the head of the lattice chain can be amplified down cha
thus for largerN we have higher sensitivity of keystreamKn
to b1. We defineWN as the width ofe(b1) basin of OCML
with lengthN ~see Fig. 1!, and plotWN vs N in Fig. 1~e!. The
straight line shows a satisfactory exponential dependenc

WN5be2aN, b'2.631024, a'0.51. ~7!

With Eq. ~7! the length of the spatiotemporal system pla
the role of the control parameter of the sensitivity for sy
chronization to the key. And by choosing suitableN, we can
adjust the sensitivity to a sufficiently high level. The secur
of the above spatiotemporal chaos communication can
further enhanced by increasingm. In Fig. 1~f!, we takem
52 and plote(b1 ,b2) in b1;b2 plane forN525. The 2D
key basin takes an extremely small part in the key-param
space.

In Fig. 1,e(b1) curves are completely flat with uniformly
distributed fluctuation outside of the basins@see Fig. 1~d!#. In
the flat regime one cannot apply adaptive adjustments to
proach the key basin by optimally minimizinge(b1). The
statistical reasons for the behavior ofe(b1) curves may be,
on one hand, the transmitted signalSn has very good random
2-2
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FIG. 1. ~a!–~d! The error functione(b1), defined in Eq.~6!. A segment of known plaintexts;I n with T520 000 is available;a1

50.95, « j50.95, j 52, . . . ,N. ~a! N52, ~b! N514, ~c!,~d! N525; WN is the width ofe(b1) basin of the system with sizeN, away from
which thee(b1) function is completely flat@see~d!# and denies adaptive minimization adjustments for searchingb15a1. ~e! WN vs N. A
satisfactory exponential decay relation, Eq.~7!, is shown.~f! The same as~c! with 2D key parametersb1 ,b2 , a15a250.95; thee(b1 ,b2)
basin is so small that the key is well hidden in the key spaceb1 ,b2P(0.5,1).
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property, and on the other hand, any twoSn sequences gen
erated by differentb1 parameters, of which the difference
larger than the basin width, are completely uncorrelated. T
intuitive understanding can be well confirmed by the follo
ing evidence. The average value and the variance of the
ference function of two completely uncorrelated and pur
random sequences uniformly distributed in the region@0, 1#
can be exactly computed as^e&[ 1

3 , and s5^@e2^e&#2&
[(1/18AT). By careful checking, we found that our nume
cal results of̂ e(b1)& ands(b1) are indistinguishable from
these theoretical predictions ifb1 is away from the basin
Therefore, the best way for breaking the system security i
use brute force analysis for findinge(b) basin and then to
use adaptive adjustments to reach the keyb5a in the basin.
Since the number of the tests for the latter is incompara
smaller than that of the former, the resistance of the sys
against EFA is mainly determined by the cost of findinge(b)
basin. Form51, the probability to find the secret key by a
arbitrary test is proportional to the key basin width asP1
'WN /L, with L being the range ofa1 available for chaos
synchronization (L'0.5 in our case!.

To evaluate the practical security of our approach,
have investigated in detail the statistical properties of
ciphertextsSn @19,20#, and studied the resistance of the sy
tem against various standard known attacks in both conv
tional and chaos-based cryptographies@10–18#. We find that
all other attacks tested are incomparably less effective t
EFA. The detailed analysis in this regard will be given in o
forthcoming paper.
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From the above discussion, the practical security of
cryptography and the size of keyspace are essentially de
mined by EFA, and can be calculated explicitly. If we takem
parameters (a

1
, . . . ,am) as our secret key, then the volum

of a key basin in themD parameter space is computed fro
Eq. ~7! as

Vm5bme2am(N2[m21/2]). ~8!

The total volume of the parameter space isLm, thus the
number of keyspace reads

Jm5Lm/Vm5@~L/b! ea(N2[m21/2])#m. ~9!

With an arbitrary test, the intruder has probabilityPm
51/Jm to find the secret key.

Let us come back to the task raised at the beginning
this paper. Suppose we have a billion (M5109) individuals
in the community, each has linksG5103. We take system
~4! with N525, m550, n532, andm54, which can be
easily handed in practice. We now need 1012 keys, while the
available number of keyspace is aboutV4'1035. The distri-
bution density of keys is as rare as to distribute, on avera
a single 0.01-mm2 hole over the whole earth’s surface. If a
intruder wants to find a given key basin, he needs to m
1035 tests approximately. WithT5100 known plaintexts and
with our CPU of 750-MHz PC, we need about 70 s for 16

tests. Thus, the intruder should use the best computer in
world ~which should be around 107 times faster than our PC!
to compute 1016 years, which is much longer than the age
our universe (1010 years!. Thus, the illegal unmasking o
2-3
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FIG. 2. Schematic figure of the ex
perimental set of duplex voice transmis
sions through the university local ne
work by applying system~4!.
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I:

, I:
system~4! is practically impossible for EFA and for othe
currently known attacks~for caution’s sake, the possibility o
some unknown attack methods which may break our cryp
system in a more effective manner is still not excluded!.

Though in Fig. 1~d! the synchronization is highly sens
tive to the parameter mismatch, the transient time for s
chronization of the receiver is rather short. The comput
time for chaos synchronization of our system is much sho
than that for synchronizing two single Lorenz equations. T
reasons for simultaneously achieving both sensitivity a
quick synchronization are: while our receiver system has
ponentially increasing sensitivity in space@Eq. ~7!#, its larg-
est Lyapunov exponentl1 is negative with large absolut
value (l1'22.39), i.e., any desynchronous elements c
die away very rapidly in time. Another favorable and impo
tant advantage of our system is that its encryption spee
fast. The fast speed is due to the single-round 32-bit enc
tion structure and the simple dynamical form of Eqs.~4!.
With our 750-MHz CPU computer, we can produce 45M-
ciphers per second, which is of the same speed order a
Advanced Encryption Standard~AES! @21#, which has 96-
Mbit, 80-Mbit, and 67-Mbit ciphers per second for 128-b
192-bit, and 256-bit key sizes~for a 600-MHz-CPU PC!,
respectively. In comparison with other known stream cip
systems, including both conventional and chaos-based c
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tosystems, our system has obvious a
vantages of high practical security, together with fast encr
tion.

For confirming all the above advantages of security,
pacity, convenience, and reliability, we have tried a dup
voice transmission experiment by taking system~4! with N
525, m550, n532, and by using local network in univer
sity campus. The schematic figure of the experiment is gi
in Fig. 2. A dialogue can be performed between phoneA
and B with standard speed and standard quality, and w
definite certainty for arbitrarily long time if both compute
use the same appointed keys. Communications can be im
mented robustly in the local network environment and co
munication instruments, where inevitable pertubatio
~though, very weak! may exist. But if any side switches hi
first couplinga1 ~or b1) to a mismatch of 1.0310211, the
transmitted signal becomes nothing but pure noise.

In conclusion, we have suggested and experimentally
alized~by software implementation! a secure communication
approach by using spatiotemporal chaos. The approach
be directly applied in voice and document transmissions
internet. There is no essential difficulty for hardware imp
mentation, and this is the further work of our research. W
this work we hope to simulate new investigations towa
promoting chaos communication into practical pub
service.
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