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Optical encryption system using hyperchaos generated by an optoelectronic wavelength oscillator
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An optical encryption system using chaos in which a signal can be masked is reported. The particular design
of the chaotic oscillator and the use of wavelength as the dynamical variable provides an accurate control of
chaos and a potential number of encryption keys. Experimental results are reported and discussed.
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[. INTRODUCTION were also studied, using analog feedback in the chaotic os-
cillator loop[4,5].
Data encryption using chaos was reported in the early The demonstrators mostly reported up to the present have
1990s[1,2] as a new approach for signal encoding that dif-Peen successfully realized using electronic circuits to gener-
fers from the classical methods that use numerical algorithm@t€ the encoding chaotic dynamif§—9]. The family of

as the encryption keys. A chaotic signal is intrinsically dedi-tNése dynamics is generally described by a three- or four-
cated to encryption. Firstly, the dynamics is similar to that ofdimensional nonlinear differential system. The complexity of

a white noise, which can be used to mask data and to protegf20tic dynamicgwhich also determines the key complexity

communication signals from eavesdroppers. Secondly, chdl terms of cryptographycan be expressed by the attractor

otic systems are deterministic, and in some cases, their condimension[10,11, which is calculated to be between 2 and

plicated dynamics can be governed by a quite simple nonlin3: O 3 and 4 for the systems reported in Rg6s-9]. Since
ear differential equation, which can also be used at th&omplexity is related to the degree of confidentiality of the

decoding process to extract the original information en-encryption method, the fractal dimension should be as high

crypted in chaos. The general scheme for an encrypted tran@ POssible. As the dimension exceeds 3, the system is

mission system based on chaos is depicted in Fig. 1. Thi¢rmed hyperchaotic. ,
transmitter consists of two main elements, a master generator R€cent work§12-14 have proposed optoelectronic sys-

of chaos, and an encryption device for encoding arfeéms for data encryption using chaotic fluctuations of optical
information-bearing signal in chaos. The receiver is alsg?OWer generated by laser diodes with an optical feedback.

formed by two subsystems, a slave generator of chaos, Whiﬁﬁ“Ch chaos in optical power can exhibit a high complexity
should be able to replicate the chaotic signal generated at t8yPerchacs and fast intensity fluctuations with a wide

transmitter(it usually consists of the same elements used irP@ndwidth, which is well suited to the high bit rate and high
the transmitter to generate chaoand a decoding device encoding rate that are expected in future fiber communica-

whose role is to extract the original signal from chaos. 0N networks. However, generating chaos in power implies

Much work has been devoted to such chaotic system@e physical parameters of the laser diodes, such as its non-
suitable for data encryption. Peccetal. [1] reported a sys- /In€ar behavior in power, to be controlled very accurately
tem in which the generator of chaos is formed by a stable an@d With @ high reliability. This probably explains why ex-
an unstable subsystem. The same stable subsystem is use@g{lmental demonstrations in optics have been relatively lim-
the receiver to generate a chaos synchronized on the origindfd SO far. _ _ . .
one, and which can be subtracted from the transmitted cha- W€ report here a different approach, in which chaos in

otic signal to recover the information. Another approach con¥vavelength rather than chaos in intensity, is used to encrypt

sists in coding the information into unstable periodic orbits® signal. The advantages are in the high accuracy and high

(UPOS attached to chaos in its phase spE&e This encryp- reliability o_f chaos control—and_ hence, of' the encryption
tion method involves that each UPO can be addressed sep@d decoding process. Generating chaos in wavelength for
rately by the information signal. This is achieved by the so-S!gnal encryption relies on the wavelength agility of a laser
called OGY (Ott, Grebogi, Yorke[3]) method which diode with afeedba_ck Ioop and anonlmear elementln wave-
addresses chaotic oscillations to any of its UPOs. Decodin%fngth' At the receiver side, decoding is achieved using a
is achieved in a reciprocal way. The OGY method is attrac'onautonomous generator of chaos in wavelength. We
tive potentially, but needs a processing time that seems to be TRANSMITTER RECEIVER

relatively high to induce the small perturbations required to
address each of the trajectories. Analog and faster methods

*Permanent address: Laboratoire d'Optique P.M. Duffieux, UMR
CNRS 6603, Universitale Franche-Com{e25030 Besayan Ce-
dex, France FIG. 1. Principle of encryption using chaos.
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INPUT where D is the optical path differenc€OPD) of BP. The
tuning range of the laser diode being much smaller than the
center wavelengtiA, Eq. (1) can be approximated as

T «——K
low-pass delay line D
filter (1) o ™ B
T nBPn photo- Frh] 5'n2<A70 A q’o), )
i * >0 y ev dgtector

é | p—| U ] ; with ®o=mD/A,, and whereh=A — A,=Si is the wave-
: d?ﬂgablellassef‘ P — B PD length deviation from the center wavelengtly as the laser
= ml @15 pm wav:(l;nlgi:lhe—;:g;ced diode is tuned with a curreitaround bias currerit,. Equa-
i Zﬁifﬁc?ﬁmvdength tions (1) and(2) also indicate that the functioRy [A] ex-
%)UTPUT hibits sinusoidal lobes inside the tuning range of the laser

diode, spaced in wavelength by a free spectral range equal to
FIG. 2. Chaos generator used as the transmitter. The transmitte\r%/ D: (i) a photodetector PD providing a linear conversion
is formed by a DBR two-section wavelength tunable laser diodeof the optical power into a photocurrent with a conversion
with a delayed nonlinear feedback loop. The input messéfeis  factor K; (ii) a delay line that introduces a time deldy
encrypted within chaotic fluctuations of the wavelength emitted bylonger than the response timeof the loop; (iii) the time
the laser diode. constantr of the system is theoretically limited by the wave-
. . . . length switching time of the laser diodgypically 10 ng.
Ficr:ZTI?/ng;:r?efgtee%méf];:sp?:Tseendta:‘lo?es,%?]gft(re?]tcl:?;p:tri]ovthh OpI'Drac_tically, thg time consta}ntis r_elated to thg photodetector
The article is organized as follows. Section II describes2Nd its amplifier, as described in the experimental part.
) Then the output wavelength of the system is ruled by a

the generator of chaos, which produces qontrolled ChaOtIff‘iifferential difference equation, also termed Ikeda’s equation
fluctuations of the wavelength of a laser diode. In Sec. llI

we consider how such a generator of chaos can be used a£1a6]'

transmitter to mask a signal. The decoding process at the d\

receiver is also discussed with considerations on the decod- AU+ 7 == (t)=B,sir?
ing errors. Section IV describes the experimental realization dt

of the receiver. Finally the first experimental results are re- . _ _ .
ported in Sec. V. with 8, =KPyS and®y,=wD/A,, where\(t) is the wave-

length deviation from the center wavelength, B, is the
bifurcation parameter ik units,D is the optical path differ-
ence of the birefringent platd, , is the center wavelength of
The generator of the chaotic wavelength beam that is useithe tunable DBR laser, adjustable with,, 7 is the time
to encrypt the information is depicted in Fig. 2. Its mode ofconstant of the feedback loof, is the adjustable photode-
operation has already been discussed in other circumstanceestor gain A/W), Pq is the optical power of the tunable
[15]. It consists of an electrically tunable DBR multielec- laser DBR @), S is the wavelength—DBR-current tuning
trode laser diode with a feedback loop formed by a delay lingate of the laserri/A). We refer the reader to Ref15] for
and an optical device whose peculiarity is to exhibit a non-a detailed description of the system and considerations on
linearity in wavelength. Under some conditions, it turns outroutes to chaos in wavelength. The regime of oscillations in
that the wavelength emitted by the laser diode fluctuates chavavelength depends on the value of the bifurcation param-
otically around its center wavelength,. More precisely, eter 8,, which can be adjusted through the g#inof the
the chaotic oscillator in Fig. 2 consists of the following. photodetector. As the bifurcation parameter is increased from
(i) A tunable double electrode DBR laser diode whosezero to a maximum valugy max, the dynamics of the device
center wavelength is set &, by means of a dc injection is characterized first by the well-known period doubling cas-
current l,. The wavelength can be tuned continuouslycade, which converges to the so-called accumulation point
aroundAy, i.e., without mode hopping, with a modulation B}, and then to full chaos for higher values of the bifurca-
currenti superimposed tb,o. Then the emitted wavelength tion parameter as described[ib5].
A is proportional toi:  A=Ay+\ with A\=Si, whereS is In the following, the bifurcation parameter is set in order
the tuning rate of the laser diode. The optical powgris  to operate in the full chaos regime. Under these conditions,
wavelength independent and is adjustable by means of athe wavelength\(t) emitted by the laser diode fluctuates
injection current 4. chaotically. The power spectrum of the fluctuations of wave-
(i) A spectral filter operating as a wavelength nonlinearlength thus obtained is similar to that of a white noise spec-
element, formed by a birefringent plate BP set between twarum with a bandwidth limited approximately to 1/42).
crossed polarizerB; andP,. The fast and slow axes of BP Note that other chaotic behaviors could also be obtained as
are oriented at 45° to the polarizing directiondRafandP,,. well, using other spectral filters in the feedback loop to in-
The power spectrum density of light at the outputRyfis a  duce nonlinear functions and to generate different encryption
channeled spectrum, i.e., a functié, of wavelengthA,  keys that can be used, for instance, to encode different data

7D
Tozk(t—T)—‘bo}, €)

Il. THE CHAOTIC WAVELENGTH GENERATOR

which can be expressed as channels.
The dynamical propertiegssuch as the attractor dimen-
= [A]:sz(ﬂ) (1) sion, the Lyapounov dimension, or the Lyapounov exponents
NL A’ [11]), and the statistical properties of chaos attached to Eq.
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(3) have been calculated by Dorizet al. [17]. They found (@)
that nonlinear time-delayed differential systems with & sin

full chaos

feedback exhibit a very complex behavior characterized by period-2 regime
an attractor dimension that can be larger than 10, and a prob- regime
ability density function, which tends asymptotically to be

. . . . fixed .
Gaussian when the bifurcation parameter is much greater point »_period-4

than the free spectral range of the spectral filter. The high regime ﬂ

degree of complexity of the dynamics thus obtairjé8) i A

makes such systems good candidates for signal encryption. 0.07 0.1 0.13 0.17 0.2 0.23

Moreover, the simple expression of the dynamical law ex- . . _
pressed by Eq(3) should be favorable for a highly reliable _ dFﬁT'jéoEmmpr vs bifurcation parametef, , for ¢o=0.3
and easy control of the dynamics, which is required to de- '

gzvﬁ’;gthe information at the receiver as explained in the fOI_Without being able to extract the small amplitude information

signal, which is superimposed to chaos. From the Fourier
analysis viewpoint, the spectrum sft) should be narrower
lil. ENCRYPTION-DECRYPTION METHOD and with a level much below that of chaos, so that informa-
A. Encrypting tion cannot be extracted by a simple filtering process. The
. . L __principle of this encryption method is similar to the Vernam-
The encryption method that_ is uged consists in SUperiMzinher method 19], which is well known in cryptography
posing electr_lcall_y the information 5|gr_1al to the chaotic Si9-2nd which was proven to be absolutely secure by Shannon
nal propagating in the feedback lodpig. 2. It should be  r54] hrovided that the noise has maximal entropy. In the case
noticed here that the information signal is injected inside th iscussed here, the spectrum of chaos is similar to that of a

chaotic oscillator loop, unlike the technique of an externalwhi,[e noise over a bandwidth that is of the order of 12

addguon hsor_m?tlmes. used in other ‘(’j".orksl’lll]' ";] othher __7being the response time of the slowest component forming
words, the information participates directly to the chaotiCy,, yenerator of chaos as defined in the previous section.

dynamics ruled by Eq(3). Moreover, this in-loop addition g0y here is used in its statistical meaning and is ex-
technique provides an easy decoding method as will be de”b'ressed as

onstrated later.

Let s(t) be the signal to be encrypted agg the bifurca-
tion parameter of the generator in Fig. 2 operating in a cha- 0= E piln(p;),
otic regime. Encryptings(t) in chaos is carried out by su- '
perimposing electricallys(t) to the injection curreni(t)
produced by the feedback loop. The wavelengtfit) thus
emitted is chaotic and can be expressed as

S = ) W AW

wherep; is the probability for the wavelengthy to appear in
the chaotic regime. The entropy was calculated for
T/7=60 from numerical simulations of E@3) for different
No(1) =S[i (1) +5(t)]=Ac(t) + A (1). (4)  values of the bifurcation parametgy , and from the wave-
length statistics attached to each regime. The result is plotted
The chaotic pari.(t) of the transmitted wavelength,(t) in Fig. 3, which represents the evolution of entropy versus
results from the feedback curreift), which obeys the fol- the bifurcation paramete8, . It clearly shows that a high
lowing dynamical lamsee Fig. 2 value of the bifurcation parameter ensures a high entropy. A
detailed analysis of the degree of confidentiality thus ob-
ﬁ sir? tained remains to be carried out and is beyond the scope of
S

_ di
H(O+7 5 (0= this paper(see also Refl21]).

dt

7D
7 Ne(t=T)— Cbo}- ®)
A0

Then\(t)=Si(t) is ruled by B. Decoding

7D Let us now come back to the dynamics expressed by Eq.
A_o [Ae(t=T) (3). The chaotic evolution of the wavelength emitted by the
generator is a particular solution with well-defined initial
conditions. To define entirely such a soluti@so called a
' 6 trajectory in the phase space of the systetine initial con-
ditions should be known over the time intervial Normally,
Hence, the emitted wavelength aroudg, is the sum of they have to be defined with an infinite accuracy for describ-
A(t), and of a small wavelength deviationy(t)=Sqt) ing a particular solution, due to the well-known high sensi-
corresponding to the information to be masked in the chaotitivity of chaotic systems to initial conditions; a negligibly
partA(t). small difference between two neighbor initial conditions
A key point is that the amplitude of the message is muchgrows exponentially, due to the positive Lyapounov expo-
smaller than the fluctuations of chaos, i.s(t)<<i(t), or  nents[11] of chaotic systems, and the two corresponding
Ns(t)<€A((t), in order to realize so-called chaos masking. Atrajectories diverge from each other very rapidly.
high masking efficiency requires a signal-to-chaos ratig In order to achieve the decoding process, the local chaotic
much smaller than 1 for encoding a signal. Then, the interoscillator at the receiver should be able to recognize any of
ceptor can only detect chaotic fluctuations of the wavelengththe possible trajectories generated by the transmitter. Hence,

Ae(D)+ 7 % (t)= B, sir?
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INPUT

+ @ message

TRANSMITTER
nonlinear

delayed

nonlinear device in the transmitter, while the other part is
directed to the receiver. At the receiver, the input signal is
routed to the nonlinear device, which is identical to that used
in the transmitter, and which produces a chaotic regime iden-
tical to that of the first laser. Then the encoded signal is
recovered by subtracting the output wavelength from the in-
put wavelength.

Let us first consider a chaotic oscillation without informa-
tion encoding, i.e.s(t) =0 andA(t) =A.(t) at the transmit-
ter. In Fig. 4, the box at the transmitter stands for the non-
linear delayed dynamical proce@$LDDP). Its input is a set
of continuous wavelengtha .(t) on a time interval[t
—T,t], that are the initial conditions. Starting from this ini-
tial state, the NLDDP generates at the box output another set
of continuous wavelengthk.(t) on the time intervalt,t

transmission
channel
A (O=A (DA LD

‘ -
. nonlinear

il +T] Thes_e_ values are fed back to the box input as new
dynamical initial conditionsio(t) =\.(t) to reinitiate the process. The
process transmitter operates as an autonomous chaotic oscillator,

i since it generates a chaotic wavelengtf(t) without the
RECEIVER

need of any external signal. This chaotic wavelength obeys
n the dynamical law expressed by ).
A O The working conditions of the receiver are different. In

message s(?) contrast, it works as a nonautonomous chaotic system. The

OUTPUT wavelength values generated during the successive time in-
tervals[t+(n—1)T,t+nT] by the transmitter are used by

FIG. 4. Principle of operation of the cryptosystem. the nonautonomous receiver as external initial conditions, to

produce with a delayl other wavelength values/(t) on

the generator of chaos used as the receiver should be idengtccessive time interval$+nT,t+(n+1)T]. In Fig. 4, the
cal to that used at the transmitter and should operate witfeceiver box is schemed as a nonautonomous generator
initial conditions identical to those used at the transmitterwhose dynamics is ruled by
Then, ideally, the receiver should generate chaos in wave- dn’ D’

. . . ¢ . s
length synchronized with that produced by the transmitter.  \/(t)+ 7' — (t)=B.SiM?| —— Ne(t—T") =D
Applying a message in the feedback loop of the transmitter dt (Ao)
yields a synchronization error at the receiver, and we can @)
expect to retrieve the message. However, as the receiver is
independent generator of cha@sthout external synchroni-
zation), synchronization is rapidly lost due to at least three

different reasons{(i) information decoding s performed otic wavelength values calculated at the receiver are identical
through a “desynchronization” proces§i) the initial con- 9

ditions cannot be exactly the same between the transmittéﬁ those generated by the transmitter, since they operate with

and the receivefdue to channel noise, for instancéii) the (e Same initial conditionste(t) =A(t). _
devices forming the chaotic oscillator at the receiver cannot L€t us now consider the case of a messs(gg applied to
duplicate perfectly those used at the transmitter for technot€ transmitter at time. Then the wavelength at the receiver
logical reasons. This results in a dramatic desynchronizatiofflPut iS Ae(t) =Ac(t) +A(t) [see Eq(4)], while the wave-
between trajectories defined by slightly different dynamicallengthh¢(t) at the receiver output is ruled by E@), which
laws. This is also the reason why much work has been det@n be written as

voted to chaos synchronization. The method we use is dif-

S experimental realization is described later. As the dy-
namical process of the receiver is identical to that of the
transmitter, i.e.r'=7, D'=D, T'=T, ®;=d,, the cha-

ferent and operates without external synchronization. A+ 7' (1)
The decoding method used is actually performed by up- dt
dating continuously the initial conditions, including the #D’
message-induced perturbations, and by using a self- =,8£sin2 ——— [N (t=T")+ A (t=T")]—D{]. (8)
synchronized dynamical process at the recefmerinput im- (Ao)

plies no outpyt The principle of operation of the . , ) ) , )
encrypting-decrypting system is depicted in Fig. 4 in whichSetingB,=pBy, 7=7', D=D’, ®,=®,, and comparing
the transmitter and receiver are schemed as two blocks. Ad. (8) with Eq. (7), we have obviously¢(t) =N\.(t). The

the transmitter the information-bearing sigrsét) is added information s(t) is then recovered at the receiver by sub-
to the feedback signal as explained before, and the emitteiiacting the output wavelength from the inpuk(t)
wavelength\ .(t) is expressed by Eq4). The message is =\g(t) —\.(t). As the transmitter and receiver are assumed
encoded as a time-dependent wavelength modulation of the be identical, and assuming no noise is introduced by the
carrier, which is chaotic in wavelength as explained earliertransmission link, the information is recovered without any
A part of it is used to operate as a feedback signal for thalistortion.
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FIG. 6. Receiver. The receiver is a replica of the transmitter,
without the laser diode. The input is the output light beam of the
(AP, AB\IBY).- transmitter in which the message is encrypted. A part of it is di-
rected into a delayed nonlinear subsystem formed by elements iden-
tical to those used in the transmitter. The signal thus obtained is

As the transmitter and receiver are not identical, the resubtracted from the input, yielding the recovery of the message at
covered signal is altered by a decoding error. This decodinge output.
error can be evaluated, calculating the difference between the

receiver input and output wavelengthg(t) —A¢(t)=z(t).  whereq is related to the decoding noise due to the transmit-
In an ideal system, this difference is equal to zero as n@er and receiver mismatch, angy refers to the signal-to-
message is applied to the transmitter. Practically, the compgsgise ratio required at the receiver output. For instance, com-
nents forming the transmitter and the receiver have to b‘n‘hg back to the case of a 5%, mismatch, and assuming the
adjusted carefully. The most_ crlt_lcal adjustme_nts are on th%ignal s(t) is recovered at the receiver output with a signal-
®, and B, parameters. Considering the following parameter, " o ratiopsy=20 dB, s(t) is masked within chaos with

deviationsA S, = B, — B, and Ado=Do— Do between the  , iona t6.chaos ratipsc= — 10 dB. This does not consider

transmitter and receiver, the error dynanm(ﬂ;) IS ruIeo_I by the influence of other parameters, such as the detection noise
the following equation, which is obtained by subtracting Eq.Or the channel noise

(8) from Eq. (6):

FIG. 5. Decoding error in dB vs parameter mismatch

C. Decoding errors

d8 AB)\
e(O+7 57 (U=—""BAD, IV. THE RECEIVER USED FOR SIGNAL DECODING
X Cod2[N(t—T) = Dg+all  (9) The receivelr is depicted in. Fig. 6. The same components
as those forming the transmitter are used, except the laser
with tan(2a)=28,AP,/AB, . diode, which is removed. The NLDDP is performed using a

By integrating numerically Eq(6) and Eq.(9), we evalu-  birefringent plate BP set between crossed polariz&$ and
ated the root-mean-squailems) error decoding noiser P, a photodetector PDwith an amplification gairk’, and a
=(&?(t)) of &(t) due to parameter mismatch. The calculateddelay line with a time delayT’=T. Due to propagation
valueog (A B\ ,Ad) is represented in Fig. 5 for a particu- |osses in the transmission fiber, the photocurrent detected by
lar dynamical regime of the chaotic oscillator defined bypp’ should be amplified withk’ adjusted such that the bi-
Br=0.2 nm andd,=0.3, and as a function of the deviation fyrcation parameters in the transmitter and the receiver be
of the @, and B, parameters. The rms decoding noise isthe same. The time constant of the system'is 7. It can be
expressed in dB units asofgg=10logd o] in the  agjusted using a low pass filter as shown in Fig. 6.
(AB\,A®q) plane. The O dB reference level is arbitrary e pirefringent plate BPbehaves as a spectral filter with

taken as the rms level of the chaotic signal computed froné nonlinear spectral curvey, [A]. Itis chosen to exhibit the

Eg. (3). ForAﬂ*:A(DO:.O’ the transmitter anq recever de- same OPD as that used in the transmiti2r=D. Then we
vices are perfectly duplicated, and the decoding noise is zerﬁ E TAT=F« A1 The liaht b . ted 1o the bi
(=0 in dB). When increasing thé, and 8, mismaitch, the aveFy [A]=Fu[A]. The light beam is routed to the bi-

rms decoding noise is increased. As an illustration, forrefringent plate and converted into a time-delayed electrical
Ad,=0 andAB, /8,=5%, we obtain an rms decoding of signgl by the phptodetector and the delay liheThe sub-
about—30 dB. The latter determines the minimum theoreti- raction process is performed on the output photocurrent gen-
cal psc of the information-bearing signal(t) masked origi- ~ €rated by the NLDDP, and the signal provided by a wave-
nally in chaos. Here, the messagét) can be —30dB length detector which converts linearly the input wavelength
[(psd 4= — 30 dB] below the masking chaos for the theo- INto an electric current. The wavelength detector used is
retical limit of a signal-to-noise ratiopsy) equal to 1 at the formed by a spectral filter realized by a birefringent plate
receiver output. More generally, thgc of s(t) in the mask- BP” set between crossed polarizéYs and P, and operating
ing chaos can be expressed in dB units as at the inflection point of its spectral transmission curve. Fi-
nally, the original message is recovered at the output of the

(Pscd)as=(0)ggT (PsN)dB» (10)  receiver.
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V. EXPERIMENTAL IMPLEMENTATION AND RESULTS — LUk
Experimental verifications were conducted with a two frequency(l;)0—244 kHz
electrode In_,GaAs P, , DBR laser diode operating at a
center wavelength\ ,=1550 nm, as the currernty was 9 FIG. 8. Experimental FFT spectrum of the chaotic fluctuations

mA. Its wavelength tunability and continuous tuning rangeof wavelength(3, =0.23,®,=0.3, T/ 7=60).

wereS=0.25 nm/mA andd\ = 1.5 nm, respectively. The la-

ser threshold wak; =8 mA, and the operating power was as there is no messagse=0), such that the signal at the
Po,=5 mW, which was obtained fdr;,=20 mA. The bire- receiver output is zerpractically, the decoder output is al-
fringent plate BP used in the transmitter feedback loop was tered by a slight noise, probably due to unavoidable devia-
7 cm long calcite slab. Its OPD wa®=(n,—n,) | tions in the characteristics of the electronic devices used
=11 mm, withn,—n,=0.157 for calcite atA;=1.55um  The adjustment of the other parameters, such as the delay
wavelength. The polarizef8; and P, were Glan polarizers and the response time was found to be much less critical.
oriented at 45° to the fast and slow axes of BP. Antireflection First the system was tested with no message driving the
coatings were necessary to minimize unwanted interferencdgansmitter s(t) =0]. Figure 9a) shows the chaotic carrier
from the multiple reflected beams. The nonlinear functionobtained at the receiver output as the photodetectdriris

Fno induced by the birefringent plate was checked, tuningswitched off, and its FFT which shows a continuous broad
the wavelength of the laser diode. Figure 7 shows the charspectrum. The-3 dB cutoff frequency was measured to be
neled spectrum thus obtained. Seven oscillations can be se@A kHz (see Fig. 8

inside the tuning range of the laser diode, with a free spectral Then we turned PDon to obtain the decoding erre(t)
range FSR that was measured to be 0.21 nm, as expectad shown in Fig. ). Its rms as defined in the previous
from Eq.(2). The delay line was formed by a charge-coupledsection was measured to be22 dB.

device memory componeifffirst in first ou) of 512 analog A 2 kHz sine signabk(t) was then applied to the transmit-
capacitive memories. The del@dywasT=0.51 ms. The con- ter. Its level was adjusted 7 dB below the masking chaotic
stant time of the transmitter was adjustedrat8.6 us using  carrier. This was carried out by comparing chaos and the
a low-pass filter. This value was voluntarily chosen to bemessage amplitude at the receiver output. The chaos level
large enough due to the electronic equipment available at theas first measured with no message applied to the transmit-
laboratory. The detector in the transmitter feedback loop water, and with PD off. Then the chaotic carrier was sup-

a 0.A/W In,Ga _,As/InP photodiode followed by a pressed by opening the feedback loop in the transmitter, and
transimpedance amplifier whose gdfnwas adjusted such the level ofs(t) was adjusted at the receiver output, still
that the value of the bifurcation parameter was maintaining PD off, to be about 0.4 that of the chaotic
=0.2 nm. Then the wavelength emitted by the transmittewave. Figure 10 shows the chaotic encrypted signdt)

was a chaotic signal(t). Its spectrum, which is shown in thus obtained. The sine wawt) was not recognizable in
Fig. 8, was obtained using a fast Fourier transfqefFT)  the spectrum oh(t). Finally, the cryptosystem was oper-
spectrum analyzer. The spectrum thus obtained is similar to
that of a white noise whose bandwidth is 142

=18 kHz. The messags(t) to be encrypted was added to
the current in the feedback loop, and the encoded chaotic
signal was routed in free space to the receiver.

The operating mode of the receiver was checked using a
birefringent plate BP, a photodetector and a delay line iden-
tical to those in the transmitter. As mentioned earlier, signal
decoding requires the receiver to be closely matched to the
transmitter. The first conditiorb(=®, was achieved by
comparing the channeled spectra produced by BP arig BP @ (0)
and rotating BP around one of its axes in order to adjustate  F|G. 9. No message is applied to the transmitst) =0]. (a)
accurately its OPD to that of BP. A fine tuning of the rotation chaotic carriern.(t) (top tracé and its FFT spectrunfbottom
angle allowed the two channeled spectra to be superimposegice. (b) Noise«(t) at the receiver outpitop tracd and its FFT
exactly. The second condition on the bifurcation parametegpectrum(bottom tracé The level of noise:(t) is — 22 dB below
By = B, was easily fulfilled by adjusting the receiver g&in that of the chaotic carriex(t).
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FIG. 10. The messags(t) is a 2 kHz sine wave form(a) FIG. 11. The messags(t) is a 4 kHz square wave fornta)
Chaotic encrypted wavelengify(t) emitted by the transmittétop  Chaotic encrypted wavelengity(t) emitted by the transmittetop
trace and its FFT spectruntbottom tracg The message(t) is  trace and its FFT spectrunibottom tracé The messags(t) is
masked with a-7 dB signal-to-chaos ratidb) Decoded signal at  masked with a- 10 dB signal-to-chaos rati¢b) Decoded signal at
the receiver outputtop tracg and its FFT spectrurtbottom tracg  the receiver outputtop trace and its FFT spectrurtbottom trace
showing a strong peak at 2 kHz frequency, with a signal-to-nois&howing the fundamental and the harmonics. The signal-to-noise
ratio of 15 dB. ratio is 12 dB.

differential delayed dynamical process. The limits of the en-
coding efficiency were shown to be related to the decoding
parameters that can be easily matched to those used in the
transmitter. This experimental issue is physically inherent to
wavelength. This indeed offers a high flexibility compared to
other optical systems with power-induced nonlinearities and
that have been mostly plagued by optical instabilities and the
VI. CONCLUSION difficulty to duplicate two optical chaos. Future work will

: : . eal with improving the system performance in view of ap-
An experimental optical encryption system was reloorteqglications to encrypt signals with high bit rates as well as

{Tséhgfwsﬁgﬁgtﬁggﬁ ed;?ar::rlndi cl)tj e(;rlt%ngaél;[]}é rr:tltlaez_ (r)nnagll(ia ith a better understanding of the confidentiality attached to
perchaos.

chaotic carrier. The use of wavelength to generate the re-
quired nonlinearities allows an easy control of the chaotic ACKNOWLEDGMENT

dynamics both at the transmitter and at the receiver. More-

over, this provides potentially a number of encryption keys We thank France Telecom for the financial support of this
simply by changing the nonlinear element involved in theresearch projediContract No. 931B0190

ated, ands(t) was obtained at the receiver output with a
(psn)gg Of the order of 15 dBFig. 10b)], that was in good
accordance with theoretical predictions in Ef0). Figure
11 gives other illustrations obtained aét) was a 4 kHz
square signal encrypted using similar working conditions.
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