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Editorial: Building Quantum Networks

From the Internet and the power grid to financial markets and the brain itself, networks are
critical to the behavior of complex systems [1]. Broadly defined, a network is a set of nodes,
which can contain some processing capability connected by channels, along which information
or energy flows.

Over the past decade, there has been rapid progress in developing quantum technologies: new
kinds of devices that harness the quantum phenomena of superposition and entanglement to
build better sensors, to guarantee information security, or to enlarge the class of computations
that can be performed efficiently. Extending networks to the quantum domain will provide a
useful framework for implementing and expanding these technologies.

Network structures have a number of features that are useful for quantum information.
Quantum machines are fiendishly difficult to build, and it is consequently easier to construct
simple ones—physical systems encoding just a few quantum bits (or qubits)—than more
complex ones. Thus, networks are less demanding on putative quantum manufacturing
capabilities: it is only necessary to construct one type of system for a node, one for a channel,
and reproduce these simple components across the network.

Further, increasing the scale of a network to increase capacity and performance does not
require a radical change in architecture. Finally, networks can be robust to imperfections: they
may be dynamically reconfigured, and poorly operating elements can be circumvented or
replaced. The powerful principles of manufacturability, scalability, and robustness underpin the
role of networks as the primary means by which we process, consume, and communicate
information in the modern world. These same features enable networks to provide solutions for
universal quantum communications, simulators, and even computers.

A quantum network [2] inherits the features of robustness and scalability from its classical
network counterparts, but because each node and channel has quantum capability, the overall
network can achieve things that are effectively impossible with conventional technologies.
Elementary quantum systems can be connected together to form flexible, scalable solutions for
quantum-enhanced computing [3], advanced simulation [4], secure communications [5], and
distributed sensing [6]. For some applications, quantum-enhanced systems are expected to
improve on the best classical performance by factors that grow exponentially with the network
size. For instance, fully universal quantum computers can factor large numbers that any
foreseeable computer designed around classical physics cannot. This capability will render the
most popular method for data encryption vulnerable to attack, spurring further research into
quantum-enhanced algorithms.

In other applications, such as device-independent cloud computing [7] and unconditional
security in communications [8], completely new features, with no classical analogues, appear,
such as the ability to guarantee the secrecy of information by means of the laws of physics,
rather than by trusted delivery.

Universal quantum computing machines are still a long way off, but more specialized
machines that can perform specific tasks are much closer. Some of these are termed quantum
simulators because they are designed to simulate particular physical systems. These devices
may be used to design new materials or drugs, or to optimize logistics.

Hybrid light-matter networks, in which the channels use light as a communication medium
and the nodes use matter for processing operations, have emerged as a particularly important
class because they make best use of the inherent properties of each of those media. Light can
carry high-bandwidth quantum signals over long distances in ambient conditions. One reason
that this is possible is that photons do not interact with each other easily, and, thus, information
remains uncorrupted provided the photons are not scattered out of the channel or absorbed.

This lack of interaction is a liability though, when you need to process information, which
inevitably means that you must change the state of one physical system in response to the state
of another. Matter is, therefore, used to construct the best quantum logic elements: for instance,
atoms and ions can interact by means of [9] Coulomb forces in a trap. This makes it possible to
operate quantum logic gates in which the state of one ion changes deterministically in response
to the state of another. Further, atoms and ions can emit and absorb light efficiently.
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For this reason, hybrid atom-light architectures have been advocated as a means to build long-
distance quantum communications networks [10] as well as to provide the most promising
architecture for a quantum computer [9,11,12].

Promising though hybrid quantum networks are, several challenges remain. A first challenge
is that such a network cannot make use of an optical amplifier. This is because amplifiers for
arbitrary quantum signals inevitably add noise, and noise ultimately masks the quantum
correlations that are at the heart of enhanced information processing.

Another challenge is that in quantum networks, operations are sometimes nondeterministic.
For instance, some operations may be conditioned on the outcome of a measurement of one of
its constituent quantum systems. This necessarily produces a result at random: this is just the
nature of quantum measurement. Noise and indeterminate measurement militate against the idea
of scalability because the successful operation of the network relies on all individual local
operations being completed successfully at the same time. The probability of the network
succeeding falls exponentially as the number of local operations increases if they are not
deterministic.

So how can you enlarge a network whose nodes operate randomly or noisily? The answer is
to use quantum memories. A quantum memory is a device that can store the outcome of a
quantum operation [13]. In particular, in a hybrid light-matter network, a quantum memory is a
material system that can store and retrieve quantum light on demand. That is, the application of
a control pulse enables the quantum signal to be “written” into the memory, and a subsequent
control pulse “reads” out the light. Thus, a quantum memory enables scalable networks by
holding onto the state produced by one node of a network until the next node has completed its
operation. That way, the time taken to prepare the network decreases from being exponential in
the number of nodes to being a polynomial function of that number [14].

Generating quantum correlations between nodes of a network is perhaps the most obvious
and primary function of a quantum memory, but they can also be used as active elements, for
example, as frequency shifters or quantum drop-add filters for mode-selective multiplexing, as
well as having the potential for implementing deterministic entangling operations.

The basic requirements of a quantum memory seem, on the face of it, to be benign. It is well
known how to hold onto single atoms or ions and to couple light in and out of them efficiently,
so surely it ought to be possible to use these as storage medium components. Alternatively, low-
loss optical fibers are available: could they be used to delay quantum light pulses as other
operations take place elsewhere in the network? Indeed, both of these possible solutions are
being pursued by research groups around the world.

Nonetheless, efficient light-matter coupling in a scalable device remains a technical challenge
because component performance (e.g., low-loss, fast optical switches) and ease of fabrication
and operation (e.g., ambient-temperature storage media) are not yet available.

For this reason, it has proven difficult to prepare entangled states of multiple nodes of an
extended network or indeed to synchronize two or more nodes by storing light in matter.
Because of these technical challenges, only a few laboratory-scale experiments have succeeded
in making efficient and low-noise quantum memories.

Nevertheless, the technical challenges are gradually being overcome. We anticipate that in the
next few years there will be a variety of options for manufacturable quantum memories that can
be built simply and cheaply, and this will be a tipping point for quantum networking.

The rapid progress in this field portends a functional quantum network in the next decade that
will open the door to a number of different applications, both long awaited and unanticipated.
Hold onto your photons.
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