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Discrete-modulated continuous-variable quantum key distribution offers a pragmatic solution, greatly
simplifying experimental procedures, while retaining robust integration with classical optical communica-
tion. Theoretical analyses have progressively validated the comprehensive security of this protocol, paving
the way for practical experimentation. However, imperfect sources in practical implementations introduce
noise. The traditional approach is to assume that eavesdroppers can control all of the source noise, which
overestimates the ability of eavesdroppers and underestimates the secret-key rate. Some parts of source
noise are intrinsic and cannot be manipulated by the eavesdropper, so they can be seen as trusted noise.
We tailor a trusted-noise model specifically for the discrete-modulated protocol and upgrade the security
analysis accordingly. Simulation results demonstrate that this approach successfully mitigates the negative
impact of an imperfect source on system performance, while maintaining security of the protocol. Further-
more, our method can be used in conjunction with a trusted-detector-noise model, effectively reducing the
influence of both source noise and detector noise in the experimental setup. This is a meaningful contri-
bution to the practical deployment of discrete-modulated-continuous-variable-quantum-key-distribution
systems.
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I. INTRODUCTION

Quantum key distribution (QKD) [1] is a significant
application in the field of quantum information, hav-
ing strong practicability and commercial value [2–4].
It enables two trusted users to establish secret keys
with unconditional security in theory. Continuous-variable
quantum key distribution (CVQKD) using coherent states
[5–7] exhibits strong compatibility with classical optical
communications, and can achieve high secret-key rates
over short-to-medium distances, thus having significant
advantages in practical deployments within metropoli-
tan areas [8]. In recent years, CVQKD has been con-
sidered theoretically [9–11] and experimentally [12–14].
Advancements in chip integration [15–19] and networks
[20–23] have significantly increased the practicality of
CVQKD.

Distinguished by modulation methods, CVQKD can be
categorized into Gaussian-modulated protocols
[5–7], discrete-modulated protocols [24–28], etc.
Gaussian-modulated protocols were proposed earlier and
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have experienced considerable development due to the
simplicity of security proofs taking advantage of the
extremality of Gaussian states [29–31]. However, Gaus-
sian modulation requires thousands of discrete constella-
tions to approximate continuous modulation in practical
experiments [32], which will consume more random num-
bers and postprocessing resources. In contrast, discrete
modulation, a commonly used modulation method in clas-
sical optical communication, is straightforward to imple-
ment and highly practical, representing one of the promis-
ing directions for CVQKD [24]. Because of the non-
Gaussian property of the quantum states shared by both
communication parties under discrete modulation, security
proof of the discrete-modulated protocol is limited by the
assumption of a linear channel for a long time [24]. Fortu-
nately, the introduction of the semidefinite-programming
(SDP) method has successfully resolved this issue [26,27].
Ghorai et al. [26] realized asymptotic security analysis of
a quadrature-phase-shift-keying (QPSK) modulation pro-
tocol, and used SDP to constrain the covariance term in
the covariance matrix. The method was further extended
to arbitrary modulation, enabling the analytical bound of
SDP [33]. Additionally, experimental verification has been
achieved [34–37]. However, this method remains reliant
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on the optimality theorem of the Gaussian state, resulting
in a bound that is not tight enough. Lin et al. [27] used
quantum relative entropy to express the security key rate,
optimizing quantum relative entropy through SDP via a
two-step numerical calculation method [38,39] to obtain a
more-compact security key rate. This is a highly appealing
method that has undergone further enhancements [40–42],
and has been thoroughly verified through long-distance
experiments [43]. Moreover, on the basis of this method,
finite-size security analysis of the discrete-modulated pro-
tocol under collective attack [44] and coherent attack [45]
has also been proposed.

The basic assumption of QKD protocols is that all
devices conform to an ideal model, and eavesdroppers can-
not infiltrate the devices of both communication parties.
Most security analysis in previous work was solely based
on ideal devices, which use ideal light sources, detec-
tors, and other devices that conform to basic assumptions.
Unfortunately, in practical systems, few devices can per-
fectly adhere to the basic assumptions of the protocols,
thus necessitating adjustment of security-analysis methods
[46,47]. Research into nonidealities in Gaussian-modulated
CVQKD is quite extensive [48–50]. However, the trusted-
noise model on the source side of discrete-modulated
protocols has not been studied. Following the approaches
of Gaussian modulation, there have been some develop-
ments on nonideal detectors of discrete-modulated proto-
cols, including the trusted-noise model [51] and quantum
hacking attacks [52].

Besides detection and channel propagation, state prepa-
ration is also important in any QKD protocol. During
this step, lasers, digital-to-analog converters (DACs), and
modulators all exhibit various nonidealities. These nonide-
alities result in noise in the prepared quantum states. In
previous security analysis, all the source noise was consid-
ered as untrusted excess noise that can be fully accessed
by the eavesdropper, thus having a huge impact on system
performance [32]. Nevertheless, some source noise orig-
inates from an intrinsic stochastic mechanism, or always
remains within Alice’s system, and cannot be manipulated
by the eavesdroppers [53,54]. Therefore, previous treat-
ment to see all the source noise untrusted just exaggerates
Eve’s power and leads to an untight bound on the secu-
rity key rate [55]. For Gaussian-modulated protocols, there
has been much research on the imperfect state preparation,
including the trusted-source-noise model [50] and source
monitoring [56,57]. Nonidealities also exist in discrete-
modulated CVQKD. However, because of the differences
in security-analysis methods, these source-noise models
cannot be directly applied to discrete-modulated CVQKD.

In this contribution, we provide a trusted-source-noise
model of a discrete-modulated-CVQKD protocol based
on a foregoing security-analysis method with SDP. We
analyze the nonideality in the state-preparation process
of the discrete-modulated protocol, and show that some

parts of noise cannot be manipulated by eavesdroppers, so
can be trusted. For trusted source noise, the thermal state
is used for modeling, and the trusted-source-noise model
is established. According to this model, the secret-key
rate of discrete-modulated CVQKD is calculated, which
shows that previous untrusted-source-noise treatment sig-
nificantly underestimates the secret-key rate. Numerical
results also show that the secret-key rate obtained by
adjustment of the security analysis based on the trusted-
noise model can approach the key rate with ideal noiseless
devices, indicating that the trusted-source-noise model can
almost eliminate the influence of trusted source noise on
system performance.

This paper is organized as follows. In Sec. II, we delve
into underlying causes and the influence of source noise
during the state-preparation process in a practical discrete-
modulated-CVQKD system. In Sec. III, we describe the
discrete-modulated-CVQKD protocol with noisy coherent
states, and then give security analysis of the protocol in
detail. In Sec. IV, we present simulation results. Finally,
we discuss the work presented in this paper in Sec. V.

II. IMPERFECTION IN PREPARING QUANTUM
STATES

In practical experiments, various imperfections intro-
duce noise that can significantly compromise the sys-
tem’s performance. Such unwanted noise, known as excess
noise, can be quantified by extra fluctuations in the quadra-
ture measurements. Assuming it is decomposable, in a
practical discrete-modulated-CVQKD system, the excess
noise can be attributed to various sources, as shown in
Fig. 1, including laser relative intensity noise ξRIN, mod-
ulator noise ξmod, DAC noise ξDAC, quantum channel noise
ξch, and detector noise ξdet [47]:

ξ = ξRIN + ξmod + ξDAC + ξch + ξdet + · · · , (1)

where ξ represents the equivalent excess noise at the
source side. Since signal laser, modulator, and DAC noise
exist in the transmitter of the CVQKD system, this part of

FIG. 1. Practical discrete-modulated-CVQKD system with
source noise introduced in Sec. II.
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FIG. 2. Phase-space representation of the coherent state
received by Bob. The red circle represents shot noise with vari-
ance of N0, the outer green ring represents excess noise, both
source noise and detector noise, and the total variance of the
noisy coherent state is N0(1 + ξ).

noise can be summed as source noise ξs:

ξs = ξRIN + ξmod + ξDAC. (2)

The phase-space representation of the coherent state
received by Bob with excess noise is shown in Fig. 2. The
effect of source noise on coherent states is to expand the
fluctuation range—that is, to increase the variance from N0
to N0(1 + ξs), where N0 is shot-noise variance. In the fol-
lowing, noise is represented in the natural unit by default.
The three types of source noise are described below. The
excess noise caused by relative intensity noise comes from
the power fluctuations of the laser:

ξRIN = VM
√

R�ν, (3)

where VM is the modulation variance of Alice’s data, R is
the relative intensity noise, and �ν is the laser linewidth.
The excess noise of the modulator mainly comes from
modulated light extinction:

ξmod = VM 10−ddB/10, (4)

where ddB is the extinction ratio of the modulator. The
excess noise introduced by the DAC arises from errors
in converting signal digits into voltage, which can be
bounded by

ξDAC ≤ VM

[
π
δUDAC

UDAC
+ 1

2

(
π
δUDAC

UDAC

)2
]2

, (5)

where UDAC is the signal voltage and δUDAC is a specific
deviation.

It is worth mentioning that not all of the excess noise
in Eq. (1) can be used by eavesdroppers, such as source
noise ξs and detector noise ξdet, as they are within the
system and no quantum hacking attack has been pro-
posed to manipulate source noise, up to now. If they are
treated as untrusted, they can lead to overestimation of
the eavesdropper’s capabilities, significantly reducing sys-
tem performance. Therefore, if this part of the noise can
be trusted, system performance will improve. If the cor-
responding quantum hacking attack appears in the future,
then the corresponding noise can be removed from the
trusted part. The trusted-noise model in our work can adapt
to this change. Since trusted detector noise for discrete-
modulated CVQKD has been studied in Ref. [51], next we
consider mainly the trusted-noise model of an imperfect
source and combine it with trusted detector noise.

III. DISCRETE-MODULATED CVQKD WITH AN
IMPERFECT SOURCE

In this section, we focus on a practical discrete-
modulated-CVQKD system with source noise as in Fig. 1,
taking QPSK-modulated CVQKD as an example. The
protocol description is shown in Appendix A, based on pre-
vious work [27,51]. We present the model of trusted source
noise, together with comprehensive security analysis of
the protocol. It is worth noting that our scheme modeling
an imperfect source can be scaled up to a higher number
of modulation constellations, enhancing protocol perfor-
mance at the cost of increased computational complexity.
For a protocol using homodyne detection, our model is also
applicable.

Because the trusted part of source noise is inside Alice’s
system, it cannot be exploited by eavesdroppers and can
be renamed as νs to distinguish it from excess noise. In
the Gaussian-modulated protocol, source noise is modeled
as a mode of an Einstein-Podolsky-Rosen state, and the
covariance matrix and optimality of Gaussian attacks are
used in the security analysis [53]. However, this approach
is not applicable to the discrete-modulated protocol. In our
model, a beam splitter with transmittance ηs → 1 (we set
ηs = 0.9999) and a thermal state can be used to model the
trusted part of source noise. The signal state ρAA′ and the
thermal state ρth(n̄s) are coupled by a beam splitter, and
the output state is transmitted to Bob through the quantum
channel, as shown in Fig. 3. When the source noise is νs,
the average photon number n̄s of the input equivalent ther-
mal state ρth(n̄s) is given by n̄s = νs/(1 − ηs)N0, where N0
is the variance of shot noise in the unit of vacuum fluctu-
ation. The variance of each quadrature of the thermal state
is [1 + νs/(1 − ηs)] N0.

In the ideal protocol, based on the source-replacement
scheme, when Alice sends coherent states |ϕk〉 with
probability pk in the prepare-and-measure scheme, she
equivalently prepares a bipartite state |
〉AA′ in the
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FIG. 3. Entanglement-based discrete-modulated-CVQKD protocol with imperfect source, where ρth(n̄s) is a thermal state with aver-
age photon number n̄s, the beam splitter (BS) has transmittance ηs = 0.9999, and M A is the POVM. Mode F is discarded. Bob performs
heterodyne detection with trusted detector noise [51].

entanglement-based scheme

|
〉AA′ =
3∑

x=0

√
px|x〉A|ϕx〉A′ , (6)

where {|x〉} serves as an orthonormal basis set in reg-
ister A. The density matrix of the bipartite state can
be expressed as ρAA′ = |
〉AA′ 〈
|. Alice reserves regis-
ter A and performs positive-operator-valued measurement
(POVM) M A = {

M A
x = |x〉 〈x| : x ∈ {0, 1, 2, 3}} to obtain

outcome x. Register A′ is coupled with the thermal state
ρth(n̄s) through the beam splitter of transmittance ηs to
model the trusted source noise. The density operator of the
thermal state with the average photon number n̄s is given
by

ρth(n̄s) =
∞∑

n=0

n̂n

(1 + n̂)n+1 |n〉〈n|. (7)

In the coherent-state representation, the thermal state can
be rewritten as

ρth(ns) = 1
π n̄s

∫
C

exp
(

−|β|2
n̄s

)
|β〉 〈β| d2β, (8)

where β is the complex amplitude of a coherent state and C

is the set of complex numbers. After being coupled through
the beam splitter, the quantum state of Alice’s system,
which includes the source noise, is given by

ρAA′′ = TrR[Ŝ(θ)ρAA′ ⊗ ρthR(ns)Ŝ†(θ)], (9)

where Ŝ(θ) = exp[θ(â†
A′ âR − âA′ â†

R)] is the beam-splitter
operator, âA′ (or âR) and â†

A′ (or â†
R) are, respectively, the

annihilation and creation operators of system A′ (R), and
θ is related to transmittance ηs by ηs = 1/(1 + tan2 θ).
According to Appendix B, if coherent states |αA′ 〉 and |αR〉

are coupled through a beam splitter of transmittance η, the
output coherent state is given by

|αA′′ 〉 = |√ηαA′ +
√

1 − ηαR〉A′′ . (10)

Thus, the quantum state of Alice’s system is given by

ρAA′′ = 1
π n̄s

3∑
i,j =0

√
pipj |i〉A〈j |

∫
C

exp
(

−|β|2
n̄s

)

×
∣∣∣√ηαi +

√
1 − ηβ

〉
A′′

〈√
ηαj +

√
1 − ηβ

∣∣∣ d2β.

(11)

Then, register A′′ is sent to Bob through the quantum chan-
nel. The quantum channel can be regarded as a completely-
positive-and-trace-preserving (CPTP) map EA′→B, which
maps Alice’s register A′′ to Bob’s register B, and is con-
trolled by Eve. Therefore, the quantum state shared by
Alice and Bob is given by

ρAB = (IA ⊗ EA′→B)ρAA′′ , (12)

where IA refers to the identity channel within Alice’s
system A.

After Alice uses POVM
{
M A

x

}
to perform local mea-

surement on register A and gets the result x, the coher-
ent state |ϕx〉 will be sent to Bob. Bob’s received state
conditioned on the choice of x is given by

ρx
B = 1

px
TrA[ρAB(|x〉〈x|A ⊗ IB)]. (13)

Bob uses POVM M B =
{

M B
y

}
to get his measurement

results. For trusted detector noise, the POVM of hetero-
dyne detection M B

y = Gy can be expressed as [51]

Gy = 1
ηdπ

D̂
(

y√
ηd

)
ρth

(
1 − ηd + νel

ηd

)
D̂†

(
y√
ηd

)
,

(14)
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where y ∈ C is the complex amplitude of the coherent
state, ηd is the detector efficiency, νel is detector electri-
cal noise, D̂

(
y/

√
ηd

)
is the displacement operator, and

ρth [(1 − ηd + νel)/ηd] is the thermal state with mean pho-
ton number (1 − ηd + νel)/ηd.

The secret-key-rate optimization based on the method
in Ref. [51] is shown in Appendix C. Differently from
Ref. [51], the state of register A with the trusted-source-
noise model is given by

ρA = TrB(ρAB) = 1
π n̄s

3∑
i,j =0

√
pipj |i〉〈j |A

×
∫

C

exp
(

−|β|2
n̄s

) 〈√
ηαj +

√
1 − ηβ

∣∣∣√ηαi

+
√

1 − ηβ
〉

d2β, (15)

which forms a different constraint for the key-rate-
optimization problem in Eq. (C3).

In experiments, the parameters of the experimental
equipment, such as the relative intensity noise of the laser,
the extinction ratio of the modulator, the signal voltage,
and specific deviation of the DAC can be used to calculate
the source excess noise by Eqs. (2)–(5). The trusted source
noise can be separated from excess noise, and then our
theoretical model can be used to calculate the secret-key
rate.

IV. SIMULATIONS

In this section, we initially present the channel model
within the simulation framework and compute the sim-
ulated statistics. Subsequently, we simulate the QPSK-
modulated-CVQKD protocol, comparing three types of
source noise, i.e., ideal noiseless source, untrusted source
noise, and trusted source noise, respectively.

A. Simulation method

To demonstrate the protocol’s performance, we simulate
the quantum channel as a phase-invariant Gaussian chan-
nel with transmissivity ηt and excess noise ξ , where ηt =
10−αL/10 for transmission distance L in kilometers, α =
0.2 dB/km is the attenuation coefficient, and the excess
noise is defined as

ξ = (�qobs)
2

(�qvac)2
− 1, (16)

where (�qvac)
2 = N0 = 1/2 is the variance of shot noise

for quadrature q, and (�qobs)
2 is q quadrature’s variance

of the signal state measured by Alice.
In this situation, simulated statistics 〈F̂Q〉x, 〈F̂P〉x, 〈ŜQ〉x,

〈ŜP〉x and estimation of error-correction cost δEC which

are described in detail in Appendix C can be calculated.
The simulated state σ x

B conditioned on selection of x is a
displaced thermal state, and its Wigner function is given by

Wσ x
B
(γ ) = 1

π

1
1
2 (1 + ηtηsξ)

exp

[
−|γ − √

ηtηsα
′
x|2

1
2 (1 + ηtηsξ)

]
,

(17)

where

α′
x = 1

πns

∫
C

exp (−|β|2/ns)(
√
ηαx +

√
1 − ηβ)d2β,

(18)

which can be quickly calculated numerically. Bob uses het-
erodyne measurement with trusted detector noise that is
expressed by POVM Gy and probability density function
P(y|x) of measurement result y, conditioned on Alice’s
selection x:

P(y|x) = 1
π

(
1 + 1

2ηdηtηsξ + νel
)

× exp

[
− |y − √

ηdηtηsα
′
x|2

1 + 1
2ηdηtηsξ + νel

]
. (19)

Expectation values of the observables in Eq. (C4) can be
written as

〈F̂Q〉x =
√

2ηdηtηsRe(α′
x),

〈F̂P〉x =
√

2ηdηtηsIm(α′
x),

〈ŜQ〉x = 2ηdηtηsRe(α′
x)

2 + 1 + 1
2
ηdηtηsξ + νel,

〈ŜP〉x = 2ηdηtηsIm(α′
x)

2 + 1 + 1
2
ηdηtηsξ + νel,

(20)

which are used as input for the SDP problem. To solve
the SDP problem, we use the numerical framework in
Refs. [38,39].

B. Simulation results

In this subsection, we first simulate the discrete-
modulated CVQKD with an imperfect source in the case
of an ideal detector (νel = 0, ηd = 1). Then we introduce
an imperfect detector with trusted noise (νel > 0, ηd < 1),
and show the secret-key rates. Furthermore, we optimize
the coherent-state amplitude; the optimal amplitude can
serve as a valuable guideline for practical experimental
implementations. Finally, the effect of postselection on the
secret-key rate is studied.
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FIG. 4. Secret-key rate versus distance for QPSK-modulated
CVQKD with source noise νs = 0.01 and νs = 0.02 for an
ideal source (νs = 0) under both trusted and untrusted mod-
els. Excess noise ξ = 0.02, reconciliation efficiency β = 0.956,
coherent-state amplitude α = 0.6, and postselection parameter
�a = 0.

1. Comparison of source-noise models

To evaluate source noise’s effect, we compare the
performance of the QPSK-modulated-CVQKD protocol
with an ideal noiseless source, trusted source noise, and
untrusted source noise, respectively, as illustrated in Figs. 4
and 5.

In Fig. 4, the secret-key rate with omission of detec-
tor noise is shown versus the transmission distance. We
take the excess noise ξ to be 0.02, and error-correction
efficiency β = 0.956 [58], without considering the posts-
election process. We set the source noise νs as 0.01 and
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FIG. 5. Secret-key rate versus coherent-state amplitude α for
QPSK-modulated CVQKD with imperfect source noise νs =
0.01, trusted and untrusted, respectively. Excess noise ξ = 0.02,
reconciliation efficiency β = 0.956, transmission distance L =
80 km, and postselection parameter �a = 0.

0.02, respectively. Simulation results indicate that, even
with source noise of 0.02, the performance of the protocol
with trusted source noise is almost equivalent to that with
an ideal source. In contrast, when source noise cannot be
trusted, the maximum transmission distance of the protocol
is less than 60 km under source noise νs = 0.02. How-
ever, when it can be trusted, it can be transmitted to more
than 160 km. The result shows that the proposed trusted-
noise model almost eliminates the impact of an imperfect
source on the performance of discrete-modulated CVQKD.
Compared with the performance with an untrusted source,
the performance is greatly improved, both for transmis-
sion distance and for secret-key rate. Moreover, the per-
formance improvement becomes more significant as the
source noise increases.

In Fig. 5, the coherent-state amplitude is optimized for
the QPSK-modulated-CVQKD protocol in 80 km with
trusted source and untrusted source noise, respectively,
where source noise νs = 0.01 and other parameters are the
same as in Fig. 4. Simulation results show that in this con-
dition, the optimal coherent-state modulation amplitude is
about 0.65, no matter whether the source noise is trusted
or not. However, when the source noise can be trusted,
the secret-key rate of the protocol is more than 10−3 bits
per pulse, nearly an order of magnitude larger than for its
untrusted-source-noise counterpart.

2. Inclusion of detector noise

Next, we consider an actual situation in the experiments,
an imperfect detector, and use real parameters to simulate
the QPSK-modulated-CVQKD protocol with the trusted-
detector-noise model [51].
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FIG. 6. Secret-key rate versus distance for QPSK-modulated
CVQKD with ideal, trusted, and untrusted noise. Trusted detec-
tor noise is included. Excess noise ξ = 0.01, reconciliation
efficiency β = 0.956, coherent-state amplitude α = 0.6, and
postselection parameter �a = 0.
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In Fig. 6, we compare the secret-key rates of the proto-
col with ideal, trusted, and untrusted noise (trusted noise
means that both the source noise and the detector noise
are trusted, and untrusted noise means that both the source
noise and the detector noise are untrusted). For noise
amplitude, two situations—with νs = 0.005, νel = 0.005,
and ηd = 0.8, and with νs = 0.01, νel = 0.01, and ηd =
0.7—are considered to represent high and low noise status.
Compared with ideal sources and detectors, the key rate
under trusted noise is slightly lower, mainly due to imper-
fect detection efficiency. However, when the noise from the
source and the noise from the detector become untrusted,
the protocol performance rapidly declines, primarily since
the noise is factored into the excess noise, and the equiva-
lent excess noise on the source side ξ = νs + νel/ηt. When
the transmission distance increases, excess noise signifi-
cantly rises, leading to a rapid decrease of the secret-key
rate. The trusted models effectively addresses this issue,
and enable the protocols to maintain high performance.

In Fig. 7, we show the secret-key rate versus the dis-
tance with different excess noise, where source noise νs =
0.001, detector noise νel = 0.297, and detection efficiency
ηd = 0.45 [34]. When they cannot be trusted, the proto-
col cannot generate secret keys. When source noise and
detector noise can be trusted, the simulation outcomes indi-
cate that, under the given parameters, the protocol can
transmit over 200 km when excess noise is 0.01. How-
ever, as excess noise increases to 0.02, the secret-key rate
experiences a notable decline once the transmission dis-
tance surpasses 180 km. Furthermore, with excess noise
of 0.03, the protocol’s transmission limit is reduced to
approximately 120 km.
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FIG. 7. Secret-key rate versus distance for QPSK-modulated
CVQKD with different excess noise. Source noise νs = 0.001,
detector noise νel = 0.297, detection efficiency ηd = 0.45, rec-
onciliation efficiency β = 0.956, coherent-state amplitude α =
0.65, and postselection parameter �a = 0.
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FIG. 8. Optimization of coherent-state amplitude α of QPSK-
modulated CVQKD with excess noise ξ = 0.02, source noise
νs = 0.001, detector noise νel = 0.297, detection efficiency ηd =
0.45, reconciliation efficiency β = 0.956, and postselection
parameter �a = 0. When the source noise and detector noise are
untrusted, the secret-key rate is 0.

In Fig. 8, the coherent-state amplitude is optimized for
the QPSK-modulated-CVQKD protocol in 80 km with
trusted source noise and detector noise, excess noise ξ =
0.02, and other parameters the same as in Fig. 7. Simula-
tion results show that the optimal coherent-state amplitude
is about 0.65 in this condition, which is almost equal to
the value in the situation without the trusted-noise model
in Fig. 5. The secret-key rate with optimal coherent-state
amplitude is about 4 × 10−4 bits per pulse.

3. Inclusion of postselection

Next we consider the influence of trusted-source-noise
and trusted-detector-noise models on the postselection
parameter, and demonstrate the increase of the secret-key

Se
cr

et
-k

ey
 r

at
e 

(b
its

/p
ul

se
)

Se
cr

et
-k

ey
 r

at
e 

(b
its

/p
ul

se
)

(a) (b)

FIG. 9. Optimization of postselection parameter�a of QPSK-
modulated CVQKD. (a) Ideal source and detector. (b) Trusted
source and detector. Both with distance L = 80 km, excess noise
ξ = 0.02, source noise νs = 0.001, detector noise νel = 0.297,
detection efficiency ηd = 0.45, and reconciliation efficiency
β = 0.956.
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FIG. 10. Secret-key rate versus distance for QPSK-modulated
CVQKD with and without postselection. Source noise νs =
0.001, detector noise νel = 0.297, detection efficiency ηd = 0.45,
reconciliation efficiency β = 0.956, coherent-state amplitude
α = 0.65, and optimized postselection parameter.

rate in QPSK-modulated CVQKD with trusted source and
detector noise through postselection.

In Fig. 9, the postselection parameter of QPSK-
modulated CVQKD in 80 km with trusted source and
detector noise is optimized, in parallel with the ideal noise-
less case, where the coherent-state amplitude is α = 0.65
and other parameters are the same as in Fig. 8. Simula-
tion results show that for ideal case as shown in Fig. 9(a),
the optimal postselection parameter is about 0.65, and the
secret-key rate can increase by up to approximately 7%
compared with the rate without postselection (�a = 0). In
Fig. 9(b), with the trusted-noise model, the optimal posts-
election parameter is about 0.7, and the secret-key rate can
be increased from 4.8 × 10−4 bits per pulse (�a = 0) to
5.2 × 10−4 bits per pulse, which is about 8% higher. Over-
all, the trusted-noise model would not change much the
optimal postselection parameter, nor would it improve the
performance of postselection.

In Fig. 10, we demonstrate the performance improve-
ment of optimal postselection at different distances for
noise parameters the same as those in Fig. 7. Simulation
results show that postselection can increase the secret-key
rate by about 7% at various distances.

In summary, the simulation results exhibit significant
enhanced performance of the QPSK-modulated-CVQKD
protocol when source and detector noise can be trusted,
compared with the untrusted counterpart. In addition,
application of trusted-noise models has little impact
on postselection, and reasonable postselection can fur-
ther improve the performance of a discrete-modulated-
CVQKD system.

V. DISCUSSION AND CONCLUSION

Over the past 5 years, theoretical security of discrete-
modulated CVQKD has been progressively refined. The
modeling of trusted noise in practical systems is an impor-
tant part of the practical security of CVQKD, which can
avoid the loss of secret-key rate caused by one mistak-
enly listing trusted noise as untrusted. The trusted-noise
model makes sense since the devices are inside the sys-
tem and cannot be manipulated. It is worth noting that
there may be some quantum hacking attacks in the future
that can break this assumption. For example, the modula-
tion noise of an in-phase-and-quadrature modulator can be
trusted in many cases, but if Eve could control the driver
electrical signal of an in-phase-and-quadrature modulator,
the trusted-source-noise assumption is compromised. Once
such attacks are proposed, these parts of noise cannot be
regarded as trusted noise. If communication parties still
consider them as trusted noise, the overestimation of the
secret-key rate will have a serious impact on system secu-
rity. In this case, these parts of noise need to be regarded
as untrusted, and our trusted modeling is still applicable to
other source noise. Meanwhile, some countermeasures are
also feasible, such as electromagnetic shielding, to keep
the source noise trusted.

In this contribution, we examined the challenges posed
by an imperfect source in a discrete-modulated-CVQKD
system and proposed a trusted-source-noise model. Our
work can readily be applied to the finite-size regime that
ensures composable security, and protocols using higher-
order modulation. The results show that, compared with
previous treatment, which classifies all source noise into
the excess noise controllable by eavesdroppers, this model
more accurately evaluates the ability of eavesdroppers
and increases the secret-key rate of discrete-modulated-
CVQKD systems, which takes an important step towards
practical application of discrete-modulated CVQKD.
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APPENDIX A: PROTOCOL DESCRIPTION OF
QPSK-MODULATED CVQKD WITH AN

IMPERFECT SOURCE

The prepare-and-measure version of the practical
QPSK-modulated protocol is as follows:
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(1) State preparation. For each round, Alice uses a laser,
which is then integrated into the modulator, facilitating
the emission of a coherent state |ϕk〉 chosen from the
set {|α〉, | − α〉, |iα〉, | − iα〉} according to probability pk =
1/4, where α ∈ R is the amplitude of the coherent states.
The modulator is driven by a DAC. It should be noted that
these devices are imperfect and contain nonideal factors as
shown in Sec. II. The coherent state is sent to Bob through
the quantum channel that is controlled by Eve.

(2) Measurement. After receiving the state sent from
Alice, Bob uses a heterodyne detector with trusted noise
and obtains the measurement result y ∈ C.

The physical process of the prepare-and-measure ver-
sion of the practical QPSK-modulated protocol is shown
in Fig. 1(a), and the excess noise introduced in Sec. II
is considered. The excess noise makes the variance of
the quadrature increase from N0 to N0(1 + ξ), and its
phase-space representation is shown in Fig. 1(b). After
the physical process of the protocol, Alice and Bob per-
form postprocessing through the classic channel, including
announcement and sifting, parameter estimation, reverse-
reconciliation key map, error correction, and privacy
amplification. These processes are similar to those in the
literature [27,51]. For the sake of integrity, we briefly
introduce these steps:

(a) Announcement and sifting. After N rounds of com-
munication, Alice and Bob identify a small subset of test
rounds τtest used for parameter estimation, and use the
remaining rounds τkey to generate keys. Following the
sifting process, Alice obtains her string X = (x1, . . . , xm)

according to the following rule:

∀j ∈ [m], xj =

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

0 if |ψf (j )〉 = |α〉,
1 if |ψf (j )〉 = |iα〉,
2 if |ψf (j )〉 = | − α〉,
3 if |ψf (j )〉 = | − iα〉,

(A1)

where m is the size of the set τkey and f is a function from
[m] to τkey.

(b) Parameter estimation. Alice and Bob perform
parameter estimation by revealing all information from
the rounds designated by the test set τtest. To conduct this
analysis, they process the data by calculating the observ-
able measurement, conditioned on each of the four states
sent by Alice. These metrics enable them to place limita-
tions on their joint state ρAB. Subsequently, they compute
the secret-key rate in accordance with the optimization
problem. If their analysis indicates that secret keys cannot
be produced, they terminate the protocol. Otherwise, they
move forward.

(c) Reverse-reconciliation key map. Bob uses a key-
map process to derive his raw key string. This map pro-
cess transforms his measurement result yk into an element
within a specific set {0, 1, 2, 3, ⊥}. Bob obtains his key

FIG. 11. Bob’s key-map process for the measurement results
y. Each region Az represents a key-map value j . During the
postselection of data, the measurement result obtained from the
central disk with a radius of �a is disregarded and instead
assigned the symbol ⊥.

string Z = (z1, . . . , zm) according to the rule as shown in
Fig. 11;

zj =
⎧⎨
⎩j if θ ∈

[
(2j − 1)π

4
,
(2j + 1)π

4

)
and |y| ≥ �a,

⊥ otherwise,
(A2)

where �a is a postselection parameter and j ∈ {0, 1, 2, 3}.
(d) Error correction and privacy amplification. Alice

and Bob use privacy amplification to diminish Eve’s
knowledge of their shared information by eliminating
certain portions of their jointly held key.

APPENDIX B: COUPLING OF TWO COHERENT
STATES THROUGH A BEAM SPLITTER

Considering that coherent states |αA′ 〉 and |αR〉 are cou-
pled through a beam splitter with transmittance η, the
output coherent states are |αA′′ 〉 and |αF〉. The input coher-
ent state |αA′ 〉 can be rewritten with displacement operator
D̂(αA′) as

|αA′ 〉 = D̂(αA′)|0〉A′ , (B1)

where

D̂(αA′) = exp
(
αA′ α̂†

A′ − α∗
A′ α̂A′

)
. (B2)

The beam-splitter operator can be expressed as

Ŝ(θ) = exp[θ(â†
A′ âR − âA′ â†

R)], (B3)
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where θ is related to transmittance ηs by ηs = 1/(1 +
tan2 θ). It can also be written in matrix form as(

âA′′
âF

)
=

( √
η

√
1 − η√

1 − η −√
η

) (
âA′
âR

)
. (B4)

Thus, we have

âA′ = √
ηâA′′ +

√
1 − ηâF . (B5)

Substitute Eqs. (B2) and (B3) into Eq. (B5)

Ŝ(η)D̃(αA′)Ŝ†(η) = exp
(√
η
(
αA′ α̂†

A′′ − α∗
A′ âA′′

))
× exp

(√
1 − η

(
αA′ â†

F − α∗
A′ âF

))
.

(B6)

Let Â = αA′ α̂†
A′′ − α∗

A′ α̂A′′ and B̂ = αA′ â†
F − α∗

A′ âF . The
commutator between Â and B̂ can be calculated as[

Â, B̂
]

=
[
αA′ α̂†

A′′ − α∗
A′ α̂A′′ ,αA′ α̂†

F − α∗
A′ α̂F

]
= 0. (B7)

Using the Baker–Campbell–Hausdorff formula, we obtain

Ŝ(η)D̂A′(αA′)Ŝ(η)† = exp
(√
ηÂ

)
exp

(√
1 − ηB̂

)
= exp

(√
η(αA′ â†

A′′ − α∗
A′ âA′′)

)
× exp

(√
1 − η(αA′ â†

F − α∗
A′ âF)

)
,

= D̂A′′
(√
ηαA′

)
D̂F

(√
1 − ηαA′

)
. (B8)

Therefore, after the coherent state |αA′ 〉 passes through the
beam splitter,

|αA′ 〉 → D̃A′′(
√
ηαA′)D̃F(

√
1 − ηαA′)|0〉A′

= ∣∣√ηαA′
〉
A′′

∣∣∣√1 − ηαA′
〉
F

. (B9)

Similarly,

|αR〉 →
∣∣∣√1 − ηαR

〉
A′′

∣∣−√
ηαR

〉
F . (B10)

Thus, we can obtain the output quantum state as

|αA′′ 〉 = |√ηαA′ +
√

1 − ηαR〉A′′ . (B11)

APPENDIX C: OPTIMIZATION OF SECRET-KEY
RATE

The secret-key-rate-optimization method is based on
Ref. [51]. Given annihilation operator â and creation oper-
ator â† satisfying the basic commutation relation [â, â†] =

1, the quadrature operators q̂ and p̂ are defined as

q̂ = 1√
2
(â† + â), p̂ = i√

2
(â† − â). (C1)

Next, we discuss how to calculate the secret-key rate of
the protocol with the imperfect-source model based on the
entanglement-based scheme. The Devetak-Winter formula
can be rewritten in the form [38]

R∞ = min
ρAB∈S

D (G(ρAB)||Z[G(ρAB)])− ppassδEC, (C2)

where G is a CPTP map that outlines several classical post-
processing procedures of the protocol, Z is a pinching
quantum channel that is used to access results of the key
map, D(ρ||σ) = Tr(ρ log2 ρ)− Tr(ρ log2 σ) is the quan-
tum relative entropy between the quantum states ρ and
σ , and S is the set of density matrices satisfying exper-
imental constraints. The key of the problem lies in the
first term of the formula—namely, the optimization prob-
lem minρAB∈S D

(
G(ρAB)||Z[G(ρAB)]

)
. The optimization

problem can be expressed as

minimize min
ρAB∈S

D
(
G(ρAB)||Z[G(ρAB)]

)

subject to

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

Tr[ρAB(|x〉〈x|A ⊗ F̂Q)] = px〈F̂Q〉x,

Tr[ρAB(|x〉〈x|A ⊗ F̂P)] = px〈F̂P〉x,

Tr[ρAB(|x〉〈x|A ⊗ ŜQ)] = px〈ŜQ〉x,

Tr[ρAB(|x〉〈x|A ⊗ ŜP)] = px〈ŜP〉x,

Tr[ρAB] = 1,

TrB[ρAB] = ρA,
(C3)

where index x ∈ {0, 1, 2, 3}, and 〈F̂Q〉, 〈F̂P〉, 〈ŜQ〉, and
〈ŜP〉x are expectation values of operators F̂Q, F̂P, ŜQ, and
ŜP for the conditional state ρx

B respectively. The observable
operators are

F̂Q =
∫

y + y∗
√

2
Gyd2y,

F̂P =
∫

i(y∗ − y)√
2

Gyd2y,

ŜQ =
∫ (

y + y∗
√

2

)2

Gyd2y,

ŜP =
∫ [

i(y∗ − y)√
2

]2

Gyd2y.

(C4)

In addition, in the last constraint, ρA is calculated as
Eq. (15). To perform postselection, the region operators are
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defined as

Rz =
∫

y∈Az

Gyd2y, (C5)

where Az is the region of integration corresponding to the
regions shown in Fig. 11. For reverse reconciliation, the
CPTP map G(σ ) = KσK† with input state σ , where K is
the Kraus map as

K =
3∑

z=0

|z〉R ⊗ IA ⊗ (
√

Rz)B. (C6)

The pinching quantum channel is described by

Z(σ ) =
3∑

j =0

(|j 〉〈j |R ⊗ IAB)σ (|j 〉〈j |R ⊗ IAB). (C7)

For the second term of the secret-key-rate formula, ppass
is the sifting probability and δEC is the cost of error cor-
rection. This part is classical and computable. For the
reverse-reconciliation scheme, The cost of error correction
δEC can be described as

δEC = H(Z)− βI(X; Z), (C8)

where H(Z) represents the classical information entropy of
the raw key Z, β signifies the reconciliation efficiency, and
I(X; Z) denotes the classical mutual information. To sum
up, the optimization problem can be solved, subsequently
enabling derivation of the secret-key rate.

[1] C. H. Bennett and G. Brassard, in Proceedings of IEEE
International Conference on Computers, Systems and Sig-
nal Processing (IEEE, New York, USA, 1984), p. 175.

[2] S. Pirandola, U. L. Andersen, L. Banchi, M. Berta, D.
Bunandar, R. Colbeck, D. Englund, T. Gehring, C. Lupo, C.
Ottaviani, et al., Advances in quantum cryptography, Adv.
Opt. Photonics 12, 1012 (2020).

[3] F. Xu, X. Ma, Q. Zhang, H.-K. Lo, and J.-W. Pan, Secure
quantum key distribution with realistic devices, Rev. Mod.
Phys. 92, 025002 (2020).

[4] C. Portmann and R. Renner, Security in quantum cryptog-
raphy, Rev. Mod. Phys. 94, 025008 (2022).

[5] T. C. Ralph, Continuous variable quantum cryptography,
Phys. Rev. A 61, 010303(R) (1999).

[6] F. Grosshans and P. Grangier, Continuous variable quan-
tum cryptography using coherent states, Phys. Rev. Lett. 88,
057902 (2002).

[7] C. Weedbrook, A. M. Lance, W. P. Bowen, T. Symul, T.
C. Ralph, and P. K. Lam, Quantum cryptography without
switching, Phys. Rev. Lett. 93, 170504 (2004).

[8] Y. Zhang, Y. Bian, Z. Li, S. Yu, and H. Guo, Continuous-
variable quantum key distribution system: Past, present,
and future, Appl. Phys. Rev. 11, 011318 (2024).

[9] A. Leverrier, Composable security proof for continuous-
variable quantum key distribution with coherent states,
Phys. Rev. Lett. 114, 070501 (2015).

[10] A. Leverrier, Security of continuous-variable quantum key
distribution via a Gaussian de Finetti reduction, Phys. Rev.
Lett. 118, 200501 (2017).

[11] S. Pirandola, Composable security for continuous variable
quantum key distribution: Trust levels and practical key
rates in wired and wireless networks, Phys. Rev. Res. 3,
043014 (2021).

[12] Y. Zhang, Z. Chen, S. Pirandola, X. Wang, C. Zhou, B.
Chu, Y. Zhao, B. Xu, S. Yu, and H. Guo, Long-distance
continuous-variable quantum key distribution over 202.81
km of fiber, Phys. Rev. Lett. 125, 010502 (2020).

[13] Y. Tian, P. Wang, J. Liu, S. Du, W. Liu, Z. Lu, X. Wang, and
Y. Li, Experimental demonstration of continuous-variable
measurement-device-independent quantum key distribution
over optical fiber, Optica 9, 492 (2022).

[14] A. A. Hajomer, I. Derkach, N. Jain, H.-M. Chin, U.
L. Andersen, and T. Gehring, Long-distance continuous-
variable quantum key distribution over 100-km fiber with
local local oscillator, Sci. Adv. 10, eadi9474 (2024).

[15] G. Zhang, J. Y. Haw, H. Cai, F. Xu, S. Assad, J. F.
Fitzsimons, X. Zhou, Y. Zhang, S. Yu, J. Wu, et al., An
integrated silicon photonic chip platform for continuous-
variable quantum key distribution, Nat. Photonics 13, 839
(2019).

[16] L. Li, T. Wang, X. Li, P. Huang, Y. Guo, L. Lu, L. Zhou,
and G. Zeng, Continuous-variable quantum key distribu-
tion with on-chip light sources, Photonics Res. 11, 504
(2023).

[17] A. A. E. Hajomer, C. Bruynsteen, I. Derkach, N. Jain, A.
Bomhals, S. Bastiaens, U. L. Andersen, X. Yin, and T.
Gehring, Continuous-variable quantum key distribution at
10 GBaud using an integrated photonic-electronic receiver,
Optica 11, 1197 (2024).

[18] Y. Bian, Y. Li, X. Xu, T. Zhang, Y. Pan, W. Huang, S.
Yu, L. Zhang, Y. Zhang, and B. Xu, Highly stable power
control for chip-based continuous-variable quantum key
distribution system, Opt. Lett. 49, 2521 (2024).

[19] Y. Bian, Y. Pan, X. Xu, L. Zhao, Y. Li, W. Huang, L. Zhang,
S. Yu, Y. Zhang, and B. Xu, Continuous-variable quantum
key distribution over 28.6 km fiber with an integrated sili-
con photonic receiver chip, Appl. Phys. Lett. 124, 174001
(2024).

[20] S. Du, P. Wang, J. Liu, Y. Tian, and Y. Li, Continuous
variable quantum key distribution with a shared partially
characterized entangled source, Photonics Res. 11, 463
(2023).

[21] Y. Bian, Y.-C. Zhang, C. Zhou, S. Yu, Z. Li, and
H. Guo, High-rate point-to-multipoint quantum key distri-
bution using coherent states, ArXiv:2302.02391.

[22] A. A. Hajomer, I. Derkach, R. Filip, U. L. Andersen, V.
C. Usenko, and T. Gehring, Continuous-variable quantum
passive optical network, ArXiv:2402.16044.

[23] Y. Pan, Y. Bian, Y. Li, X. Xu, L. Ma, H. Wang, Y. Luo,
J. Dou, Y. Pi, J. Yang, et al., High-rate 16-node quan-
tum access network based on passive optical network,
ArXiv:2403.02585.

[24] A. Leverrier and P. Grangier, Unconditional security
proof of long-distance continuous-variable quantum key

034024-11

https://doi.org/10.1364/AOP.361502
https://doi.org/10.1103/RevModPhys.92.025002
https://doi.org/10.1103/RevModPhys.94.025008
https://doi.org/10.1103/PhysRevA.61.010303
https://doi.org/10.1103/PhysRevLett.88.057902
https://doi.org/10.1103/PhysRevLett.93.170504
https://doi.org/10.1063/5.0179566
https://doi.org/10.1103/PhysRevLett.114.070501
https://doi.org/10.1103/PhysRevLett.118.200501
https://doi.org/10.1103/PhysRevResearch.3.043014
https://doi.org/10.1103/PhysRevLett.125.010502
https://doi.org/10.1364/OPTICA.450573
https://doi.org/10.1126/sciadv.adi9474
https://doi.org/10.1038/s41566-019-0504-5
https://doi.org/10.1364/PRJ.473328
https://doi.org/10.1364/optica.530080
https://doi.org/10.1364/OL.522320
https://doi.org/10.1063/5.0203130
https://doi.org/10.1364/PRJ.475943
https://arxiv.org/abs/2302.02391
https://arxiv.org/abs/2402.16044
https://arxiv.org/abs/2403.02585


MINGZE WU et al. PHYS. REV. APPLIED 22, 034024 (2024)

distribution with discrete modulation, Phys. Rev. Lett. 102,
180504 (2009).

[25] Z. Li, Y.-C. Zhang, and H. Guo, User-defined quantum key
distribution, ArXiv:1805.04249.

[26] S. Ghorai, P. Grangier, E. Diamanti, and A. Leverrier,
Asymptotic security of continuous-variable quantum key
distribution with a discrete modulation, Phys. Rev. X 9,
021059 (2019).

[27] J. Lin, T. Upadhyaya, and N. Lütkenhaus, Asymp-
totic security analysis of discrete-modulated continuous-
variable quantum key distribution, Phys. Rev. X 9, 041064
(2019).

[28] T. Matsuura, K. Maeda, T. Sasaki, and M. Koashi, Finite-
size security of continuous-variable quantum key distribu-
tion with digital signal processing, Nat. Commun. 12, 1
(2021).

[29] M. M. Wolf, G. Giedke, and J. I. Cirac, Extremality of
Gaussian quantum states, Phys. Rev. Lett. 96, 080502
(2006).

[30] R. García-Patrón and N. J. Cerf, Unconditional optimality
of Gaussian attacks against continuous-variable quantum
key distribution, Phys. Rev Lett. 97, 190503 (2006).

[31] M. Navascués, F. Grosshans, and A. Acin, Optimality of
Gaussian attacks in continuous-variable quantum cryptog-
raphy, Phys. Rev Lett. 97, 190502 (2006).

[32] P. Jouguet, S. Kunz-Jacques, E. Diamanti, and A. Lev-
errier, Analysis of imperfections in practical continuous-
variable quantum key distribution, Phys. Rev. A 86, 032309
(2012).

[33] A. Denys, P. Brown, and A. Leverrier, Explicit asymp-
totic secret key rate of continuous-variable quantum key
distribution with an arbitrary modulation, Quantum 5, 540
(2021).

[34] H. Wang, Y. Li, Y. Pi, Y. Pan, Y. Shao, L. Ma, Y.
Zhang, J. Yang, T. Zhang, W. Huang, et al., Sub-Gbps
key rate four-state continuous-variable quantum key dis-
tribution within metropolitan area, Commun. Phys. 5, 162
(2022).

[35] Y. Pan, H. Wang, Y. Shao, Y. Pi, Y. Li, B. Liu, W.
Huang, and B. Xu, Experimental demonstration of high-
rate discrete-modulated continuous-variable quantum key
distribution system, Opt. Lett. 47, 3307 (2022).

[36] D. Pereira, M. Almeida, M. Facão, A. N. Pinto, and N.
A. Silva, Probabilistic shaped 128-APSK CV-QKD trans-
mission system over optical fibres, Opt. Lett. 47, 3948
(2022).

[37] F. Roumestan, A. Ghazisaeidi, J. Renaudier, L. T. Vidarte,
A. Leverrier, E. Diamanti, and P. Grangier, Shaped con-
stellation continuous variable quantum key distribution:
Concepts, methods and experimental validation, J. Light.
Technol. 44, 5182 (2024).

[38] P. J. Coles, E. M. Metodiev, and N. Lütkenhaus, Numerical
approach for unstructured quantum key distribution, Nat.
Commun. 7, 11712 (2016).

[39] A. Winick, N. Lütkenhaus, and P. J. Coles, Reliable numer-
ical key rates for quantum key distribution, Quantum 2, 77
(2018).

[40] W.-B. Liu, C.-L. Li, Y.-M. Xie, C.-X. Weng, J. Gu, X.-
Y. Cao, Y.-S. Lu, B.-H. Li, H.-L. Yin, and Z.-B. Chen,
Homodyne detection quadrature phase shift keying

continuous-variable quantum key distribution with high
excess noise tolerance, PRX Quantum 2, 040334 (2021).

[41] T. Upadhyaya, T. van Himbeeck, J. Lin, and N. Lütken-
haus, Dimension reduction in quantum key distribution for
continuous-and discrete-variable protocols, PRX Quantum
2, 020325 (2021).

[42] F. Kanitschar and C. Pacher, Optimizing continuous-
variable quantum key distribution with phase-shift keying
modulation and postselection, Phys. Rev. Appl. 18, 034073
(2022).

[43] Y. Tian, Y. Zhang, S. Liu, P. Wang, Z. Lu, X. Wang, and
Y. Li, High-performance long-distance discrete-modulation
continuous-variable quantum key distribution, Opt. Lett.
48, 2953 (2023).

[44] F. Kanitschar, I. George, J. Lin, T. Upadhyaya, and N.
Lütkenhaus, Finite-size security for discrete-modulated
continuous-variable quantum key distribution protocols,
PRX Quantum 4, 040306 (2023).

[45] S. Bäuml, C. P. García, V. Wright, O. Fawzi, and A.
Acín, Security of discrete-modulated continuous-variable
quantum key distribution, ArXiv:2303.09255.

[46] V. Scarani, H. Bechmann-Pasquinucci, N. J. Cerf, M.
Dušek, N. Lütkenhaus, and M. Peev, The security of prac-
tical quantum key distribution, Rev. Mod. Phys. 81, 1301
(2009).

[47] F. Laudenbach, C. Pacher, C.-H. F. Fung, A. Poppe, M.
Peev, B. Schrenk, M. Hentschel, P. Walther, and H. Hübel,
Continuous-variable quantum key distribution with Gaus-
sian modulation—The theory of practical implementations,
Adv. Quantum Technol. 1, 1800011 (2018).

[48] J. Lodewyck, M. Bloch, R. García-Patrón, S. Fossier, E.
Karpov, E. Diamanti, T. Debuisschert, N. J. Cerf, R. Tualle-
Brouri, S. W. McLaughlin, et al., Quantum key distribution
over 25 km with an all-fiber continuous-variable system,
Phys. Rev. A 76, 042305 (2007).

[49] S. Fossier, E. Diamanti, T. Debuisschert, R. Tualle-Brouri,
and P. Grangier, Improvement of continuous-variable quan-
tum key distribution systems by using optical pream-
plifiers, J. Phys. B: At. Mol. Opt. Phys. 42, 114014
(2009).

[50] V. C. Usenko and R. Filip, Trusted noise in continuous-
variable quantum key distribution: A threat and a defense,
Entropy 18, 20 (2016).

[51] J. Lin and N. Lütkenhaus, Trusted detector noise analy-
sis for discrete modulation schemes of continuous-variable
quantum key distribution, Phys. Rev. Appl. 14, 064030
(2020).

[52] L. Fan, Y. Bian, M. Wu, Y. Zhang, and S. Yu, Quantum
hacking against discrete-modulated continuous-variable
quantum key distribution using modified local oscillator
intensity attack with random fluctuations, Phys. Rev. Appl.
20, 024073 (2023).

[53] V. C. Usenko and R. Filip, Feasibility of continuous-
variable quantum key distribution with noisy coherent
states, Phys. Rev. A 81, 022318 (2010).

[54] Y. Shen, X. Peng, J. Yang, and H. Guo, Continuous-variable
quantum key distribution with Gaussian source noise, Phys.
Rev. A 83, 052304 (2011).

[55] Y. Shen, J. Yang, and H. Guo, Security bound of
continuous-variable quantum key distribution with noisy

034024-12

https://doi.org/10.1103/PhysRevLett.102.180504
https://arxiv.org/abs/1805.04249
https://doi.org/10.1103/PhysRevX.9.021059
https://doi.org/10.1103/PhysRevX.9.041064
https://doi.org/10.1038/s41467-020-19916-1
https://doi.org/10.1103/PhysRevLett.96.080502
https://doi.org/10.1103/PhysRevLett.97.190503
https://doi.org/10.1103/PhysRevLett.97.190502
https://doi.org/10.1103/PhysRevA.86.032309
https://doi.org/10.22331/q-2021-09-13-540
https://doi.org/10.1038/s42005-022-00941-z
https://doi.org/10.1364/OL.456978
https://doi.org/10.1364/OL.456333
https://doi.org/10.1109/JLT.2024.3391168
https://doi.org/10.1038/ncomms11712
https://doi.org/10.22331/q-2018-07-26-77
https://doi.org/10.1103/PRXQuantum.2.040334
https://doi.org/10.1103/PRXQuantum.2.020325
https://doi.org/10.1103/PhysRevApplied.18.034073
https://doi.org/10.1364/OL.492082
https://doi.org/10.1103/PRXQuantum.4.040306
https://arxiv.org/abs/2303.09255
https://doi.org/10.1103/RevModPhys.81.1301
https://doi.org/10.1002/qute.201800011
https://doi.org/10.1103/PhysRevA.76.042305
https://doi.org/10.1088/0953-4075/42/11/114014
https://doi.org/10.3390/e18010020
https://doi.org/10.1103/PhysRevApplied.14.064030
https://doi.org/10.1103/PhysRevApplied.20.024073
https://doi.org/10.1103/PhysRevA.81.022318
https://doi.org/10.1103/PhysRevA.83.052304


TRUSTED-SOURCE-NOISE MODEL... PHYS. REV. APPLIED 22, 034024 (2024)

coherent states and channel, J. Phys. B: At. Mol. Opt. Phys.
42, 235506 (2009).

[56] J. Yang, B. Xu, and H. Guo, Source monitoring for
continuous-variable quantum key distribution, Phys. Rev.
A 86, 042314 (2012).

[57] B. Chu, Y. Zhang, Y. Huang, S. Yu, Z. Chen, and H.
Guo, Practical source monitoring for continuous-variable

quantum key distribution, Quantum Technol. 6, 025012
(2021).

[58] L. Ma, J. Yang, T. Zhang, Y. Shao, J. Liu, Y. Luo,
H. Wang, W. Huang, F. Fan, C. Zhou, et al., Practical
continuous-variable quantum key distribution with feasible
optimization parameters, Sci. China Inf. Sci. 66, 180507
(2023).

034024-13

https://doi.org/10.1088/0953-4075/42/23/235506
https://doi.org/10.1103/PhysRevA.86.042314
https://doi.org/10.1088/2058-9565/abda8f
https://doi.org/10.1007/s11432-022-3712-3

	I. INTRODUCTION
	II. IMPERFECTION IN PREPARING QUANTUM STATES
	III. DISCRETE-MODULATED CVQKD WITH AN IMPERFECT SOURCE
	IV. SIMULATIONS
	A. Simulation method
	B. Simulation results
	1. Comparison of source-noise models
	2. Inclusion of detector noise
	3. Inclusion of postselection


	V. DISCUSSION AND CONCLUSION
	ACKNOWLEDGMENTS
	A. APPENDIX A: PROTOCOL DESCRIPTION OF QPSK-MODULATED CVQKD WITH AN IMPERFECT SOURCE
	B. APPENDIX B: COUPLING OF TWO COHERENT STATES THROUGH A BEAM SPLITTER
	C. APPENDIX C: OPTIMIZATION OF SECRET-KEY RATE
	. References


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile ()
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 5
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /PDFX1a:2003
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    33.84000
    33.84000
    33.84000
    33.84000
  ]
  /PDFXSetBleedBoxToMediaBox false
  /PDFXBleedBoxToTrimBoxOffset [
    9.00000
    9.00000
    9.00000
    9.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames false
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks true
      /AddColorBars false
      /AddCropMarks true
      /AddPageInfo true
      /AddRegMarks false
      /BleedOffset [
        9
        9
        9
        9
      ]
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks true
      /IncludeHyperlinks true
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MarksOffset 6
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PageMarksFile /RomanDefault
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


