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Quantum key distribution (QKD) could help to share a secure key between two distant peers. In recent
years, twin-field (TF) QKD has been widely investigated because of its long transmission distance. One
of the popular variants of TF QKD is sending-or-not-sending (SNS) QKD, which has been experimentally
verified to realize 1000-km level fiber key distribution. In this article, we introduce phase postselection
into the SNS protocol. With this modification, the probability of selecting “sending” can be substantially
improved. The numerical simulation shows that the transmission distance can be improved both with and
without the actively odd-parity pairing method. The case of discrete phase randomization is also analyzed,
a similar improvement on distance can be seen.
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I. INTRODUCTION

Quantum key distribution (QKD) [1] tries to establish
secure communication between two distant peers, Alice
and Bob, by sharing private random numbers. Guaranteed
by the fundamental principles of quantum mechanics [2,3],
Alice and Bob can bound the amount of information stolen
by any eavesdropper (usually called Eve), thus they could
extract secure keys unknown to Eve.

The basis of the security comes from the no-cloning
theorem of a single photon [4]. Unluckily, because of the
attenuation of the channels, a photon cannot transmit for
a long distance. The PLOB bound [5,6] gives the fun-
damental limitation of the point-to-point QKD, in which
the key rate decreases linearly with the channel trans-
mittance (R ≤ O(η) [6]) (see another bound in Ref. [7]).
Fortunately, twin-field (TF) QKD [8] broke this limitation
reaching a key rate of O(

√
η) level. TF QKD has a unique

advantage for long-distance key distribution and has been
widely researched both in theory [9–13] and experiment
[14–26].

Sending-or-not-sending (SNS) [10,27] QKD is a special
kind of TF QKD, in which the information is encoded on
the choice of sending a coherent state (sending) or a vac-
uum state (not sending). A distinctive advantage of SNS
QKD is its high tolerance for misalignment errors, which
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are the errors from the imperfect visibility of the inter-
ference caused by imperfect devices and the background
disturbance from the channel [28]. Though the SNS pro-
tocol has a lot of advantages, there is a vital drawback.
In SNS QKD, Alice and Bob randomly choose to send a
coherent state with a probability p or a vacuum state with
a probability 1 − p . When they both choose to send the
coherent state and a successful click occurs, they get a bit
error. Since the correct clicks correspond to the case that
only one of Alice and Bob chooses to send a coherent state,
whose counting rate is smaller than the sending-sending
case, they must choose a small sending probability p to
reduce the probability of a sending-sending case (p2). With
a small p , the total counting rate is also reduced, limiting
the performance of the protocol.

To solve this problem, the actively odd-parity pairing
(AOPP) postprocessing method [29–31] can be used to sig-
nificantly reduce the influence of bit errors and improve
the sending probability. SNS-AOPP QKD can realize both
a long transmission distance and a large key rate. Recently,
utilizing the advantage of SNS-AOPP QKD, the first
fiber-QKD over 1000 km is reported [26].

In this article, we give another way to reduce the bit error
rate by introducing phase postselection into SNS QKD. In
the original SNS protocol, the phases of the coherent states
are randomized. But when the phases of Alice and Bob
are the same in the sending-sending cases, more left-click
events (constructive interference) will happen than right-
click events (destructive interference) in an interferometer.
And if the phase difference between Alice and Bob is π ,
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more right-click events will happen. So before the post-
processing of the keys, Alice and Bob can announce their
phases of all rounds. If the phases of Alice and Bob are
close, they only keep the right-click events. And if the
phases are opposite, they keep only the left-click events.
This sifting step may discard a part of the correct bits but
almost all error bits. Thus a large sending probability p
can be chosen and the total number of correct bits can be
improved.

Naturally, the behavior of announcing the phases will
increase the information that an eavesdropper can get. The
coherent state sent by Alice or Bob cannot be treated as a
mixed state of Fock states. Thus we give the security anal-
ysis of the alternative protocol in this article and compare
the performance with the original SNS protocol.

We analyzed several kinds of variants of our modifica-
tion. The phases of signal states can be continuously ran-
domized or discretely randomized. We also try to apply the
AOPP method to improve the transmission distance. Our
numerical simulation shows that with continuous phase
randomization, the transmission distance can be much
longer than the original SNS protocol. With discrete phase
randomization, our variant can keep this advantage. The
AOPP method could drastically improve the performance
of the original SNS protocol. However, the improvement
is not so large if AOPP is used in our protocol. AOPP
cannot help to improve the key rate of our variant, but
the transmission distance is improved distinctly. Both with
AOPP, our variant could have a longer distance than the
SNS-AOPP protocol.

In Sec. II we introduce the procedure of our protocol.
In Sec. III we give the security analysis of our protocol.
In Sec. IV we conduct the numerical simulation to com-
pare the performance of our protocol. In Sec. V we discuss
some variants of our protocol. We come to a conclusion in
Sec. VI.

II. PROTOCOL DESCRIPTION

We introduce the procedure of our variant with continu-
ous phase randomization in the following.

1. State preparation. For each round, Alice (Bob)
randomly prepares a signal state with a probability q or
a decoy state with a probability (1 − q).

If Alice (Bob) decides to prepare a signal state, with
a probability p , she (he) will prepare a weak coherent state
with an intensity μ and record a local classical bit 1 (0),
otherwise (with a probability 1 − p) she (he) will prepare
a vacuum state and record a local classical bit 0 (1).

If she (he) decides to prepare a decoy state, she (he)
will randomly choose an intensity from {ν1, ν2, . . . } and
prepare the corresponding weak coherent state. The num-
ber of intensities and the corresponding probabilities can

be chosen according to performance optimization or exper-
imental convenience. A three-intensity protocol (with one
decoy intensity) is analyzed in Appendix D.

When Alice (Bob) decides to send a (signal and
decoy) weak coherent state, she (he) records the phase of
the weak coherent state θA (θB) locally.

When Alice (Bob) decides to send a vacuum state
|0〉, she (he) produces a uniform random phase in [0, 2π)
and records it as the phase θA (θB).

Alice and Bob send the states to the third party
Charlie in the middle of the channel.

In this protocol, we separate all the signal rounds
(in which both Alice and Bob prepare a signal state) into
two kinds. In C (correct) rounds, Alice and Bob record the
same classical bits, which means only one of them selects
to send the vacuum state and the other chooses to send the
coherent state. In E (error) rounds, Alice and Bob record
different classical bits, which means Alice and Bob both
select to send the vacuum states or both select to send the
coherent states.

2. State measurement. If Charlie is honest, he will
perform an interferometric measurement with the two
states from Alice and Bob. We assume that the left detec-
tor corresponds to the constructive interference and the
right detector corresponds to the destructive interference
for pulses with the same phase. Then Charlie will declare
a left-click event, a right-click event, or a failed event
according to the clicks of the two detectors. Left-click
events and right-click events are collectively called suc-
cessful events.

3. Sifting and phase postselection. After enough
rounds of the first two steps, Alice and Bob announce their
choices of preparing a signal state or a decoy state of each
round. They also announce their intensity choices if they
prepare the decoy states. The successful events from the
case that both Alice and Bob prepare the signal states are
kept as clicked signal events.

Alice and Bob announce the phases they saved
in the first step publicly. For every clicked signal event
with a left click, if ||θA − θB| − π | ≤ �, they keep the
round as a sifted left-click event. And for every clicked
signal event with a right click, if |θA − θB| ≤ � or
||θA − θB| − 2π | ≤ �, they keep the round as a sifted
right-click event.

4. Parameter estimation and postprocessing. Alice
and Bob use the decoy-state method [32–34] to estimate
the phase-error rates [35–37]. We will give the phase-
error analysis in Sec. III and the decoy estimation in
Appendix A. And we will give the estimation of a practical
three-intensity case in Appendix D.

Then Alice and Bob conduct error correction and
privacy amplification to the classical bits of the remaining
rounds to get the final key. They may use some two-way
error-rejection methods to improve the performance of the
protocol, for example, the AOPP method.
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III. SECURITY ANALYSIS

In this section, we give the security against collective
attacks under asymptotic case. Thus the signal-state prob-
ability q can be set to 1.

Notice that there are two kinds of successful events,
the C-round events and the E-round events. We cannot
separate them before the error correction, thus they both
contribute to the key consumption of error correction. Sim-
ilar to the analysis of the original SNS protocol, we only
use the C rounds to generate keys.

Firstly, we give the equivalent protocol based on entan-
glement. In the following, we will analyze the security of
right-click events, and the security of left-click events is
analogous.

Because of the phase interval � of the phase postselec-
tion, the phase difference between Alice and Bob is set to
δ ∈ [−�,�]. Then we can give the equivalent protocol, in
which Alice and Bob prepare the state,

|ψ(θ , δ)〉 =
(√

1 − p |0〉A |0〉a + √
p |1〉A

∣∣αeiθ 〉
a

)

⊗
(√

1 − p |1〉B |0〉b + √
p |0〉B

∣∣αei(θ+δ)〉
b

)
,

(1)

where the subscripts A and B correspond to the local ancil-
las of Alice and Bob, and the subscripts a and b correspond
to the states sent to Charlie. Here

∣∣αeiθ
〉
a is the weak

coherent state from Alice with an intensity of |α|2 = μ

and a phase θ . The state
∣∣αei(θ+δ)〉

b is similarly defined.
The state |0〉a(b) is the vacuum state prepared by Alice
(Bob). We also define |0〉A(B) and |1〉A(B) as two orthog-
onal states of the ancilla held by Alice (Bob) locally. To

get the classical bits, Alice and Bob can measure their
ancillas on the Z basis (|0〉 and |1〉). And the phase-error
rate, which is the error rate when Alice and Bob measure
their ancillas on the X basis (|+〉 = (|0〉 + |1〉)/√2 and
|−〉 = (|0〉 − |1〉)/√2), relates to the amount of informa-
tion that may be leaked to eavesdroppers. θ is the phase
of Alice, which is randomized in all rounds. δ is also
randomized from [−�,�].

For the C rounds, only one of Alice and Bob decides to
send a weak coherent state. Thus a state in a C round can
be written as

(|00〉AB 〈00|AB + |11〉AB 〈11|AB) |ψ(θ , δ)〉
=
√

p(1 − p)(|00〉AB |0〉a

∣∣αei(θ+δ)〉
b

+ |11〉AB

∣∣αeiθ 〉
a |0〉b). (2)

We define that when Alice and Bob measure their ancillas
on the X basis, |+−〉AB and |−+〉AB correspond to cor-
rect results, and |++〉AB and |−−〉AB correspond to errors.
Operating |++〉 〈++|AB + |−−〉 〈−−|AB on Eq. (2), the
probability of a C-round right-click phase error, when a
round of |ψ(θ , δ)〉 is sent, can be estimated as PR

ph(θ , δ) =
p(1 − p)PR((|0〉a

∣∣αei(θ+δ)〉
b + ∣∣αeiθ

〉
a |0〉b)/

√
2). Here

PR(|·〉) means the probability that a right-click event is
declared by Charlie when a state |·〉 is sent from Alice and
Bob. |·〉 can be unnormalized, and PR(c |·〉) = |c|2PR(|·〉).

Realizing that the phase θ is randomly chosen in [0, 2π)
and δ is also randomized, to get the average of PR

ph, we
calculate the integration below in Eq. (3). Here |j 〉 is the
Fock state of j photons. μ = |α|2 is the intensity of the
coherent state.

PR
ph = 1

4π�

∫ �

−�
dδ
∫ 2π

0
dθPR

ph(θ , δ)

= p(1 − p)e−μ

⎛
⎝2PR(|0〉a |0〉b)+

∞∑
j =1

μj

j !
1

2�

∫ �

−�
dδPR

(
eij δ |0〉a |j 〉b + |j 〉a |0〉b√

2

)⎞
⎠ . (3)

In Eq. (3) we use the linear additivity between the measurement probability and the density matrix. In the calculation
of the right-click rate, we can treat the behavior of Eve’s attack and Charlie’s measurement as a whole to be a POVM
measurement, and we define that the corresponding POVM matrix is M R when Charlie announces a right click. Then
the probability of a right-click event can be calculated as PR(|·〉) = Tr(M R |·〉 〈·|). Then Eq. (3) can be given by Eq. (4),
where P(|·〉) = |·〉 〈·|.

1
2π

∫ 2π

0
dθPR

(
|0〉a

∣∣αei(θ+δ)〉
b + ∣∣αeiθ

〉
a |0〉b√

2

)

= 1
2π

∫ 2π

0
dθTr

(
M RP

(
|0〉a

∣∣αei(θ+δ)〉
b + ∣∣αeiθ

〉
a |0〉b√

2

))

024056-3



YANG-GUANG SHAN et al. PHYS. REV. APPLIED 22, 024056 (2024)

= Tr

⎛
⎝M R 1

2π

∫ 2π

0
dθP

⎛
⎝

∞∑
j =0

√
e−μμj

j !
eij θ eij δ |0〉a |j 〉b + |j 〉a |0〉b√

2

⎞
⎠
⎞
⎠

= Tr

⎛
⎝M R

⎛
⎝e−μP(√2 |00〉ab)+

∞∑
j =1

e−μμ
j

j !
P
(

eij δ |0〉a |j 〉b + |j 〉a |0〉b√
2

)⎞
⎠
⎞
⎠

= 2e−μTr(M RP(|00〉ab))+
∞∑

j =1

e−μμ
j

j !
Tr
(

M RP
(

eij δ |0〉a |j 〉b + |j 〉a |0〉b√
2

))
. (4)

The average right-click rate of states eij δ |0〉a |j 〉b +
|j 〉a |0〉b can be estimated by decoy states, which is
explained in detail in Appendix A.

The phase-error rate of C rounds can be given by eR
ph =

PR
ph/P

R
c , where PR

c is the probability that a C-round right-
click event occurs when |ψ〉 is sent. Then the key rate of
right-click events is shown as

RR = s

(
PR

c

(
1 − H2

(
PR

ph

PR
c

))
− fPR

t H2(eR
bit)

)
, (5)

where H2(x) = −x log2(x)− (1 − x) log2(1 − x) is the
binary entropy function, and f is the error-correction effi-
ciency. s = (�/π) is the phase-sifting efficiency, and PR

t is
the right-click rate of sifted rounds. eR

bit is the bit-error rate
of sifted right-click rounds. PR

t is known by counting the
number of sifted right-click events and PR

c = PR
t (1 − ebit)

is simply known after the error-correction step.
For the left-click events, the analysis is similar. The only

difference is that the phase error corresponds to the left-
click rate of ((|0〉a

∣∣αei(θ+δ)〉
b + ∣∣−αeiθ

〉
a |0〉b)/

√
2). The

key rate is shown as

RL = s

(
PL

c

(
1 − H2

(
PL

ph

PL
c

))
− fPL

t H2(eL
bit)

)
. (6)

And the total key rate can be shown as R = RR + RL.

IV. NUMERICAL SIMULATION

We conduct numerical simulation to show the advantage
of our modification. In our simulation, infinite decoy states
are assumed. Thus we can directly calculate the estima-
tion of phase errors. The detailed calculation is shown in
Appendix B. The device parameters of the simulation are

TABLE I. Parameters we used in our simulation.

Pd d f emis

1 10−11 1.1 0.04

shown in Table I, where Pd is the detecting efficiency of
detectors. d is the dark counting rate of detectors. f is the
error-correction efficiency. emis is the misalignment error
rate.

We compare the key rates of the original SNS protocol
and our variant, which is shown in Fig. 1. We can see that
our variant has a longer transmission distance of about 10
dB, which corresponds to about a 50-km fiber channel.

In the original SNS protocol, the optimal sending prob-
ability is about 4%, which means that in 92% of all rounds
both Alice and Bob send vacuum states. Thus at long dis-
tance, the dark counts of these rounds increase the bit
errors a lot. The C rounds only account for about 8%. Thus
the signal-to-noise ratio is significantly influenced at long
distance. And in our variant, the optimal sending probabil-
ity can reach a level of 30%, which means sending-sending
rounds and vacuum-vacuum rounds account for about
58%. The rest 42% rounds are C rounds. Thus a longer
distance is reasonable.

Total

S
ec

ur
e

FIG. 1. The simulation result of the original SNS protocol and
our modified protocol. The line SNS-postselection corresponds
to the key rates of our variant, and the line SNS corresponds to
the key rate of the original SNS protocol.
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V. DISCUSSION

In our numerical simulation, we have compared the per-
formance of our modified protocol and the original SNS
protocol. It seems that our protocol could reach a longer
transmission distance, but the key rate is relatively lower.
For the case of short transmission distance, the sifting effi-
ciency must be the major restriction of the key rates. A
small sifting interval � will decrease the sifting efficiency,
while a large sifting interval may increase the bit-error rate
and the phase-error rate. To catch up with the performance
of the SNS protocol at short distance, we give another
variant of our protocol below.

In the variant protocol, Alice and Bob do not random-
ize the phases of weak coherent states continuously, but
they randomly select from M discrete phases. In step 1
of the protocol description, when Alice (Bob) chooses to
send a weak coherent state, she (he) will randomly choose
a phase θA (θB) from {0, (2π/M ), 2(2π/M ), . . . , (M −
1)(2π/M )} (M > 0 is an even number) and prepare a state∣∣αeiθA

〉
(
∣∣αeiθB

〉
). When she (he) chooses to send a vacuum

state, she (he) also records a random phase θA (θB) from
{0, (2π/M ), 2(2π/M ), . . . , (M − 1)(2π/M )}. In step 3,
for left-click events, the rounds that |θA − θB| = π are
kept. And for right-click events, the rounds that θA = θB
are kept. Thus the sifting efficiency is about 1/M . M
is set to be an even number to keep the existence of
|θA − θB| = π events. Note that M = 1 is also feasible, and
only one detector is needed (the right detector) to conduct
the protocol. But we do not discuss it because of its low
performance.

M = 2, 4 might be two good choices, since a big M also
decreases the sifting efficiency. We give the security analy-
sis of the M = 2, 4 cases in Appendix C. We also simulated
the key rates of these two cases shown in Fig. 2.

The simulation shows that with discrete phase random-
ization, the key rate of our variant is improved, which can
approach the key rate of the original SNS protocol. The
M = 2 case can have a similar performance to the original
SNS protocol. The M = 4 case can approach the maximum
distance of the continuous-phase-randomization case and
have a larger key rate.

The original SNS protocol benefits a lot from the AOPP
postprocessing method, which both improves the key rate
and the transmission distance of the SNS protocol. The
SNS-AOPP protocol has been widely used to realize long-
distance QKD [23,24,26]. Realizing that the C rounds of
our variant have no bit errors, we can directly use the
security analysis of the SNS-AOPP protocol [29] to apply
AOPP on our variant. We compare the performance with
AOPP in Fig. 3. The simulation shows that SNS-AOPP
has an obvious advantage on key rate, but AOPP does
not help to improve the key rate of our variant. However,
with AOPP our variant could have a longer transmission
distance overwhelming the SNS-AOPP.

Total

S
ec

ur
e

FIG. 2. The simulation result of our variants with discrete
phase randomization. The line SNS-postselection-2 corresponds
to the case of two random phases (M = 2). The line SNS-
postselection-4 corresponds to the case of four random phases
(M = 4).

To apply our variants in practice, we need to consider the
case that Alice and Bob conduct finite rounds of the pro-
tocol. We give a simple but complete finite-key analysis
for our continuous-phase-randomization case in Appendix
D. In our finite-key analysis, we use only a decoy estima-
tion of three intensities, so we estimate only the number
of the phase correct events with one photon. We conduct
numerical simulation to see its performance in Fig. 4. In

Total

S
ec

ur
e

FIG. 3. The simulation result of SNS protocol and our vari-
ant with AOPP. The line SNS-AOPP corresponds to the
case of the original SNS with AOPP postprocessing. The
line SNS-postselection-AOPP corresponds to the case of our
continuous-phase-randomization variant with AOPP. The line
SNS-postselection-4-AOPP corresponds to our four-phase vari-
ant with AOPP.
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Total

S
ec

ur
e

FIG. 4. The simulation result of our variant with continuous
phase randomization. The line SNS-finite corresponds to the
finite-key analysis of the original SNS protocol [27,38]. The
line SNS-postselection corresponds to the asymptotic case of
our variant. The line SNS-postselection-finite corresponds to our
finite-key analysis of our variant.

the finite-key simulation, we set the dark counting rate to
be 10−6 and set emis = 0.02. The number of rounds con-
ducted by Alice and Bob is set to 1013 and the total security
parameter is set to 10−10.

We can see that our variant can still have a longer
distance than the original SNS protocol in the case of
finite rounds. Note that the clicks of two or more pho-
tons are treated as phase errors, so the key-rate difference
between the finite-key and the asymptotic cases is under-
standable. Thus we can also hope for a better performance
if the two-photon items of the phase correct events can be
estimated with a better decoy estimation, for example, a
four-intensity method.

VI. CONCLUSION

To conclude, we proposed one kind of variant of the
SNS QKD by introducing phase postselection. We also
analyzed the performance of our variant with discrete
phase randomization and AOPP two-way postprocessing.
We gave the security analysis of our variant and performed
numerical simulations to compare these protocols.

Without two-way postprocessing, the continuous-phase-
randomization case and the four-phase discrete-phase-
randomization case of our variant can reach a much longer
distance than the original SNS protocol.

With AOPP two-way postprocessing, the SNS-AOPP
protocol can have a larger key rate than our variant. How-
ever, our variant still has an advantage in transmission
distance.

We also give a complete finite-key analysis for our
variant, a transmission distance improvement can also be

realized at the case of finite rounds. We can hope for a bet-
ter performance of our variant if a more complicated decoy
estimation can be applied.

The additional step of phase sifting in our variants
does not increase the difficulty of experimental realization,
because a similar phase announcement is needed for the
decoy states in the original SNS protocol. To realize QKD
at a long distance, our variant with AOPP might be a better
choice than the SNS-AOPP protocol.
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APPENDIX A: FEASIBILITY OF THE
DECOY-STATE ESTIMATION

The given probability of a phase error from the main text
is shown as

PR
ph = p(1 − p)e−μ

⎛
⎝2PR(|0〉a |0〉b)

+
∞∑

j =1

μj

j !
1

2�

∫ �

−�
dδPR

(
eij δ |0〉a |j 〉b + |j 〉a |0〉b√

2

)⎞
⎠.

(A1)

Similarly, the phase-error rate of left-click events is

PL
ph = p(1 − p)e−μ

⎛
⎝2PL(|0〉a |0〉b)+

∞∑
j =1

μj

j !

× 1
2�

∫ �

−�
dδPL

(
eij δ |0〉a |j 〉b + (−1)j |j 〉a |0〉b√

2

)⎞
⎠.

(A2)

In practical cases, estimating the upper bounds of the
phase-error rates is difficult. Luckily, we find that it is easy
to estimate the lower bounds of phase-correct rates PR/L

cor

shown below. Here PR/L
ph /P

R/L
c = 1 − PR/L

cor /P
R/L
c .
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PR
cor = p(1 − p)e−μ

⎛
⎝

∞∑
j =1

μj

j !
1

2�

∫ �

−�
dδPR

(
eij δ |0〉a |j 〉b − |j 〉a |0〉b√

2

)⎞
⎠ , (A3)

PL
cor = p(1 − p)e−μ

⎛
⎝

∞∑
j =1

μj

j !
1

2�

∫ �

−�
dδPL

(
eij δ |0〉a |j 〉b − (−1)j |j 〉a |0〉b√

2

)⎞
⎠ . (A4)

The items with three or more photons are not needed
since we need only the lower bounds and these items are
too small. Thus we need only to estimate the average right-
click rates of the states ((eiδ |0〉a |1〉b − |1〉a |0〉b)/

√
2)

and ((e2iδ |0〉a |2〉b − |2〉a |0〉b)/
√

2) and the average left-
click rates of the states ((eiδ |0〉a |1〉b + |1〉a |0〉b)/

√
2) and

((e2iδ |0〉a |2〉b − |2〉a |0〉b)/
√

2). The decoy state method
can help us to estimate these click rates.

With phase locking and phase postselection, we also
keep the events that Alice and Bob send decoy states
with the same intensity ν and the phase difference is in
[π −�,π +�]. Thus the density matrix is shown as

1
4π�

∫ �

−�
dδ
∫ 2π

0
dθ
∣∣√νeiθ 〉 ∣∣√νei(θ+π+δ)〉 〈√νeiθ

∣∣ 〈√νei(θ+π+δ)∣∣ = e−2ν |00〉 〈00|

+ e−2ν2ν
1

2�

∫ �

−�
dδP

(
eiδ |01〉 − |10〉√

2

)
+ e−2ν (2ν)

2

2
1

2�

∫ �

−�
dδP

(
e2iδ |02〉 + |20〉 − √

2eiδ |11〉
2

)
+ . . . (A5)

Then the right-click rate of this state is shown as

e−2νPR(|00〉)+ e−2ν2ν
(

P̄R
(

eiδ |01〉 − |10〉√
2

))
+ e−2ν (2ν)

2

2

(
P̄R

(
e2iδ |02〉 + |20〉 − √

2eiδ |11〉
2

))
+ . . . (A6)

Here P̄R is the average right-click rate for δ ∈ [−�,�]. The right-click rate of this state can be expressed as a linear
combination of the right-click rates of states |00〉, the average of states ((eiδ |01〉 − |10〉)/√2) and so on. Thus knowing
the right-click rates of the states with different ν, we can get the average right-click rate of states ((eiδ |01〉 − |10〉)/√2)
with linear programming. For the same reason, using the events that Alice and Bob have the same phases, we can get the
average left-click rate of ((eiδ |01〉 + |10〉)/√2).

To estimate the click rate of the two-photon state ((e2iδ |0〉a |2〉b − |2〉a |0〉b)/
√

2), we can use the relationship that

1
2�

∫ �

−�
dδ

(
P
(

e2iδ |02〉 − |20〉 + √
2ieiδ |11〉

2

)
+ P

(
e2iδ |02〉 − |20〉 − √

2ieiδ |11〉
2

))

= P(|11〉)+ 1
2�

∫ �

−�
dδP

(
e2iδ |02〉 − |20〉√

2

)
. (A7)

When Alice and Bob both send decoy states with intensity ν and their phase difference is in [(π/2)−�, (π/2)+�] and
[(3π/2)−�, (3π/2)+�], the density matrix is shown as

1
8π�

(∫ π
2 +�

π
2 −�

dδ +
∫ 3π

2 +�

3π
2 −�

dδ

)∫ 2π

0
dθ
∣∣√νeiθ 〉 ∣∣√νei(θ+δ)〉 〈√νeiθ

∣∣ 〈√νei(θ+δ)∣∣

= e−2ν |00〉 〈00| + e−2ν2ν
4�

∫ �

−�
dδ(P(|01〉)+ P(|10〉))+ e−2ν (2ν)

2

2
1

4�

∫ �

−�
dδ
(
P(|11〉)+ P

(
e2iδ |02〉 − |20〉√

2

))

+ . . . . (A8)
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With linear programming, the total click rate of
P(|11〉)+ P(((e2iδ |02〉 − |20〉)/√2)) can be estimated.
With the decoy states that the phases of Alice and Bob
are randomized separately, Alice and Bob can estimate
the click rates of states |11〉. Thus the click rate of
P(((e2iδ |02〉 − |20〉)/√2)) is known.

APPENDIX B: DETAILS OF OUR SIMULATION

In this section, we will introduce the calculation of our
simulation. In the simulation, it is reasonable to assume
the key rates of the two detectors are the same. Thus R =
RR + RL = 2RR.

PR
c is the probability that a right-click C-round event

happens when the phases pass the sifting. It can be cal-
culated as

PR
c = 2p(1 − p)(1 − e−√

ημ/2(1 − d)). (B1)

Here 2p(1 − p) is the probability of a C round. Alice’s
coherent state |α〉 of |α〉a |0〉b passes half of the channel
with a transmittance

√
η and then passes a beam splitter of

Charlie to reach the right detector. We do not care about
the left detector here, thus the beam splitter can be treated
as a attenuation with a transmittance of 1

2 .
With infinite decoy states, we directly calculate all

of the items of PR
ph, which are shown in Eq. (B2). For

the single-photon item, with a phase difference of δ,
the probability that the photon enters the right detec-
tor becomes 1

2 (1 − cos(δ)). For the two-photon item of
((e2iδ |02〉ab − |20〉ab)/

√
2), we use the case of indepen-

dent transmission to estimate its click rate.

PR
(

eiδ |01〉ab − |10〉ab√
2

)
= √

η

(
1 − (1 − d)

(
1
2
(1 − cos(δ))(1 − emis)+ 1

2
(1 + cos(δ))emis

))
+ (1 − √

η)d

PR
(

e2iδ |02〉ab − |20〉ab√
2

)
= (1 − √

η/2)2d + 1 − (1 − √
η/2)2

(B2)

To get the PR
t , we must use integration to get the click rate when Alice and Bob both choose to send a coherent state. PR

t
is shown in Eq. (B3), and the bit-error rate is ebit = PR

E/P
R
t .

PR
E = (1 − p)2d + p2

∫ �

−�
dδ(1 − (1 − d)e−√

ημ(1−(1−2emis) cos(δ)))/(2�)

PR
t = PR

c + PR
E

(B3)

With the above equations, the key rate of our
continuous-phase-randomization can be calculated.

APPENDIX C: SECURITY OF DISCRETE PHASE
RANDOMIZATION

To increase the key rate by improving the sifting effi-
ciency, we consider the case that Alice and Bob prepare
only their states of two or four phases. The protocol modi-
fication has been introduced in the main body of the article
in Sec. V. In the following, we give the security analysis
of the cases that M = 2, 4 separately.

1. M = 2

In the case of M = 2, Alice and Bob prepare only their
states in two phases {0,π}. The sifting efficiency is 1/2.

For right-click events, the sifting condition is θA =
θB ≡ θ . At the condition of a fixed common phase, the
equivalent protocol and the phase-error probability is the
same as the one in Sec. III with δ = 0. The state pre-
pared by Alice and Bob can be set to Eq. (1) with δ =
0, and the phase error probability is PR

ph(θ , 0) = p(1 −
p)PR(

|0〉a|αeiθ〉b+|αeiθ〉a|0〉b√
2

). The difference is that the aver-

age phase-error probability PR−2
ph is for θ ∈ {0,π}.

PR−2
ph = 1

2

∑
θ=0,π

PR
ph(θ , 0) = p(1 − p)

⎧⎨
⎩PR

⎛
⎝

∞∑
j =0

√
e−μμ2j

(2j )!
|0〉a |2j 〉b + |2j 〉a |0〉b√

2

⎞
⎠

+PR

⎛
⎝

∞∑
j =0

√
e−μμ2j +1

(2j + 1)!
|0〉a |2j + 1〉b + |2j + 1〉a |0〉b√

2

⎞
⎠
⎫⎬
⎭ . (C1)
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One can verify Eq. (C1) by the summation of density matrices |a〉 〈a| + |b〉 〈b| = 1
2 (|a〉 + |b〉)(〈a| + 〈b|)+ 1

2 (|a〉 −
|b〉)(〈a| − 〈b|).

The estimation of Eq. (C1) is still hard, because we know only the click rate of the states |0〉a |j 〉b + |j 〉a |0〉b with
decoy states. We can use the Cauchy-Schwarz inequality shown in Eq. (C2) to estimate the upper bound of the phase-error
probability in Eq. (C3).

Tr

⎛
⎝M R

⎛
⎝∑

j

∣∣aj
〉
⎞
⎠
⎛
⎝∑

j

〈
aj
∣∣
⎞
⎠
⎞
⎠ =

∑
j

Tr(M R
∣∣aj
〉 〈

aj
∣∣)+

∑
j 
=k

Tr(M R
∣∣aj
〉 〈ak|)

≤
∑

j

Tr(M R
∣∣aj
〉 〈

aj
∣∣)+

∑
j 
=k

√
Tr(M R

∣∣aj
〉 〈

aj
∣∣)Tr(M R |ak〉 〈ak|) (C2)

PR−2
ph ≤ p(1 − p)

⎧
⎨
⎩

∞∑
j =0

e−μμj

j !
PR
( |0〉a |j 〉b + |j 〉a |0〉b√

2

)

+
∑
j 
=k

e−μ
√
μ2j +2k

2j !2k!

√
PR

( |0〉a |2j 〉b + |2j 〉a |0〉b√
2

)√
PR

( |0〉a |2k〉b + |2k〉a |0〉b√
2

)

+
∑
j 
=k

e−μ
√

μ2j +2k+2

(2j + 1)!(2k + 1)!

√
PR

(|0〉a |2j + 1〉b + |2j + 1〉a |0〉b√
2

)√
PR

(|0〉a |2k + 1〉b + |2k + 1〉a |0〉b√
2

)⎫⎬
⎭ .

(C3)

Comparing with Eq. (3), the first line of Eq. (C3) is the same when δ = 0, but some cross terms are added. With a larger
phase error, the transmission distance will be decreased.

The security key rate of this case is shown as

RR = 1
2
(PR

c

(
1 − H2

(
PR−2

ph

PR
c

))
− fPR

t−2H2(ebit−2)). (C4)

Here PR
c is the same as the one in Eq. (5), because the click rates of |α〉a |0〉b and |0〉a |α〉b are not influenced by the phase.

PR
t−2 is the right-click rate of sifted rounds and ebit−2 is the bit-error rate of the M = 2 case.

2. M = 4

With a same method, we can give the phase error probability of M = 4 case, which is shown in Eq. (C5).

PR−4
ph ≤ p(1 − p)

⎧⎨
⎩

∞∑
j =0

e−μμj

j !
PR
( |0〉a |j 〉b + |j 〉a |0〉b√

2

)

+
∑
j 
=k

e−μ
√
μ4j +4k

4j !4k!

√
PR

( |0〉a |4j 〉b + |4j 〉a |0〉b√
2

)√
PR

( |0〉a |4k〉b + |4k〉a |0〉b√
2

)

+
∑
j 
=k

e−μ
√

μ4j +4k+2

(4j + 1)!(4k + 1)!

√
PR

( |0〉a |4j + 1〉b + |4j + 1〉a |0〉b√
2

)√
PR

( |0〉a |4k + 1〉b + |4k + 1〉a |0〉b√
2

)
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+
∑
j 
=k

e−μ
√

μ4j +4k+4

(4j + 2)!(4k + 2)!

√
PR

( |0〉a |4j + 2〉b + |4j + 2〉a |0〉b√
2

)√
PR

( |0〉a |4k + 2〉b + |4k + 2〉a |0〉b√
2

)

+
∑
j 
=k

e−μ
√

μ4j +4k+6

(4j + 3)!(4k + 3)!

√
PR

(|0〉a |4j + 3〉b + |4j + 3〉a |0〉b√
2

)√
PR

(|0〉a |4k + 3〉b + |4k + 3〉a |0〉b√
2

)⎫⎬
⎭ .

(C5)

In this case, the phase error is close to the case of continuous phase randomization when δ = 0, because the phase errors
mainly come from the items of 0, 1, and 2 photons and the cross terms of more than four photons have little influence.

The key rate of this case is shown as

RR = 1
4

(
PR

c

(
1 − H2

(
PR−4

ph

PR
c

))
− fPR

t−4H2(ebit−4)

)
. (C6)

PR
t−4 is the right-click rate of sifted rounds and ebit−4 is the bit-error rate.

APPENDIX D: A SIMPLE FINITE-KEY ANALYSIS

1. The finite-key analysis

Because the phase-error estimation of our variant seems more complicated than the one in the original SNS protocol,
its practical performance under finite rounds seems to be a valuable topic. Here we give a simple but complete finite-key
analysis for our variant of continuous phase randomization.

Though we require that Alice and Bob broadcast their phases of every round in the phase postselection step, we can
still estimate the number of phase errors (phase correct events) by treating the states sent by Alice and Bob as mixed
states with a random common phase. This is because any eavesdropper cannot change the number of phase errors after
the announcement of measuring results. The phase postselection is after the announcement of all measuring results, so
this step does not influence the number of phase errors. Note that this corollary has been used in the analysis of the
phase-matching TF QKD [9].

We will analyze a case of three intensities μ, ν, and 0. In every round, Alice and Bob independently choose to produce
a signal state with a probability q or produce a decoy state with a probability (1 − q). If she (he) decides to produce a
signal state, she (he) has a probability p to produce a phase-randomized state

∣∣√μeiθA
〉

(
∣∣√μeiθB

〉
) and saves the phase θA

(θB) locally, or she (he) produces a vacuum state |0〉 and saves a random phase. If she (he) chooses to produce a decoy
state, she (he) produces a phase-randomized state

∣∣√νeiθA
〉

(
∣∣√νeiθB

〉
) and saves the phase locally.

In the rounds that both Alice and Bob choose to send a signal state and only one of them decides to send a vacuum state
(the C rounds), the state can be treated as the following form after the phase postselection of a same common phase.

q2p(1 − p)
1

4π�

∫ �

−�
dδ
∫ 2π

0
dθP (|00〉AB |0〉a

∣∣√μei(θ+δ)〉
b + |11〉AB

∣∣√μeiθ 〉
a |0〉b

)

= q2p(1 − p)
∞∑

j =0

e−μμj

j !
1

2�

∫ �

−�
dδP (eij δ |00〉AB |0〉a |j 〉b + |11〉AB |j 〉a |0〉b

)

= q2p(1 − p)
∞∑

j =0

e−μμj

j !
1

2�

∫ �

−�
dδ

P
( |++〉AB + |−−〉AB√

2

eij δ |0〉a |j 〉b + |j 〉a |0〉b√
2

+ |+−〉AB + |−+〉AB√
2

eij δ |0〉a |j 〉b − |j 〉a |0〉b√
2

)
. (D1)

In Eq. (D1), the state can be treated as a mixed state of different photons. For the one-photon item Alice and Bob send a
mixed state of ((eiδ |0〉a |1〉b + |1〉a |0〉b)/

√
2) and ((eiδ |0〉a |1〉b − |1〉a |0〉b)/

√
2) from the perspective of any eavesdrop-

per. The aim of us is to estimate the number of right clicks caused by ((eiδ |0〉a |1〉b − |1〉a |0〉b)/
√

2), which corresponds
to phase correct events.
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Here we estimate only the phase correct events of one-photon states as the lower bound of the total phase correct events.
This analysis is not tight but enough to show the advantage of our variant under finite rounds.

Because Alice and Bob only keep the rounds that passed the phase postselection, the encoding information of other
rounds can be broadcast. Then they can count the number of right (left) clicks when they send intensity μ with a phase
difference in [π −�,π +�] ([−�,�]), which is denoted as nR

μ− (nL
μ+). For the case they both select the intensity ν, they

can also count the corresponding click numbers nR
ν− and nL

ν+. The last quantity we need to know is the count when both
Alice and Bob send vacuum states. We can also use the rounds that have not passed the phase postselection when both
Alice and Bob send vacuum states. The right (left) click number of these vacuum-vacuum rounds is denoted as nR

0 (nR
0 ).

The states of the ν-ν and μ-μ cases with opposite phases have been shown in Eq. (A5). With the three-intensity decoy-
state method [32–34,39], we can estimate the number of right clicks of the state ((eiδ |0〉a |1〉b − |1〉a |0〉b)/

√
2) from the

sifted rounds, which is shown in the following. With the same method, the phase correct events of left clicks can also be
estimated.

nR
cor1

= cher

(
q2p(1 − p)

�

π
e−μμ

1
2μν(μ− ν)

(
μ2 Cher(nR

ν−)
(1 − q)2�

π
e−2ν

− ν2 Cher(nR
μ−)

q2p2�
π

e−2μ
− (μ2 − ν2)

Cher(nR
0 )

q2(1 − p)2
(
1 − 2�

π

)
))

nL
cor1

= cher

(
q2p(1 − p)

�

π
e−μμ

1
2μν(μ− ν)

(
μ2 Cher(nL

ν+)
(1 − q)2�

π
e−2ν

− ν2 Cher(nL
μ+)

q2p2�
π

e−2μ
− (μ2 − ν2)

Cher(nL
0)

q2(1 − p)2
(
1 − 2�

π

)
)).

(D2)

Here cher, Cher and Cher are some upper bound and lower bounds estimated by Chernoff bound, which will be given in
Appendix D 2.

In the frame of composable security, the final key of length l is εtot security if εtot = 2ε + 1
2

√
2l−Hε

min(Z|E′) [40]. Here
H ε

min is the ε-smooth min entropy. Z denotes the sifted bits of Alice. E′ is the system of an eavesdropper. Defining
l = H ε

min(Z|E′)− 2 log2(1/(2ε̄)), we have εtot = 2ε + ε̄.
Considering the information leakage and the failure probability of the error correction, the key length becomes l =

H ε
min(Z|E)− fntH2(ebit)− 2 log2(1/(2ε̄))− log2(2/(εcor)) with εtot = 2ε + ε̄ + εcor. Here nt is the total number of sifted

bits.
Note that our sifted bits Z are separated into two parts in our analysis. We denote the correct rounds as Zc and the

erroneous rounds as Ze. Using the chain rules of smooth entropy [41], we have

H ε
min(ZcZe|E) ≥ H ε1

min(Ze|ZcE)+ H ε2
min(Zc|E)− log2

2
ε′2

≥ H ε2
min(Zc|E)− log2

2
ε′2 (D3)

Here we have ε = ε2 + ε′ by setting ε1 = 0.
Using the uncertainty relation [40,42], the min entropy can be get by

H ε2
min(Zc|E) ≥ nc − ncH2

(
1 − ncor

nc

)

≥ nc − ncH2

(
1 − nR

cor1
+ nL

cor1

nc

)
. (D4)

nc is the number of correct sifted bits. Here, the failure probability of the phase-correct-event estimation should be less
than ε2

2 . The failure probability of every Chernoff bound in Eq. (D2) is ε2
2/8 ≡ εx if it is divided equally.

Finally, the key length is shown as

l = nc − ncH2

(
1 − nR

cor1
+ nL

cor1

nc

)
− fntH2(ebit)− log2

2
ε′2 − 2 log2

1
2ε̄

− log2
2
εcor

, (D5)

εtot = 2(ε′ +
√

8εx)+ ε̄ + εcor. (D6)
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2. Chernoff bound

The Chernoff bound [43,44] is widely used in the analy-
sis of QKD protocol. In the following, we give the content
of it.

Multiplicative Chernoff bound. Suppose X1, X2, . . . , Xn
are independent Bernoulli random variables and let X =∑n

i=1 Xi. E is the expectation value of X . Then we have

Pr(X ≥ (1 + ξ1)E) ≤ e−ξ2
1 E/(2+ξ1) (D7)

for ξ1 ≥ 0, and

Pr(X ≤ (1 − ξ2)E) ≤ e−ξ2
2 E/2 (D8)

for 0 < ξ2 < 1.
By solving e−ξ2

1 E/(2+ξ1) = e−ξ2
2 E/2 = εx, we can get the

upper and lower bounds of X shown as

X ≤ cher(E) = E + 1
2

ln
1
εx

+ 1
2

√
ln2 1

εx
+ 8E ln

1
εx

,

X ≥ cher(E) = E −
√

2E ln
1
εx

,

(D9)

with failure probability εx separately.
When X is known but E is unknown, we can also esti-

mate the bound of E by solving E from Eq. (D9) in the
following with a failure probability εx separately.

E ≤ Cher(X ) = X + ln
1
εx

+
√

ln2 1
εx

+ 2X ln
1
εx

,

E ≥ Cher(X ) = X + 1
2

ln
1
εx

− 1
2

√
ln2 1

εx
+ 8X ln

1
εx

.

(D10)
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