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Quantum secure direct communications (QSDC) can directly transmit secret messages through a
quantum channel without keys. The imperfect photon source is a major obstacle for QSDC’s practical
implementation. The unwanted vacuum state and multiphoton components emitted from imperfect pho-
ton source largely reduce QSDC’s secrecy message capacity and even threaten its security. In the paper,
we propose a high-efficient passive decoy-state QSDC protocol with the heralded single-photon source
(HSPS). We adopt a spontaneous parametric down-conversion source to emit entangled photon pairs in
two spatial modes. By detecting the photons in one of the two correlated spatial modes, we can infer the
photon-number distribution of the other spatial mode. Meanwhile, our protocol allows a simple passive
preparation of the signal states and decoy state. The HSPS can effectively reduce the probability of vac-
uum state and increase QSDC’s secrecy message capacity. Meanwhile, the passive decoy-state method can
simplify the experimental operations and enhance QSDC’s robustness against the third-party side-channel
attacks. Under the communication distance of 10 km, the secrecy message capacity of our QSDC protocol
can achieve 81.85 times with average photon number of 0.1 and 12.79 times with average photon number
of 0.01 of that in the original single-photon-based QSDC protocol without the HSPS. Our QSDC proto-
col has longer maximal communication distance about 17.975 km with average photon number of 0.01.
Our work serves as a major step toward the further development of practical passive decoy-state QSDC
systems.
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I. INTRODUCTION

Quantum communication has emerged as a promising
avenue, owing to its unconditional security guaranteed
by the principles of quantum mechanics. The pioneer-
ing quantum communication protocol, known as quantum
key distribution (QKD) [1,2], which can share random
keys between two distant users. Over the past years, QKD
has achieved significant advancements in both theoretical
[3–9] and experimental aspects [10–13]. Another remark-
able branch of quantum communication is the quantum
secure direct communication (QSDC), which was first
proposed by Long [14]. Unlike QKD, QSDC allows the
direct transmission of secure messages without sharing
keys in advance. In 2003 and 2004, entanglement-based
(two-step QSDC) and single-photon-based (DL04) QSDC
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protocols were proposed [15,16]. The two-step QSDC
protocol utilizes a dense coding method, which can trans-
mit two bits of messages with one pair of entangled
Bell state. The DL04 QSDC protocol can transmit one
bit of message using a single photon. QSDC also has
gained significant development in recent years [17–41].
The DL04 QSDC protocol and two-step QSDC protocol
were realized in experiment in 2016 and 2017, respec-
tively [18,19]. Later, some pivotal QSDC experiments
have been reported, such as the QSDC network exper-
iment [27], 100-km fiber QSDC experiment [29], and
continuous-variable QSDC experiment [26,33,37]. In the
theoretical aspect, the device-independent (DI) QSDC pro-
tocol and measurement-device-independent (MDI) QSDC
protocol have been proposed to resist the potential attacks
focusing on imperfect experimental equipment [21,22,35].
Recently, one-step QSDC based on polarization-spatial-
mode hyperentanglement was proposed [28]. Compared to
traditional two-step QSDC, the one-step QSDC protocol
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requires only one round of photon transmission, which
can simplify the experimental operation and significantly
reduce the message loss caused by the photon transmis-
sion loss. Later, the DI one-step QSDC protocol [30] and
MDI one-step QSDC protocol [31] were successively pro-
posed, which can enhance one-step QSDC’s security under
practical experimental condition.

Single-photon source plays a role in both QKD and
QSDC [1,16]. Unfortunately, ideal single-photon source
is not available under current experimental conditions.
The current available single-photon source is the phase-
randomized weak coherent pulse (WCP) source, which can
emit vacuum state, single-photon state, and multiphoton
state with different probabilities. Imperfect single-photon
source not only decreases the communication efficiency
of quantum communication, but also introduces a security
loophole. An alternative approach is to use the device-
independent (DI) type protocols, i.e., DI-QKD protocols
[3,42–44] and DI-QSDC protocols [21,30,34]. However,
these protocols are limited by the short communication
distance. Moreover, they are also hard to realize in exper-
iment. DI-QKD has been experimentally demonstrated
until 2022 [45–47] and DI-QSDC has not obtained experi-
mental demonstration yet. Another alternative approach is
to use the heralded single-photon source (HSPS) [48–54].
Suppose that a spontaneous parametric down-conversion
(SPDC) source emits correlated photon pairs in two spa-
tial modes. By detecting the photons in one of the two
correlated spatial modes, it is possible to infer the photon-
number statistics of the other spatial mode. This approach
can significantly reduce the probability of the vacuum state
occurrence. Furthermore, the multiphoton components in
the WCP may provide the eavesdropper (Eve) an oppor-
tunity to exploit the photon-number-splitting (PNS) attack
[55,56]. Fortunately, the PNS attack in QKD and QSDC
can be effectively resisted by the decoy-state methods
[57–61]. However, the decoy-state method necessitates
active modulation of light intensity, which could poten-
tially be exploited by Eve for a side-channel attack. Pas-
sive protocols are more resistant to side-channel attacks
than active systems [62–69]. In the passive protocols, two
phase-randomized WCPs interfere at a beam splitter (BS),
which makes the photon-number statistics of the outcome
signals classically correlated. By measuring one of the two
outcome signals of the BS, we can passively obtain the
conditional photon-number distribution of the other signal
mode.

In this paper, we introduce the passive decoy-state
method and the HSPS into the single-photon-based QSDC,
and propose a passive decoy-state QSDC protocol with the
HSPS. Comparing with the original DL04 QSDC proto-
col with the WCP source, this passive decoy-state QSDC
protocol has two attractive advantages. First, using the pas-
sive decoy-state method, this QSDC protocol has strong
robustness against the side-channel attack. Second, with

HSPS, this protocol can largely reduce the influence from
the vacuum state, and thus the secrecy message capacity
and maximal communication distance can be increased.
This paper is organized as follows. In Sec. II, we explain
the passive decoy-state QSDC protocol with the HSPS in
detail. In Sec. III, we analyze its secrecy message capac-
ity under practical experimental conditions in theory and
perform the numerical simulation. In Sec. IV, we provide a
conclusion.

II. THE PASSIVE DECOY-STATE QSDC
PROTOCOL WITH THE HSPS

In this section, we explain our passive decoy-state
QSDC protocol with the HSPS. As shown in Fig. 1, the
passive decoy-state QSDC protocol can be described as
follows.

Step 1: The message receiver Bob passes a WCP in |H 〉
to pump an SPDC crystal, splitting a single photon to two
correlated photons in |HH 〉 probabilistically. One photon
is in the heralded path and the other photon is in the signal
path. The photon in the heralded path passes through a t :
(1 − t) BS and the output photon will be detected by two
photon detectors D1 and D2. In this way, the responses of
D1 and D2 will herald the existence of the photon in the
signal path. In detail, when only D1 or D2 responds, the
pulse in the signal path will be used as signal states. When
D1 and D2 both respond, the pulse in the signal path will
be used as the decoy state. When neither D1 nor D2 clicks,
the pulse in the signal path would be discarded.

Step 2: Based on the detector responses, Bob performs
the randomly encoding operation to generate one of the
four polarization states, i.e., |H 〉, |V〉, |+〉, |−〉. Here,
|H 〉 (horizontal polarization) and |V〉 (vertical polarization)
belong to the rectilinear (Z) basis and |+〉 = 1√

2
(|H 〉 +

|V〉) and |−〉 = 1√
2
(|H 〉 − |V〉) belong to the diagonal (X )

basis. Bob sends the randomly encoded signal photons and
decoy-state photons to the message sender Alice through
the quantum channel. Simultaneously, Bob also sends an
indication laser pulse to prompt Alice to perform the
storage operation.

Step 3: Alice stores the signal states and decoy states
in the quantum memory if she receives the indication
laser pulse. Then, she performs the first round of secu-
rity checking, which is similar as that of the decoy-state
QKD protocols [57,58]. After the security checking, the
communication parties calculate the quantum bit error rate
E1. If E1 is below the tolerate threshold, the communica-
tion continues. Otherwise, the parties have to discard the
communication.

Step 4: Alice extracts the remaining signal photons from
the quantum memory and encodes her messages by per-
forming I or Y operation on each photon, where I =
|H 〉〈H | + |V〉〈V| and Y = iσy = |H 〉〈V| − |V〉〈H |. I and
Y represent the classical messages 0 and 1, respectively.
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FIG. 1. The structure of the passive decoy-state QSDC protocol with the HSPS. In the diagram, the yellow lines represent the spatial
paths of the photons, while the orange lines represent the quantum channels used for communication. The red lines indicate the input
laser, which is used as a source to pump a nonlinear crystal or a calibration tool to assist Alice’s and Bob’s memory devices to store
photons. The black lines represent the detector response signals, which prompt Alice or Bob to perform a series of operations, including
encoding, decoding, storing, and sending the indication laser. Overall, this process involves two rounds of security checking to ensure
the security and integrity of the transmitted messages.

Meanwhile, Alice also randomly encodes a part of pho-
tons as the second round of security-checking photons.
After encoding, Alice sends all the encoded photons to
Bob through the quantum channel. Meanwhile, she sends
another indication laser pulse to ask Bob to receive the
signal states.

Step 5: After receiving the transmitted photons, Bob
stores the photons in quantum memory and Alice
announces the positions and encoding operations of the
security-checking photons. Bob extracts the security-
checking photons and measures them with the same basis
as he prepared the initial photons. After the measurement,
Bob calculates the quantum bit error rate E2 combined
with Alice’s announcement and his initial photon states. If
E2 is below the threshold, the communication continues.
Otherwise, the parties have to discard the communication.

Step 6: Bob extracts the remaining signal photons from
the quantum memory and measures the photons with the
same basis in which he prepared the initial photons. After
the measurements, Bob can deduce Alice’s operation by
comparing the initial quantum state and the encoded quan-
tum state, and thus obtain Alice’s transmitted messages.

As shown in Fig. 1, in step 1, we suppose that the
SPDC source emits two photon pulses in the signal path
and heralded path with the probability of Pμ(k), which
satisfies the Poisson distribution (μ is the average photon
number) [70–72]. There are four possible combinations of
detector responses after the photons in the heralded path
passing through the t : (1 − t) BS. We note them as four
events xi (i = 1, 2, 3, 4), where x1 = D̄1D̄2, x2 = D1D̄2,

x3 = D̄1D2, x4 = D1D2. Dj represents the photon detector
Dj has a response and D̄j represents that the detector Dj
has no response. We define γxi(k) as the probability of k
photons in the heralded path leading to the event xi. Hence,
in the signal path, the photon-number distribution function
qxi(n) after the heralded generation is

qxi(n) =
∞∑

k=n

Pμ(k)γxi(k)S(k, n),

Pμ(k) = e−μ μk

k!
,

S(k, n) = Cn
kη

n
x(1 − ηx)

k−n.

(1)

Here, S(k, n) is the probability that the emitted k photons
turn to n photons due to the photon loss with the transmis-
sion efficiency of ηx. This process can be understood as the
source emits k photons, which are successfully detected in
the heralded path. Then, after a series of losses, the photon
number in the signal path is reduced to n.

γxi(k) (i = 1, 2, 3, 4) varies depending on the responses
of the detectors, which is shown as

γx1(k) = (1 − d1)(1 − d2)f k,

γx2(k) = (1 − d2)f k
1 − γx1(k),

γx3(k) = (1 − d1)f k
2 − γx1(k),

γx4(k) = 1 − γx1(k) − γx2(k) − γx3(k).

(2)
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Here f , f1, and f2 represent the photon-loss probabilities in
the heralded path, while d1 (d2) is the dark count rates of
Alice’s detector D1 (D2).

We define the coefficients ηh as the transmission effi-
ciency in the heralded path, and define η1 (η2) as the
detection efficiency of the detector D1 (D2). In this way,
we can obtain f , f1, and f2 as

f = ηh[t(1 − η1) + (1 − t)(1 − η2)] + 1 − ηh,

f1 = ηh[1 − (1 − t)η2] + 1 − ηh,

f2 = ηh(1 − tη1) + 1 − ηh.

(3)

By substituting the parameters in Eqs. (2) and (3) into
Eq. (1), we can further derive qxi(n) (i = 1, 2, 3, 4) as

qx1(n) = (1 − d1)(1 − d2)
(μηxf )n

n!
eμ[f (1−ηx)−1],

qx2(n) = (1 − d2)
(μηxf1)n

n!
eμ[f1(1−ηx)−1] − qx1(n),

qx3(n) = (1 − d1)
(μηxf2)n

n!
eμ[f2(1−ηx)−1] − qx1(n),

qx4(n) = (μηx)
n

n!
e−μηx − qx1(n) − qx2(n) − qx3(n).

(4)

Here, the detector response x1 indicates the heralded fail-
ure. In this case, Bob will discard the photon pulse in the
signal path, so that qx1(n) should also be discarded. The
detector responses x2 and x3 enable Bob to obtain two
different distributed signal states qx2(n) and qx3(n) in the
signal path. If the detector response x4 is obtained, the
pulse in the signal path is used as the decoy state. It can be
found that by adopting the heralded generation method, the
ratio corresponding to the vacuum state event in the signal
path can be greatly reduced, which can effectively reduce
the influence of the dark count on the photon-number
distribution in the signal path.

III. SECURITY ANALYSIS

A. The theoretical secrecy message capacity of the
single-photon-based QSDC

According to Wyner’s wiretap channel theory [73],
the secrecy message capacity of the single-photon-based
QSDC can be calculated as

Cs = max
PA

{I(A : B) − I(A : E)}, (5)

where I(A : B) is the mutual information between Alice
and Bob, and I(A : E) is the mutual information between
Alice and Eve. We define PA as the probability distribution
of Alice’s encoding operations. In general, we consider the
case that the messages 0 and 1 sent by Alice are equally
distributed, that is, P(A0) = P(A1) = 0.5.

In the single-photon-based QSDC protocol, two rounds
of quantum transmission are needed. We denote the pho-
ton transmission from Bob to Alice as BA, and the photon
transmission from Bob to Alice and then back to Bob after
Alice’s encoding as BAB. I(A : B) can be calculated as

I(A : B) = QBAB
μ [1 − h(EBAB

μ )], (6)

where QBAB
μ is the overall gain of a photon traveling from

Bob to Alice and then back to Bob, and EBAB
μ is the total

QBER after two rounds of photon transmission. The func-
tion h(x) is the binary Shannon entropy with the form of
h(x) = −x log2(x) − (1 − x) log2(1 − x).

The mutual information I(A : E) between Alice and Eve
can be considered as the message leakage rate through
imperfect quantum channels and devices. Due to the inher-
ent characteristics of QSDC, Eve can steal the encoded
messages only when he can steal the corresponding pho-
tons in both photon-transmission processes. If Eve steals
only some encoded photons in the second round of photon
transmission, he is unable to decode the encoded mes-
sages without knowing the initial quantum states of the
photons. Consequently, Eve’s message interception rate is
upper bounded by his photon interception rate in the first
photon-transmission round.

For Eve, there are many strategies he can adopt to max-
imize his photon interception rate. We first consider the
one-photon case, say, the signal pulse contains exactly
one photon. Here, we consider a common approach, say,
the collective attack, which has been considered in many
works [60,74,75]. In the collective attack, Eve sets up an
auxiliary quantum system and makes a joint operation on
his intercepted photon and the auxiliary system. It is gen-
erally assumed that Eve can perform an optimal unitary
operation to maximize the amount of messages he can
steal. According to Holevo’s theorem [76], we can deduce
that the maximal photon interception rate that Eve can
obtain from a single photon pulse is h(eBA

X + eBA
Z ), where

eBA
X and eBA

Z represent the error rates in the X basis and
Z basis after the first photon-transmission process, respec-
tively. From the analysis in Ref. [60], if the signal pulse
contains two or more photons, Eve can perform the PNS
attack and the collective attack. In detail, when the signal
pulse contains two photons, Eve steals one photon with the
PNS attack, and performs a collective attack on the other
photon. The maximal message interception rate that Eve
can obtain from the two photon pulse can be calculated
as 1

2 h(2eBA
2 ) + 1

2 with the Holevo bound. When the signal
pulse contains three or more photons, the photons emitted
by Bob can be unambiguously discriminated by Eve [77],
and thus the encoded messages can be completely stolen.
As a result, I(A : E) can be calculated as
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I(A : E) =
∞∑

n=0

QBAE
μ,n ∗ Hn

= QBAE
μ,n=1 ∗ h(2eBA

1 ) + QBAE
μ,n=2 ∗

[
1
2

h(2eBA
2 ) + 1

2

]

+ QBAE
μ,n≥3 ∗ 1, (7)

where QBAE
μ,n is the gain of the n-photon event from Eve, and

Hn is the contribution of the n-photon event to I(A : E).
The one-photon event’s contribution for Hn is h(eBA

X +
eBA

Z ). Here, we assume that eBA
X = eBA

Z = eBA
1 . eBA

2 repre-
sents the total error rate after the first photon transmission
caused by the two-photon event.

In this way, we can obtain the secrecy message capac-
ity as

Cs = QBAB
μ [1 − h(EBAB

μ )] −
{

QBAE
μ,n=1 ∗ h(2eBA

1 )

+QBAE
μ,n=2 ∗

[
1
2

h(2eBA
2 ) + 1

2

]
+ QBAE

μ,n≥3 ∗ 1
}

. (8)

B. System model

In order to analyze the secrecy message capacity of our
passive decoy-state QSDC protocol with the HSPS, we
establish a QSDC system simulation model, including the
source, channel, detector, and yield.

As shown in Sec. II, Eq. (4) provides the photon-
number distributions of two signal sources (qx2 and qx3 )
and a decoy-state source (qx4 ). The channel transmission
efficiency is shown as

tchan = 10− αchan
10 , (9)

where αchan is the loss of quantum channel and chan ∈
{BA, BAB}.

In this situation, the overall transmission efficiency ηchan

of the signal state and decoy state can be expressed as

ηchan = tchanηchan
opt η

par
d , (10)

where ηchan
opt is the intrinsic optical efficiency of the device,

and η
par
d is the detection efficiency of Alice or Bob (par ∈

{A, B}).
In order to calculate the secrecy message capacity, we

need to obtain the yield and gain of the channel. Let
YA

n and YB
n denote the yields of the n-photon signal at

Alice’s and Bob’s locations, respectively. They can be
calculated as

Ypar
n = 1 − (1 − Ypar

0 )(1 − ηchan)n, (11)

where Ypar
0 is the background detection rate. The item (1 −

Ypar
0 )(1 − ηchan)n can be understood as the probability that

no background detection event occurs and all the n photons
are lost in the quantum channel.

Through the system model described above, we can esti-
mate both the overall gain and the error rate. The formula
of the overall gain can be written as

Qchan
xi

=
∞∑

n=0

Qchan
xi,n = 1

Pxi

∞∑

n=0

qxi(n)Ypar
n , (12)

where Pxi is the total probability of event xi and Pxi = ∑∞
n=0 qxi(n). We can further derive Qchan

x1
as

Qchan
x1

=
∞∑

n=0

Qchan
x1,n = 1

Px1

∞∑

n=0

qx1(n)Ypar
n

= 1
Px1

∞∑

n=0

qx1(n)[1 − (1 − Ypar
0 )(1 − ηchan)n]

= 1
Px1

∞∑

n=0

qx1(n) − 1
Px1

∞∑

n=0

qx1(n)(1 − Ypar
0 )(1 − ηchan)n

= 1 − 1
Px1

∞∑

n=0

(1 − d1)(1 − d2)
(μηxf )n

n!
eμ[f (1−ηx)−1](1 − Ypar

0 )(1 − ηchan)n

= 1 − 1
Px1

∞∑

n=0

(1 − d1)(1 − d2)
[μηxf (1 − ηchan)]n

n!
e−μηxf (1−ηchan)eμ[f (1−ηx)−1]+μηxf (1−ηchan)(1 − Ypar

0 )

= 1 − 1
Px1

(1 − Ypar
0 )(1 − d1)(1 − d2)e−μηxf ηchan+μf −μ. (13)
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For simplicity, we rewrite

Qchan
x1

= 1 − 1
Px1

(1 − Ypar
0 )(1 − d1)(1 − d2)g(f ), (14)

g(f ) = e−μf ηxηchan+μf −μ, (15)

where g(f ) is a substitute function for aesthetics. In addi-
tion, note that Qchan

x1
here is only a computational example,

and we do not need to calculate Qchan
x1

in practical exper-
iment or simulations. Similarly, we can obtain the overall
signal gains of the three kinds of heralded states (two signal
states and one decoy state) as

Qchan
x2

= 1 − 1
Px2

(1 − Ypar
0 )(1 − d2)[g(f1)− (1 − d1)g(f )],

Qchan
x3

= 1 − 1
Px3

(1 − Ypar
0 )(1 − d1)[g(f2)− (1 − d2)g(f )],

Qchan
x4

= 1 − 1
Px4

(1 − Ypar
0 )[g(1) − (1 − d1)g(f2)

− (1 − d2)g(f1) + (1 − d1)(1 − d2)g(f )]. (16)

According to Ref. [60], the overall signal gain of Eve can
be calculated as

QBAE
xi

=
∞∑

n=0

QBAE
xi,n

≤
∞∑

n=0

[
QBA

xi,n − qxi(n)

Pxi

YA
0

]
max

{
1,

γ E

γ A

}
, (17)

where γ E is the overall transmission efficiency of Eve after
Alice encodes her receiving photons, and γ A is the over-
all transmission efficiency for photons received and then
measured by Alice.

Similarly, we can also calculate the total error rate of our
QSDC protocol as

Echan
xi

=
∑∞

n=0 qxi(n)enYpar
n

Qchan
xi

Pxi

. (18)

Here, we construct the error model enYpar
n as

enYpar
n = epar

0 Ypar
0 + epar

d [1 − (1 − η)n], (19)

where epar
d is detector error rate and epar

0 is the error rate
caused by the dark count. epar

0 is equal to 0.5, which means
when no photon arrives, the dark count from one of the two
detectors may cause the error with the probability of 0.5.

Here, we also take the calculation of the total error rate
Echan

x1
as an example. In detail, we can obtain

Echan
x1

=
∑∞

n=0 qx1(n)enYpar
n

Qchan
x1

Px1

= 1
Qchan

x1
Px1

∞∑

n=0

qx1(n){epar
0 Ypar

0 + epar
d [1 − (1 − η)n]}

= 1
Qchan

x1
Px1

[ ∞∑

n=0

qx1(n)(epar
0 Ypar

0 + epar
d )

−
∞∑

n=0

qx1(n)epar
d (1 − η)n

]

= epar
0 Ypar

0 + epar
d

Qchan
x1

− epar
d

Qchan
x1

Px1

(1 − d1)(1 − d2)g(f ).

(20)

Similarly, we can calculate the total error rate of the two
signal states and one decoy state as

Echan
x2

= 1
Qchan

x2

(epar
0 Ypar

0 + epar
d )

− epar
d

Qchan
x2

Px2

(1 − d2)[g(f1) − (1 − d1)g(f )],

Echan
x3

= 1
Qchan

x3

(epar
0 Ypar

0 + epar
d )

− epar
d

Qchan
x3

Px3

(1 − d1)[g(f2) − (1 − d2)g(f )],

Echan
x4

= 1
Qchan

x4

(epar
0 Ypar

0 + epar
d )

− epar
d

Qchan
x4

Px4

[g(1) − (1 − d1)g(f2)

− (1 − d2)g(f1) + (1 − d1)(1 − d2)g(f )]. (21)

In this way, we can estimate I(A : B) based on Eqs. (16)
and (21).

According to Eq. (7), for estimating I(A : E), we need
to estimate the single-photon error rate eBA

1 and two-photon
bit error rate eBA

2 . Here, we adopt the decoy-state method to
estimate eBA

1 and eBA
2 . In Sec. II, we generate three types of

heralded states through the heralded operation. After Alice
receives the transmitted photons, Bob announces the type
of each photon pulse, and selects a part of pulses for secu-
rity checking. If Eve performs the PNS attack during the
photon transmission, he will inevitably change the photon
distribution, and thus be detected by the parties. After the
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first round of security checking, we have

Px2QBA
x2

= q0
2YA

0 + q1
2YA

1 + q2
2YA

2 +
∞∑

n=3

qn
2YA

n ,

Px3QBA
x3

= q0
3YA

0 + q1
3YA

1 + q2
3YA

2 +
∞∑

n=3

qn
3YA

n ,

Px4QBA
x4

= q0
4YA

0 + q1
4YA

1 + q2
4YA

2 +
∞∑

n=3

qn
4YA

n ,

(22)

Px2QBA
x2

EBA
x2

= q0
2e0YA

0 + q1
2e1YA

1 + q2
2e2YA

2 + q3
2e3YA

3

+
∞∑

n=4

qn
2enYA

n ,

Px3QBA
x3

EBA
x3

= q0
3e0YA

0 + q1
3e1YA

1 + q2
3e2YA

2 + q3
3e3YA

3

+
∞∑

n=4

qn
3enYA

n ,

Px4QBA
x4

EBA
x4

= q0
4e0YA

0 + q1
4e1YA

1 + q2
4e2YA

2 + q3
4e3YA

3

+
∞∑

n=4

qn
4enYA

n , (23)

where qn
i is the short for qxi(n). Note that the parame-

ters used in the parameter estimation are all from the first
round of photon transmission, and we have omitted the
superscript BA of Q and E below.

Here, YA
0 is the background detection rate, which we

consider as an inherent property of the detector. Then,
based on Eq. (22), we can calculate YA

1 as

YA
1 = q2

i Pxj Qxj − q2
j PxiQxi − (q2

i q0
j − q2

j q0
i )Y

A
0

q2
i q1

j − q2
j q1

i

−
∑∞

n=3(q
2
i qn

j − q2
j qn

i )Y
A
n

q2
i q1

j − q2
j q1

i
. (24)

According to Ref. [54], we have

qn
4

qn
3

≥ q2
4

q2
3

≥ q1
4

q1
3

,
qn

3

qn
2

≥ q2
3

q2
2

≥ q1
3

q1
2

. (25)

Equation (25) can be further rewritten as

qn
i

qn
j

≥ q2
i

q2
j

≥ q1
i

q1
j

, i ≥ j , i, j ∈ {2, 3, 4}. (26)

According to Eq. (26), we have

(q2
i qn

j − q2
j qn

i )

q2
i q1

j − q2
j q1

i
≤ 0. (27)

As a result, we have the lower bound (Yl
1) of YA

1 as

YA
1 ≥ q2

i Pxj Qxj − q2
j PxiQxi − (q2

i q0
j − q2

j q0
i )Y

A
0

q2
i q1

j − q2
j q1

i
,

Yl
1 = max

i≥j &i,j
∈{2,3,4}

{
q2

i Pxj Qxj − q2
j PxiQxi − (q2

i q0
j − q2

j q0
i )Y

A
0

q2
i q1

j − q2
j q1

i

}
,

(28)

where the superscript l means the lower bound.
Similarly, YA

2 can be calculated as

YA
2 = q1

i Pxj Qxj − q1
j PxiQxi − (q1

i q0
j − q1

j q0
i )Y

A
0

q1
i q2

j − q1
j q2

i

−
∑∞

n=3(q
1
i qn

j − q1
j qn

i )Y
A
n

q1
i q2

j − q1
j q2

i
. (29)

According to Eq. (26), we have

(q1
i qn

j − q1
j qn

i )

q1
i q2

j − q1
j q2

i
≤ 0. (30)

In this way, the lower bound (Yl
2) of YA

2 is shown as

YA
2 ≥ q1

i Pxj Qxj − q1
j PxiQxi − (q1

i q0
j − q1

j q0
i )Y

A
0

q1
i q2

j − q1
j q2

i
,

Yl
2 = max

i≥j &i,j
∈{2,3,4}

{
q1

i Pxj Qxj − q1
j PxiQxi − (q1

i q0
j − q1

j q0
i )Y

A
0

q1
i q2

j − q1
j q2

i

}
.

(31)

According to Eq. (23), we can estimate eBA
1 and eBA

2 as
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eBA
1 = (q3

4q2
3 − q3

3q2
4)Px2Qx2Ex2 + (q3

2q2
4 − q3

4q2
2)Px3Qx3Ex3 + (q3

3q2
2 − q3

2q2
3)Px4Qx4Ex4 − ∑∞

n=4 fq1(n)enYA
n

{q3
4(q

2
3q1

2 − q2
2q1

3) + q3
2(q

2
4q1

3 − q2
3q1

4) + q3
3(q

2
2q1

4 − q2
4q1

2)}YA
1

− {q3
4(q

2
3q0

2 − q2
2q0

3) + q3
2(q

2
4q0

3 − q2
3q0

4) + q3
3(q

2
2q0

4 − q2
4q0

2)}e0YA
0

{q3
4(q

2
3q1

2 − q2
2q1

3) + q3
2(q

2
4q1

3 − q2
3q1

4) + q3
3(q

2
2q1

4 − q2
4q1

2)}YA
1

≤ (q3
4q2

3 − q3
3q2

4)Px2Qx2Ex2 + (q3
2q2

4 − q3
4q2

2)Px3Qx3Ex3 + (q3
3q2

2 − q3
2q2

3)Px4Qx4Ex4

{q3
4(q

2
3q1

2 − q2
2q1

3) + q3
2(q

2
4q1

3 − q2
3q1

4) + q3
3(q

2
2q1

4 − q2
4q1

2)}Yl
1

− {q3
4(q

2
3q0

2 − q2
2q0

3) + q3
2(q

2
4q0

3 − q2
3q0

4) + q3
3(q

2
2q0

4 − q2
4q0

2)}e0YA
0

{q3
4(q

2
3q1

2 − q2
2q1

3) + q3
2(q

2
4q1

3 − q2
3q1

4) + q3
3(q

2
2q1

4 − q2
4q1

2)}Yl
1

= eu
1, (32)

eBA
2 = (q3

4q1
3 − q3

3q1
4)Px2Qx2Ex2 + (q3

2q1
4 − q3

4q1
2)Px3Qx3Ex3 + (q3

3q1
2 − q3

2q1
3)Px4Qx4Ex4 − ∑∞

n=4 fq2(n)enYA
n

{q3
4(q

1
3q2

2 − q1
2q2

3) + q3
2(q

1
4q2

3 − q1
3q2

4) + q3
3(q

1
2q2

4 − q1
4q2

2)}YA
2

− {q3
4(q

1
3q0

2 − q1
2q0

3) + q3
2(q

1
4q0

3 − q1
3q0

4) + q3
3(q

1
2q0

4 − q1
4q0

2)}e0YA
0

{q3
4(q

1
3q2

2 − q1
2q2

3) + q3
2(q

1
4q2

3 − q1
3q2

4) + q3
3(q

1
2q2

4 − q1
4q2

2)}YA
2

≤ (q3
4q1

3 − q3
3q1

4)Px2Qx2Ex2 + (q3
2q1

4 − q3
4q1

2)Px3Qx3Ex3 + (q3
3q1

2 − q3
2q1

3)Px4Qx4Ex4

{q3
4(q

1
3q2

2 − q1
2q2

3) + q3
2(q

1
4q2

3 − q1
3q2

4) + q3
3(q

1
2q2

4 − q1
4q2

2)}Yl
2

− {q3
4(q

1
3q0

2 − q1
2q0

3) + q3
2(q

1
4q0

3 − q1
3q0

4) + q3
3(q

1
2q0

4 − q1
4q0

2)}e0YA
0

{q3
4(q

1
3q2

2 − q1
2q2

3) + q3
2(q

1
4q2

3 − q1
3q2

4) + q3
3(q

1
2q2

4 − q1
4q2

2)}Yl
2

= eu
2. (33)

Here, fq1(n) (fq2(n)) is a coefficient of order n, and its value
is proved to be positive [54]. By eliminating the positive
term through scaling, we can estimate the upper bound of
eBA

1 and eBA
2 as eu

1 and eu
2, respectively.

C. Numerical simulation

In our QSDC protocol, we utilize the HSPS to generate
three types of sources with the photon-number distribu-
tions of qx2(n), qx3(n), and qx4(n), corresponding to three
response events x2, x3, and x4, respectively. Each of these
three photon-number distributions as a function of the pho-
ton number n is depicted in Fig. 2. The parameters used in
the numerical simulation are shown in Table I. Meanwhile,
we also show the photon-number distribution of the WCP,
which follows the Poisson distribution. It can be found that
the vacuum state accounts for a large proportion (90.4%)
in the WCP, while the single-photon state accounts only for
9.0%. In contrast, by adopting the HSPS, the proportions
of vacuum state in qx2(n) and qx3(n) largely reduce to about
19.3% and 19.1%, and the proportions of the single-photon
state increase to about 77.8% and 77.3%, respectively,
which will greatly benefit the gain. Although the propor-
tions of multiphoton events slightly increase in qx2(n) and
qx3(n), their contribution can be negligible compared to the
amplified single-photon component. The photon-number
distribution qx4(n) does not meet the ideal standard since

the two-photon event accounts for a high proportion (about
60%). However, we use only qx2(n) and qx3(n) to transmit
messages, but use qx4(n) for the decoy state.

Therefore, the secrecy message capacity of our passive
decoy-state QSDC protocol with the HSPS is written as

0

0.8

0.6

Poisson

q×2(n)

q×3(n)

q×4(n)

0.4

0.2
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1 2
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st
ri

bu
tio

n
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FIG. 2. Comparison between the photon distribution of the
HSPS and the Poisson distribution, where μ = 0.1 and the other
parameters are shown in Table I. Notice that the curves qx2(n)

and qx3(n) almost overlap.
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TABLE I. Parameters used in the numerical simulation.
η1, η2, ηh, ηx, t are the parameters that we model for the HSPS
distribution, and the other parameters are from Pan’s experiments
[60].

ηx η1 η2 ηh η
A(B)

d t
0.8 0.6 0.8 0.9 0.7 0.4

d1(2) YA(B)

0 ηBA
opt ηBAB

opt eA
d eB

d
8 × 10−8 8 × 10−8 0.21 0.088 0.0131 0.0026

Cs = Csqx2
+ Csqx3

= QBAB
x2

[1 − h(EBAB
x2

)] −
{

QBAE
x2,n=1 ∗ h(2eBA

1 )

+ QBAE
x2,n=2 ∗

[
1
2

h(2eBA
2 ) + 1

2

]
+ QBAE

x2,n≥3 ∗ 1
}

+ QBAB
x3

[1 − h(EBAB
x3

)] −
{

QBAE
x3,n=1 ∗ h(2eBA

1 )

+ QBAE
x3,n=2 ∗

[
1
2

h(2eBA
2 ) + 1

2

]
+ QBAE

x3,n≥3 ∗ 1
}

.

(34)

Figure 3 illustrates the secrecy message capacity ver-
sus the channel attenuation under the collective attack
as well as the PNS attack in the framework of decoy-
state analysis. Consistent with traditional GLLP [78] and
decoy-state theories [57,58], the maximum communication
distances (channel attenuation) of our protocols decrease
with the growth of the average photon number μ, due to
the increased susceptibility to PNS attacks. Meanwhile,
this multiphoton event caused by a high average photon
number can also reduce the secrecy message capacity. In
detail, as shown in Eq. (5), the secrecy message capacity is
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FIG. 3. Secrecy message capacity versus the channel attenua-
tion given the collective attack as well as the PNS attack under
the framework of decoy-state analysis.

composed of the difference between I(A : B) and I(A : E).
The adoption of HSPS can largely reduce the proportion of
vacuum state and increase the proportion of single-photon
state in the signal state laser pulses, which can effectively
increase I(A : B). However, the adoption of HSPS cannot
reduce the proportion of the multiphoton component. With
the growth of the average photon number, the proportion of
the multiphoton component increases significantly, which
gives Eve more opportunities to steal information and thus
increase I(A : E). As a result, our passive QSDC protocol
performs better by using the HSPS with low average pho-
ton number, in terms of both secrecy message capacity and
maximum communication distance. From Fig. 3, the HSPS
with the average photon number μ = 0.001 is optimal for
our passive QSDC protocol.

In Fig. 4, we optimize the DL04 QSDC with the WCP
source and decoy-state method (black line) to find the
optimal pulse intensity for obtaining the maximal secrecy
message capacity at each channel attenuation and com-
pare it with that of our passive decoy-state QSDC protocol
with the HSPS (red line, μ = 0.001). It is evident that the
secrecy message capacity of our QSDC protocol is always
higher than that of the DL04 QSDC, especially in the case
of large channel attenuation. In detail, at the channel atten-
uation of 4 dB, Cs of our QSDC protocol is about 14.92
times greater than that of the DL04 QSDC. At the chan-
nel attenuation of 7 dB, Cs of our passive QSDC protocol
increases to about 186.83 times greater than that of the
DL04 QSDC protocol.

Figure 5 illustrates Cs of our passive QSDC protocol
with the HSPS and the DL04 QSDC protocol without the
HSPS [60] under the average photon numbers μ = 0.1 and
0.01, respectively. Comparing with the DL04 QSDC pro-
tocol without the HSPS, at a fixed channel attenuation of

0 1 2 3 4
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FIG. 4. Comparison of our passive decoy-state QSDC proto-
col (μ = 0.001) with the DL04 QSDC protocol with the WCP
source at the optimal intensities.
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FIG. 5. The secrecy message capacity of our passive decoy-
state QSDC protocol with the HSPS and the DL04 QSDC
protocol without HSPS [60]. The parameters used in our QSDC
protocol is also shown in Table I. The black and red lines
represent the cases of finite and infinite decoy state, respectively.

4 dB (communication distance of about 10 km), Cs of our
passive QSDC protocol with the HSPS can be increased to
81.85 times at μ = 0.1 and 12.79 times at μ = 0.01. Mean-
while, the maximal communication distance of our passive
QSDC protocol with HSPS is also superior to that of
the DL04 QSDC protocol without HSPS. When μ = 0.01
(low average photon number), the maximal communica-
tion distance of our QSDC protocol can achieve 17.975
km (channel attenuation 7.19 dB), which is slightly longer
than that of the DL04 QSDC (17.8 km, channel attenuation
7.12 dB). When μ = 0.1 (high average photon number),
our QSDC protocol can achieve the maximal communi-
cation distance of about 14.6 km (channel attenuation 5.84
dB), while the DL04 QSDC protocol without the HSPS can
only achieve the maximal communication distance of 12.9
km (channel attenuation 5.16 dB). In Fig. 5, we also com-
pare the secrecy message capacity of our passive QSDC

protocol and the DL04 QSDC protocol with infinite decoy
state (red lines) and finite decoy state (black lines), respec-
tively. The infinite decoy-state method can lead to the ideal
yields and error rates. The simulation results show that our
simulated yields and error rates with the finite decoy state
are very close to the ideal case with the infinite decoy state.
Moreover, under the same average photon-number condi-
tion, our passive QSDC protocol is superior to the DL04
QSDC protocol without HSPS with infinite decoy states in
terms of the communication distance and secrecy message
capacity.

IV. DISCUSSION AND CONCLUSION

In QSDC, quantum memory plays a key role for they
should ensure that the quantum channel is secure before
transmitting secret messages. Therefore, some photons
should be used for security checking and the other pho-
tons which are used to encode messages should be stored in
quantum memory until the security checking is successful.
In previous QSDC experiments, the 85Rb atoms trapped in
a two-dimensional magneto-optical trap (MOT) are used as
the quantum memory [19]. The fiber delay can also act as
the role of quantum memory [18,20]. Moreover, in future
multihop quantum communication or quantum network,
the quantum repeaters are required. The quantum memory
is also indispensable [52]. Quantum memory research has
been conducted across various physical systems, includ-
ing atoms [79–82], defects in solids [83], hot atomic vapor
[82], superconducting quantum memory [84], and so on.
In practical experiment, the bandwidth mismatch between
SPDC source and quantum memory may be an obstacle.
Fortunately, many efforts have been made to couple high-
bandwidth SPDC sources with quantum memory [85–88].
For example, Wei et al. achieved a spectrotemporally mul-
tiplexed quantum memory in cooled erbium-doped silica
fiber with bandwidth up to 10 GHz [88]. They utilized
dense wavelength division multiplexers to filter out her-
alded photons with a bandwidth of 100 GHz. Then five
spectral channels were modulated using optical frequency
combs with frequency spacing of 15 GHz. Each channel
has a bandwidth of 10 GHz and a separation of 5 GHz.
Finally coupled to a multiplexed quantum memory, it can
store up to 1650 modes of heralded single photons.

Moreover, there have been some efforts to integrate
quantum communication with memory, such as memory-
enhanced quantum communication [89–91]. The devel-
opment of these experiments and applications drives the
experimental realization of our protocol. The imperfect
quantum memory will affect communication distance and
secrecy message capacity of our QSDC protocol. Con-
sidering the practical quantum memory in Ref. [85], our
protocol can perform about 29.5% at a channel attenu-
ation of 2 dB (declining from 1.37 × 10−2 bit/pulse to
4.05 × 10−3 bit/pulse) with the average photon number
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of μ = 0.01. The maximum communication attenuation
will also be reduced to 3.82 dB, which is about 53.1%
of that with the perfect quantum memory. In addition, the
quantum-memory-free protocol [92], coupled with classi-
cal cryptography, introduces an alternative approach for
implementing our QSDC protocol. With the classic cipher-
text safeguarding the system, even in the absence of quan-
tum memory, Eve can only pilfer the code words, not
the meaningful messages, leading to prompt detection of
any breach. This approach has been further expanded to
entanglement-based two-step protocols [93] and the MDI
protocol [94]. In this way, our passive decoy-state QSDC
protocol is hopeful to be demonstrated experimentally in
the near future.

In conclusion, we propose a high-efficient passive
decoy-state QSDC protocol with the HSPS. Heralded by
the detector responses in the HSPS, the input photon pulse
can be passively divided as two kinds of high-quality sig-
nal single-photon sources, and a decoy-state source. When
neither of the two detectors respond, the input photon
pulse in the signal path should be discarded. In this way,
the probability of the vacuum state in the signal state
and decoy state can be largely reduced. In the security
analysis, we consider that Eve performs the PNS attack
combined with the collective attack and calculate the the-
oretical secrecy message capacity. The simulation results
show that our passive decoy-state QSDC protocol with
the HSPS is superior to the original DL04 QSDC proto-
col with WCP source in both secrecy message capacity
and maximal communication distance. For a fixed chan-
nel attenuation of 4 dB (communication distance of about
10 km), Cs of our QSDC protocol can achieve 81.85 times
(μ = 0.1) and 12.79 times (μ = 0.01) of the corresponding
values in the original DL04 QSDC protocol with the WCP
source. In the high average photon-number condition (μ =
0.1), our passive decoy-state QSDC protocol can achieve
the maximal communication distance of about 14.6 km,
about 1.7 km longer than that of the original DL04 QSDC
protocol, while in the low average photon-number con-
dition (μ = 0.01), the maximal communication distance
can reach 17.975 km. We also optimize our QSDC pro-
tocol and the original DL04 QSDC protocol with the WCP
source. Our QSDC protocol is always superior to the DL04
protocol at the optimal intensity. At the channel attenu-
ation of 7 dB, the maximal secrecy message capacity of
our QSDC protocol increases to about 186.83 times greater
than that of the DL04 QSDC protocol. Based on the above
features, benefiting from the HSPS and passive decoy-state
method, our QSDC protocol shows significant advantages
in both maximum communication distance and secrecy
message capacity and has strong robustness against the
side-channel attack. Our passive decoy-state QSDC pro-
tocol is conducive to the realization of high-capacity and
long-distance QSDC in the future.
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