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Continuous-variable quantum key distribution (CV-QKD) with plug-and-play design offers a promising
route in simplifying the system implementation and shows intriguing prospects for quantum access net-
work applications. However, such a scheme makes it possible for the eavesdropper (Eve) to completely
control the source, helping her to gain more information since the laser travels through the unsecured
channel before being modulated, which will severely compromise the performance of the system and limit
its potential application. To fight against the security loophole, we propose a passive source monitoring
scheme based on a combination of beam splitter and homodyne detector, as well as source noise sup-
pression. The corresponding entanglement-based model is established to estimate the secret key rate for
the proposed scheme. We show that the performance of the plug-and-play CV-QKD system can be sig-
nificantly improved by using the source monitoring scheme compared with the untrusted source model.
With typical parameters, the maximum transmission distance can be promoted by more than 50%, and the
secret key rate can be increased by more than 25% when the transmission distance is longer than 50 km.
This study provides a feasible approach for improving the security and performance of the plug-and-play
CV-QKD and holds positive potential for practical applications.
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I. INTRODUCTION

In the past decades, considerable attention has been paid
to quantum key distribution (QKD) [1,2], which provides
unconditional communication security based on the fun-
damental laws of physics, such as quantum no-cloning
theorem and Heisenberg’s uncertainty principle. In gen-
eral, QKD protocols can be essentially divided into two
categories: the discrete variable (DV) protocol and the
continuous-variable (CV) protocol. In the DV-QKD pro-
tocol, the information is encoded into the polarization or
phase of weak coherent states and decoded by single-
photon detection. The CV-QKD protocol has been spot-
lighted as another promising protocol due to its potential
low cost and compatibility with modern optical communi-
cation networks, in which the key information is encoded
in quadratures of the quantized electromagnetic field and
decoded by coherent detection. In recent years, CV-QKD
has attracted extensive interest and encouraging progress
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has been made in the laboratory [3—18], field tests [19],
and integrated implementations [20], as well as quan-
tum access network [21-25]. Additionally, a considerable
amount of literature has been carried out in the research of
both theoretical security [11,26—29] and practical security
[30-38] for CV-QKD.

Despite enormous progress in the field of CV-QKD,
developing sufficiently compact schemes in practical
applications of integrated photonics and quantum access
networks still requires further research. CV-QKD with
plug-and-play design [39] has emerged as an interesting
candidate because it can automatically compensate for
polarization drift and phase jitter, avoiding the stabiliz-
ing of the relative frequencies of two free-running lasers,
which are necessary in the case of a local local oscil-
lator (LO) CV-QKD scheme [7-9], and have intriguing
prospects in quantum secret sharing [40] and quantum
access networks [23]. For example, in the case of an
1 — N quantum access network [23], the laser generated
from Bob is sent to several quantum network user units
(Alices) through a single optical fiber and a multiplex
beam splitter. After receiving the laser signal, each Alice
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modulates the quantum signal independently and transmits
the coherent states back to Bob via wavelength-division
multiplexing or frequency-division multiplexing technolo-
gies. One can find that a simple optical structure and low
excess noise implementation are provided for the quantum
access network.

Initially, a plug-and-play CV-QKD scheme based on
dual-phase modulated coherent states was proposed and
demonstrated [39], which nevertheless exhibits a high
Rayleigh back-scattering noise resulting from the fiber
refractive index inhomogeneities. Recently, in order to
reduce the Rayleigh back-scattering, such a scheme was
further extended to a new case with two-way communica-
tion [41]. In this case, the distribution of the laser signal
from Bob to Alice (referred to as the first delivery) and the
transmission of the quantum signal after modulation from
Alice to Bob (referred to as the second delivery) are real-
ized through two independent optical fibers, respectively.
The source noise in the above schemes is considered to be
untrusted, which inevitably limits the secret key rate (SKR)
and transmission distance of the plug-and-play CV-QKD
system. More recently, a trusted equipment noise model
for plug-and-play CV-QKD scheme was considered [42],
where it is assumed that the noise of the first delivery and
the noise of the receiver cannot be manipulated by Eve but
only affect the Holevo bound. Nevertheless, this approach
may lead to an overestimation of the SKR.

A challenging security problem originating from the
configuration of the plug-and-play CV-QKD scheme is the
first delivery of the laser that travels through the unsecured
channel, which makes the CV-QKD system potentially
vulnerable to the Trojan-horse attack [43,44] and makes
it possible for the eavesdropper to obtain more side infor-
mation. Although some prior works paid attention to the
untrusted source and source monitoring issues in the QKD
system [45—48], there are few studies on the plug-and-play
CV-QKD system. Therefore, it is worthwhile devoting
much effort to improving the performance and practical
security of the plug-and-play CV-QKD system.

Here, we propose a real-time source monitoring scheme
for the plug-and-play CV-QKD system, where the char-
acteristic of the untrusted source noise is monitored by
homodyne (or heterodyne) detection of a fraction of the
quantum signal separated from a passive beam splitter.
Based on the monitoring result, a variable-optical attenu-
ator (VOA) is used to strongly suppress the excess noise
caused by Eve’s intervention on the laser source before
the quantum signal enters the insecure quantum channel.
Then, we establish the corresponding entanglement-based
model to estimate the SKR for the proposed scheme. For
the first time, it is quantitatively shown that monitoring
the source noise of the plug-and-play CV-QKD system
is of paramount importance, as our scheme can markedly
improve the system’s performance and practical security.
The proposed scheme is helpful for the implication of

CV-QKD in quantum secret sharing and quantum access
networks.

This article is organized as follows. In Sec. II, we
present a brief description of the schematic of the plug-
and-play CV-QKD scheme with source monitoring. In Sec.
III, we establish the entanglement-based model for the
source noise monitoring scheme and compare the perfor-
mance with that of the untrusted source noise model and
the trusted source model. The results and discussions are
presented in Sec. IV. Finally, we summarize the main
results of our work.

II. THE PLUG-AND-PLAY CV-QKD SCHEME

The specific CV-QKD protocol adopted in this paper is
the Gaussian-modulated coherent states (GMCS) protocol
based on homodyne detection [5,6]. In Fig. 1, we present
the experimental schematic of the designed plug-and-play
GMCS CV-QKD system, including source monitoring on
Alice’s side. The laser is derived from a narrow line-width
laser on Bob’s side. Then, the strong optical carrier is split
into two beams using a beam splitter (BS), of which one
part is distributed from Bob to Alice through the opti-
cal fiber channel, and the other part behaves as an LO
for homodyne (or heterodyne) detection of the quantum
signal. This implementation has two advantages. Firstly,
it avoids stabilizing the relative frequencies of two free-
running lasers between the sender and the receiver, which
is needed in the local LO CV-QKD system. Secondly, the
locally generated LO eliminates the LO attacks.

To facilitate modulation and coherent detection of the
signal, an optical circulator (OC) is arranged at Bob’s out-
put and Alice’s input. On Alice’s input, a beam splitter
with a high-intensity ratio is used to split the laser carrier
into a strong phase reference and a weak signal. After-
ward, the weak signal propagates through a BS and is
rotated by 90° after being reflected by a Faraday mirror
(FM), which is composed of a 45° Faraday rotator and a
reflection mirror. Notice that, in the plug-and-play scheme,
the adoption of the FM can automatically compensate for
any birefringence effect in the fiber channel after the for-
ward and backward propagation, where the polarization
of the outgoing state is orthogonal to that of the incom-
ing state. Subsequently, the Gaussian-modulated coherent
states |x4 + ip,4) are produced by modulating the amplitude
and phase of the signal, in which x4 and p,4 are two inde-
pendent Gaussian random variables with zero mean and
a variance of V,Ny. Here, V', and Ny denote the modula-
tion variance and the shot noise variance, respectively. All
noise variances in this paper are expressed in shot noise
units in the following.

To prevent potential Trojan-horse attacks, filters should
be inserted at the input of Alice to ensure a single mode
condition; a passive BS combined with a homodyne (or
heterodyne) detector is used to monitor the variance of
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FIG. 1.

Schematic illustration of the GMCS plug-and-play CV-QKD scheme with source monitoring. Here, AM is the amplitude

modulator, PM is the phase modulator, VOA is the variable-optical attenuator, BS is the beam splitter, PBC is the polarization beam
splitter, LO is the local oscillator, OC is the optical circulator, and FM is the faraday mirror.

the source noise on Alice’s side. In this case, a fraction
of the quantum signal interferes with the strong phase
reference reflected by an FM on a balanced homodyne
detector. Moreover, Alice uses a VOA before the BS to
control the modulation variance of the quantum signal.
Then, the quantum signal is transmitted back to Bob’s
side.

After the quantum signal propagates through the quan-
tum channel, it interferes with the LO reflected by an FM
on Bob’s homodyne detector. Finally, Alice and Bob share
a partially correlated Gaussian random variable after the
phase compensation, based on which they can obtain the
final secret key after parameter estimation, error correc-
tion, and privacy amplification.

III. THEORETICAL MODEL

Based on the framework of the plug-and-play CV-QKD
scheme, the first delivery of the laser source from Bob to
Alice makes it exposed to the risks of Eve’s attack, that
is, Eve can obtain more information by controlling or even
preparing the source input for Alice. In this scheme, the
source noise &g can be mainly decomposed into two parts
based on its origin: one part is £5*® resulting from the laser
generation or from Eve’s intervention, and the other part
is &)s introduced by Alice’s imperfect modulation, so that
£s = 65" + ey

In this section, we propose a source monitoring scheme
for the plug-and-play CV-QKD scheme as a countermea-
sure of the untrusted source. The security analysis in the
following is presented in the case of reverse reconciliation
under general collective attack.

A. Untrusted source with source monitoring

The plug-and-play CV-QKD scheme under the untrusted
source with source monitoring is shown in Fig. 2(a), where
the source is completely controlled by Eve. It means that
the source noise is unknown and untrusted. The legitimate
communication parties can determine the source noise
directly from the monitoring results and make the corre-
sponding countermeasures. To simplify the security analy-
sis, the corresponding entanglement-based model is shown
in Fig. 2(b). In this case, Alice’s quantum state preparation
is modeled by an interference of two Einstein-Podolsky-
Rosen (EPR) states. One EPR state with variance Vg is
controlled by Eve (which models the untrusted source),
and the other EPR state with variance V' = V4, + 1 is con-
trolled by Alice (which models the modulation process).
One mode of Alice’s EPR state is heterodyne detected,
while the other one is directed into the BS. The interference
state B) corresponds to the state sent to Bob through an
insecure quantum channel. The additive phase-insensitive
noise &g is used to characterize the untrusted source noise,
which can be modeled by coupling one mode of an EPR
state with variance Vg to the modulation signal via a beam
splitter with transmittance 75 — 1 [48—52]. The variance
satisfies Vg =14 Tseg/(1 — Ts), and the total source-
added noise referring to the channel input can be defined
as xs =1/Ts — 1 + &5.

In the source monitoring scheme, a passive beam split-
ter combined with a homodyne (or heterodyne) detector
is used to monitor the source noise on Alice’s side. In
practical implementation, Alice can obtain the sampled
voltage value after the interference between the phase ref-
erence and the separated quantum signal, based on which
Alice can receive the measured variance of the quadrature
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FIG. 2. (a) Simplified schematic of the prepare-and-measure model and (b) the corresponding entanglement-based model for the

plug-and-play CV-QKD system with source monitoring. A passive beam splitter combined with a homodyne or heterodyne detection
is used to monitor the statistical characteristics of the untrusted source, while a VOA is used to strongly attenuate the modulation
variance according to the monitoring results, so as to suppress the untrusted excess noise caused by Eve’s intercept on the distribution
of the laser from Bob to Alice. The untrusted source noise can be simulated by coupling one-half of the EPR state with variance Vg
to the signal state via a beam splitter with transmission 7s — 1. The channel excess noise can be modeled by coupling one-half of
the EPR state with variance Vg to the quantum channel via a beam splitter with channel transmittance 7. The detector noise can be
modeled by coupling one-half of the EPR state with variance v to the input port of the beam splitter with transmission 1 on Bob’s

side.

variable of the quantum signal [53,54]. The source noise,
except for the modulation noise, is completely controlled
by Eve; the system performance of the plug-and-play CV-
QKD is, thus, dramatically limited. One can suppress the
noise caused by Eve’s intervention on the laser source by
first introducing a large modulation variance for the input
signal, much larger than the noise introduced by Eve, and
then performing a strong attenuation on the signal by a
VOA, so that Eve’s accessible information on the untrusted
source is severely restricted. Apparently, after attenuat-
ing, the modulation variance and modulation noise are
reduced to normal values, while the untrusted source noise
controlled by Eve is attenuated to a very small value.

In the process of quantum signal transmission, the
excess noise introduced by Eve can be simulated by cou-
pling one-half of the EPR state with variance Vg to the
signal state via a beam splitter with transmittance 7, which
satisfies Vg = 1+ Te/(1 — T), with ¢ being the channel
excess noise referred to as the channel input. Moreover, an
EPR state is used to model the detector’s electronic noise
with variance v = 1 4+ v,/(1 — 1), with v,; and 1 being
the electronic noise and detection efficiency of the detector,
respectively.

In the source monitoring model, the system EE»SS; is
controlled by Eve, as shown in Fig. 2(b). Hence, the corre-
sponding asymptotic SKR for the plug-and-play CV-QKD
system with the untrusted source is given by

K =BI(4: B) — x(B: E\E:S1S), (1)
where § is the reconciliation efficiency and /(4 : B) is
the mutual information between Alice and Bob given by
I(A:B)=H(B)— H(B|A), with H(B) = 1/2log,V5 as
the Shannon entropy (classical entropy) and H(B|4) =
1/21og, V4 as the conditional Shannon entropy, namely,

Vs
278

I(4:B) = %mg2 (2)

which can be derived from Bob’s variance Vp and the
conditional variance Vp 4.

The maximum information available to Eve on Bob’s
raw key is upper bounded by the Holevo quantity [6], i.e.,

X (B 1 E1ExS18 =S(0E,E,s,5,) — Jdmpp (mB)S(leszSlsz),
3)
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where mp = xp or pp denotes the homodyne measurement
result of Bob, S(p) is the Von Neumann entropy (quantum
entropy) of the quantum sate p, p(mp) is the probabil-
ity distribution of Bob’s measurement outcome mg, and
pZ’sz 5,5, 18 the quantum state held by Eve conditional on
Bob’s measurement outcome nip.

As depicted in Fig. 2(b), in the source monitor-
ing scheme, Eve’s system E|E;S1S, purifies the system
HMDCAB,, and Eve can purify the system HMDCAFG
after Bob’s measurement. The Holevo quantity in Eq. (3)
becomes

X (B : E\Ex8185) = S(pupmcas,) — S(oppycara)s 4

where S(pmmpcan,) and S(p}jﬁmc 4rg) can be calculated
from the symplectic eigenvalues of the covariance matrices

mp .
YaMDCAB, a0 Yy curcs TESpectively.

4! VnoTs(V?2 —1) oz

[noTsV +no(1 = Ts)Vs 4+ (1 —no)] 1

Yag, = | /noTs(V?2 — 1) oz

The process of deriving the above two covariance matri-
ces is as follows. First, a VOA with variable transmittance
no is used to attenuate the signal to an appropriate value
based on the measurement result of the source monitoring
setup, and the covariance matrix becomes

Vs = (Y550 (a5, © 1) Y551, (5)

with Y1 = [, ® S3°, and S2° as the matrix that couples
a fraction of the signal with a vacuum state, which can be
written as

SBS — [\/%H
no

ViZml ©)
—«/1—7}0]1 '

Vol

Therefore, the covariance matrix y4p,y can be written as

VA =) Ts(72 = 1) oy
Vol —no)[TsV+ (1 =Tg)Vs — 111

VA =) Ts(72 = 1) o7 /no(T = no)[TsV + (1 — Ts)Vs — 11T [(1 — no)TsV + (1 — no)(1 — Ts) Vs + o] I

For the source monitoring, a beam splitter with trans-
mission 7T}, is used to split the mode B, into two modes.
The mode M, is monitored, while the mode B3 is sent to
Bob. The covariance matrix after the beam splitter is given
by

T
Viassmy = (Y22) (vuap, ® L) YP5, 3

with Y% = Iy & I, ® S?AS{. The covariance matrix ypyp,

can be derived from Eq. (7) and S%;, is the matrix that cou-
ples a fraction of the signal with a vacuum state, which can
be written as

NAITRI

Sty = [_mﬂ )]

V1 =Tyl

NI
The covariance matrix characterizing the state after Alice’s
monitoring measurement is given by

(10)

T

Yiassmpe = (Y23) (Viapyuy © Ypoo) Y23,

with Y255 = Iy @ Iy ® I, ® Sy p, ® Ic, Yy = VoG and

§BS  _ GBS
MoDy B4FQ' . .

The covariance matrix corresponding to the state

after transmitting through the quantum channel can be

(N

(

expressed as

T
Yampcas,eEy, = (Y2 (Yampcass ® Vege,) Y24, (11)

where yyypcas, can be derived from rearranging the lines
and columns of the matrix g mpc, and Y25 =1y &
Ly®Ip®Ilcd 1 d ngEo @ Ir,. To this end, the covari-
ance matrix yuypcap, can be obtained.

Second, after Bob’s projective measurement, the covari-
ance matrix of the state can be given by

T
vepcasre = (Y255) (vinpcas, ® vrya) Y22, (12)
where Y% =1y @ Ip ® Iy @ Ic ® 14 @ Sgp, ® 6. To
calculate the second term of Eq. (4), we need to calcu-
late the symplectic eigenvalues of the covariance matrix
Yiupcarcs Which can be written as

mp T
YHMDCAFG = YHMDCAFG — O gypcarapt? oumpcarcs, (13)

where H = (X yX)MP is the symplectic matrix that rep-
resents the homodyne measurement on mode B, with X =
Diag(1,0), and MP stands for the Moore-Penrose inverse
of a matrix. The matrices Yyupcare, O’EMDC rae> and v
are the submatrices of the covariance matrix ygypcarGs,
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found using Williamson’s form of a covariance matrix. In
fact, for any N-mode covariance matrix y, there exists a
symplectic transmission S that can perform a symplectic
diagonalization so that

N X 0
Sys' = @1 |:0 )u:| ’ {10

where ; is the symplectic eigenvalues of the matrix |iQ2y],
with © being the symplectic form

Q:éva[_ol (1)] (17)

i=1

At this point, the Holevo bound can be calculated. There-
fore, one can obtain the asymptotic SKR under the source
monitoring from Egs. (1), (2), and (15). We provide a
detailed security analysis of the plug-and-play CV-QKD
scheme under the untrusted source model in Appendix A
and the trusted model in Appendix B.

IV. RESULTS AND DISCUSSION

Based on the theoretical models described above, we
present the numerical simulations in the asymptotical limit.
Typical parameters used for practical scenarios are cho-
sen: the channel attenuation coefficient ¢ = 0.2 dB/km,
the channel transmittance 7 = 10~%4/10 the detection effi-
ciency n = 0.5, the detector’s electronic noise v, = 0.1,
the reconciliation efficiency g = 0.95, the modulation
variance ¥, = 4, and the channel excess noise & = 0.04.
Moreover, the transmittance of the beam splitter used to
couple the noise with the signal is set at 75 = 0.99, and
the transmittance of the beam splitter for monitoring the
source noise is set at T, = 0.5.

Figure 3 shows the simulation results of SKR with
respect to transmission distance under the untrusted source
model (black dash-dotted line) and source monitoring
model (green dashed line). Here, the parameters charac-
terizing the source noise are set at £y = 0.01 and &5 =
0.02. One can find that the system performance under the

CV-QKD scheme under the untrusted source model (black dash-
dotted line), the source monitoring model (green dashed line),
and the trusted source model (red dotted line). The black solid
line corresponds to the standard PLOB bound [55]. The source
noises are set at £, = 0.01 and 8155"6 = 0.02.

source monitoring model is significantly improved in com-
parison with that under the untrusted source model. With
the above system parameters, the maximum transmission
distance is anticipated to be promoted by over 50%, and
the SKR is increased by more than 25% and 100% when
the transmission distance is longer than 50 and 65 km,
respectively. Note that no SKR can be generated when
the transmission distance exceeds 92 km with an untrusted
source. The above results are due to the fact that, with the
untrusted source model, the source noise is all ascribed to
Eve, which may pose an overestimation of Eve’s infor-
mation, thereby limiting the system performance. In the
source monitoring model with a strong modulation regime,
the source noise 5" introduced by Eve can be heavily sup-
pressed by attenuation of the signal. As a comparison, we
further calculate the SKR under the assumption that the
source noise is trusted, as depicted by the red dotted line
in Fig. 3. Here, the source noise is considered to be out of
Eve’s control and can be calibrated by the trusted parties,
which renders an optimistic overestimation of the system
performance.

It is worth noting that, in a practical plug-and-play CV-
QKD system, the source noise plays a crucial role in
determining the performance of the system, which may
have a large noise value caused by Eve’s disturbance.
To further show the effect, we perform simulations with
different source noise values. Here, considering the config-
uration of the plug-and-play CV-QKD scheme, we set 5*
as a variable while keeping ¢;; unchanged. The value of the
source noise 8?"6 is set at 0.02, 0.06, or 0.10. In Fig. 4(a),
we plot the comparison of the SKR for the untrusted source
model and source monitoring model. It is shown that the
plug-and-play CV-QKD system under source monitoring
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FIG. 4. Simulation secret key rate results for different source noise under the untrusted source model and the source monitoring
model. (a) The source noise with source monitoring is heavily suppressed. The red dashed line, green dashed line, and black dashed
line (from left to right) show the results for the untrusted model with the source noise e5*° taking the values 0.02, 0.06, and 0.10,
respectively, and the solid line shows the result for the source monitoring model. (b) Assuming that 20% of the source noise is
unsuppressed with different source noise £5*¢. The modulation noise &y is set at 0.01.

exhibits strong resistance to source noise due to heavy sup-
pression of the source noise ¢5°. In contrast, the system
performance with the untrusted source model is particu-
larly sensitive to the value of source noise 5, where
the SKR and transmission distance decrease dramatically
with the increase of 5¥¢. As an example, with £5*¢ being
0.06, no SKR can be generated at any distance beyond
43 km under the untrusted source model, and the key rate
at 25 km is less than 40% of that under the source monitor-
ing model. In a practical system, the source noise cannot be
completely eliminated in the regime of strong modulation
under the source monitoring. For a conservative estimate,
we assume that 20% of the source noise e5*° is not elimi-
nated with source monitoring, as shown in Fig. 4(b). One
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FIG. 5. Simulation results of the tolerable excess noise as a

function of transmission distance under the untrusted source

model (black dashed line) and the source monitoring model (red
solid line).

can find that, even in the case where the source noise
is not totally suppressed, the system performance under
the source monitoring is better than that without moni-
toring. From another perspective, the source noise of the
plug-and-play CV-QKD system can also be ascribed to the
side-channel effects [48,56-58], the negative influence of
which can be reduced or removed by applying modulated
coherent light on the side channel that is optimally corre-
lated to the modulation on the main signal. Figure 5 clearly
shows that the tolerance to excess noise (corresponding to
the null key rate threshold) for the plug-and-play CV-QKD

-1
o 10
i
=
<3
£ 10
Ke)
N
o
+~ -5
g 10
q.>)\. = = With trusted source, &, =0.001
- —7 | == With trusted source, &, =0.005 0
§ 10 " 1 == with trusted source, &, =0.01 \I\|
8 = With source monitoring, &,,=0.001 1l
n —9 | == With source monitoring, &, = 0.005 |:
10 = With source monitoring, ,,=0.01 :l
1
0 50 100 150 200
Distance (km)
FIG. 6. Simulation secret key rate results for different mod-

ulation noise under the trusted source model and the source
monitoring model. The green solid line, blue solid line, and red
solid line (from left to right) show the results for the source mon-
itoring model with the modulation noise ¢y, taking the values
0.01, 0.005, and 0.001, respectively. The green dashed line, blue
dashed line, and red dashed line (from left to right) show the
results for the trusted source model with the modulation noise
&y taking the values 0.01, 0.005, and 0.001, respectively.
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= With source monitoring, &,,=0.01
= = With source monitoring, &, = 0.005

=« With source monitoring, &, = 0.001

Secret key rate (bits/pulse)

0 5 10 15 20

V, (SNU)
FIG. 7. Simulation results of the secret key rate as a function

of modulation variance under the source monitoring model. The
transmission distance is fixed at L = 50 km. The red solid line,
green dashed line, and black dash-dotted line show the results
for the source monitoring model with the modulation noise &),
taking the values 0.01, 0.005, and 0.001, respectively. The cor-
responding optimal modulation variances are approximately 4,
4.18, and 4.35, respectively.

system under the source monitoring model is superior to
that of the untrusted source model.

The results depicted by the curve of Fig. 3 show a certain
gap in SKR and a transmission distance between the source
monitoring scheme and the trusted source model. Due to
the fact that the modulation noise &;, is still considered
as untrusted noise in the source monitoring scheme, it can
be predicted that the lower the modulation noise ¢;,, the
closer the performance using the source monitoring model
will be to that of the trusted source model. In Fig. 6, we
depict the simulation SKR results for different modulation
noise with £); = 0.001, 0.005, and 0.01 under the trusted
source model and source monitoring model. The results
depicted in Fig. 6 effectively agree with the trends of the
prediction.

Furthermore, in Fig. 7, we display the SKR as a func-
tion of the modulation variance for the source monitoring
scheme. Taking the simulation results of a 50-km trans-
mission distance with different modulation noise as an
example, it can be found that the larger the excess noise,
the smaller the span of the curve. Moreover, the optimal
modulation variance tends to increase with a growth in
the excess noise. Therefore, in practical QKD processing,
setting the appropriate modulation variance enables higher
system performance.

V. CONCLUSION

In conclusion, we have proposed an appealing real-
time source noise monitoring scheme for the plug-and-play
CV-QKD system. Here, a passive beam splitter com-
bined with a homodyne detector is used to monitor the
untrusted source on Alice’s side, and a VOA is used

to strongly suppress the excess noise caused by Eve’s
intervention on the source. We have established the cor-
responding entanglement-based model and analyzed the
security of the CV-QKD protocol under the source mon-
itoring scheme. The simulation results show that, for the
plug-and-play CV-QKD setup, the performance of the sys-
tem under the source monitoring model is significantly
improved, and tolerance to excess noise is enhanced com-
pared with that of the untrusted source model. The pro-
posed source monitoring scheme improves the security
and performance of the plug-and-play CV-QKD system.
The plug-and-play scheme has clear advantages over the
one-way scheme due to the feature of automatically com-
pensating for polarization drift and phase fluctuation dur-
ing long-distance transmission. The present study provides
a long-distance and high-key-rate solution for the plug-
and-play CV-QKD scheme, which will be helpful when
building high-performance quantum access networks in
the future.

It is worth noting that the phase reference used in coher-
ent measurement for source monitoring is sent from Bob to
Alice through the unsecured quantum channel. The noise
added by Eve before and after modulation may be corre-
lated to provide her with additional information advantage.
It is of great importance to conduct the practical secu-
rity analysis for the phase-reference attack in a more
detailed and quantitative way. We leave this task as a future
research topic.
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APPENDIX A: THE UNTRUSTED SOURCE

The plug-and-play CV-QKD scheme with the untrusted
source is shown in Fig. 8(a), and the corresponding
entanglement-based model is shown in Fig. 8(b). In
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this case, the mutual information can be derived from
Bob’s variance Vp and the conditional variance Vpy.
Since pup, £ E,s,5, 1S a pure state and the source noise
is controlled by Eve, one obtains S(pg, £,s,5,) = S(048,)-
Moreover, after Bob’s projective measurement, the state
PAEEyS,5,FG 1S also a pure state, thus S (pZIszsl 5) =
S(p4E:). As S(pE-) is independent of mp for the Gaussian
modulation CV-QKD protocol, Eq. (3) becomes
X (B : E\E»818:) = S(pas,) — S(Pirc) (A1)
where S(p4p,) and S(pp;) can be calculated from the
symplectic eigenvalues of the covariance matrices yy3,
and y, -, respectively.
The derivation process of the above two covariance
matrices is as follows. The covariance matrix y,p, of the
state p4p, can be expressed as

Vi \/TS(VZ—I) (o4

[TsV + (1 — Ts)Vs] I
PSR T JA TP~ Doz JTA—T(V = V)T [TsVs+ (1 — TN

\/Ts(w - 1) (o4

0 ~JU =T~ 1) oy

\/Vz—lGZ:|’ (A2)

Vi
yABO_[\/VZ—lOZ Vi

where I is the 2 x 2 identify matrix and o7 is the Pauli-Z
matrix. The covariance matrix y4p,s,s5, can be calculated
from

T
Yag,s,s, = (Y551) [vas, ® J/sosz]YBSIa (A3)
with Y251 = [, @ S?SS @ Is,, where S?g is
§BS _ VTg 1 V1 =Tg 1 (A4)
s T | T=T:1 JT5I |

Therefore, the covariance matrix y,43,s,s, can be expressed
as

VA =T (72 = 1) oy 0
VI =TV =V 1 /(1 - T3~ 1) o

\/ Ts(Vg — 1) [/
JTs(Va—1) oz Vs

(AS)

when the quantum signal travels through the quantum channel, assuming that an entangling-cloner attack is launched
by Eve, which could reach the Holevo bound with optimal Gaussian collective attacks. Therefore, the covariance matrix
corresponding to the state after transmitting through the channel can be given by

T
Vasy gy, = (Y22) [vam, @ VE,E, VP2,

with Y2%2 = [, @ SgISEo @ Ig,, where yg g, is

Vel

VEE, = )
T a1, vl

BS
and Sp’p, is

JT1

SBS —
ne = | JUT=T1 JT1

Therefore, the covariance matrix y,3, is obtained as

[ Vi
Y4B, =

VTT,(V2 — 1) oy
VTT,(2 =)oy [TTV+ T —T)Vs+ (1 =TV I

After Bob’s projective measurement, the covariance matrix of the state can be written as

T
vasr = (Y253) (yup, ® V%%{)YBS%

(A6)

-t (A7)
VI-TI } (A8)
} . (A9)

(A10)
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FIG. 8. (a) Simplified schematic for the prepare-and-measure model and (b) the corresponding entanglement-based model of the

plug-and-play CV-QKD system with the untrusted source.

with V2% = [, @ ngsF ® I, where yr,g is the covariance
matrix of the EPR state used to model the detector’s elec-
tronic noise with variance v. The matrix yp,c is given
by

y =|:U]I \/(U2—1)021| (ALl
FoG Vw2 =1o; vl '

To calculate the final part of Eq. (Al), one needs to
derive the covariance matrix y.. The matrix y,/%. can
be determined from

VirG = YAFG — 0 ipoH0urGs. (A12)
The matrix y4rG, 0}, and yp can be obtained by decom-
position of the covariance matrix

T

VAFG  O4rGB i| (A13)

YAFGB =
O4FGB VB

which can be derived from the transformation of the matrix
vasr in Eq. (A10).

As aresult, S(p4p,) can be calculated from the symplec-
tic eigenvalues A;» of y4p,, and S(pZ’,fG) can be calculated
from the symplectic eigenvalues A3 45 of y;5-. Thus, the
Holevo quantity can be expressed as

2 A= 1 > a—1
X(B:E1ExS18) = ZG ('T) — ZG <’T>
i=1 =3

(Al4)

The remaining calculational steps for the asymptotic SKR
for the plug-and-play CV-QKD with the untrusted source
are the same as in Sec. III A.

APPENDIX B: THE TRUSTED SOURCE

For comparison, we further analyze the situation when
the source noise is trusted, as shown in Fig. 9(a), and
the corresponding entanglement-based model is shown in
Fig. 9(b). In this case, the system S5, is out of Eve’s con-
trol. The mutual information is the same as in Eq. (2), and
the corresponding Holevo bound can be expressed as

X (B : E\Ey) = S(pg) — [ dmpp(mp)S(pp?).  (BI)

Since Eve is able to purify the system S;5,4B;, and
Bob’s measurement purifies the system S1S,AFG, the
Holevo bound can be written as

X (B : E\E2) = S(ps;5,48,) — S(05.5, 4rc)- (B2)

Here, S(ps,s,48,) can be calculated from the symplec-

tic eigenvalues Aj534 of yss,45,, and S(,o;"ff92 4FG) can

be calculated from the symplectic eigenvalues Asg 759 of
mp . .

Vs, s,4rG» Which can be derived as

mp _ T
V$,8,4FG = VS815,4FG — Oy, $,4FGH05,5,4FGB-

(B3)
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FIG. 9. (a) Simplified schematic for the prepare-and-measure model and (b) the corresponding entanglement-based model of the

plug-and-play CV-QKD system with the trusted source.

The matrices ys, s,4rG, 0, 5,4rGB, and yp can be determined
from the decomposition of the covariance matrix:

T
VS18,4FG O
192 S15,4AFGB , (B4)

VS18,4FGB =
0S,8,AFGB VB

which can be derived from the transformation of the matrix

T
Vsispanrc = (Y*°) [vs 5,8, ® Vrc1Y™, (B5)

where Y25 =I5 @ L5, 1, @ ng—o @ Is. Based on Egs.
(B3)~(B5), the matrix yS": 1;2 FG 1s obtained and its sym-
plectic eigenvalues can be calculated. Thus, x (B : E\E3)

can be calculated as
)-xe(*5)

X(B: ErEy) = Z G (
(B6)

Therefore, the asymptotic SKR can be obtained.

APPENDIX C: HETERODYNE DETECTION

For the plug-and-play CV-QKD scheme with hetero-
dyne detection, two quadratures are measured. The mutual
between Alice and Bob is given by

%
I(4:B) =log,—>

BlA

(ChH

The variance v =14 2v /(1 —#n) and the symplec-
tic matrix that represents the heterodyne measurement

on mode B [see Eq. (13)] can be expressed as H =
(yg +1I)~!. Based on the above changes, we calculate
the secure key rate under different situations, as shown in
Fig. 10. One can find that the simulation results of hetero-
dyne detection in the given parameters are close to that of
homodyne detection.

= With trusted source

= = With source monitoring
=« With untrusted source

Secret key rate (bits/pulse)
|

—_
S

0 50 100 150 200
Distance (km)

FIG. 10. Simulation secret key rate results with heterodyne
detection for the plug-and-play CV-QKD scheme under the
untrusted source model (black dash-dotted line), the source mon-
itoring model (green dashed line), and the trusted source model
(red solid line). The source noises are set at g = 0.01 and
efve = 0.02.
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