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Computational ghost imaging is widely used in classical cryptographic key distribution (CKD) because
its measurement and reconstruction are equivalent to the encoding and decoding of signals. Although the
measurement efficiency and key-generation rate can be improved by using snapshot compressive ghost-
imaging technique, it is still hard to deal with the risk of private key leakage. In this paper, we propose
a cascade snapshot CKD protocol over a public network. In each round of communication, multiframe
binary block diagrams embedded with cryptographic keys, Arnold transform parameters (derived from the
checksum data of recovered images in the previous communication), and users’ authentication information
are superimposed into one image frame that is measured within a single exposure of an array detector,
here the Arnold transformation is applied to randomly disrupt the previously used modulation patterns
according to the above parameters, which greatly enhances the nonstealability of private keys and makes
the temporary intrusion of a fake identity nowhere to hide. Both simulation and experimental results have
demonstrated the feasibility of this protocol and its ability to detect illegal attacks. We believe that the

introduction of the cascade idea will accelerate the practicalization process of snapshot CKD.
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I. INTRODUCTION

In the information age, information security is partic-
ularly crucial to ensure that information is not damaged,
altered, or leaked due to malicious attacks. In this field,
cryptographic keys (CKs) play a key role. Classical digital
CKs mainly rely on NP-hard mathematical problems. With
the rapid development of optical information technolo-
gies, optical CKs, which mainly rely on the randomness
of optical physical quantities [1-3], are gradually entering
people’s vision. For example, quantum secure communica-
tion [4—6] utilizes the uncertainty, measurement collapse
and nonclonability in quantum mechanics to ensure the
security of CKs. In recent years, the fiber-based quantum
key distribution (QKD) has been realized with a secure
distance of 833.8 km [7], and some measurement-device-
independent QKD schemes [8,9] have been developed
to close the detection-related security loopholes. To fur-
ther address the source-side security loopholes [10] and to
eliminate all modulator channels, a fully passive time-bin
encoding QKD system [11] has been proposed. However,
due to the high cost of laying quantum channels and the
low key-generation rate, quantum CKs are not suitable
for real-time ultra-long-distance multiparty communica-
tion and have poor adaptability and compatibility with

*Contact author: yuwenkai@bit.edu.cn

2331-7019/24/22(1)/014029(11)

014029-1

traditional public networks. Borrowing from the classical
Vernam’s “one-time pad” idea (where distributed CKs are
used only once and then discarded) and the asymmetric
encryption architecture [12—14] (which employs private
key and public key pairs), a computational ghost-imaging-
(CGI) [15-22] based public network cryptographic key-
distribution (CKD) protocol is proposed. The CGI evolved
from double-arm ghost imaging (GI) [23-28], and its
principle lies in the use of a programmable spatial light
modulator (SLM) to remove the reference arm, and then
using bucket (single-pixel) measurements to acquire the
total light intensities of the modulated light field, where
the object image cannot be retrieved from either the mod-
ulation patterns or the bucket values alone, but can be
recovered via the correlation between the two. The modu-
lation and reconstruction processes perform encoding and
decoding of the signal [29-31]. If the modulation pat-
terns are shared to the legitimate users in advance as part
of private keys, then in each communication the server
can send the encrypted bucket-value sequence to the users
over a public network, and each user, after receiving the
sequence, can combine it with the modulation patterns on
hand to reconstruct the original image and extract the dis-
tributed CKs [32,33]. If the private keys are secure enough,
then the whole protocol is secure enough. Since the CKD is
done directly over the public channels, it allows multiparty
communication and eliminates the risk of photon loss.
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Recently, many optimized schemes have been proposed
for CGI-based CKD, among which Zhao et al. [34] used
fractional Fourier transform to further encrypt the encoded
signal for the second time, enhancing the information con-
cealment; Zhang et al. [35] applied the Radon transform
to reduce the amount of data transmission and improve
the image-reconstruction quality; Yu et al. [36] and Zhang
et al. [37] exploited fragment pattern splicing and cumu-
lative visual cryptography to realize interactive authenti-
cation, respectively; Zhao et al. [38] and Yu et al. [39]
proposed to utilize quick-response code (QR) to increase
the key generation rate. However, these CGI-based CKD
protocols are based on single-pixel measurements and
can only encode a single image frame at a time, which
severely limits the key-generation rate. Additionally, the
private keys used in all communications are always the
same, and the encoding processes involved in two adja-
cent communications are independent of each other, which
limits the protocol security to a certain extent. Once an
illegal user intervenes halfway by forging the identity,
he or she can silently eavesdrop CKs in the subsequent
CKDs without the need to know the results of previous
communications, which is a serious security risk for the
protocol itself that should not be neglected. The above
problems seriously hinder the practicalization process of
optical CKD. In recent years, the development of snap-
shot compressive-imaging (SCI) technology has gradually
matured [40], which provides a new idea to solve the above
problems. This is because it allows an overlapping encoded
diagram of multiframe images to be recorded with a sin-
gle exposure of a low-speed array detector. In our previous
work [41], we have proposed a snapshot cryptographic
key-distribution (SCKD) protocol over a public network
with joint authentication, where the CKs and authentica-
tion information are embedded into multiframe color block
diagrams with fixed modulation patterns (private keys)
during each round of the CKD, and then the signal is
encrypted using multipixel single-exposure measurements,
which effectively improves the CK generation rate and
reduces the sampling time. However, private key leak-
age can lead to catastrophic security risks in the event of
identity impersonation. Imagine that if a transform is per-
formed on the modulation patterns, it allows the private
keys to be updated before each round of encoding, and can
build a bridge to link with previous CKD accordingly.

In this work, we propose a cascade CKD protocol over
a public network under the SCI framework, in which
the server embeds the CKs, Arnold transform parame-
ters and users’ authentication information into multiframe
binary block diagrams, and then takes a single-exposure
photo of the superimposed diagram. Each legitimate user
recovers multiframe block diagrams from the received
superimposed image [i.e., encrypted pattern (EP)] accord-
ing to the updated modulation patterns and extracts the
CKs. In this way, it also achieves a fast encoding and a

significant increase in the key-generation rate, inheriting
the advantages of the previous approach [41]. The color
block diagrams are replaced by binary ones to streamline
the encoding process. Here, we specifically design a cas-
cade mechanism based on the Arnold transform and embed
its parameters into the binary block diagrams to update
the modulation patterns for each round of the CKD. Here,
the parameters are taken from the checksum data of the
reconstructed results of the previous communication. The
protocol implements a cascade coding of the CKD, which
not only increases the nonstealability of the private keys,
but also leaves no room for the temporary intervention of
fake identities.

II. METHOD: CASCADE SNAPSHOT PUBLIC
NETWORK CRYPTOGRAPHIC
KEY-DISTRIBUTION PROTOCOL

A. Principle of snapshot compressive imaging

The SCI uses a low-speed camera to capture an inte-
gral image of video frames modulated by high-frequency
switching patterns, and then applies an algorithm to decode
these frames. In terms of the mathematical model, the
video frames do not require continuous changes.

In this paper, we build the cascade snapshot CKD proto-
col based on this measurement model. As shown in Fig. 1,
we use multiframe black and white block diagrams as the
image frames to be sampled, which contain multiple CK
extraction patterns (CKEPs) and a self-authentication pat-
tern (SP). Let each frame of the black and white block
diagram X; (i = 1,2,...,7) consist of { x n pixel units,
each of which contains u x v pixels (all of the same pixel
value). Then, the actual pixel size of the block diagram is

CKEPs SP

\

20

?

EP

Integral
measurements

Decoding algorithm

FIG. 1. Snapshot measurement process involved in our cas-
cade snapshot public network cryptographic key-distribution
protocol. CKEP, cryptographic key-extraction pattern; SP, self-
authentication pattern; EP, encrypted pattern; ©, matrix dot-
product operator.
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p X ¢, where p = ¢ x u and ¢ = n x v. Without loss of
generality, here we set { =n =8, u=v =39, and p =
g = 312. Each frame of the block diagram must be opti-
cally modulated individually, which means that 7-frame
block diagrams require t-frame different modulation pat-
terns ¢;. The camera records the overlapped image (i.e.,
EP) Y of the t-frame modulated diagrams within a single-
exposure interval, i.e., each pixel on the superimposed
image is actually the pixel-value integral result of the
7-frame modulated diagrams at that pixel. The pixel sizes
of X;, ¢;, and Y are all the same. The above measurement
process can be expressed by the mathematical formula:

Y=> g0k, (1)

i=1

where © stands for the matrix dot-product operator. The
expression in Eq. (1) can be rewritten by the following
vectorized linear equation:

y = ox, 2)

where y = Vec(Y) € R?7*! denotes a one-dimensional
(1D) measurement column vector reshaped from Y, Vec is
an operator for the vectorized representation of the matrix
(i.e., connecting the rows or columns of a matrix end to
end to form a column vector), and x = Vec(X) € Rr47x!
denotes the 1D column vector obtained by stretching the
multiframe block diagrams and stitching them together.
The measurement matrix ® € RP7*P4" follows a diagonal
array structure:

= [diag (Vec (¢1)) , ..., diag (Vec (¢:))],  (3)

where diag denotes the diagonalization operator, which
places the vector elements on the diagonal of a matrix,

g 0 -~ 0
0 ¢ --- 0

diagl)=| . . . .|, (4)
0 0 --- ¢

L is the length of the vector ¢. We can see that according to
the known quantities y and ® (with nonfull rank), solving
x is an ill-posed problem, and can be modeled as

. 1
& = argmax 2 ly — ®x|13 + g (x), (5)

where XA is a parameter to balance the fidelity term and
the implicit prior g(x), and || - ||§ denotes the square of
the /, norm defined as ||« |13 = ij_v:l lk; |, N is the length
of the vector x. Noting that the block diagrams are usu-
ally sparse or compressive, we can use compressed sensing
algorithm to solve the problem. The algorithm used here is
total variation minimization by augmented Lagrangian and
alternating direction algorithm (TVALS3) [42].

B. Arnold transformation

The Arnold transformation has the advantages of low
computational cost, large linear mapping space, and easy
implementation, and has been successfully used for image
encryption [43,44]. Performing the Arnold transform on a
matrix is equivalent to rearranging the element positions in
this matrix. Assuming p = ¢, the Arnold transform can be
written as

Xm+1 | _ 1 b

Ymy1|  |a ab+1
where x,,, ¥, and x,,11, ymy1 denote the pixel positions
before and after performing the Arnold transform, respec-
tively; a and b are the transform parameters; m is the
number of times the Arnold transformation is performed,

taken as 1 in this work; S = p = ¢; and mod represents the
modular operation.

} Bz] mod (S), (©6)

C. Cascade mechanism

The cascade process of this protocol is illustrated in
Fig. 2. Since each block diagram corresponds to a modula-
tion pattern, in the first round of communication we embed
the parameters a and b of the Arnold transform correspond-
ing to each modulation pattern into each-frame CKEP. The
parameter-embedded block diagrams are then encoded by
the initial keys (modulation patterns, also regarded as part
of private keys) according to the SCI measurement model,
and the encrypted superimposed image is transmitted over
the public channels to legitimate users.

In the second round of communication, both the server
and legitimate users first perform the Arnold transform on
the modulation patterns using the transformation parame-
ters extracted from the decoded multiframe block diagrams

Arnold-
transformation j——
parameters

Embed ‘
I ’ i Integral
measurements

Arnold- Embed
transformation ‘
parameters

Integral
measurements

i:}*ﬂ ’

i)

[OF Matrlx dot-product operator

”n

P Arnold transformation

FIG. 2. Schematic diagram of cascade mechanism. The
Arnold transformation parameters embedded in the subframes
will be extracted and fed into the Arnold transformation to
update the modulation patterns to be used in the next round of
communication.
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of the first round of communication, and the new mod-
ulation patterns after the transformation will update the
private keys. The server likewise needs to embed the next
set of the Arnold transform parameters into new CKEPs,
then encode all the block diagrams with the updated mod-
ulation patterns, and retransmit the EP to the users. The
above operations need to be repeated for each subsequent
communication.

The modulation patterns used in each communica-
tion need to be updated accordingly based on the
transformation parameters obtained from the previous
communication, establishing the connection between two
back-and-forth communications, which is called cascad-
ing. In this way, the memory can be used as the decoding
basis for the current CKD. In addition, this mechanism
allows the server and legitimate users to share the initial
keys only once but ensures that the modulation patterns
used in subsequent communications are different from each
other. When an illegal attacker intervenes by impersonat-
ing the identity, even if he or she steals the private keys,
he or she will still be unable to decipher the subsequently
distributed CKs without knowing the decoding results of
the previous communication, which greatly enhances the
security of the protocol.

D. Cascade snapshot public network cryptographic
key-distribution protocol

As shown in Fig. 3, our protocol consists of three parts:
(1) preparation of initial keys; (2) cascade encoding of
block diagrams and distribution of encrypted signals over
the public network; and (3) users’ authentication with CK
and next Arnold-transformation parameter extraction.

Part I: preparation of the initial keys

(1) Initial private key sharing. The server needs to gen-
erates ¢ sets of initial private keys and distributes them
to ¢ legitimate users via absolutely secure private media
(e.g., flash card or U-shield). The initial private keys for
each user contain T modulation patterns each of p x ¢ pix-
els, random seeds, etc. For simplicity and without loss of
generality, we set ¢ = 4 here.

(2) Initial Arnold-transformation parameter embedding.
In the first round of communication, the server assigns dif-
ferent Arnold-transformation parameters a and b to each
frame of CKEP and embeds them into it.

Part II: encoding of block diagrams and distribution of
encrypted signals over the public network

(1) Private key update for current communication. In the
first round of communication, the user decodes multiframe
block diagrams based on the initial private keys on hand,
using a fixed region of pixel units in each CKEP frame to
extract the parameters a and b needed for the next round of
the Arnold transform. In the second round of communica-
tion, both the server and legitimate users need to perform
the Arnold transform on each frame of the modulation

Initial key sharing

Server g{

Private
Random 0-1 patterns {(p}l s media
I R U R R } } cee }
el sai Tnitiallkeys v & v
AT parameters {a},, {6}, i~ User1 User2 User ¢
{d) ), .. e, (o) {a}o 0}
i, (o}, b, 12,
First round of communication
AT
For the server and all the legitimate users: {(P,/}“ —— {(0,’ }I
far}, + {27}
0 (]
Server g{ } -
CKs and AT parameters {a,/}I, {b/}l il s User j
channels ;
FB!'J {W, }|+ EP/
SPs l] E E]i g Decoding
R R Encrypted
ﬁ @ EE‘ CKEPs signals CKEPs+SP,

{w,'},l (o7 }l {(/),’}II Optical EP; ISP, is correct

modulation

CK, + {a,’ }‘+ {b,"}1

Second round of communication

AT
For the server and all the legitimate users: {(ﬂ,’}l -{(ﬁ,/}:

far},+ (o1},

.
.
.

FIG. 3. Schematic diagram of snapshot cryptographic key-
distribution protocol with cascade mechanism over a public
network. CK, cryptographic key; AT, Arnold transformation.

pattern using the extracted parameters to update the private
keys.

(2) Block diagram preparation and embedding of the
Arnold-transformation parameters. In each round of com-
munication, the server needs to prepare T — 1 frames of
CKEPs and one frame of SP (containing the user’s iden-
tity information) to be sampled, and there are T frames
of block diagrams in total. Then, the server embeds the
Arnold-transformation parameters a and b extracted for the
current transform into a specific pixel region of each frame
of CKEP, respectively.

(3) Encoding and public network distribution. The
server performs high-frequency modulation on the pre-
pared block diagrams using the updated modulation pat-
terns, and single-exposure records the overlapped image
(i.e., EP), which is then converted into a one-dimensional
binary bitstream and sent to the corresponding legitimate
user over the public network.

Part III: users’ authentication with CK and next Arnold-
transformation parameter extraction

(1) Decoding of multiframe block diagrams. After
receiving the encrypted one-dimensional binary bitstream,
each user needs to convert it into EPs. Except for the first
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round of communication where the initial private keys are
used for decoding, in all other communications each user
utilizes the updated private keys for decoding, to obtain
all the CKEPs and SP. Here, to improve the quality of the
decoding, the transcoded EP needs to be smoothed.

(2) Users’ self-authentication and extraction of CKs and
transformation parameters. Each user can verify that his or
her respective identity information is correct by referenc-
ing the decoded SP. If it is correct, the user can proceed
to extract the CKs and Arnold-transformation parameters
from the decoded CKEPs. If not, a new round of the CKD
will be performed.

E. Details for extraction of the CKs and
Arnold-transformation parameters

The guidelines for extracting the CKs and Arnold-
transform parameters are illustrated in Fig. 4. To exem-
plify, Figs. 4(a)-4(b) and 4(c) present the CKEPs and
SP prepared for user 1, respectively, while Fig. 4(d)

(a) m(b) (c) a(d)
ﬁ_:(e)i i (f)I I

Ho If:'h-l]" ()]
o 0 0 u“l]() 1] 1| q 1 0
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0} 1 T[] 1[0 i
v v
[001011110110 +++ 001001101011 ] [100010100110 -+ 101100001001 |
lDisrupt lDismpt
[011000110111 ++- 101110010100] [011100100010 -+- 101000100011

|a,‘:1591, wee,al, =2966, :(a‘>| |h,‘ =2595, -+-, b\, =1826, b}, :(b‘)|

Arnold-transformation parameters
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01011, =, 10010 | |11, .18 os[Fl3[Na1]v]29ls|i [+ s”
10011, -, 11101 | [27,--,20]  i[06]G14]O[22{WI30]% )i "G - s |
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Cipher Table Cryptographic
keys

FIG. 4. Extraction rules of the CKs and Arnold-transformation
parameters. (a)—(c) are the original CKEPs and SP, respectively,
and (d) is the EP. (e)«g) are the smoothed images of the CKEPs
and SP after decoding. (h)<j) are the corresponding binary
matrices of (e)}«g), in which (h)~(i) are used for the Arnold-
transformation parameter and CK extraction while (j) is used for
self-authentication.

shows the EP obtained by integral sampling. The cor-
responding decoded CKEPs and SP are provided in
Figs. 4(e)-4(f) and 4(g), respectively. These results should
be converted into binary block diagrams by smoothing
operations, as shown in Figs. 4(h)}4(j). When verify-
ing the accuracy of the self-authentication block diagram
[see Fig. 4(j)], the user can extract the CKs and Arnold-
transformation parameters from the smoothed CKEPs [see
Figs. 4(h)}-4(1)].

The method for extracting the transformation param-
eters is clearly described as follows. Each CKEP frame
contains 12 binary digits in its green box and there are
12(r — 1) binary digits in T — 1 frames of CKEPs. The
12 bits in each CKEP are arranged in consecutive order
and form a spatially contiguous segment within the CKEP
frame. To enhance security and prevent the possibility
of machine-learning image matrix completion guesswork,
these bits are randomly scrambled according to the pre-
shared random seed in the initial private keys. The binary
bits are in groups of 12 bits and there are T — 1 groups
in total. After converting the 12 bits in each group to
decimals, each user gets 7 — 1 decimals. These decimals
are then averaged and rounded up to produce the tth
decimal number. In this way, t decimal numbers corre-
spond to the total number of modulation patterns, and
each decimal number is regarded as the parameter a of the
Arnold transformation performed on each modulation pat-
tern. Similarly, each user can also extract the parameters b
from the red boxes of the CKEPs.

The CK extraction rules are given as follows. The binary
numbers in the blue rectangle of each CKEP frame are
used to extract the CKs distributed in this round of com-
munication. Every 5 bits are grouped together, no need to
disrupt, will correspond to 0 ~ 31 decimal numbers. We
have designed a 32-cipher table consisting of 26 uppercase
letters and six special characters, as shown in Fig. 4. Here,
each frame of CKEP consists of 8 x 8 pixel units, the first
five rows of which can be used for key extraction. In the
same 5-bit region of the CKEPs, there are a total of T — 1
5-bit groups, and these groups can be concatenated into a
row. The T — 1 5-bit groups in the next region of CKEPs
are concatenated to form a second row, and so on, until
a complete array of bits is formed, which is then trans-
lated into a character matrix of 8 x (z — 1). This matrix is
stretched into a distributed CK string in row-major order.

Since the CKEP is a block diagram, there will be some
connected blocks. Therefore, there is a certain possibil-
ity that the 12 bits in the green box and the 12 bits in
the red box of each frame of the CKEP can be guessed
according to the correct adjacent blocks or rows by using
machine-learning-based matrix completion. As mentioned
earlier, we use the strategy of randomly disrupting these
bits according to the preshared random seed in the initial
private keys to eliminate this effect. Of course, the illegal
attacker can also use machine learning in the same way
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to guess the remaining bit region of each CKEP frame.
But, under our cascade strategy, the attacker is not able to
fully access the updated modulation patterns of the current
CKD, which will be proved later in Sec. IV A. It means
that the attacker cannot decode exactly the correct CKEPs.
And machine-learning-based matrix completion must rely
on the correct bits, which is the critical point. The situation
where the adjacent blocks or rows are correctly guessed
is only possible when the number of bits to be guessed
is small. However, there are a large number of bits used
for CK extraction, the attacker cannot know which bits are
correct, even if he or she decodes a result close to the cor-
rect CKEP. Then, the attacker can only guess [], C}, times
to extract the CKs from 40 bits in each frame of the CKEP,
C is a combinatorial notation, i = 1,2,...,39. This is an
extremely large number of exhaustions, and each of which
will consume the computation time of machine learning
once. In addition, checking the authenticity of the results
of machine-learning-based matrix completion can be done
in nonpolynomial time. Given this, the bits (even with-
out disrupting) used to extract the CKs cannot be guessed
by using machine-learning methods, which ensures the
security of the extracted CKs.

III. EXPERIMENTAL RESULTS

The optical configuration of the snapshot acquisition
used by the server is shown in Fig. 5. The thermal light
emitted from a tungsten halogen lamp is expanded and
collimated onto reflective object frames, which are then

Multiframe objects

CKEPz1 SP

CKEP: CKEP:

Beam
expander

Tungsten halogen
lamp

FIG. 5. Experimental setup of our protocol. The thermal light
illuminates the reflective object image frames, which are imaged
onto a digital micromirror device (DMD) and finally captured by
a charge-coupled device (CCD) within a single exposure.

imaged onto a digital micromirror device (DMD), and
finally imaged onto the detection surface through an imag-
ing lens. The server uses a camera to sample the modulated
light field integrally within a single exposure. Without loss
of generality, we set 7 = 12 here. Since there is a need to
quickly switch between 11 frames of CKEPs and 1 frame
of SP, an easy way is to use another DMD to act as a
display of object frames. During synchronization, it is nec-
essary to display 12 object image frames in sync with the
modulation patterns and to display them all within a single-
exposure time interval. As the bottom edge of the DMD is
at a 45° angle to the horizontal plane, the image captured
by the camera is a rhomboid pattern that must undergo a
series of image preprocessing operations such as rotation,
transposition, and stretch distortion correction before being
converted to a binary bitstream and sent to legitimate users
over public channels.

It is worth mentioning that the snapshot compressive
GI system can be expressed by Eq. (1), and using Eq. (1)
to directly generate the EP seems much easier and more

CKEPs SPs
Ground - - "
truths | ﬂ
Decoded » | ¥
User 1 .
results % . | ¥
Smoothed - - "
maces ) ol
Ground 5 |
truths ﬁﬁ T '-.E ﬂ I__
| | | | "
Decoded - ﬁt ¥ m‘
User2 | resulis h - :¥ ‘nY r-"
Smoothed
et o i
| | | | "
Ground
truths - [ ] .
D e L+, .
o ! RIS - R
results ‘ l"; 4l
Smoothed
images 1 A -
Ground -_ I i
truths : - |
Decoded | B .
s o ERERE I L2
results ! i‘ el
Smoothed el i
images E : ks

FIG. 6. Experimental results of CKEPs and SPs reconstructed
by four legitimate users. Here, we present the ground truths,
decoded results, and smoothed images of four users.
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stable, but the measurement model is relatively fixed and
there is a potential possibility that the modulation pat-
terns are partially guessed. In contrast, with the snapshot
compressive GI system, the actual integral measurement
process inevitably involves the impact of a number of fac-
tors, such as optical convolution, point-spread function,
optical defocus, lens aberration, turbulence, temperature
drift jitter of the light source, stray light, camera bit depth,
pixel grayscale value discretization, and so on. These are
very complex optical and electrical interactions, and many
of them have no fixed exact physical models and cannot
be imitated by computer simulation. With these com-
plex interactions, it becomes more difficult for the illegal
attacker to guess the private keys including the modula-
tion patterns from the EP, which significantly increases the
security of the whole cascade CKD protocol. This is the
reason why we use the snapshot compressive GI system
here instead of directly using Eq. (1) to generate the EP.

For demonstration purposes, we collected data for four
users. The original, decoded, and smoothed images of 11-
frame CKEPs and one-frame SP in each group are shown
in Fig. 6. It can be seen that the smoothed SPs all match
with the original SPs perfectly, indicating that the self-
authentication is successful, and at this point the users can
perform the subsequent extraction operations of the CKs
and Arnold-transform parameters.

IV. SECURITY ANALYSIS AND ATTACK
DETECTION

A. Security analysis of private keys

The next step is to prove the security of this protocol.
We assume that Eve, the eavesdropper, can listen to the
bitstream transmitted over the public network and is able
to employ all advanced techniques to steal the distributed
keys. Since the private keys are inaccessible, Eve can only
guess them by brute-force exhaustion. Taking ¢ = 12 and
p =g =312 used in this paper as an example, if Eve
wants to correctly decode 11 frames of CKEPs and one
frame of SP distributed for a single user, he or she must
accurately guess 12 frames of 0—1 312 x 312 modulation
patterns, which requires 2312x312x12 ~ 10351642 exhaustive
attempts. Each attempt must be verified by decoding the
image frames, and all the attempts will take much more
time than a single communication time. Moreover, this
protocol is in one-time pad and cascaded, in each round
of communication, the CKs to be distributed are different
and the private keys are updated in real time, so even if
Eve is lucky enough to guess the private keys correctly
once, he or she will have to reguess the private keys again
in the next round of communication, so this protocol is
sufficiently secure.

Now, let us imagine that there exists a very dangerous
situation: Eve knocks out one of the legitimate users (e.g.,
user 2) and directly loots the private keys held in his or

her hand. Since the random seed used in our protocol can
generate only the current random sequence in one direc-
tion, and cannot inversely reacquire the random sequence
already generated in the previous round of communica-
tion, Eve cannot know about the previous disrupted order
of the bits generated by the random seed. Given that the
private keys are updated in cascade in each round of com-
munication, Eve must guess all the Arnold-transformation
parameters a and b to be used in the current round of com-
munication. There are 12 sets of the Arnold-transformation
parameters in total. Since the last set of parameters is
obtained by averaging, it is only necessary to accurately
guess 11 sets of parameters a and b. In the demonstra-
tion example given above, each parameter corresponds to a
12-bit binary number with 2'? possibilities. So to guess all
the parameters correctly, Eve will have to search exhaus-
tively at most (2'2)?2 ~ 107 times. Here again, Eve has
to decode the image frames so as to judge whether the
guess is successful or not according to the corresponding
decoding results. However, the recovery process of single-
exposure compressed imaging is an ill-posed problem, thus
applying any reconstruction algorithms is faced with an
extremely high computational complexity. At present, the
most powerful computing units, such as supercomputers
and quantum computers, are effective for special algo-
rithms, but are ineffective in speeding up the solving of
this kind of ill-posed problem, and completing the decod-
ing of several image frames within 1 ms is already at their
upper speed limit. By this extrapolation, the time for Eve
to validate all the parameters is at least 107 x 107° s =
107 s ~ 3 x 10% years, and this time spent is still very
impressive. This makes it impossible for Eve to continue
eavesdropping on the distributed keys by pretending to be
someone else.

Certainly, Eve can also use other advanced techniques to
minimize the number of exhaustive guesses. For example,
Eve can complement the pixel units used to extract trans-
formation parameters by matrix filling or machine learning
based on the partially known correct pixel units. Since the
filling process is algorithm dependent, there is no guaran-
tee that the values of the filled pixel units are correct, but
the number of exhaustive guesses can be reduced to some
extent. It should be noted that this is a relatively extreme
case, and in fact Eve is not sure which pixel-unit values are
correct in the image frames he or she reconstructs. It makes
no sense to fill in or extrapolate neighboring pixel-unit
values by assuming the correct ones. In addition to this,
Eve could certainly start with the probability distribution
of the Arnold-transform parameters. For example, 11 sets
of transformation parameters a and b extracted from the
CKEPs take values ranging from 1 to 22 — 1, following
a random distribution, thus the mean values of the param-
eters a and b are predicted to be around 2048. With the
help of this prior knowledge, Eve can reduce the number
of exhaustive guesses. It should be noted, however, that
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the above assumptions are only valid in the large sam-
ple space, when the number of image frames is small, the
parameter averages will also exhibit a large random fluctu-
ation, making it difficult for Eve to further narrow the range
of exhaustive parameter values. Moreover, the server can
also make the parameter mean deviate from the theoreti-
cal statistical mean estimate by artificially designing each
subframe. The transformation parameters obtained through
exhaustive guesses require image reconstruction for verifi-
cation, which is still much more time consuming than each
communication time.

During Eve’s guessing of the Arnold-transformation
parameters, it is quite possible to have a set of guessed
values that are very close to the true values. We show in
Fig. 7 the reconstructed CKEPs and SPs (corresponding to
user 2) using the transformation parameters with different
accuracies. The numbers in the green and red boxes are
the binary sequences of the parameters a and b, respec-
tively, with the erroneous binary bits marked in blue. In
the first major row, Eve reconstructs CKEPs and SP by
using the parameters that are significantly different from
the true values, but fails. In the second and third major
rows, Eve guesses the vast majority of the binary bits in «
and b, with the incorrect bits occurring in the high and low
bits, respectively; the decimal numbers converted from the
latter are closer to the true values, but any inconsistency
in the parameter values leads to significant deviations in
the reconstruction results. The fourth major row gives the
reconstructed results using the correct parameters a and
b as a reference for comparison. It can be seen that Eve

CKEPs
"1 ‘ "1
Errors occur on o i ™
random bits | [010010111111] \0(01011)\\\\0\ \omouo 10010]
[110011010001] [o11111001111 [1oo100111111]
. -
Errors occur on % I H Bt i L
the first few bits \(;11001111010\ [100000100000] | [001010001000]
\101110000101\ \000111100001\

[101110001100]

AP |

[010000100000]

Errors occur on
the last few bits

\111001111110\

\011010001010\

[100110000111] [001110001000] | [000111100111]

H"‘f _ L | [.. I_

| F=r i -] o bl | el
Without attacks il - .

[111001111010] [010000100000]  [011010001000]

[100110000101] [001110001100]  [000111100001]

[ : binary number of a [ : binary number of 5

FIG. 7. Experimental results of CKEPs and SPs reconstructed
by different Arnold-transformation parameters. We show the
decoded and smoothed results in cases where errors occur on ran-
dom bits, on the first few bits and on the last few bits, as well as
with no attacks.

has to guess all the Arnold-transformation parameters cor-
rectly to reconstruct the subframes accurately. Meanwhile,
Eve is unable to determine the closeness of the guessed
parameters to the true values based on the reconstruction
results, and has no way of knowing exactly which bits
are guessed correctly or incorrectly, so he or she can only
perform brute-force exhaustion. Consequently, this pro-
tocol excludes the possibility of adjusting the bit values
according to the reconstruction results using the guessed
parameters, to reduce the number of exhaustions.

In summary, since the modulation patterns and Arnold-
transformation parameters are regarded as private keys,
they are absolutely secure and cannot be stolen by Eve.
This mechanism guarantees the security of the CKD.

B. Anti-interference analysis

Next, we will analyze the attack detection capabilities
of this protocol. Since only the encrypted signals are trans-
mitted over the public network, we only need to discuss
the various attacks imposed on the bitstream. The physi-
cal attacks, such as channel cutting or hacking, will not be
discussed here, as no protocol can withstand such kinds of
attacks. Without loss of generality, we take the bitstream
of the experimentally measured data of user 2, EP,, as the
target of the attack.

With respect to the EP, bitstream, Eve can perform
a global attack on the entire sequence or a local attack
on a small segment of the sequence. The attacked bit-
stream is rearranged into a 312 x 312 image, from which
a SP can be decoded, as shown in Fig. 8. In the green
dotted box of Fig. 8, we show the results without any
attacks [see Figs. 8(al)-8(a3)] as a reference compari-
son. We present the results under four different global
attacks in the brown dotted box of Fig. §, including com-
pletely disrupting the order of the entire sequence [disor-
dering, see Figs. 8(b1)-8(b3)]; forging a new sequence to
replace the original one [forging, see Figs. 8(c1)-8(c3)];
setting a threshold by which the converted decimal val-
ues greater than the threshold are set to 1 and the rest
to O [binarization, see Figs. 8(d1)-8(d3)]; and expanding
the length of the entire sequence to 101% of the original
one by interpolation, and then cutting out a new bitstream
sequence of the same length as the original one [resizing,
see Figs. 8(e1)-8(e3)]. We can see from Figs. 8(b1)-8(el)
that the reshaped 312 x 312 images, after being subjected
to the global attacks, have deviated significantly from the
original EP, image. This is because every bit value in
the bitstream sequence has been changed, and the image-
reconstruction results will inevitably be severely affected,
allowing legitimate users to easily detect the presence of
an attack based on the smoothed SPs.

Compared to the global attack, the local attacks are
harder to detect because they are only imposed on
some small segments of the EP, bitstream sequence.
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I Disordering

b2 e @)

@) |
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I
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FIG. 8.
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@)  (h2)

L1511
F PR,
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Results under different attacks. (al)~(a3) are EP,, corresponding decoded image and smoothed image without attacks.

(b1)~b3), (c1)(c3), (d1)«(d3), (el)(e3) are EP,, decoded image and smoothed image under global attacks, including disordering,
forging, binarization, resizing attacks. (f1)f3), (g1)+(g3), (h1)~(h3), (i1)«i3) are EP,, decoded image and smoothed image under

local attacks, including deleting, inserting, repeating, adding attacks.

We show the results under the local attacks in the pur-
ple dotted box of Fig. 8. The local attacks employed
here include deleting a fragment of the bit sequence
[deleting, see Figs. 8(f1)-8(f3)]; inserting a sequence
of consecutive random bits at a given position [insert-
ing, see Figs. 8(gl)-8(g3)]; repeating a sequence of
bits once and shifting the subsequent sequence of
bits backwards [repeating, see Figs. 8(h1)-8(h3)]; and
adding a single value at several random positions of
the bitstream sequence and shifting the subsequent bits
backwards accordingly [adding, see Figs. 8(i1)-8(i3)].
Since only some small segments of the EP, bitstream
sequence are attacked, the reshaped 312 x 312 images [see
Figs. 8(f1)-8(il1)] appear very close to the recovered SP
without attacks [as shown in Fig. 8(al)]. However, based
on the smoothed SP results, users can still easily detect
the presence of an attack. Once when the legitimate user
detects the attack from Eve, he or she will immediately dis-
card the distributed CKs in this round of communication,
notify the server and the intermediary of the existence of
the attack, and request to initiate a new round of the CKD.

It can be seen that this protocol can easily detect the
existence of illegal attacks. The nonstealability of the pri-
vate keys and the robustness of the authentication mecha-
nism provide double insurance for the CKD, which greatly
improves the security of the protocol.

C. Antinoise capability analysis

In the actual encrypted optical signal acquisition pro-
cess, measurement noise, and transmission channel noise
are unavoidable. The presence of such noise will affect

the decoding quality of image frames, which in turn will
affect the accuracy of authentication, CKs’ and Arnold-
transformation parameters’ extraction. It is therefore nec-
essary to analyze the performance of the protocol against
noise. Here, we add white Gaussian noise with a standard
deviation o changing from 50 to 200 in intervals of 50 to

|

| White Gaussian

| noise with different
} standard deviations

CKEP

Sp

FIG. 9. Antinoise performance test by adding white Gaussian
noise with a standard deviation ranging from 50 to 200 in inter-
vals of 50 to simulated acquired EP,. The case of 0 = 0 is treated
as a reference.

014029-9



YU, WANG, and SHANG

PHYS. REV. APPLIED 22, 014029 (2024)

the simulated acquired EP,, to evaluate the noise resistance
of the protocol.

In Fig. 9, we take the first CKEP and the SP of user 2 as
observing subjects. We can see from the results that both
of them can be accurately recovered when o < 200. This
is particularly evident when o = 150: the reconstructed
CKEP and SP are still free of error points after smooth-
ing, although the effective signal of the EP is submerged
in noise. However, when o = 200, the noise fluctuation
is more significant, further degrading the reconstructed
results and eventually leading to an error point in the
smoothed CKEP and SP. Here, we use the peak signal-to-
noise ratio (PSNR) [26] as a quantitative metric to evaluate
the image quality. The decoding results demonstrate that
our protocol is able to function even in extremely harsh
and noisy environments, and has an ultrahigh noise immu-
nity. This advantage makes the protocol highly applicable
to practical optical CKD tasks.

V. CONCLUSION

In conclusion, we propose here a cascade SCI-based
CKD protocol over a public network. In this protocol,
multiple image frames are encrypted by using updated
modulation patterns and superimposed into a single image
frame to be recorded within a single exposure, which not
only improves the encoding efficiency and CK genera-
tion rate, but also reduces the storage capacity of private
keys and the computational burden of decoding. In the
key-distribution process, we use a cascading mechanism,
where parameters are extracted from the checksum data of
the decoding results in the previous round of communica-
tion, and fed into the Arnold transformation to randomly
scramble the modulation patterns previously used. This
allows the modulation patterns employed in each CKD
to be updated in real time, improving the nonstealability
of private keys and making the temporary intervention of
fake identity nowhere to hide. Both simulation and exper-
imental results have demonstrated the feasibility of this
protocol. Through self-authentication, legitimate users can
immediately and effortlessly detect the presence of an ille-
gal attack (this paper provides examples of four global
attacks and four local attacks). We also provide an in-
depth analysis and justification of the protocol’s security
and noise resistance. In a nutshell, the proposed proto-
col provides a new idea of cascading for optical CKD,
and offers technical support and guarantee for it to move
towards practical applications.
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