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A recently proposed fully passive quantum key distribution (QKD) removes all source modulator side
channels. In this work, we combine fully passive sources with measurement-device-independent (MDI)
QKD to simultaneously remove side channels from source modulators and detectors. We show a numerical
simulation of passive MDI QKD, and we obtain an acceptable key rate while achieving much better
implementation security, as well as ease of implementation, compared with a recently proposed fully
passive twin-field QKD, paving the way towards more secure and practical QKD systems. We prove that
a fully passive protocol is compatible with MDI QKD and we propose a novel idea that can improve the

sifting efficiency.
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I. INTRODUCTION

The laws of quantum mechanics ensure theoretically
secure communication using quantum key distribution
(QKD) between two parties [1,2]. However, practically
implementing QKD systems is still a challenge due to
the lack of perfect equipment [3—7]. Hence, physicists
have been working on eliminating side channels arising
from these imperfections. The concept of measurement-
device-independent (MDI) QKD, introduced in 2012, is
automatically immune to attacks on detectors. In other
words, it completely removes the risk of side channels at
detectors [8].

To perform MDI QKD, the two verified users, Alice
and Bob, desire to communicate and send signals to a
third party, Charlie. Charlie can even be untrusted, and
he should perform a Bell state measurement and publicly
announce the successful outcomes. The decoy-state anal-
ysis technique [9—11] could be used when there are no
available single-photon sources. A review of MDI QKD
can be found in Appendix A [8].

While side channels from the detector side can be
eliminated, sources remain a vulnerable part in QKD
implementations. Active modulations on laser’s phases or
intensities are one of the vulnerabilities in the sources.
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Specifically, they may either leak information directly to
an eavesdropper or compromise the security of the decoy-
state analysis. Meanwhile, an eavesdropper may hack the
information using, for example, a Trojan-horse attack or
pattern effect [3,6].

A fully passive QKD protocol proposed in 2022 [12,13]
offers a way to remove side channels from the source mod-
ulator, so that the abovementioned vulnerabilities can be
prevented. In the recently proposed fully passive QKD,
the fully passive source setup is essentially a combina-
tion of a passive decoy-state and a passive encoding setup
[12]. A passive decoy state [14,15] uses a 50:50 beam
splitter (BS) to interfere with two incoming signals; the
intensity of the output signal is determined by the phase
difference of the incoming signals while maintaining a ran-
domized global phase. In the passive encoding setup [15], a
polarizing beam splitter (PBS) is used. The polarization of
the output signal is determined by the phase difference of
the two incoming signals, again with a randomized global
phase.

The fully passive QKD source setup is shown in Fig. 1
[12]. Each user prepares four laser sources with inde-
pendent random phases; the pairwise phase difference
determines the intensities of the two arms. Subsequently,
the phase and intensity difference of the two arms yield
an output with random polarization. This output can be
represented by a state on a Bloch sphere [12]. The signals
coming out of the fully passive source can then be postse-
lected by users to perform QKD [12].
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FIG. 1. Fully passive MDI-QKD setup. Alice and Bob each
possess a fully passive source, and Charlie possesses the usual
MDI measurement device. The fully passive sources and Char-
lie’s setup are reproduced from Refs. [12] and [8], respectively.
Figure is reproduced with modifications from Fig. 1 in W. Wang
et al., Phys. Rev. Lett. 130, 220801 (2023) with permission.
Copyright 2023, American Physical Society.

It is a natural progression to consider combining MDI
QKD with passive QKD, in order to ensure that both detec-
tor and source modulator sides can simultaneously avoid
side channels. This notion inspired this work, which we
have named passive MDI QKD. This work mainly entails
the following key contributions. (1) In this work, we gen-
eralize the fully passive source proposed in Ref. [12] to
MDI QKD. Since MDI QKD involves single-photon pairs,
it is nontrivial to apply the decoy-state analysis based on
passively prepared mixed states to MDI QKD; we present
a proof to show that decoy-state analysis is applicable to
fully passive MDI QKD. (2) We develop a new channel
model for fully passive MDI QKD that caters for arbitrary
source state polarizations on a Bloch sphere [i.e., per-
fect polarizations undergoing arbitrary three-dimensional
(3D) rotations]. Such a model has never been explic-
itly studied in previous works for active MDI QKD,
which usually consider perfectly prepared signal states
and only 2D rotations of polarizations on the X-Z plane
caused by channel misalignment. (3) The main challenge
in simulating the channel statistics is efficiently calculat-
ing high-dimensional integrations, such as Eq. (3); we
use a high-speed numerical integration library [16] to
implement efficient simulations. Because of the double
sifting nature of MDI QKD, working with very small num-
bers throughout the project is inevitable; additionally, the
higher-dimensional integrations cost significant computa-
tional power, which brings additional technical challenges
for numerical simulation and key rate optimization. (4) To

address the relatively low sifting efficiency, we propose a
novel sifting method that can further improve the key rate.

In the work that originally proposed this idea, this fully
passive source was applied to a BB84 protocol [12]. Most
recently, a fully passive twin-field (TF) QKD protocol has
also been proposed, which can also remove side chan-
nels from both modulators and detectors [17]. However,
TF QKD is significantly more challenging experimentally
compared to MDI QKD due to the requirement of remote
frequency stabilization. The same applies to passive TF
QKD, while the requirement on frequency stability will be
much less stringent for MDI QKD, which we discuss in
this work.

In this paper, the details of the passive MDI-QKD pro-
tocol will be discussed in Sec. II, including the passive
sources, channel model, decoy-state analysis, and key rate
calculation. In Sec. III, a simulation result is shown with
some interpretation. In Sec. IV, we provide some dis-
cussion and propose a novel idea to improve the key
rate.

II. THE PROTOCOL

In this section, there are four subsections that cover the
discussion on the fully passive sources and detectors, post-
selection, channel model, decoy-state analysis, and key
rate calculation.

A. Fully passive sources and detection

A fully passive source setup [8,12] is shown in Fig. 1,
Alice and Bob each hold one fully passive setup to per-
form passive MDI QKD. As shown in Fig. 1, each of Alice
and Bob needs four light sources, and they join in pairs
at a 50:50 BS to yield the signals at the H and V arms.
The two arms then combine at a PBS to generate the final
output signal, whose polarization is fully passively cho-
sen [12]. The phases of the four sources, ¢1, ¢», @3, P4, are
entirely random; hence, each user has four degrees of free-
dom (DOFs). While Alice (or Bob) makes measurements
of intensities and phases of the light signals at the H and V'
arms, represented as wy, Uy, ¢u, ¢y, they correspond one
to one with a Bloch sphere coordinate u, 6yy, ¢ny, and a
global phase via [12]

Oy = 2 cos™! ( M—H>,
V wm + my (1)

Oy = ¢y — dn.

So the four DOFs that Alice possesses convert from the
beginning four phases to the Bloch sphere coordinates

1, 02, B3, P4 — Wy, Wy, Pu, Gy —> W, Ony, Py, Palobal-
(2)

Since all of the four phases at the beginning are randomly
chosen, the final signal can be any state on the Bloch
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sphere. The output states are then ready for users, Alice
and Bob, to postselect.

Charlie, the untrusted third party, possesses the usual
MDI-QKD measurement devices; see Fig. 1 [8]. The four
detectors Charlie uses are single-photon detectors (SPDs).

B. Postselection

The output signals from the sources can be any state
on a Bloch sphere. The users determine regions on the
Bloch sphere to represent the four states H, V, +, —. Alice
and Bob postselect only those signals that lie within those
regions. More specifically, the regions in (uy, iy, Puy)
space are shown in Fig. 2. One could subdivide the regions
into smaller ones to perform decoy-state analysis [12]. This
point will be discussed further in Sec. 11 D.

Within a given region, S;, there is a mixture of Bloch
sphere states. Hence, observables are described by their
expectation values, for example, for an observable 4, its
expectation value (in a fully passive MDI-QKD protocol)
within given regions, S; for Alice and S; for Bob, is given
by

A) . 1 1
SiSj — 2 PS[S/

2
X f /// /// Pa(rd, va, Grva)
0.5 i Sj

x pp(ILyB, LvB, PHYB)
X A(Wpa, Wya, PrvA> LHB, LVB> PHYB)
X dppadiyaddpvadpdiypddnysddy, (3)

Py, = /// /// Pa(ierias ovas Prva)
s/ s

x pe(uB, v, PHYB)
X dipadilyaderyadiypdiysddrys.

0 & & &

FIG. 2. Alice’s postselection regions and decoy settings
shown in g, iy, ¢ space. Three decoys are used. The whole
setup is determined by six parameters, {Az, Axy, Ay, 11,1, 13}.
Bob possesses the same decoy setting. This figure is reproduced
from [12]. Figure is reproduced with modifications from Fig. 2
in W. Wang et al., Phys. Rev. Lett. 130, 220801 (2023) with
permission. Copyright 2023, American Physical Society.

Here, the integration of phase, ¢}, will be discussed in the
next section. The probability distribution p, for Alice is
simply a classical probability, given by [12]

Pa(ra, v duva) = Pua(hra Wva)Poa (GPrav),  (4)

1
PuaCibria, ya) = 72N 1ia(max — [Lr4)
1
, 5
x Vs (max — Hra) ®
Poa(Prva) = ©)

Z,

and Bob has the same distribution. Therefore, for
one observable in fully passive MDI QKD, a seven-
dimensional integration is required (three for Alice and
Bob each, with an additional dimension on phase random-
ization), which consumes significant computational power.
Throughout the project, all high-dimensional integrations
were performed using the CUBA library [16].

In our protocol, Alice and Bob need to perform an
additional postselection, whose probability distribution
depends on the intensities for Alice or Bob:

qu(ra/Bs Lva/B)- @)

This means that Alice and Bob discard some of the sig-
nals according to g,,. In this case, the overall probability
distribution used to calculate the expectation value is the
product of p and ¢,,. In this work, g,, is chosen to be [12]

G (485 va/B)

= Cn*/1tna)8 (Wmax — [L14/8)

X v/ IvasB (Wmax — [Lyayp)e HATBTRIAB) | (8)

so the overall probability distribution is an exponential
Py = CeltHTHY . 9)

One may find this “modulation” of postselection useful
while doing decoy-state analysis. This will be covered in
detail while discussing decoy-state analysis.

C. Channel model

In active MDI QKD, the two bases (X and Z) con-
sist of a two-dimensional plane, while in the fully passive
case, signals are represented on a three-dimensional Bloch
sphere. This poses additional difficulties when simulating
its channel model.

The signals coming from Alice and Bob’s fully pas-
sive setup go through the fiber channel to reach Charlie.
Alice and Bob may prepare the states with slight misalign-
ment. At the same time, the signals may gain some rotation
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while traveling through the channels. A model was built to
describe the misalignment and rotations based on the 3D
Rodrigues formula [18].

The two signals arriving at Charlie from Alice and Bob
interfere at a 50:50 BS, described by the interference for-
mula. Therefore, we could calculate the probability of a
detection event happening at each of the four detectors.
The probabilities can then be used to calculate the gains,
G, and error gains, QF, given the set of input parame-
ters {tra, vas Prvas us, Lve, Puve}, Which describes the
states coming from Alice and Bob’s fully passive source.
A detailed mathematical explanation of the channel model
is given in Appendix E.

D. Decoy-state analysis

In QKD, the conventional decoy-state analysis solves a
set of linear equations to find the lower and upper bounds
of the single-photon yield Y;; and the error yield ey Yy,
for example, in MDI QKD [19],

oo
_ E B ynm
QMAIJ-B - PﬁPmYZAuBD
n,m=0

- (10)
Z PfPB ym o ghm

QILAIJ-BEI‘-A/LB = m> ugUB - WAIMB®

n,m=0

where P is the Poisson distribution, and w4, g are Alice
and Bob’s decoy intensity choices.

While in the passive MDI-QKD case, the gains and
quantum bit error rates (QBERs) are of the forms

oo

(Q)Sl{islﬁ = Z (P;sznn1>gf5/5,
’ n,m=0 ’

an

o0

(QE>SIASJI_? = Z (PﬁpﬁeﬂmYnMSfSJE’

n,m=0

where the expectation value of any observable in passive
MDI QKD is described in Eq. (3).

One could note that the single-photon yield Yi; or the
error yield e;;Y;; is within the whole sevenfold integra-
tion, and hence cannot be directly “decoupled” to a linear
programming form [19].

It is important to find a way to transform this “coupled”
form into a “decoupled” form, so that one can apply a lin-
ear program (which is what is usually used in decoy-state
analysis to find the single-photon parameter bounds), and,
subsequently, it is also important to prove that the bounds
derived from the “decoupled” form can be used to calcu-
late the key rate. In the “decoupling” process, we propose
a novel postselection method that can effectively decouple
the parameters, The details of the derivation are shown in

Appendix B [12]. The “decoupled” forms are

(Q)sasp = (P)sa (Py)sp x Yk, (12)

nm

(OE)ga5e = (Py)sa(P)gs X enn ¥ (13)
Though linear programs can be applied to Egs. (12)
and (13) to bound the single-photon yield Y;; and error
yield e Y1, one might note that in Egs. (12) and (13),
the yield is “mixed,” that is, a mixture of signals that are
slightly polarized [12]. However, in the key rate calcula-
tion, the “perfectly prepared single-photon” yield and error
yield are required. From here, we denote them YTi**d and

Y™ We argue that the bounds for the “mixed” quan-
tities are actually the bounds for the “perfectly prepared”
ones by explicitly writing and making comparisons to their
density matrices [12].

For the single-photon yield Y;;, we find that the lower
bound of the mixed single-photon yield term is actually
the lower bound of the “perfect encoding state” [12].
Mathematically,

ixed,Lower ixed erfect
Ytln1 <= Ylfl . (14)

More specifically, we prove that the mixed single-photon
yield is actually equal to the perfectly encoded one. There-
fore, lower bounds solved from linear programming can be
used to calculate the key rate.

For the single-photon error yield e} Y1, the upper bound
of the mixed error yield, e”Y'l“li"ed, is actually the upper
bound of the “perfect encoding state” error yield, e;; ¥} Trfem
[12]:

el Yinlixed,Upper > en Yllnlixed > en Ypl)el:rfect. (15)
In this way, we can apply the linear programming tech-
nique to find the lower bound of the single-photon yield
and the upper bound of the single-photon error rate and,
subsequently, use them to calculate the key rate. Detailed

derivations of the results in this section are given in
Appendices C and D.

E. Key rate
The key rate for passive MDI QKD is given by [8,12,19]

R = Pé szg { ( P114>SZ ( P?)SZ YlZiLower,mixed

X ,Upper,mixed
x[1=m (el

— S OF)s 0 (QFESs 1 0)s) |, (16)

where Pé/ b represents the probability for Alice or Bob
to choose the key generation basis, the Z basis; (P’lal / B)SZ
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denotes the average probability for Alice or Bob to
send a single-photon state in the key generation region;

yhkevermxed i the lower bound of single-photon states in

. . . X ,Upper,mixed
the X basis, found from linear programming; ¢}, """

is the upper bound of the error rate in the X basis; and 047
and E48 are the Z-basis gain and QBER.

III. SIMULATED RESULTS

In this section, we show the simulated results of the key
rate for asymptotic passive MDI QKD. In Fig. 3, we plot
the key rate against communication distance for both an
active and a passive MDI-QKD system. Both systems used
three decoy settings. We see that the key rate of passive
sources is 2—3 orders of magnitude lower than active MDI
QKD. This difference is mainly due to the double-sifting
nature of passive MDI QKD, where both Alice and Bob
discarded many signals while doing postselection. In the
result shown, the parameters #; and Ay were optimized.

10 T
Passive
4 —— Active
10 — — Small-Ring Method |3
(]
@2
35
a
[J]
E:
3
X
1079 1 1 1 1
0 50 100 150 200 250
Length between Alice and Bob (km)
FIG. 3. Key rate of passive MDI QKD (green) and active MDI

QKD (red), along with the key rate of the newly proposed method
(dashed blue line; see Sec. IV). There is a misalignment of 1%
(Alice and Bob 0.5% each) on the X-Z plane, and three decoy
settings are used in both passive and active schemes. In the pas-
sive cases, Ay is optimized within the range [0.01,0.05] and #; is
optimized within the range [0.1, 0.99]. The other parameters used
are fixed: Ayy = 0.2, Ay =0.2,4; = 0.02/tmax, tr = 0.04/1tumax.
In the active case, the three intensities [, v, w] are used; all three
intensities are optimized within the range [0, 1.0]. In both cases,
we use a channel loss coefficient of 0.2 dBkm™' and a detec-
tor dark count of 107°. The passive MDI QKD’s key rate is
reasonable. It is about 2—3 orders of magnitude lower than the
active one. However, it possesses the advantage of the removal
of all source modulator side channels. In the “small-ring” method
key rate calculation, the three decoy-state intensities used are the
same as the passive one. We see an improvement in the key rate
by about 6%.

But we chose fixed small values of Ayy = Ay = 0.2 [20].
Passive MDI QKD could reach a maximum communi-
cation distance of about 143 km. However, sacrificing
some key rate performance, passive MDI QKD allows the
removal of side channels from both source modulators and
detectors.

IV. DISCUSSIONS

In this paper, we proposed a QKD scheme that imple-
ments the recently developed fully passive sources on MDI
QKD—a passive MDI QKD that compromises some per-
formance with the removal of all source modulator side
channels. Recently, a fully passive TF QKD [17] was
also proposed, which could also eliminate source mod-
ulator side channels. However, our protocol is easier to
implement because it does not require a global phase ref-
erence. The key rate of passive MDI QKD is 2—3 orders
of magnitude lower than active MDI QKD (see Fig. 3),
mainly due to the double-sifting nature of the passive
sources. Further efforts could be made to tackle the sifting
problem, which could improve the key rate performance
significantly. Meanwhile, an experimental realization of
the proposed scheme is also planned in our subsequent
research.

The protocol proposed in this paper differs from a typi-
cal MDI-QKD setup in that it involves the preparation of
a fully passive source for both users. Note that here we
still have to make a few assumptions about the practical
preparation of the fully passive source [12]. (1) The phase
of each pulse emitted must be random and uniformly dis-
tributed, and there is no correlation between consecutive
pulses or between any two sources. (2) The classical detec-
tors locally at Alice and Bob’s site should give secure and
accurate measurements of the intensities and polarization
of the output states. (3) In addition to the remote Hong-Ou-
Mandel interference between Alice and Bob, they need to
achieve reliable interference between their local sources.
Additionally, the passive scheme only removes side chan-
nels from active modulation devices, so one still needs
to avoid potential side channels that might arise from the
classical detectors and the fixed-pattern modulators [21].

Nonetheless, previous works have shown that the above-
mentioned assumptions can either be successfully verified
in experimental demonstrations or be bounded by a revised
theoretical analysis. (1) Experimentally, previous works
verified the phase uniformness and randomness, as well
as the feasibility of achieving good interference, particu-
larly using the aforementioned single-laser implementation
[22,23]. (2) Theoretically, it has been shown [12,13] that,
in principle, one could bound the security impact of phase
measurement inaccuracy and intensity modulator leakage
and obtain a lower bound on the key rate. (3) We can pre-
vent the injection of strong light by Eve by using an optical
isolator. Our passive sources and local detectors operate at
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Bob Alice

(@) y
r—— ]

74
Bob

FIG. 4. An additional method that could improve the key rate. The key generation regions, H and V, are subdivided into smaller
rings (shaded regions between dark blue lines), and the key rate of each “ring” is calculated and integrated together; see Eq. (17).
Panels (a) and (b) show the ring’s corresponding regions in py — pup space for Alice and Bob, respectively. Panels (c¢) and (d) show
the rings on the Bloch spheres for Alice and Bob, respectively. The rings are labeled by the polar angle, 8, and have a thickness of df.
On Alice’s Bloch sphere, the integration limits of Eq. (17), 0 and A, are labeled. Bob’s integration limits are the same.

classical strong light levels. So the injected but attenuated
light from Eve will have negligible effect on the classical
local detectors [12,13].

Also, our current work focuses on the asymptotic regime
with infinite data sizes. While a rigorous finite-size analy-
sis will be a subject of future studies, here we remark that,
like for the BB84 protocol, our passive MDI-QKD scheme
does not introduce any fundamental theoretical difference
from standard MDI QKD that might prevent its standard
finite-size analysis (such as Ref. [24]) from being applied
to our scheme. (1) As discussed in Ref. [12], the passive
selection of the intensity setting (i.e., photon-number dis-
tribution) introduces one more step before the selection of
the actual photon number. This random two-step drawing
still results in an identical and independent photon-number
distribution for each signal. (2) Although the single-photon
components in the X and Z bases both have mixed polar-
izations, they still average to fully mixed states and are
mutually unbiased, so this does not prevent the random
sampling assumption used commonly in finite-size anal-
ysis that bounds Z-basis phase errors with X -basis bit
errors.

In terms of an estimation of the finite-size performance
of our scheme, an X -basis slice size of Ayy = Ay = 0.2
can be selected, resulting in 0.022% of X -basis signals
passing the postselection. By selecting moderately larger
data sizes, for instance, of the order of 10'2, we could
achieve similar levels of the limits of statistical fluctuation
in active MDI QKD, which require a data size of the order
of 10'° [25]. If we are willing to accept a decrease in key
rate performance of approximately 35%, we can increase
the values of Ayy and A, to 0.5. This expansion would
result in a significant increase in X -basis signals, specifi-

cally from 0.022% to 0.42%. Consequently, we would be
able to utilize a data size of approximately 10'! to achieve a

comparable level of statistical fluctuation to that described
in Ref. [25]. However, this is only an estimation, and the
actual simulation of key rates under finite-size effects will
be addressed in future work.

We propose one more method that could improve the
key rate (Fig. 4). In this method, we divide the key genera-
tion regions (H and V regions) into small rings, which can
in principle be infinitesimally small, and one can calculate
the key rate of each ring. In other words, each ring is rep-
resented by a polar angle 6yy; hence, the key rate of each
ring is R(fgy). One then integrates the key rates

Az Ay
Rimproved = f / R(Onva,0nvs)
o Jo

X P (Ouva)p (Ouvp)dOuvaduys, (17)

where the limits of the integration are the key generation
region and p(fyy) is the marginal of the intensity prob-
ability distribution [Eq. (5)] in terms of the polar angle.
Intuitively, one might obtain an improved key rate because
we make use of more information. Some “rings” of too
large of a Oyp will have a too-big QBER, thus having
a zero key rate. Using this method, those “zero key rate
regions” would be excluded from the overall key rate
calculation. However, while calculating the key rate of
one bulk region, those regions would increase the QBER,
while making no contribution to the key rate. Specifically,
the privacy amplification term remains the same because
the lower bound of the single-photon yield and upper
bound of the single-photon error yield (from a decoy-
state analysis) remains the same, so summing the privacy
amplification term comes down to just summing the num-
ber of single photons [which is multiplied by a constant
Y]ZiLower’mlxed[l — hz(e)](l’Upper’mlxed)]], the total number of
which is independent of the binning method. However,

064056-6



FULLY PASSIVE MEASUREMENT-DEVICE-INDEPENDENT...

PHYS. REV. APPLIED 21, 064056 (2024)

less error correction is required for the small-ring method,
because the binary entropy function is convex. Because
of Jensen’s inequality [26], the average of the entropy
functions of respective errors in each ring is always less
than the entropy function of the average error, (h(E)) <
hy ({E)), thus making the small-ring method advantageous.

The key rate using this new method is shown in Fig. 3
(blue dashed line). Comparing it to the passive MDI-QKD
key rate, we observe an improvement of about 6%. This
method is applicable to all protocols that use fully passive
sources, like the fully passive BB84 protocol [12], not just
to MDI QKD.

Note added—Recently, it has come to our attention that
another work on fully passive MDI QKD is being prepared
[27], which is independently completed from our work.
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APPENDIX A: MDI QKD [8]

In 2012, a novel QKD scheme, termed MDI QKD, was
introduced to remove all detector side channels [8].

Alice and Bob individually and randomly prepare one
of the BB84 states using weak coherent pulse sources,
transferring them to an untrusted third party, Charlie.
Intensity modulators are applied to perform decoy-state
analysis [9—11]. Charlie carries out a Bell state measure-
ment (BSM), resulting in one of the Bell states as the
outcome. Specifically, Charlie could arrange the measure-
ment setup as depicted in Fig. 1 (Charlie’s side), where the
two signals received from Alice and Bob could be inter-
fered with at a 50:50 BS, and at each end of the BS, a PBS
could project the signal into either a horizontal or verti-
cal polarization state. At the end of each path, there is an
SPD. Charlie publicly broadcasts the successful detection
results. If precisely two detectors’ clicks are observed, it
is counted as one successful BSM, yielding two different
types of Bell states. If detectors 1H and 2V or 1V and 2H
click, it signifies a projection on the singlet Bell state |y ).
If detectors 1H and 1V, or 2H and 2V click, it indicates a
projection on the triplet Bell state, [y ) [8].

When Alice and Bob receive Charlie’s measurement
results, they keep only those light signals that correspond
to the successful measurements. Then they postselect those
signals where Alice and Bob both use the same basis [8].
The details of the implementation of MDI QKD can be
found in Ref. [8].

Two bases are utilized separately: the rectilinear basis
is employed for key generation, and the diagonal basis is
used for testing. Consequently, the gain and QBER for the
two bases should be calculated independently. The key rate
is given by [8]

R= erelct[l - H(e(ljilag)] — Oreotf (Erect)H (Erect), (A1)
where H(x) = —xlog(x) — (1 — x)log(1 — x) is the Shan-
non entropy function.

APPENDIX B: DECOY-STATE
ANALYSIS—LINEAR PROGRAMMING
CONSTRUCTION [12]

In passive MDI QKD, the gain and error gain relations
are

M2

<Q>S;‘S]‘3 =

n

B
<PmeYnm>Sf%Ba
0

3
I

(B1)

M

(QE>S;‘S_IB =

n

A pB
<Paneannm>S;‘15JEa
0

3
I

where S and SJB are postselection regions chosen by Alice

and Bob, P;,‘1 /B are Poisson distributions, and are func-
tions of (,uz/ B, Mf}/ B), and Y, or e,,Y,, are functions of
(W by s 15, .M’li’ %)), observables of both Alice and
Bob. We can rewrite the coordinates in polar coordinates,
(Wi, wih) to (1, 04), and similarly for Bob. We denote ¢,
by ¢.

We can now explicitly write

1

ud B 4,68
4 oB
sis!

) /// ///SASBPI?(”" L0 (2, 0%)p (@ )pE (9P)

x Py, 01 Po(r*,6%)

X Yo (04, ¢, 08, 5V B dr drP o do® de’ dg®,
(B2)

(PP Yom) a5 =

1

ud B4 B
A B
Si'Sj

x / f / f / /S » pu,0MpR”,6%)ps (¢ )pg (97)

x P2, 0 PE (18, 0) e Yo (07, 7,65, $°)
x B drt drB o doBde’ dg®.

A pB
(Paneannn»S;‘l%B =

(B3)

Note that here Y,,, depends on 6 and ¢, the polarization.
Since Y,,, and e, Y, are of similar form, from here, we
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just focus on the calculation of Y,,,. The other one follows
the same procedure. The following procedure is largely
inspired by Wang et al. [12].

One could take out the integrals of the ¢ and ¢? parts:

1
PAPB Ynm = A VA QA B VB 93
( n-m SAS]B PSASB // /‘/S.'ASBPM( > )pu( > )

x PA, 0 PE (P, 6%)
X Yo (04, 05) B dr drB do do®.

(B4)
Here, we partially integrate Y,,,, over ¢, ¢5:
@0 = s [ pi@ i
SA B
x Ynmwf‘,qsf‘, 6°,¢")de"de".  (BS)

From the above, we can rearrange the integrals by collect-
ing terms related to 7/5:

1 o
Ps;‘sjB ///:/S{‘SJBPM(FA’Q p”,0%)

x P (', 6 Ph (P, 6%)
x Y, (04,05) " P ar'dr® dodo®

fr«“(oA)pﬁ(”A,QA)P;’(VA,@A)rAdrA
- //GA/B < PS;" >

<P3P5ann>s453 =
i

frg(eg)pﬁ(rB,QB)Pﬁ(rB,QB)rBdrB
) ( Ps4 )

X Yo (04, 0%)d04do"

PA PB // PeA SA(9 )p93m33(9 )
SA B

pA/B Sf‘ (P5) B

J

X Y, (04,05)d6"do®

= (P))sp{P)gp X Vs, (B6)

[Jpa5(sin 64 + cos 64)"(sin 6% + cos 65)"Y,,,, (64, 6%)d6*d6*

Here
Pg1 = //SAP;’(PA,GA)rAdrAd@A (B7)
and
PsiPsy = Pgap, (BS)
and we have set
Poap51 (0) = et P (FA’GZ)S:D’?(VA’GA)IACZ’A (BY)
and [12]
ymixed peA SA(9 )P98m55(9 )
- f], PO
X Y (07,6°)d6"d6” (B10)

Up to this point, we have effectively decoupled the
functions:

(PaPpYum)sase = (Pi)s(P)ss x Yl (BL1)
However, linear programming is not yet applicable
because Y;‘}:f;ds depends on the decoy regions S;/; ; there-

fore, Y‘Ji:‘g s is not constant, so one could not bound them

using linear programming.

To solve the problem, we cleverly construct a decoy set-
ting so that the yield Y™**4(9) is independent of the decoy
settings, namely, it is consistent across all decoy settings
so that a normal linear program can be used [12]. The key
is to let Alice and Bob perform an additional postselec-
tion to “shape” the probability distribution into the desired
form [12].

More concretely, for both Alice and Bob, they perform
an additional postselection to make the overall probabil-
ity distribution p, = Ce'sinf+cos0) 1121 In this way, the
exponential part in the Poisson term can be canceled out.
Finally, we have [12]

ixed __
Y:lnm -

Now, the linear program can be written as

BI12
[Jya5(sin04 4 cos 64)(sin 6F + cos H8)"do41do® (B12)
Meanwhile, they also need to constrain the decoy regions to sector-shaped regions; see Fig. 2.
(Q)sasn = (P)oa (Py)sp X Y, (B13)
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and, similarly, for the error yield, we have

(OF)guge = (Py)sa(P)gp X eV (BI4)

APPENDIX C: DECOY-STATE ANALYSIS—YIELD
BOUNDS [12]

We argue that the lower bounds of the “mixed” single-
photon yield are actually those of the “perfectly encoding”
yield:

Yr]nlixed,Lower < lenljxed _ Y;I)el:rfect. (Cl)

J

|H'H') = |H')4 ® |H')p

= [cos (%)IH)A + sin (%A)W)A] ® [cos (%B)IH)B + € sin (%)W)B]

In passive MDI QKD, we need both Alice and Bob to get
an H state or a V state; we label the coordinates 6,4,z and
¢4/, respectively [12]. We should have the mixed state

pmixed — |H/H/><H/H/| + |H/V/> (H/V/l
+ |[VHYVH' |+ [VV)Y(V'V. (C2)
We simplify the derivation by setting ¢4 = 0 and ¢ = ¢,
because the global phase does not really matter, and we set
the global phase to Alice’s phase so that ¢4 = 0.
Starting with the first term, we have

(©3)

The other terms follow similar constructions. Therefore, the density matrix

0 0 . (7 7 %) 6 , 0 0
\HHYHH | = |cos| 2 ) cos(2),e®cos (2 )sin(-=2),sin Y cos (2 ),e @ sin | 2 ) sin [ 2
2 2 2 2 2 2 2 2

cos(64/2) cos(65/2)
e'? cos(6,4/2) sin(6z/2)

sin(6,4/2) cos(65/2)
€' sin(0,4/2) sin(0z/2)

Similarly, we can construct another basis

H'V)(H'V, (C5)
VH )W VH, (C6)
14281445 (eg))

adding them all together, it is not hard to spot that the
diagonal terms are all 1 and the nondiagonal terms are
all 0. Hence, the whole matrix is a four-dimensional
identity matrix:
p' = |H'H)YHH|+|HV)HV
+ | VHYVH |+ |VV YV
1

s (C8)

Note that we have used the trigonometry identity sin’(x) +
cos?(x) = 1. Up to now, we have shown that the “mixed”

(C4

(

state is actually a fully mixed state, /, so that it is equivalent
to the “perfect encoding state,” which is just

|HH)(HH| + |HV)(HV| + |VH)(VH| + [VV)(VV] = 1.
(€9)

So, the “mixed” state and the “perfect” state, pPerfect
should share a lower bound. Hence, we could use the lower
bound of Y™ixed_ denoted ymixedLower a5 the lower bound of
the “perfectly encoded” state:

i i rfect
Yl{nllxed,Lower < Y?lllxed — YII)T ec ] (ClO)

APPENDIX D: DECOY-STATE
ANALYSIS—ERROR YIELD BOUNDS [12]

We only consider the HH state here (both Alice and Bob

send an H state) [12]. We would like to compute
p™ = |H\H{ ) (HLH | + |HyHy ) (i H

+ [HHi ) (Ho Hi| + |HoHy ) (HoH |, (DY)

where |H1Hf-) is |Hy)) ® |Hll>, and we define |H;) as just
a “polarized” H state, which has the coordinate (64, ¢,)
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on the Bloch sphere. State |H1L) is the “pair state” with
coordinate (64,4 + 7). Similarly, states |F,) and |Hj")
are Bob’s analog states, with coordinates (6g,¢p) and
(0, ¢p + ), respectively [12]. We again offset the phases
so that Alice has no phase, and Bob simply has a ¢ phase.

J

Therefore, we can write down each of the four states in
terms of

|H1>=cos(9 >|H>A+sm( )|V>A

(D2)

The remaining three states can be written down in a similar form.
Hence, we could compute the terms, |HiHi") (H\Hi-|,|Hi Hy" ) (HVHs' |, |HoHE) (HoH || HoHy-) (Ho Hy- | individually.

They should each be a 4 x 4 matrix.
Adding them up, we end up with the matrix

0 0
cos? <7A> cos? (?B)

We could rewrite the matrix as a combination of states:

o () o (o ()

Il
| — |
(@]
o
v
[\S]
N
N

)
[ ()
8

N——"

n?
— sin®

Op
(3 )
04
“(3)

We note that the last three terms all have a QBER of

50%, and we also note that the first term is the “perfect”
encoding state, which must have a smaller QBER than the
“mixed” state [12].

GA ) GB
Iy ® |HY(H|)p) + sin < > ) sin (;)(IA ® Ip).

]
7) sin ( )} \HH)(HH|)

(1H){H])4 ® I)

(D3)
sin® O cos? G—B
2 2
0
sin? <—A> sin? <9—B>
2 2
1
0
0
0
0
1
) 04\ . OB 1
2 2
1 —+ sin (7) sin (7> 1
0 1
(D4)

For the H state alone (for both Alice and Bob), if we
integrate over all possible pairs of polarized states [12],

each has a density matrix like Eq. (D4), the overall density
matrix for the HH scenario (when Alice has an H state and
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Bob has an H state) would be the sum of some sort of mix-
ture [the latter three terms in Eq. (D4)] and the perfectly
encoding state [the first term in Eq. (D4)]. The mixture
terms have a QBER of 50%, Therefore, we conclude that

ixed erfect |
e Y1°° 2611Y1f1 ; (Ds)

similar reasoning applies for the V'V, HV, and VH states. A
similar argument could be proved for the ++4, ——, +—,
and —+ states in the X basis.

In conclusion, the upper bound of the mixed state,
Cum Y,'f;;,xed’Upper, which can be obtained from linear pro-
gramming, is indeed the upper bound of the “perfect” state,

e Yperfect .

ixed,Upper ixed erfect
eny| > e Y > e T (D6)

APPENDIX E: CHANNEL MODEL

The signals immediately coming out from Alice’s
fully passive source are described by four DOFs,
(145 Orva, Drva, Pglobala), and a similar set for Bob. The
signals can be slightly polarized after they travel through
the channel. Writing the Bloch sphere state in terms of
coordinates [12]

S4 = (SinOyys COS Prya, Sin Oy Sin pya, cos Oppy). (E1)

This polarization rotation is described by Rodrigues’ for-
mula [18]

§'4 = cosas +sina( x 3) + G- P (1 —cosa)f, (E2)

where « is the rotation angle and 7 is the rotation axis (unit
length). We can then convert the coordinate back into the
Bloch sphere coordinates {1/, 0,4 @145 P> Where the
superscripts denote postrotation. It is worth noting that the
global phase is also rotated; however, it does not affect the
physics—it will eventually be integrated over.

The former two postrotation parameters for Alice
(14, 6p,,) can be reconverted into H and V' leg intensi-
ties, (i, },). Considering the channel loss and detector
efficiency, the intensity arriving at the detectors becomes
Whg = Hpgll = Wggiea = W, 107719, where o is
the loss coefficient, typically about 0.2 dB/km, and 7y
is the detector efficiency. The other intensities follow the
same format.

The postrotation signals travel through the channels and
arrive at the 50:50 BS for interference. The interference
can be partitioned into H and V' components, each adhering

to the interference formula

|1 al /12€"2)p —
IV i1/269 + iy 12/26%2) c|in/ 11 /29 + /12 /2€92) 4.
(E3)
We can derive the output intensity for leg ¢ as
wi/2+ w2 /2 — /i ps sin(e), (E4)

where ¢ represents the phase difference between the two
signals. Meanwhile, the output intensity for leg d is
given by

pi/2+ w2 /2 + /i ps sin(g). (ES)

The intensities applied here are ., iy and py,, wy for
the H and V interferences, respectively. For the H leg,
the phase difference used is ¢, — ¢;5 = ¢%. For the V'
leg, the phase difference is determined by ¢}, — ¢} =
¢r + Py — Ppyp- Using the formula, we can compute the
intensities reaching detectors 3H and 4H from the H leg
interference, as well as the 31 and 4V intensities from the
V leg interference.

Because the phase differences ¢ and ¢y + ¢, — P
are randomized, in order to calculate the average gain, one
needs to integrate the phases from 0 to 277 ; this explains the
phase integration in Eq. (3). The phase integration should
also be separate for H and V; however, the phase difference
in the ¥ interference is also a function of ¢j. Therefore, to
derive the average gain, it suffices to integrate ¢ from 0
to 2m.
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