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We introduce a feasible scheme to produce high-rate long-distance entanglement that uses hybrid entan-
glement between continuous variables (CVs) and discrete variables (DVs). We show that hybrid entan-
glement can effectively remove the experimental limitations of existing CV and DV systems to produce
long-range entanglement. We benchmark the resulting DV entangled states using an entanglement-based-
quantum-key-distribution protocol. We show, using hybrid entangled states, that entanglement-based
quantum key distribution is possible with standard telecommunication fibers for 300 km. The key idea
is the use of the CV part, which can be adjusted to be robust regarding photon losses, for increasing the
transmission distance, and the use of the DV part for achieving high secure key rates. Our results show that
hybrid entangled states provide a clear advantage for practical generation of long-distance and high-rate
entanglement that may lead to further applications in quantum information processing.
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I. INTRODUCTION

Generation of high-rate entanglement between distant
locations is crucial for fundamental tests of quantum the-
ory and many applications. For example, it is needed for
extending the current distances and rates of loophole-free
Bell tests [1,2], quantum steering [3], and quantum telepor-
tation [4], which so far are feasible only for relatively short
ranges. It is also needed for increasing the transmission
distance and the key rate of entanglement-based-quantum-
key-distribution (EBQKD) protocols, most notably device-
independent QKD [5-7], which currently suffers from
both these issues. Moreover, higher rates in distant loca-
tions will also allow us to achieve higher detection effi-
ciencies (which are needed both for loophole-free Bell
tests and device-independent QKD) by means of heralded
qubit amplifiers [8] or photonic precertification schemes
[9-11], whose practicality is currently limited by the rates
achieved after transmission.

A benchmark of high-rate entanglement over long dis-
tances, from an operational perspective, can be set by
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its performance in an information-processing task such
as an EBQKD protocol. These protocols can be broadly
classified into two distinct classes: (1) those using discrete-
variable (DV) entangled states and (2) those that use
continuous-variable (CV) entangled states, where each
class has its own set of advantages and limitations [12—14].
As an example, DV EBQKD protocols offer composable
security proofs with good key rate, but they require precise
Bell-state or single-photon measurements at extremely low
temperatures, which are hard to perform even in labora-
tory conditions. On the other hand, CV EBQKD protocols
generally require Gaussian states, which are compara-
tively easier to prepare, but their performance is limited
by the requirement of almost-ideal homodyne detectors
at telecommunication wavelengths [13,15,16]. As a con-
sequence, despite extensive theoretical and experimental
analysis of both types of system, the quest for an opti-
mal physical system that can be potentially used to share
high-rate entanglement remains open.

Nonetheless, there exists a different class of physi-
cal systems where the entanglement is between CV and
DV systems and that are formally known as hybrid
entangled (HE) states [17-22]. These strongly correlated
[23-25] cross-system entangled states play a crucial role in
various quantum information processing tasks, including
quantum computation, communication, and tests of Bell
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nonlocality [25-33], and have been efficiently generated
in a wide range of experimental setups [34—38]. Conse-
quently, it is interesting to observe whether such hybrid
states can be used to share entanglement among distant
locations without the limitations faced by CV and DV
systems.

Here we propose a scheme based on HE states as an
initial resource that produces high-rate DV entanglement
between locations that are extremely far apart. We pro-
vide a characterization of such states and show that it
is possible to share entanglement between locations that
are hundreds of kilometers apart. We further assess the
quality of shared entanglement in the context of EBQKD.
We show that, by bringing out the best of CV and DV
systems, with HE states, it is possible to achieve secure
key rate at a distance of 300 km by the use of practi-
cal homodyne detectors with efficiency 1, = 0.55 [39—43]
(which is a reasonable value at telecommunication wave-
lengths [40]) and ON-OFF detectors with efficiency ny =
0.8 [44]. Note that we use the key rates and transmission
distances only to quantify the quality of the entanglement;
our central goal is to show the advantage of the use of
HE states to achieve entanglement over longer distances,
which is a crucial tool enabling a wide range of fundamen-
tal tests in physics and quantum information processing
applications.

Our scheme hinges on generating a single-photon DV
entangled state between two distant parties by exploiting
CV entanglement swapping [33] by a third party located
midway. It offers three major advantages as compared with
earlier CV and DV EBQKD protocols: (1) elimination of
major limiting factors of DV EBQKD, which include high-
precision Bell-state or single-photon measurements as well
as the photon-number-splitting attack by an eavesdrop-
per by considering entanglement swapping over the CV
system; (2) elimination of the requirement of near-unit effi-
ciency for the homodyne detectors used for key generation
in CV EBQKD;(3) long transmission distance at telecom-
munication wavelengths stemming from the robustness
of the multiphoton coherent state regarding transmission
losses and the use of practical devices.

This article is organized as follows. In Sec. I, we pro-
vide a brief introduction to HE states. We then propose a
protocol to share DV entanglement among distant loca-
tions by using HE states as an initial resource. We also
characterize the resulting entanglement using logarithmic
negativity and show that it can be nonzero even when the
parties are hundreds of kilometers apart. In Sec. III, we
benchmark the usefulness of the resultant entangled states
by demonstrating our scheme as an EBQKD protocol using
practical devices. In Sec. IV, we discuss our results by
arguing that our protocol provides a practical solution
to the problem of long-distance-entanglement generation,
which is a central requirement in several information-
processing tasks.

II. ENTANGLEMENT SHARING WITH HYBRID
STATES

In this section we first provide a brief description of HE
states. Subsequently, we detail our protocol to share long-
distance entanglement using these states.

A. Hybrid entangled states

Let |0) and |1) correspond to photon-number states in
the Fock basis and let |a) correspond to a coherent state of
quantized light with coherent amplitude «. For the remain-
der of this paper, we represent the number of photons as a
DV system, while the coherent state represents a CV sys-
tem. We define an HE state as an entangled pair, where
the entanglement is between the DV and CV degrees of
freedom. Mathematically, such HE states can be written as

1
|w>ala2 = ﬁ (|O)a1 |a>a2 + |1>a1 |_a>a2) ’ (1)

where a; and a, are the two modes pertaining to the DV
and CV parts, respectively.

We stress that HE states with small coherent ampli-
tudes (« < 1) are experimentally available. They have
been generated experimentally in various settings, such as
conditional photon subtraction on a coherent state [34] as
well as photon subtraction on two squeezed states [35] (see
Appendix A for further details). While these techniques
produce HE states with nonunit probability, it should be
noted that typical methods to generate standard entangled
photon pairs, e.g., parametric down-conversion, also do
so nondeterministically. In Fig. 1(b), we show the lin-
ear optics—based schematic for generating HE states as
originally described in Ref. [34].

B. Protocol for entanglement sharing

We consider two distant parties, Alice and Bob, each
of them having access to bipartite HE states |v/), ,, and
[¥)p,5, given by Eq. (1). We consider these as initial
resource states that will be used to share a DV entan-
gled state between the parties. We provide a step-by-step
description of the protocol, schematically represented in
Fig. 1(a), while a detailed mathematical calculation can be
found in Appendix B.

Step 1: Alice and Bob generate HE states |v/), ,, and
[¥)5,5, In their respective laboratories. Both parties trans-
mit the CV part of their systems, corresponding to modes
a, and b,, respectively, to a third, untrusted party, Charlie,
who lies midway between them, through a lossy quantum
channel with transmittance 7' (0 < T < 1). Additionally,
Bob also transmits the state |[v/2a) to Charlie separately
through a similar quantum channel. After passing through
channels with transmission losses, Charlie receives mode
a, from Alice, mode b, from Bob, and the additional state
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FIG. 1.

(a) Scheme for generating DV entangled states between Alice and Bob using HE states. The DV part (cyan) and the CV

part (red) of the HE state stand for the single-photon state and the coherent state, respectively. Alice and Bob send the CV part of their
individual HE states to Charlie, who then mixes the incoming signals at a balanced beam splitter (BS1) and uses one of the output
modes for homodyne measurement with efficiency ;. The other outgoing signal of BS1 is used for a postselection measurement by
ON-OFF detectors with efficiency 5y, after it has been mixed at another balanced BS (BS2) with the additional coherent signal sent by
Bob. Upon declaration of the results by Charlie, Alice and Bob obtain a DV entangled pair that is used for secure key generation. (b)
Scheme for generating HE states. Two auxiliary single photons (dashed gray line) are mixed with vacuum and coherent states at the
two BSs. The outgoing auxiliary photons are then mixed with each other at a second BS. When the detector placed at the output of the
second BS clicks, the HE state between the single-photon state and the coherent state is obtained.

|v/2Ta) from Bob, which we label as mode ¢. While a gen-
eral quantum channel between the parties will comprise
both transmission loss and thermal noise, here, for sim-
plicity, we consider only lossy quantum channels with no
noise. In Appendix F4 we demonstrate that the scenario
involving a practical level of thermal noise closely matches
our current findings.

The effect of a quantum state passing through a noisy
channel can be seen as the system undergoing photon loss.
In Fig. 2, we plot the logarithmic negativity of the HE
state when its CV part undergoes photon loss as a function
of the coherent amplitude o (see Appendix C for details).
We find that there exists an optimal value of « for a fixed

0.6 T T T T T

log negativity
o
w

FIG. 2. Logarithmic negativity of the HE state undergoing
photon loss over the CV part as a function of the coherent ampli-
tude @. R (0 <R <1) stands for the normalized strength of
loss.

value of photon loss. We denote the photon-loss fraction
by R, such that R = 0 and R = 1 correspond to no photon
loss and complete photon loss, respectively. For a signif-
icantly lossy channel, we find that the optimal value of «
approaches 0.5. This value becomes important when we
benchmark the resultant DV entangled state by a EBQKD
protocol.

This behavior of HE states can be qualitatively under-
stood in terms of the interplay between entanglement and
the fragility of the initial HE state. Starting from the ini-
tial separable state at « = 0, the HE state becomes more
entangled as o increases. An increase in « also corre-
sponds to an increase in the average number of photons,
which can be understood as an increase in the mean energy
of the system. However, with an increase in the mean
energy, the state becomes more vulnerable to decoher-
ence. This behavior is similar to what is also shown in
Ref. [45] for superposition of coherent states, and the
advantage of using small amplitudes under photon losses
was demonstrated in the context of teleportation [46]. As a
consequence, with increase in o beyond an optimal value,
the HE state becomes extremely fragile under noise, lead-
ing to a drop in entanglement when the multiphoton part
passes through a noisy quantum channel.

Step 2: Next, Charlie mixes the two incoming modes
a, and b, via a beam splitter (BS), labeled as “BS1”
in Fig. 1, with two output modes, which we label as @)
and b),. In our protocol we are specifically interested in
the vacuum-state contributions from mode . To extract
this contribution, Charlie mixes this mode though a sec-
ond BS (BS2) with mode ¢ with output modes labeled
a, and ¢. Charlie now performs a projective measure-
ment, M = {I1y, 1 — Iy}, where [Ty = (1 — |0) (0|)a/2’ ®
(1 —10) (0]).s. This measurement is accomplished by the
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use of ON-OFF detectors (which detect only the presence
of photons) on each of the modes a} and ¢'. Charlie then
publicly announces the outcome of the projective measure-
ment, which is considered to be successful only if the result
I, is obtained, i.e., both detectors click. In that case, the
protocol continues. Otherwise, the measurement is deemed
unsuccessful and the parties must repeat the aforemen-
tioned steps. To model realistic detectors, we consider
imperfect ON-OFF detectors with efficiency 7.

Step 3: After a successful projective measurement (as
dictated in step 2), Charlie performs a homodyne mea-
surement on mode b, and, again, announces the results
publicly. We consider that homodyne measurements have
efficiency #y,.

Step 4: After a public announcement of the results of
a successful projective measurement and the homodyne
measurement by Charlie, Alice and Bob end up with the
final normalized single-photon Bellstate in modes @; and
by as

1| 101) (01| + [10) (10|
Ioalbl =

~ % 5 (2)
2 + 1 (g101) (10] + g*[10) (01])

with probability

<l - e‘””TO‘2>2

Py= 3)

where h = e~41-Te? | g — G4iVTIiap | g% i the conjugate
of g, and p is the result of the homodyne measurement.

C. Shared DV entanglement between the parties

The entanglement of the final DV entangled state shared
between the parties depends on a number of parameters.
However, the quantities of most interest are the transmis-
sion length and the coherent amplitude.

In Fig. 3, we plot the logarithmic negativity of the state
Payp, as a function of the transmission distance for dif-
ferent values of the coherent amplitude «. We assume
that the transmittance of the channels is given by T
and Tj, respectively, such that 7, = 10~%4c/19 and T =
10~ "Lsc/10)  where I = 0.2 dB/km is the standard chan-
nel loss for telecommunication wavelengths [47,48] and
L4c and Lpc are the transmission distances between Alice
and Charlie and between Bob and Charlie, respectively. To
simplify the scenario, we also assume that Charlie is mid-
way between Alice and Bob such that L ¢ = Lgc = L/2,
where L is the total transmission distance. We find that
the entanglement of the final state decreases exponentially
with the total transmission distance. As an example, at
L = 100 km, the logarithmic negativity is 1.3 x 10~ for
coherent amplitude o = 0.6 (see Appendix D for further
detail).

\ =02 —
0.03 = =04 1
\ =06 -
\ =08 — —
=10 -—---
R
= 002 F 1
g %
\
g NN
0.01 | NN 1
RSN
N
0.00 PR
0 20 40 60 80 100
L (km)
FIG. 3. Logarithmic negativity of the state p, 5, as a function

of the transmission distance L for different values of coherent
amplitude o. We assume detection efficiencies 1, = 0.55 for the
homodyne detectors and ny = 0.8 for the ON-OFF detectors, and

p=m/2.

In Fig. 4, we plot the logarithmic negativity as a func-
tion of the coherent amplitude « for different transmission
distances. It is evident from Fig. 4 that the shared entangle-
ment varies nonmonotonically with the coherent amplitude
(). We observe that as the transmission distance increases,
the optimal value of & becomes less than unity. For greater
transmission distance (L > 150 km), this optimal value
becomes close to 0.5 (not shown in Fig. 4). It is found that
there also exists an optimal value of « that offers maximum
entanglement at a given distance that may be different from
the optimal value of o that maximizes the entanglement of
the original HE state (as shown in Fig. 2).
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FIG. 4. Logarithmic negativity of the state p,,5, as a function
of the transmission distance (L) for different values of coherent
amplitude o. We assume detection efficiencies 1, = 0.55 for the
homodyne detectors and ny = 0.8 for the ON-OFF detectors, and

p=mn/2
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ITII. QUANTUM KEY DISTRIBUTION USING HE
STATES

In this section we benchmark the quality of the shared
entangled state in terms of an EBQKD protocol that we set
up in accordance with the scheme presented in Sec. 11 B.
We also consider an eavesdropper, Eve, who may col-
laborate with Charlie to determine the secure key that is
being shared between Alice and Bob. Additionally, in our
protocol we make the following assumptions:

(1) We assume that Alice and Bob have access to secure
laboratories in which they can perform well-characterized
measurements. Moreover, the measurement devices of
Alice and Bob are assumed to be immune to any side-
channel attack since no unwanted system may enter or exit
the secure laboratories. In the protocol, the DV modes a;
and b; with Alice and Bob, respectively, are assumed to
be in these secure laboratories and do not directly take part
in the transmission. On the other hand, the CV modes a,
and b, are not assumed to be in secure laboratories and
therefore they are vulnerable to eavesdropping attacks.

(2) We also assume that the quantum channels between
Alice and Charlie and between Bob and Charlie are char-
acterized by transmission losses only, with no thermal
noise. We justify this assumption by demonstrating, in
Appendix F4, that the scenario with no thermal noise
approximates the scenario with some practical value of the
thermal noise with more than 98% fidelity. This assump-
tion is required only to manage the calculation complexity
of evaluating the final DV state between Alice and Bob.

(3) We also consider a third party, Charlie, who is
assumed to be untrusted and can collaborate with an eaves-
dropper, Eve. In the worst-case scenario, we assume that
he is identified as Eve herself. The QKD protocol, as
described in Sec. II B, dictates that Charlie performs cer-
tain measurements and publicly declares the outcomes so
that Alice and Bob can share an entangled state. In prin-
ciple, we assume that Charlie, as an eavesdropper, may
not perform the operations as dictated by the protocol.
However, it is required for him to supply some outcomes
of the specified measurements to activate the correlations
between Alice and Bob. However, if these outcomes are
tampered with or even fabricated, the correlations between
Alice and Bob will decrease. It is then possible for Alice
and Bob to detect the presence of Eve by various meth-
ods, including state tomography, since the parties know
the final state they should potentially share. More details
on this assumption and the concept of secure laboratories
can be found in Ref. [49].

A. Steps in evaluating the key rate

It should be noted that the steps of the QKD protocol
directly follow after step 4 in Sec. II B as

Step 5: For the case in which Alice and Bob share
Payb,» they perform two-outcome measurements M, and
M on their respective subsystems to generate a raw key.
The choice of measurements is made before the protocol
is started and the information about this choice is usu-
ally publicly available. In our protocol, they perform Pauli
measurements corresponding to o on their respective sub-
systems to generate a raw key. The length of the raw key
that the parties can generate is quantified by the mutual
information /(A4 : B) between them for the observable o.

Step 6. Alice and Bob then estimate the amount of infor-
mation that an adversary, Eve, can have on their raw key.
This information is quantified by the Holevo bound x (4 :
E) between Alice and Eve. In our protocol we consider the
Holevo bound to quantify the knowledge of the coherent
amplitude « and the results of the ON-OFF and homodyne
measurements. These parameters are publicly declared and
actively used in generating the final state between Alice
and Bob. These results can be used by Eve and therefore
must be taken care of in the security analysis.

B. Simulation results on the secured key rate

Our protocol comprises two quantum channels: one
between Alice and Charlie and another between Bob and
Charlie. As before, we consider that the transmittance of
the channels is given by 7, and T3, respectively, such
that 7y = 107/¢ac/10) and Ty = 1071Lsc/19 where [ =
0.2 dB/km is the standard channel loss for telecommu-
nication wavelengths [47,48] and Lyc = Lgc = L/2 are
the transmission distances between Alice and Charlie and
between Bob and Charlie, respectively, where L is the total
transmission distance.

Moreover, we consider that the detectors of Alice and
Bob have efficiency 1, such that the error rate is given
as Q =1 — ny. With these inefficient detectors, the final
secure key rate (see Appendix E for a detailed analysis)
for the state given in Eq. (2) is given as

r=Py[I(4:B) - x(4:E)]

=P, {1 — N4+ %[(1 + h) log, (1 + h)
1
+ (1 = hylogy,(1 —h)] - 5[(2 — 14) 10g,(2 — n4)
— (I = ng) logy (1 — nd)]} ; 4)

where it can be seen that the secure key rate depends only
on A [from Eq. (2)], the efficiency of the detectors of of
Alice and Bob, and the probability with which the final
state is prepared.

Generally, for an experimental realization of the QKD
protocol, the laboratories of Alice and Bob are fixed
at some distance L. We show that « cannot be chosen
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FIG. 5. Total transmission distance as a function of the coher-
ent amplitude for different values of the secure key rate. We fix
the channel loss at / = 0.2 dB/km, which corresponds to losses
in standard optical fibers. We also fix n; = 0 for this analysis.
The optimal value of o that maximizes the transmission distance
is found to be the same in each case. The unit for the secure key
rate 7 is bits per pulse.

arbitrarily, as there exists an optimal value that can maxi-
mize either the key rate or the total transmission distance.
In Fig. 5, we plot the maximum transmission distance as a
function of the coherent amplitude for various values of the
secure key rate with an ideal detector, n; = 0. We observe
that there exists an optimal value, o & (.5, that maximizes
the total transmission distance for any value of the secure
key rate.

In Fig. 6, we plot the secure key rate as a function of the
total transmission distance L for different values of n,;. We
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FIG. 6. Secure key rate as a function of total transmission dis-
tance L for different values of 1, in the optimal case, i.e.,« = 0.5.
We assume detection efficiencies 1, = 0.55 for the homodyne
detectors and ny = 0.8 for the ON-OFF detectors, and p = 7 /2.

choose 1, = 0.55, no = 0.8, and p = /2 to be as real-
istic as possible and simulate the results for a standard
telecommunication fiber with / = 0.2 dB/km. Furthermore,
the value of the coherent amplitude « is chosen to maxi-
mize the secure key rate over long transmission distances
instead of entanglement. For our analysis we choose o =
0.5 to optimize the total distance. It is also approximately
the same value that optimizes the logarithmic negativity of
an HE state when its CV part undergoes high photon loss.
It is seen that under lower errors on Alice’s and Bob’s side
(ng = 0.97 and 0.95), a secure key rate can be achieved
for transmission distances of around 300 km, indicating
that the resultant entangled state is useful. However, the
maximum achievable distance drastically falls off as 5, is
increased up to 0.90.

IV. DISCUSSION AND CONCLUSION

We have shown that HE states between CV and DV sys-
tems provide a robust practical solution to the problem
of achieving long-distance high-rate entanglement. Both
requirements are fundamental for a number of applica-
tions. In this paper we have benchmarked the usefulness
of the prepared entangled state using an EBQKD protocol,
as it is both a fundamental application and a multipur-
pose test bed. In an EBQKD setup, our results indicate
that HE states bring out the best of both CV and DV sys-
tems, resulting in a secure key rate of approximately 10~°
bits per pulse at a distance of 250 km with 5% detec-
tion inefficiency. This, in itself, represents a significant
contribution. All this was achieved without the use of an
ultralow-loss fiber (with channel loss / = 0.16 dB/km at
1550 nm [50]), which allowed an earlier study to achieve
transmission distances greater than 400 km. With such a
fiber, our approach would allow us to achieve approxi-
mately 1070 bits per pulse at a distance of 300 km for
na = 0.95.

In our analysis, it should be noted that, for of sim-
plicity, we do not consider any thermal noise in the
channels. However, one can qualitatively show that incor-
porating a practical value for such thermal noise will
not significantly affect our results (see Appendix F for
details).

We leave the detailed quantitative analysis in the pres-
ence of thermal noise for future work and acknowledge
that it involves lengthy analytical calculations that may
have an insignificant impact on our findings.

The feasibility of our protocol relies on the fact that HE
states with small coherent amplitudes (¢ < 1) can be gen-
erated in the laboratory by several nondeterministic tech-
niques [34,35] and the generation rate is comparable to the
rate of production of entangled photon pairs in parametric
down-conversion setups. As an example, it is possible to
prepare HE states where the CV and DV parts correspond

064013-6



LONG-DISTANCE ENTANGLEMENT SHARING...

PHYS. REV. APPLIED 21, 064013 (2024)

to the photon-number state and the coherent state, respec-
tively, with fidelity of approximately 0.75 for o = 0.5 [34].
While the rate of generation in the source is comparable
to that of parametric down-conversion sources, losses dur-
ing transmission are reduced, so the effective rate at the
destination increases. The fidelity of the preparation could
be a limiting factor. However, this can be mitigated by
the use of other forms of HE states, most notably with
the CV and DV modes corresponding to cat states and
polarization, respectively, which offer exceptionally good
fidelity of preparation as well as rate of generation [51—
55]. We also note that a recent result indicates that it is
also possible to deterministically generate HE states with
high fidelity [56]

However, it should be noted that there will be effects
from phase modulations and phase mismatch in a practi-
cal implementation of our scheme. Commercially available
lasers, used in the generation of HE states, generally do not
have well-defined phase stabilization while optical fibers,
used for transmission, may introduce nonlinear effects on
the signals. This causes additional concerns for phase lock-
ing and phase tracking to ensure successful interference at
Charlie’s end. Although such issues have been managed
in the context of twin-field QKD [57], it remains unclear
to us whether a similar architecture could be useful in our
setup as well, and we leave it as an open avenue for future
discussions.

Our results highlight the significance of HE states as
a resource in high-rate remote entanglement generation,
which plays a crucial role in enhancing many quantum
information processing tasks, such as the quantum inter-
net [58,59], quantum digital signature [60,61], and network
steering [62]. We believe that our scheme has the potential
to drive a new generation of experimental developments in
quantum information technology.
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APPENDIX A: GENERATION OF THE HYBRID
ENTANGLED STATE

In this appendix, we outline a process, using a setup
in line with the setup in Ref. [34], that can be used to
experimentally generate an HE state of the form

1
[V )ap = 7 (10)g l)y + 1) [—t))

between modes a and b, where |0) and |1) correspond to
photon-number states and |«) is the coherent state with
coherent amplitude «.

|n) and |&) correspond to, respectively, the energy eigen-
state and the coherent state of a quantized electromagnetic
field, where n is the number of photons in the state. It
is possible to realize the energy eigenstates as a single-
photon qubit by considering only the photon-number states
corresponding to |0) and |1). This is our DV system, and
the multiphoton coherent state is our CV system. The key
idea of HE-state generation hinges on conditional photon
addition and erasing the path information of photon addi-
tion. There are several ways of achieving photon addition.
They include a model that uses single-photon sources and
BSs and a model that uses a parametric down-converter
(PDC) with a weak pump. Since the BS setup and the para-
metric down-converter are equivalent [64], here we use the
BS model for photon addition. The following is a step-
by-step description of the generation of the HE state in
Fig. 1(b).

Step 1: A vacuum state |0) in mode a is mixed with a
single-photon state |1) in mode ¢ with the use of a BS
(BS1) with transmittance 7. Similarly, a coherent state
|a) in mode ¢ is mixed with another single-photon state
in mode d with the use of another BS (BS2) with trans-
mittance 7. The output states from each of these BSs
are

(AT)

[Y)BS = VT —T|1),10), + VT10), 1),

. (A2)

1W)BS? = VT = Th" ), 10), + VT la)y 1)y,
where b is the creation operator acting on mode b and
[¥)B51 is the output state from BS1, while |¢)p3” is the
output state from BS2. The BS transmittance 7 can be
fine-tuned according to experimental requirements to yield
maximum probability for photon addition. Therefore, the

four-mode state at the output of BS1 and BS2 is

W)t = VTA =1 (1) @ 10). 1)
+ 10}, 5" )y @ [1), 10),)

+(1=T) 1), b |}, ® 10), 10}y

+ T10)g )y, @ 1) ) g (A3)
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Step 2: The outgoing single-photon modes [shown by dashed gray lines in Fig. 1(b)] from both BS1 and BS3 are mixed
with each other with the use of a another BS (BS3), with transmittance t. This leads to a four-mode state at the output of

BS3 that can be written as

W5 = VIA =D [I01a)y @ (= VT=710) [y + V7 1) [0)y)
+10), 51005 @ (VT =7 1110} + V7 [0, 1), )]

+ (L= 1) 1),B [y @10} 1004 + T10), @)y ® (VT =7 [2)c 10)y + V7 0} 2} ).

Step 3: We now detect the output modes of BS3 via
single-photon detectors D1 and D2. Since the total pho-
ton number at the output of BS3 is 1, this indicates that
both detector D1 and detector D2 cannot click simultane-
ously. We postselect the state when only detector D1 clicks
and discard the runs whenever detector D2 clicks. After
postselection, the state between modes a and b is given as

[Y)or = (1] (0l 1¥) 553,

= VTA=1) (VT Dy l)y +vT=710), 5" fa)y).
(A5)

We can now use the fact that the n-photon-added coher-
ent state is a good approximation to another coherent
state with amplified amplitude, i.e., 57 //N |a) ~ |ga)
[34], where N is the corresponding normalization con-
stant and g > 1 is the amplification factor. This leads to
the result b le), ~ 1/4/1 — & |ga),, where g is properly
chosen. Then, by setting T = (1 + o)/(2 + ?) and using
the approximation, we get

T —
W5~ (I0alads + 03, lgay ). (46)

Step 4: Next, we displace mode b by applying a displace-
ment operator on this mode given by Dy (— (o + ga)/2) =
exp [—(a + ga) /2([}T — 13)], where b is the annihilation
operator. This leads to the final normalized HE state

1
[V)ap = 7 (10)q Iy ), + 11 I=err) ) 5 (A7)

where oy = (g — Da/2.

APPENDIX B: SHARED ENTANGLED STATE
BETWEEN ALICE AND BOB

In this appendix, we calculate the state obtained after
Charlie has performed the entanglement-swapping opera-
tion. We also calculate the states obtained after every step
of the protocol starting from the initial resource of HE
states. The steps of the protocol are detailed in the main
text.

(A4)

(

1. Initial states and channel transmission

We denote the two hybrid entangled states with Alice
and Bob as

1
|]/,>a1a2 == (|0>a1 |a>a2 + |1)a1 |_a>a2) )
2
i
Vot = 75 (10)5, ler)y, + 1105, 1—at)s))

respectively. The initial four-mode resource state can be
written as

W) = 1 )aras V)

102
1
= 5 (|00>a1b1 |a)a2 |a>b2 + |11>a1b1 |_a)a2 |_a>b2

H101),5, l@)g, =)y, + 110),,5, =)y, la)s),
(B2)

where [ij),,,, = li}y, I/)p, foralli,j € {0,1}.

Alice and Bob both send their multiphoton part (modes
a, and b,) to a third, distant party, Charlie, for mixing and
subsequent measurements through a noisy/lossy channel
with transmittance 7. Such channels can be modeled in
terms of an effective BS with transmittance 7, where the
input state is fed into one of the inputs of the BS, while the
other input is initialized as a vacuum state. The action of a
BS with transmittance 7" on the input modes is given by a
unitary U% implementing the following transformation:

0 ()L 0w

T= % corresponds to a balanced (50:50) BS. As a con-
sequence, the action of the channel on a coherent state
(Je)) in mode a is described as U¥ |a), ® [0), — |at)y ®
10}, = |VTa), ® |[v/T = Ta),, where U¥ is the corre-
sponding BS unitary operation. Subsequently, the resul-
tant state is obtained by our tracing over the ancillary
mode b.

064013-8



LONG-DISTANCE ENTANGLEMENT SHARING... PHYS. REV. APPLIED 21, 064013 (2024)

Similarly, the noisy transmission of modes a, and b, can be described by the use of two BSs with transmittance 7, each
in the paths of modes a; and b, with ancillary modes given by f, and f;, respectively. The resultant noisy/lossy state is
obtained by our tracing over the ancillary modes (f; and f;). Therefore, the total input state for Charlie before mixing is
given as

azJa by ft
W) an sy, = U™ ® UP [hares @ 10y, 10)y,
ity i

- % (10000,6, IVT=Tat)y, IWT =T, VT, IV T,
+ [11)y,p, |=V1 = Ta);, |—v/1 = Ta); |-/Tat),, |—~/Tar),,
+101)g 5, IWT = Ta),, |—vT = Ta), |V Tar),, I—ﬁoq,,2
110}, 1=/ T = Taly, IVT = Ty, [—/Tat),, VT, ) (B4)

where U<T” 24 and U(f 2/b) are the BS unitary operations corresponding to the respective channels with transmittance 7.
Charlie now mixes the incoming multiphoton modes (a, and b;) through a balanced BS (BS1), leading to the four-mode
entangled state

BSI az,by)
V) ey iy = = Up"™ W)y bysay
fidy 5

_ % (100)0,5, IWT = Ta), VT =Ta) 10y, IV2Ta),,
+ 1)y, |=VT = Ta), =T =Ta), 10), |—v2T),,
+101),,, wlTra)fa |—v/1 =T, |V2Ta),, [0),,
+110),,, |—v1 = Ta),, VT = Ta), |—v2Ta),, |0>a2). (B5)

It can be seen from Eq. (BS) that, in the total four-mode entangled state after mixing by Charlie, the vacuum-state
contribution in mode a; appears with probability 1/2. Our primary aim is to postselect the state (BS) in |0),,,

2. State after the ON-OFF measurement
The additional coherent state sent by Bob to Charlie (|«/§a)> becomes |v/2Ta) as a result of transmission through the
lossy channel. As described in Ref. [34], for this purpose Charlie first mixes the outgoing mode a; with this additional
state (I«/2_T a)) in mode ¢ through the second balanced beam splitter (BS2). Consequently, the state after the mixing at
BS2 is given by

W) oh sy = Unsi W)k, sy ® IV2T),

aj bl b” aj bl,az
Td y Jd fy
a/z//,c/

= 2 (1001, VT Tar), VT =T, 10}, 1237, 10
+ [ 11)gp, |=VT = Ta),, [—v/1 = Ta); 10}y, 0),, |—2+/Tax),
+101),,5, W1 = Tar), |—+/1 = Tar), |V/2T),, Iﬁa)az |—v/Ta),
+ 110}, |—v/T = Ta), [V/T = Ta),, |—v2Ta),, [V Ta),, |—ﬁa>0). (B6)

As can be seen from Eq. (B6), if both detectors at the output of BS2 click, then the contribution can arise only from the
respective part in Eq. (B6), i.e., from the part containing |0),,. Experimentally, this could be achieved unambiguously by
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one performing the operation [Ty = (I — |0) (0]) ® (I — |0) (0]) on Eq. (B6) using two ON-OFF detectors at both output
ports of BS2.

However, here we consider nonideal detectors with efficiency 7, (0 < n, < 1). Similar to the case of transmission
channels, this could be analyzed by considering two additional BS with transmittance 7, and two ancillary modes g, and
g. for modes a; and c, respectively. Therefore, before the ON-OFF detectors, the total state is given by

|yt y = U(az 22 @ UL |y B82 ¥ ® 10)g, 10,

ai,by; No al b
’
S 2 gé Sy
a/z/// Pz a/z// o

1
=3 [|00>a1,,1 10, V1 —Ta), N1 = Ta), 124/ T(1 = no)a),, [0),, |2 Tnoat),, 10),
11,5, 10}y, |—VT = Ta)y, [—v/T = Ta)y, [0, |-2y/T(1— n)a),, 00, |-2y/Tn.e),
(101}, 1V2Thy, IWT = Ta)y, | =T = Tatly, + 110}, 1=V 2Ty, | /T = T, VT = Tar)y )

x VT = naly, |=V/T( = n)a), 1V T, |=v/Tn,a), |

1
= 5 [100)a,3, 100, T, IVTa), 2y T, 10),, 129/ Tnoa,, 10),
T )y, 103, 1=V Tl 1=V Tl 100, =29/ Ty, 10}, -2/ Tnoe),
+ (101}, 1v/2Tex) bz|\/—o[,f|—\/_oth+|1oalb1 —V2Ta),, |-VTa), VT, )
X YTy, 1=/Trje),, Ve, 1=/ T, ] (B7)

where 7' =1—Tand ), = 1 — n,.

Charlie is now supposed to make the measurement of IT;>*

= (1 —10) (0])4, ® (1 —|0) (0O]). on the state in Eq. (B7).
After the measurement of these operators (I1), the total state collapses to ,02] Dby = 1T fa Jb ( [Yro) (Yol )/NO, where |g) =

azc

ngz,e W)tot bt and the normalization constants are Ny = tra, p,.ay.b c( [¥ro) (Yol ) It must be noted that the state ,021 byiby
1 ,f ' o g/ Jafb-ga-8c
aJpdase
alzl// C//

is obtained with probability Py = tra, s, ('021 by: ,,2).
L b1
Let us fist look at the result

5™ ot)g, 1B)e = (]laz ® 1 —0),, (0] @ e — Ly, ® [0). (0] + 10),, (0] ® |0),. (0|> )y 1B)e

= |a)g, 1B)e — € 10),, IB). — € P @), 10), + e~ @210, j0),, (BS)
leading to

5> Jor) g, 10) = TIG7 |0}y, lor). = O,
(B9)

ar,c —a? —a2 _a2
TG far)y, |—at) = o)y, |—at). — €772 |0),, |—ar), — e * |a),, [0), + e |0),, |0),.

a3
Using the results of Eq. (B9) in Eq. (B7), we obtain
Vo) = T )

NAR AR A gé
a/z/// c//

1
= [|oo>alb1 10}y, VT, IVTat)y, ® 12/ T}, [0}, x 0

+ 1104y, 10}, |=V T, =V Ta);, ® [0),, |—-2/Trje), x 0
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+ (101) 5, 1V2Ta, VT @)y, 1=Vl + 110}, 1=v2Tly, |-~/ T, VT, ) @ [T, 1=/ Ty,
®(| NoTa)y, 1=, Ta), = & 172 (0),, | =/ Tay, — 72 | f, T, 10} + €707 [0),,, [0), ) |
(|01 iy W2T@)y, VT @), |-V T @), + [10),,5, |-V 2Ta)y, |=VTat)y, VT )y, )

R | T%O‘)ga |— Tnooz)gC ® [W)4ye s (B10)
where

_ 2 _ 2 _ 2
n()Ta>a2 |_ noTO[)C —e€ noTe”/2 |O>a2 |_ U()Ta)c —e€ noTert/2 | n()Ta>a2 |O>c +e o T |O)a2 |0>c (Bll)

[W)ape = |

It can be further shown that

tr(lllf)azc )_tr[< (VoTot| |/ 0oTet) (—/noTet| |—/noTet) + &7 (0] 10) (—/10 Tet| |—/70 Tt)
+ T (g Tl [/, Tex) (0110} + €777 (010} (01 10})
+2 (=T (0] 1/, Ta) (—y/no Tl |=/noTat) = €772 (g, Ter] o Tea) (01| =/n, Te)
+ T (0] Y/, Tat) (0] 1=/, Tt) ) +2 (€7 (/o Tex] [0) (01| /1o Tex)
e 0] 10) (0] |/, Ta) ) — 27702 (0] |/, Ter) (01 [0)]
_ (1 4T 4 moTe? e—ZnUTa2> ) (_e—n(,Taz e +e—2n,,Ta2)
42 (efznoraz _ efznoraz) _ 26—2ngra2

2
=1 — 2T | 20T (1 _ e*%“z) : (B12)

Hence,

(1 — g Mol )
trgg, (190) (Wl ) = ~————tw5, [(101)a,e, (011 ® V2T, (V2Ta| @ VT @)y, (Tt @ | —/Ta), (/T

8as8c 4
ar,c

+ 10}y, (10| ® |[—V2Ta), (—v2Tat| ® |—VT'at), (—/Ta| ® |V Ta);, (VTal
+101)y 5, (101 ® [V2Ta),, (—v2Ta| ® |V Ta);, (—/Ta| ® |-V Ta)y, ( ﬁa|
+ 110),,5, (011 ® |—V2Ta)y, (2Ta| @ |-V Ta)y, (VTa| @ [V Ta)y;, (~v/Tal )]

X try, . [ VT ,, (Tl @ =/ Te),, (—/Tjal]

1—e noTor

+ (10106, (101 @ [V2T), (V2| 4 [10),,5, (01] @ |—v/2Ta), (+/2Ta] ) 40
(B13)

064013-11



BOSE, SINGH, CABELLO, and JEONG PHYS. REV. APPLIED 21, 064013 (2024)

where tr( loe) (—a| ) — 2 The corresponding probability and normalization constant are given as

(1 - e—noTaz)z
Po=No =ty |t (10) (ol ) | = ~———. (B14)
by gallz’gcc 2
This leads to the normalized state
. 1
Povnon = 55 (190) (W0l )
ar,c
1
= 2 [1010, (011 @ 1W2Ta),, (V2Tal + 110}, (101 @ |—v/2Ta),, (—v/2Tl
n (|Ol>d1b1 (10| @ |V2Ta),, (—v/2Ta|
+110),,5, (01] ® [—v/2Ta),, («/2Toz|) e*‘*“*mz] . (B15)

3. Final state obtained after the homodyne measurement

Charlie now performs the homodyne measurement along the quadrature X, on mode b,. Here we also consider that the
homodyne instruments are not perfect. Rather the efficiency of the homodyne detector is given by 7. Similarly to the
earlier cases, here also the imperfect homodyne detector can be modeled as a passive beam splitter with transmittance 7;,.
Now the action of the imperfect homodyne measurement along quadrature Xy will lead to the resultant unnormalized state

by b . .
pll;l‘l’mo (Xolp, trn, |:<Uf’72 ) ,oa1 brby @ 10}, (O] (th 2) i| |Xp)5, with normalization Ng“’m = try, b, (pll;‘l’m 0) where Xp

in a mode a is defined as Xy = (ae” + a’e)/2 and with the eigenvalue equation as Xy defined as Xy | Xp) = xp |Xp).
Thus, after the homodyne measurement by Charlie, the residual normalized state between Alice and Bob will be
given by

hom,0

Pay by = A}“ﬁom : (B16)
0

In this work we consider the measurement of the quadrature operator for the choice of 6 = x/2, i.e., we con-
sider the momentumlike quadrature operator P. Now the measurement of P for a coherent state |a) is (P||a) =
(1/mV/4)e P 2e=* =iV Now

.
t, [(Ui;;’bz) P8 iy © 10}, (01 (U2"2) }
— —tr;,h [(thbZ) [|01 Yars, (011 ® [V2Ta),, (V2Ta| + (10}, (10| ® |—v/2Ta),, (—v/2T«|
+ (101}, (101 ® [V2T0)y, (—V2Ta| + [10),,5, (011 @ |—2Ta)y, (2Tl ) -7 | @ [0}, (0] (U2 }
1 /
= S, [|01>a1,,1 (011 ® [V2Tmar),, (2Tt ® |\/2Tnjen), (\f2Tnjer
+ 110005, (101 @ |—y2Tms00), (—V2Tmal @ |- \J2Tnje), (—/2Tnje
+ <|01>alb1 (101 ® |y2Tm0)y, (—V2Tmal @ 1 2Tn), (=270l
/ / — — (12
+ [10)4,, (01] ® |—/2Tyct),, (\/ZTnha|®|—,/2Tnha)hb (,/2Tnha|>e 41-1) ]
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= 2 [100)0, (011 @ 1V2T st} (v/2Tier] + 10),5, (101 @ | =2Tmsct), (/2T

(101)4,5, (101 ® [V2Tmi)y, (—v/2Tmal + 10),,5, (011 ® |—v/2Tmsaa),, (v/2Tmyar]) €707 400" |

= > [100as, ©O11® 1V2Tma),, (V2Tmal + 110),,0, (101 @ |=v/2Tmsct)y, (—y/ 2T

+ (10141, (101 ® V2T, (—v/2Tmal + 110),,5, (011 @ |—v/2Tmsat)y, (2Tmiel) 007 (B17)

which leads to

™ = (Ply, tmh, [(Uﬁz’@) P8y, © 100, (01 (Ui ] 1P)s,

+ w|~

[am—

1
= 5 (Pls, [|01>alb1 (011 ® [V2Tma),, (v2Tmsel +110),,, (101 ® |—y/2Tmsar), (—y/2Tma]
—4(1—Tn)a?
+ (|01>a1b1 (10 ® |v/2 ), (—v2Tmpet] + 110) 4y, (011 ® [—y/2T i), <J2Tnha|)e A=) ]|P>b2

e_p

W

+ (|01> y (10] e=4Tme’ =4ivTiep 4 110y <01|e—4“h“2+4"¢m“1’) e—“(l—Tﬂwz]
apby a1by

[|01 agpy (011 €T 110y, (10] e=4Tme

P’ o—4Tme?

- _ - [lOl)albl (01| + |10>a1b1 (10| + (l()])albl <10|e—4i«/TThap + |10> <01|e4i«/map> e—4(1—Tﬂh)a2] )

2ﬁ Lllb]
(B18)
with N(P)lom = try, 5, (pllllr(l)m 0) _pze_“T’IWz/ﬁ_
Therefore,
hom,0
Pay,by = N(l)lom
1 e
T2 |:|01>“1bl (01 + 110),, {101 + <|01>a1b1 (10]e 4i/Tipop
+ |10>a1b1 (01 | e4i\/TT];,ap) e_4(1_Tﬂh)“2]
= 5 (101141, 011+ 110),5, (1014 A (g 10,5, (10] +° 10),, (O1)]. (B19)

, 2
where i = e~4(1-Tmwe’ and g = e~ *WTar The probability of obtaining this final state is given by Py = (1 — e T 0‘2> /2
[Eq. (B14)].

APPENDIX C: LOGARITHMIC NEGATIVITY OF HYBRID ENTANGLED STATES UNDERGOING
PHOTON LOSS

In our protocol we use the CV part of the HE state for transmission via a lossy quantum channel. It can be shown that
under photon losses in the CV part, an HE state can still retain correlations for a particular value of «.

We analyze the amount of correlations that an HE state retains after its CV system is transmitted via a lossy quantum
channel. Upon transmission, the CV part undergoes photon loss that is directly dependent on the value of & chosen. We
show that the correlations in an HE state after its CV part has undergone transmission loss are a nonmonotonic function
of its coherent amplitude. Specifically, we evaluate the logarithmic negativity [65,66] of the initial HE state as a function
of transmission loss. We find that for « & 0.5, the HE state is highly robust regarding noise.
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Let us consider the HE state

1
W)ar = =5 (10)a )y + 1) 1=y ). (&

V2

Suppose that mode b undergoes photon loss. The process of photon loss can be equivalently modeled as passage through
a beam splitter with reflectivity R (0 < R < 1), while the other input to the beam splitter is taken to be a vacuum. In such
a case, the beam-splitter matrix is

VI-R VR
(& )

where R = 0 and R = 1 stand for zero photon loss and complete photon loss, respectively. Let us consider that mode
b passes through such a beam splitter, while the other input is at |0) in mode c. As a consequence, the total state after

passage through the beam splitter becomes

Bs 1
V) ® 100 = — (

100, [V = Rt} |v/Ret) + (1), |

—JT—Ra), I—\/l_?a)c> . (C2)

Subsequently, the two-mode state in modes a and b after photon loss is obtained by our tracing over the ancillary mode ¢

as

ploss — tr, B (|0, V1= Ra),, (0,1 — Ra| ® |vVRa), (vRa| + |1,—/T = Ra), (1, —v/1 — Rat| ® |—/Rat), (—/Ra|

+10,+/T = Ra) (1, —v/1 — Ra| ® |[VRat), {

2
+672R01 |

1, —vT—Ra),, (0,41 Ra|)

[|o 0] ® V1 —

+e 2 (10}, (1] @ [VT = Ra) (—

To evaluate the entanglement content in this state, we
use logarithmic negativity as a measure of entanglement.

For a bipartite state ,0lOSS it is defined as Ey (,0(11%55)

loss PT ‘

lOgZ H Pab
stands for partial transpose over mode a or mode b. We
evaluate the logarithmic negativity for the state after pho-
ton loss in Eq. (C3) numerically, and it is shown in the
main text.

, where ||.||; is the trace norm and PT
1

APPENDIX D: LOGARITHMIC NEGATIVITY OF
THE SHARED ENTANGLED STATES

To evaluate the entanglement content in this state, we
use logarithmic negativity as a measure of entanglement.
For a bipartite state pgp,, it is defined as Ey (045, ) =

PT
log, ‘ Paby ‘ 1
for partial transpose over mode a; or or mode b;. Here we

where ||.||; is the trace norm and PT stands

—VRa| + |1, ~v/T=Ra)y (0, VT = Ret| @ | —/Rat), (+/Rar]) |
— % (|o, V1T —=Ra),, (0,+/1 —Ra|+ |1, —v/1 = Ra) (1, —+/1 — Rae| + ek’ 10 /T = Ra)  (

1,—+1 — Ra|

o)y (V1 —Ral + 1), (1] ® |[-v/1 — Rat), (—/1 — Rat|
V1 =Ra|+ 1), (0] ® |—v1 —

p(WT=Ral)]. (C3)

(

evaluate the logarithmic negativity for the shared entan-
gled state between Alice and Bob (B19) under partial
transposition over mode b;. The resultant state after the
partial transpose is written as

1
=3 [101) 4,5, (O1] + 110),, (10]

'Olll)lT,bl -
+h (g 100),,5, (11| 4+g*[11),,5, (00])], (D1)

where h = =41~ T”h)“2 and g = e“”\/ﬁ @ This leads to
the eigenvalues of ,0 as Ay = Ay = 5, A3 = h/2, and
A =—h/2.As a consequence the logarlthmlc negativity
of o,4,p, is given as

4

En (pap,) = log, (Z |Ak|> =log,(1+h). (D2)

k=1
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However, it should be noted that the final state, p4,s,,
is produced only with probability Py. Consequently, the
entanglement between the parties is effectively given as
E, (,oa1 ;,1) = Py log, (1 4 &). The reason for multiplication
with the probability Py is because it determines the rate of
generation of the resultant entangled state. As an exam-
ple, consider « = 0. The HE state (Al) is effectively a
separable state and therefore cannot yield any correla-
tions after swapping. This behavior is captured by the fact
that the final entangled state is produced with probability
0. However, if we only look at the state p,;,, we find
that it is maximally entangled with logarithmic negativ-
ity equal to 1. Therefore, it is necessary to include the rate
of production in the analysis of entanglement of the final
state.

APPENDIX E: ANALYSIS OF THE SECURE KEY
RATE

In this appendix, we first provide a description of
the optimal strategy of an eavesdropper, Eve—namely,
an entangling cloner attack. Then we provide a detailed
analysis of the secure key rate under this strategy by Eve.

1. Evaluation of the secured key rate

To evaluate the secure key rate, we assume the existence
of an eavesdropper, Eve, with system E. We assume that
Eve can potentially collaborate with the untrusted party,
Charlie, while also having access to the two quantum chan-
nels that are used to transmit the CV systems. We also
consider that Eve can perform an entangling cloner attack
on each of the quantum channels [48,67,68]. However, the
most-general attack strategy with Eve is a two-mode corre-
lated attack (one mode for each quantum channel). Since,
Alice and Bob use a CV system for transmission purposes,
the aforementioned attacks have been shown to be the opti-
mal choices in such a case. Moreover, since the quantum
channels are assumed to be noninteracting and spatially
well separated, the two-mode correlated attack reduces to
two independent single-mode entangling cloner attacks.

Specifically, a single-mode entangling cloner attack
assumes that Eve can split the incoming CV states in both
channels independently using a BS with transmittance 7
that is equal to the loss of the Alice-Charlie and Bob-
Charlie channels (assuming that the loss in both channels is
the same). The two input modes for this BS correspond to
the quantum state being transmitted and a vacuum state (or
a thermal state if we consider thermal noise in the chan-
nels). Eve then stores the reflected states in a quantum
memory, while the transmitted states are sent to Charlie
via identity channels having no loss. Subsequently, Eve
can then perform a joint measurement on the two retained
states (corresponding to Alice-Charlie and Bob-Charlie
channels) that are stored in a quantum memory and try

to guess the key of Alice or Bob on the basis of the out-
comes observed. However, Alice and Bob can estimate the
transmission losses of their respective channels given by
T. As a consequence, the maximum information that can
be obtained by Eve becomes a function of the channel loss
parameter T and the results publicly declared by Charlie.
The information by Eve is then bounded by the Holevo
bound x (4 : E).

Since Alice and Bob share the state p, 5, with probabil-
ity Py, the secure key rate » between Alice and Bob is then
given as

r>Py[l(4:B)— x(4:E)] subject to

(1 - e_”"T“2>2

2

Evaluation of the mutual information between Alice and
Bob is relatively simple and is accomplished by the use
of their observed joint statistics. If Alice and Bob per-
form a measurement corresponding to observables 4 and
B, the mutual information between the two parties sharing
astate p,p is givenas /(4 : B) = H(A) + H(B) — H(4,B),
where H(A4) (and H(B)) is the Shannon entropy corre-
sponding to the observable 4 (and B) measured on the state
Pa = trp (pap) and H (A4, B) is the Shannon entropy of the
observables jointly measured on the state o,p.

Py = (ED)

2. Calculation of /(4 : B) and x (A4 : E)

To evaluate the mutual information we first look at the
final state that is shared between Alice and Bob, which is
given as
1
7 [101) 4,5, (O1] + [10) 5, (10] + A (g 101),,5,
x (10| + g*[10),,5, (01)],

where h = e=41-Tme* and g = e~4VT0P  with the
reduced states of Alice and Bob as

)Oalbl =

(E2)

Pa; = Pb, = % (10) (O] + [1) (1]) . (E3)
In the QKD protocol we consider that both Alice and Bob
choose the observable M = o to generate a key. The cor-
responding projective measurement can then be written as
{IIy, IT; }, where [Ty = |0) (0] and IT; = 1 — TTp = |1) (1].
We also consider that the photon-number detectors are
imperfect, having efficiency n,. A general m-photon detec-
tor with efficiency 7, is described by the measurement
operators

() = Y (1= na)* k+m) (k+m|.
k

(E4)

Because in our scheme we have only two outcomes (cor-
responding to [Ty and 1 — I1j), an imperfect measurement
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of o then corresponds to measurement operators

ITo(na) = 10) (O] + (1 —ng) [1) (1],
Mi(ng) =1 —TIy =ng1) (1].

(ESa)
(ESb)

We first consider the imperfect measurement of o7 on
Alice’s reduced state p,, . The outcome Iy (n4) occurs with
probability pg = 1 [1 4+ (1 — na)] = (2 — 14)/2, while the
outcome I1;(n,) occurs with probability p; =1 — py =
n4/2. As a consequence, the Shannon entropy of imper-
fectly measuring oz on Alice’s reduced state is given
as

H(03) = —polog, po — p1log, p

= — 2—na log 2 -1 —Elogﬁ
2 2\ 2 2 2o

2—1a

=1

n
log,(2 — 14) — ?"’ log, na.  (E6)

Similarly, it can be seen that the same expression also
holds true for the imperfect measurement of oz on Bob’s
reduced state. The measurement operators corresponding
to the case when Alice and Bob jointly (and imperfectly)
measure oz on their respective reduced states are

Moo (14) = 100) (00] + (1 — na)* |11)
(111 4+ (1 = nq) 101) (O1] + (1 — n4) |10) (10],

(E7a)
o1 (ma) = 1a 101) (O1] + na(1 —ng) [11) (11, (E7b)
io(ma) = 1a [10) (101 + na(1 —nq) |11) (111, (E7¢)
M (na) = nz 111) (111, (E7d)

which occur with probabilities poo = 1 — 14, po1 = n4/2,
P10 = na/2, and p1; = 0, respectively. As a consequence,
the Shannon entropy for the joint measurement becomes
H(0z,07) = —poo log, poo — po1 1og, poi
— piology pro — p11log, pii
Na
= —(1 — na) logy(1 — n4) — nalog, >
= 1na — (1 — na) log, (1 — na) — nalog, na.
(E8)

The mutual information between Alice and Bob can then
be written as
I(4: B) = H(oz) + H(oz) — H(0z,07)
=2 —na) — [2—na)log, (2 — na)

— (1 = na) logy (1 — na)]. (E9)

Evidently, in the absence of any imperfection (n; = 1), one
obtains perfect correlation, i.e, lim,, .1 /(4 : B) = 1. Next
we evaluate the Holevo bound x (4 : E).

To evaluate the Holevo bound, we assume that Eve has
access to a purification of the state p,,;,, which we denote
by pa,p,£, such that p, = tr, 5, (0a,5,¢) 18 the reduced state
of Eve. Moreover, we also assume that Alice’s measure-
ment outcomes are represented by rank-1 operators. Since
Paybie 18 pure by definition, we have S(o4,5,) = S(pe),
where S(X) is the von Neumann entropy of a system
X . Moreover, if Alice’s measurement outcomes are rep-
resented by rank-1 operators, then the reduced state of
Bob and Eve conditioned on Alice’s outcome x, given by
Pbyelx> 1s also pure. Therefore, by definition of von Neu-
mann entropy, we have S(oex) = S(pop,|x), Where pp, | is
the reduced state of Bob conditioned on Alice’s outcome
x. In this case, the Holevo bound can then be written as
[49]

XA E) = S(pap,) — DS (05 1x) - (E10)

For the state p,5, as given in Eq. (E2), its eigenvalues
are given as Ap = 1 + 2/2, leading to the von Neumann
entropy as

S(palbl) - _)\+ 10g2 )»+—)»_ 10g2 A

(1Y, (1t
() ()
1—nh 1 1—h
(5 ()
=1—%[(1+h)logz(1+h)

+ (1 = h)log,(1 — h)]. (E11)

On the other hand, the reduced states of Bob corresponding
to the two outcomes of the imperfect measurement of o7 by
Alice are given as

tray [ Payp To(ma) ]

Pbyjo =
1|0 tr [pa1b1 Ho(nd)]
1
=2—(I1)(1|+(1—nd)|0)(0|), (E12a)
— Na
try, | Pap, I1
oo = Taloan O] (E12b)
tr[pa]blnl(nd)]
which lead to
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1
S (op1x) = - lo - lo
;p (e 2 2—m) 2 \2=m 2—n) 2\2-w

1
= 5[(2 — 1a) log,(2 — ng) — (1 — ng) log, (1 — na) . (E13)

As a consequence, the Holevo bound can be written as

XA E) = S(pap) = > xS (poy1)

1 1
= 1= 2 [+ M logy(1 4+) + (1 = W logs(1 = W] = 2 [2 = 1) logs(2 = na) = (1 = na) logs (1 = na)] .
(E14)

By plugging the mutual information given in Eq. (E9) and the Holevo bound, given in Eq. (E14), in the secure key rate,
given by Eq. (E1), we obtain

r=po[ll(4:B)— x(4:E)]

1 1
=Po {1 —nat 5 [(14 1) logy(1+h) + (1 — h)log,(1 — )] — 3 [(2 = na) log, (2 — na) — (1 — na) log, (1 — ﬂd)]} .
(E15)

APPENDIX F: FIDELITY BETWEEN THE HE STATES THAT PASSED THROUGH LOSS-ONLY AND
LOSSY-AND-NOISY CHANNELS

In this appendix, we analyze the impact of thermal noise present in the quantum channel between Alice (Bob) and
Charlie. We show that the final state after a loss-only channel is almost equivalent to the final state after passing through
a channel characterized by loss and thermal noise. Using this result, we aim to reduce the complexity of the calculation
by focusing only on loss-only quantum channels connecting all the parties.

1. General state after channel transmission

Let us consider that an incoming signal passes through a lossy channel having transmittance 7" with additional thermal
noise. Mathematically, the channel transmission can be written as Ugp, © Osin — 0s.out, Where pgin (0s0ut) 1S input (output)
state of the channel. Such transmission can be modeled as follows. First, the incoming state (in mode a) is mixed with an
ancilla initialized in a thermal state (in mode b) via a BS with transmittance 7 and two output modes. Subsequently, the
output of the quantum channel is obtained by our tracing out the outgoing ancillary mode of the BS.

The action of a BS with transmittance 7 is described in terms of a unitary operation Uz}b on the input modes a and b
that leads to the transformation matrix between the input and output modes, labeled by ¢’ and ', as

@ - (Z) B (—flTTT J?TT) @ (F1)

where a corresponds to the annihilation operator for mode a and 7 = 0.5 represents a balanced (50:50) BS. As a conse-
quence, the action of the channel on a coherent state (|a)) in mode a is described as U% |a), ® |8), — lat)y ® |B)y =

WTa+VT=TB), @ INTB — VT —Ta), = |VTa + VT =T, NTB — VT —Ta),,

Let us consider that, in the coherent-state basis, the incoming signal is in the quantum state given by pgin =
fdza/n(dzﬂ/n)C(a,,B) |a), (B|, while the ancilla thermal state is described as panch = (1 — x) kak |k, (k= (1 —

x)fdzn/n(d2§/n)e‘(“”'z*'f'2)/2)”’7*5 [n), (¢], where x = /(1 +7) such that 7 is the average number of thermal
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photons. In view of the action of a BS on the coherent states, one can easily show that

¥
Pout = Uubps in ® Panc,th (Uub)

=y [ L LPNEE o gy et

B LU 1oy (8,1 (UF)']

2 2 2 2 2
=1 [ LB e e o T VT - VT T
® (WTB + 1= T¢,VT¢ — V1 —TB|. (F2)

Consequently, the channel output signal state becomes

Uch * Psjin = Ps,out = Tranc (pout)
2 2 2 2
—«L—)/iﬁiﬁiﬂi—a Bye HEA | ST 4 T Tp), (VTP + VT T¢|
x <ﬁ; — JT=TB8|NTy — V1 =Ta)

— (- )/ d’a B &n &t 157 (laP+18 )+ =D 15T (10 +1c 2 ) ¢ T

L o, pre”

—| intan® | BB g, e
x VTIPS S| | Ty 4 ST Ty, (VT + VT = T2

2 2 .

—a _x)/ d_a@@d_c( Bre 17 (1812 )+(1=Dap” 15T (1nH2 ) e+ T
b T T T

1

Fntan® | BECABLY  gup oo d* d?
 /TO Tt 253 (ﬂn+f)]/77w|k)(w|<klﬁa+\/1—T77>(ﬁ/3+«/1—T§|a)>

2 2
=(1- )/d_“@@d_c( Be” 13 (e 4182+ =g 15T (1n e ) ben*c + T
T T T T
a*nt+an* * * % % 2 2 —
% evT(l [%-‘-%—(ﬂ n+ag )] / d_)\d @ IA) (w|e*'“2+'ﬁ";m”'2+k*(ﬁa+mw
T
o |w|2+\fﬁ+ﬁ:| (VT VT T o
2 2 2 2
=(1-x) f d_kd—e BESEE 1) (ol f _—C(a e I (- Dap" T e op®)
2
y / d_nd_fe—(ln\zﬂil )" C TN T (0 a4+ T=T (o),
T
_ 2 2 2 (4)2 x(1— % az 2 — * —X * *
_ 11 ny & d w bl =D, |/_ Cla ,B)e’l EHPE | T a4 YO0 Grarop™) (F3)
— 1X v v

In the case of a loss-only channel, i.e., in absence of additional thermal noise (x = 0), Eq. (F3) reduces to

Lo b =T (12t roas [ d2 d? A2+ +7(le?+11%) , X
hm U psm—>/—a—ﬂC( B 5L (a2 +112)+(1-Tap /__we_2+fm a8 33 (o]
T T

o d> P18+ (1—Dap* [ P\ d?
= [ 2 L pre T [EEEL ) 0 W) (VTB o) 0

200 d? 1=T (|, 211812 «
= [ L@ pe F T ) (T, (F4)
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2. Hybrid state after channel transmission

In our protocol, each party transmits a coherent state through a quantum channel that may have transmission loss
as well as thermal noise. In the following, we evaluate all possible terms that may arise when the parties transmit the

continuous-variable part through the aforementioned channel. In such a case, Eq. (F3) leads to

l—x [drdPo _pPio? x0-D;s, d’a d’B
Ua : ) (v — ——e 2 TN <w|/——82 B—y)&@—y)
1—Tx T T T

2 2
— T(1—x
PP | T g YTUD) (55 o)

X e
1 —x [drd?o _pPiol , x1-1,« =02 ST
2 o7y Vo |)k> <Cl)| X e 1= ly|1=+ Wy +wy™)

= — e
1—-Tx T T
24 12 2012
_ra-v,,2 1 —x d°hd?w _ PPl | (=D k.  VTAx) % *
— e -1 7l LT e T T et rEerD (), (F5)
1—-Tx T T

l—x [dPrdPo _pPol  x1-D,« d*a d?B
Un: i (vl = | ——F¢ PO <w|/——82(ﬁ+y)82<a—y>
— 11X T T T T
_|a\2§|ﬁ|2+11:£aﬂ*+\/179ix> (Fatop®)

X e
1— 2\ d> M2+l | x(1— Td—x ﬁl
=1 7)f d d—we_%Jr%)‘*w [A) (w] x e 10y 24 2 T0D) Gy — oy *)
-Ix) nm =
_ . 2 2 2 2 _ -

_ oty Lox [ A d pRel D STUZ0 Gy IA) (o (F6)

1 —Tx T ’
l—x [drdPo _pPiel  w0-n,x,

bbbt B |/——52(13 )8 (@ +y)

Ua : |— -
2 2
_eBPHPE | 1T gy YTUD (55 o)

X e
rd-. V)‘ ‘2 ﬁ"(l—x)( My t+ay™)

_ APl | x(
1—x dz)\,C{za)e_HJ;llD\ S0 o) x e

T1-mnx) 7 =x

2 2 2
T(1—» — 3 - SHC
Higyp 12X [ EAdo Bl oD, S Gy (F7)

——e

=e 1-Tx
1—-Tx T
1 — A2 d> P2l | x(1-D) 5%, d*a d*B
R Ba = 2 |/—“—52 (B+1)5 @+ 1)

Uam @ |— -yl

=y =vli=> T |
2 2 x

_MePHBIE 1= ey YTUSO) gy %)

X e
— LAy P o)

2 2 2 2
— " 1
1 X drd-w II+2Iw\ xl( T;Tr))‘* |)\>< |X .

:l—Tx T o7

24 12 202
v, 2 1 —x d°Adw _pP+el | x1-D VT(1—x)
—e TP T AW SR T Mo g 0y ey ) IA) (o] . (F8)
1 —Tx T T

An HE state (A7) is defined as
(F9)

1
1V )ue = NG (10, ) + |1, —a)),
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for which the multiphoton coherent-state part is transmitted through a general (both lossy and noisy) channel. From the
results obtained above, it can be seen that, after the transmission, the final state is

P ) = Uay o = Uan 5 10) (01 @ Jo) o]+ 10) (11 @ o) (e +11) (011 =20 (ol +11) (11 @ ) {~a)
e T(l )”) |0l|2 1 —x dZ}\‘ dza) 7M+M)ﬁ*w
_ arae, 3 1—7x A) (o]

2 1 —Tx T T

ﬁ(lx)* * VT(1—x) * VT(1=x) /5 % *
®[e () 10) (0] 4 ¢ TR K0 J0) (1] 4 e TR o) 1) g

NT(1=x) ¢y % *
fe TG ‘”w“>|1><1|]. (F10)

3. HE state at Charlie’s end after transmission through a loss-only channel and a general channel

Let us consider that Alice and Bob prepare their individual HE states /), ,, and [¥/), ,, as

1
|1//>(11a2 = ﬁ (|07 a)alaz + |15 _a)alaz) > (Flla)
1
Hh)b]bz = E (|07a>b1b2 + |13_a)blb2)s (Fllb)
where [0, &), ., = |0),, l@),,. Using Eq. (F10), one can show that the total four-mode state at the input of Charlie after it

has passed through a general channel is given by

ch ch

Pintot (T, X) = Payay ® Pby by
2I(1=x) | 2

e 1-Tx lot]

x(1=T7) /4 % *
graedxas, T GO 1 (0] © 1)y, (€]

( 1 —x )2 ArdPody d*E _pPrioR4ix PR
4

VT(—x) /5 % * VT(1=x) /5 % ok
® [e et j0), (0] + e TR R o), (1]

VT(1—x)
=7 "

N VT(1=x) /5 % *
L a—wa*) |1>a1 O] + e T-F Aatwa™) |1>a1 <1|:|

VIU=x) * VI(—x) *
® [e IO 10), (0] R T TE D 0y, (1]

ﬁ(l = * VIU—x) *
e T T 1), (0] 7T e ), <1I]

T(1—x) ‘a|2

e T 1—x\? [ @Prdod®x d*E _pReiol+iP+ER 0=
X - 2 +Hio (FotxE) 1A, x)
4 1 —1Tx

azbz (C(), g |

f(l X) ) % JVT(1—x) % %
® |:<€ [()» +xHa+(w+8)a* ] |0, O>a|b1 (0’0| +e I-Tx [()\ +x o+ (w—E)a* ] |0, O>a|b1 (0, 1|

N eflm D05~ x o+ (o+§)e* ] |0, 1)

ayby

VT(1—x *_ ok ®
(0,0] + ¢ T [07 ko= 4y g, 1l>

VT(1—x) * €\ * [(1 X)
+ (e e [0 10,0) (1,00 4 €7

[G*4x®a—(o+8)a*] 10,0045, (1, 1]

aiby

VT(1—x) *y* JT(1— ’C) R
+ TR (W] g 1y (1, 0] 4 TR LETOes @k gy <1,1|>
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TR @ orT o), 0,1]

JT ‘C) *_ ok
n (e m [ —xHa—(@+E)a*] 1, 0>a1b1 0,0] + e

_ﬁ(lfx) * N * VT(1—x) * *
+ e -7 [(}» +xF)o—(w+E)a ] |1’ 1>alb1 (0,0| +e 1—7x [()\ +xF)o—(w— éj_)a ] |1 1)a1b1 (O’ 1|>

ﬁ(lfx) *_ ok * \/7(1 r) * MYyt (o o
n (e [ Mat@=0a] 1 0y, (1,00 4 ¢ TR L@ xDareroa] g gy (11

VT(1—x * * * VT(1—x * * *
+ e TR L0t em0wl |y L 1,0) 4 o T [ O] gy <1,1|>] (F12)

In the absence of the additional thermal noise (x — 0) the transmission channel simply becomes a loss-only channel and
the state at the input of Charlie (after transmission) can be written as

pin,tot(T) = ;El’(l) pin,tot(Ta X)

2
e 2Tl Py P dPy dPE Pl e

= — X —e¢ 2 A, w,
y e 1% X gty (@, ]

® [(eﬁ[()\*+x*)a+(w+é)a*] 10,0),,5, {0.0] + N0 x5 |, 0)ars, (0.1

VTl —xHat@+E)a*] 10, 1)4,5, (0,0] + VTLOF = x ot @—E)a*] 10, 1) 4,5, (O, 1|)
+ (eﬁ[()»*+x*)a—(w—§)0t*] 0, O)albl (1,0] + eﬁ[(x*+x*)a—(w+§)a*] |0, 0)111171 (1, 1]

GVl =xha—@=5a"] 10 1y (10| + eVT[O* —xe—(@+)"] o 1) gyp, (L, 1|)

ayby

(VT @] 1, 0) (0,00 4 e YT =0T 0, (0,1

aiby

4o VIO x e~ (@t£)a*] 1.1}, (0,0] + o VI e~ (0—5)a"] 11, 1) g5, (0, 1|>

aiby

+ (eIl -9 1), (1,0] 4 VT erer0c gy )

ayby

e e TR R R R L e TTR VR T) | I E)

aiby

4. Fidelity between HE states at Charlie’s end after transmission through a loss-only channel and a general
channel

In this subsection, we evaluate how different the state given in Eq. (F12) is from the state given in Eq. (F13) for a given
loss and thermal noise. To estimate it, we evaluate the fidelity between the states given by Egs. (F12) and (F13) as

F=tr [pin,tot(T) Pintot (T, X)]

2—x(14+7) | 2
2T e 1—x\2
16 1 —Tx
2
fd Ai (1o P P P Hoo P P HE R )+ (0311485 X1+t 1)
8
T

X [(eﬁ“ G+t +0] [T aDarrrea] | U2 (05 e+ -00] VT 05— 1D a+@ra’]

YTAD [t —xPyat (@ +6)at [V T[S+ xhat+@—ea*] o YTID [t —ybat (@&t [+ 04—t @y —Ea*]
+ e - 1 1 21X +e 1
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ﬁ(l \f)

+ (e

VT(1-x)
+e I-Ix

# (e

+ e

+ (e
ﬁ(l =

+ e

ﬁ(l r)

«/?(I*X)

ﬁlx)

where dzAi = dz)\,l'dza)idaxidzsi (l = 1,2)
Let us now consider a generic integral as

2—x(14+7) 2
e 2T 1= Il x

(L)

16 8

[A+xDa—(@1=gDe* |=-VI[0S—xDa—(@+&)e"] |,
[A—xDa—(@1=sDe* | =-VI[(S—xDe—(@—8)a*] |,
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This analysis is important because a fully general calcu-
lation, in which we consider the quantum channels to be
characterized by transmission loss and thermal noise, is far
more involved and lengthy to perform than if we consider
the quantum channels to be characterized by transmission
loss only. This can be seen from the form of the four-mode

1 —x
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(F16)
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2
> e[(AlC2+142C1)+(31D2+32D1)]\a|2'
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(

states at Charlie’s input before the entanglement-swapping
operation. In view of the result represented in Fig. 7, we
believe that the consideration of such a general channel
may not yield a result significantly different from the con-
sideration of a loss-only channel but at the cost of a very
difficult, lengthy, and complicated calculation. It may be
noted that in the case of a loss-only channel, the ancilla
thermal state is replaced by a vacuum state. This simplifies
the calculation greatly as now we can proceed with a pure-
state approach in which the total state is a pure state. In this
case, it is possible to take a partial trace over the ancilla
after Charlie’s operations. This simplifies the overall cal-
culation. However, such a simplification is not possible
when we consider an ancilla in the thermal state, for which
the overall state is mixed. This increases the number of
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FIG. 7. Dependence of fidelity between the states obtained

from the initial HE state after transmission through loss-only and
lossy-and-noisy channels.

terms to be calculated by 4 times in comparison with the
pure-state approach.
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