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Research on optimal eavesdropping models under practical conditions will help to evaluate realistic
risk when employing a quantum key distribution system for secure information transmission. Intuitively,
fiber loss will lead to the optical energy leaking to the environment, rather than harvested by the eaves-
dropper, which also limits the eavesdropping ability while improving the quantum key distribution system
performance in practical use. However, defining the optimal eavesdropping model in the presence of lossy
fiber is difficult because the channel is beyond the control of legitimate partners and the leaked signal
is undetectable. Here we investigate how the fiber loss influences the eavesdropping ability based on a
teleportation-based collective attack model, which requires two distant stations and a shared entanglement
source. We find that if the distributed entanglement is limited due to the practical loss, the optimal attack
occurs when the two teleportation stations are merged to one and placed close to the transmitter site, which
performs similar to the entangling-cloning attack but with a reduced wiretapping ratio. Assuming Eve uses
the best available hollow-core fiber, the secret key rate in the practical environment can be 20-40% higher
than that under ideal eavesdropping. While if the entanglement distillation technology is mature enough
to provide high quality of distributed entanglement, the two teleportation stations should be distantly sep-
arated for better eavesdropping performance, where the eavesdropping can even approach the optimal
collective attack. Under the current level of entanglement purification technology, the unavoidable fiber
loss can still greatly limit the eavesdropping ability as well as enhance the secret key rate and transmission
distance of the realistic system, which promotes the development of quantum key distribution systems in

practical application scenarios.

DOI: 10.1103/PhysRevApplied.21.054065

I. INTRODUCTION

Quantum key distribution (QKD) [1-3] generates secure
keys between legitimate partners, which is one of the most
promising quantum communication protocols to reach
maturity for commercialization. Continuous-variable (CV)
QKD [4-6] has received great attention, due to its bet-
ter compatibility with classical optical communication
devices [7] and potential high key-generation rates in
metropolitan areas [8—21]. The theoretical security poof
of CVQKD protocols with Gaussian states was performed
in the asymptotic limit [22,23], and then extended to the
finite-size situation [24-27].

QKD technology has attracted telecommunication oper-
ators’ interests for a long time, and recently operators
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started to deploy QKD networks aimed at providing
a quantum key to customers as a service. Therefore,
besides the theoretical security, it is also useful to ana-
lyze the practical security of QKD systems in real
application. This usually results in two categories of
discussions.

The first is about side channels of QKD systems and the
countermeasures. The main side-channel attacks against
CVQKD are targeted at detectors, such as a local oscilla-
tor attack [28—30], wavelength attack [31,32], blind attack
[33], polarization attack [34], and reference pulse attack
[35,36]. Defending methods include adding system mon-
itors such as local oscillator monitoring, as well as the
CV measurement-device-independent (CVMDI) system
[37-39] proposed to be immune to any detection attacks.
The second is about limited eavesdropping under more
realistic technology assumptions, such as individual attack
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[40,41], the eavesdropping without quantum memory [42],
and restricted wiretapping attack [43].

These discussions about practical security are helpful for
understanding the real risks from the open channel, that
one may face for a practically deployed QKD system. This
may also be potentially linked to quality of service (QoS)
classification of the QKD service in the future. A higher
QoS level requires security under less constraints on an
eavesdropper’s abilities, and thus usually higher service
pricing.

In this paper, we investigate the limitation and impact
of fiber intrinsic loss introduced to the practical eaves-
dropping ability. In the theoretical security analysis, it
is assumed that Eve can fully control the fiber channel
by replacing it with lossless fiber or harvesting all the
lost energy, whereas it is highly infeasible in practice.
The generic eavesdropping models used for individual
attack [40,41] and collective attack [22,23] are not enough
for the discussion of limited eavesdropping with practi-
cal fibers. Recently, a teleportation-based collective attack
[44] was proposed with two distant stations, in which Eve
does not require lossless fibers, but relies on distributed
entanglement. The attack strength varies between individ-
ual attack and optimal collective attack, according to the
entanglement distributed between Eve’s two stations.

Based on this teleportation-based attack model, we fur-
ther investigate when the fiber loss limits the entanglement
distribution and how the eavesdropping ability is. Thus it
provides a baseline for the discussion of limited eaves-
dropping with nonzero fiber loss. We find that, when the
entanglement distilled between Eve’s two stations is lim-
ited due to the fiber loss, the optimal attack occurs when
Eve’s two stations are merged into one and placed close to
the transmitter site, which performs similar to the entan-
gling cloning attack [45] but with a reduced wiretapping
ratio. With such an optimal attack in practical environment,
the secret key rate will be much higher compared to the
ideal eavesdropping situation. While if the entanglement
distributed is large enough by applying the probabilistic
noiseless linear amplifier, Eve’s two stations should be
separated distantly, with the performance still approaching
the optimal collective attack.

The paper is structured as follows. In Sec. II, we intro-
duce the optical teleportation-based attack model, and
briefly analyze the limitations, including the fiber loss.
In Sec. III, we analyze the limited eavesdropping model
with practical fiber loss, in which we apply the noiseless
linear amplifier to relax the limitation. We finally have a
discussion in Sec. I'V.

II. GENERAL EAVESDROPPING MODEL WITH
OPTICAL TELEPORTATION

Traditional CV teleportation requires instant individual
measurements for each transmission of quantum signal.

While in all-optical CV teleportation, no instant measure-
ments are required. Thus, the teleportation-based attack
[44] with all optical teleportation architecture can reach
optimal collective attack. For convenience, we briefly
introduce the teleportation-based eavesdropping model
and its limitations when practically used.

A. Eavesdropping model description

When discussing a specific eavesdropping model, it
should be able to simulate the same channel parameters
as the transmitter and receiver can estimate. In CVQKD,
the most commonly used security analysis method is based
on the Holevo bound [22,46] derived from the Gaussian
extremity theorem [47], in which the channel parameters
are mainly equivalent transmittance T.q, and equivalent
€XCess Noise €qqy, defined from the covariance matrix.

The eavesdropping model with optical teleportation is
shown in Fig. 1(a), where Eve has two attack stations
and a shared Einstein-Podolsky-Rosen (EPR) entangle-
ment source pg. With this setup, Eve can simulate an
equivalent Gaussian channel G.q, with parameters 7¢q, and
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FIG. 1. (a) The teleportation-based collective attack. Eve pre-
pares EPR state pp shared by station I and II. In station I, S, is the
two-mode squeezing operation with gain g > 1. The output sig-
nal mode goes through a fiber channel to station II. In station II,
Eve prepares the second EPR state ¢ to simulate channel noise.
The beam splitters B, and B; have transmittances as n and ¢,
respectively. (b) Simulation of the influence from the variance ¥,
of pg on the secret key rate. The dotted line represents the indi-
vidual attack, the dashed line describes the collective attack, and
the solid line describes the teleportation-based attack. The sim-
ulated transmission channel Geq, is 50 km long with attenuation
coefficient 0.275 dB/km, and the excess noise is € = 0.04. Other
simulation parameters are, Alice’s modulation variance V4 = 4,
and reconciliation efficiency 8 = 0.96.
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€cqu, Which gives the same covariance matrix that Alice
and Bob have.

The first station (I) is close to Alice, in which Alice’s
quantum signal and one mode of EPR source pz with the
variance ¥, go through a two-mode squeezing operation
S.. Then one output goes through a lossy noisy channel
G. to Eve’s second station (station IT). The channel G, can
be a normal fiber, or the best low-loss fiber that Eve can
access. In the second station (II), Eve prepares the sec-
ond EPR source ¢ with variance V4 to help simulating
channel noise €.qy, by combing with the received mode
through a beam splitter B,, with transmittance n. Then one
output combines with the received signal from channel G,
through a second beam splitter B; with transmittance . One
of'its output is then sent to Bob. The modes £, E;, and E3
are stored in the quantum memory and later collectively
measured.

Such a teleportation-based attack to simulating a fiber
channel G.q, needs to satisfy following constraints:

Tequ = gT.t, (1)
Xequ = 1((g — DTea+ xo) + (1 — )b
—2/t(1 = 1)(g — DT.c, 2)

where xequ and x. represent the channel output noise
with Xequ = - Tequ + Tequéequ and Xe = 1 =T+ Tee,
respectively. Here 7, and €. describe the Gaussian chan-
nel G, as shown in Fig. 1(a). And a, b, ¢ correspond to the
components of the covariance matrix yg, g, describing the
modes £, £y in Fig. 1,

_f(a-I, c-o;
yE/’E¢ - c- 0, b[2

Vy I n V%—l-az

= , (3)
n\/V%_l'O—z an+(1—ﬂ)V¢~Iz

where Iy = (1), 02 = (} %).
In this model, the variation of eavesdropping strength

is reflected in the preparation and distribution of Eve’s

. . 2 .
EPR source pgr with variance V,(y) = :zz, where y is

the squeezing parameter. The minimum variance of pg
required to simulate the Gaussian channel Geq, [48] is
given by

in 1 + yn21in
A @
with
—e—/e? —4df
min — s 5
1z d (5)

with the parameters

d=Ttg—1)+ 1 -1+ (txe + Xequ)s (6)

e=—4/t(1 —1)(g — DT, (7)
f = Tct(g_ D+A _t)+(tXc+Xequ)- (8)

Except for the parameter V,, it is worth mentioning
that the ideal model usually takes the two-mode squeezing
gain g — oo, where the shared channel G.q, is completely
replaced by the standard teleportation protocol. While the
parameters 7, V' are usually optimized to maximize Eve’s
ability in the following simulation. Figure 1(b) illustrates
the relationship between the model performance and the
variance of Eve’s EPR source. The simulation shows that
the key rate gradually decreases as V, increases. When V),
approaching infinity, the performance of this teleportation-
based attack reaches the optimal collective attack. In this
case, B, has the same transmittance as the channel trans-
mittance 1 = Tequ, and Vy =1+ Tfﬂ“—;:;; When ¥, lies
at the minimum 7", the model degrades to the individ-
ual attack. The transmittance of beam splitter B, is n = 1,
meaning no EPR ¢y is required.

When g takes a finite value as a more realistic situa-
tion, the simulated Gaussian channel G, is noisier due to
the presence of G, usually means a weaker eavesdropping
strength. The finite g leads to the increase of the required
minimum variance Vg‘i“ to simulate channel G.q,, which
requires better entanglement generation and distribution
ability. If Eve can prepare the EPR source with infinite
entanglement, by taking n = Teq{’;’r“, she can still achieve
the optimal collective attack.

B. Limitation caused by fiber loss and entanglement
distillation

The above analysis shows that it has requirement for
the entanglement of the EPR source to achieve the opti-
mal collective attack. However, various imperfections in
the entanglement generation and distribution make remote
distribution of the high-quality EPR source is a generic
difficult problem in practical experiments.

Among all the imperfections, fiber loss matters the
most since it will cause a huge entanglement degradation.
Fiber loss consists of several parts, mainly including con-
finement loss, surface-scattering loss, Rayleigh scattering,
macrobending loss, microbending loss, intrared absorption
loss. Some of these loss are intrinsic, which is difficult
to be eliminated by current fiber fabrication technolo-
gies. In most operators’ deployed fiber, the attenuation
coefficient is usually counted as 0.275 dB/km high. While
standard G.652 fiber is 0.18-0.2 dB/km, low-loss fiber is
of 0.15-0.17 dB/km. Furthermore, it is believed that in the
not-too-distant future a hollow-core antiresonant optical
fiber [49] can further lower the attenuation coefficient to
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0.1 dB/km. Even with these best low-loss fibers, the atten-
uation can still easily reach 5—10 dB high in the 50100 km
range.

To overcome the entanglement degradation caused by
the fiber loss, an additional entanglement distillation step is
needed in station II. For the Gaussian EPR source like the
commonly used two-mode squeezed state in CVQKD, the
entanglement distillation usually consists of two steps [50,
51]. The first is to improve the entanglement degree with
non-Gaussian operations, resulting in non-Gaussian output
states. The second is Gaussification, which transform the
non-Gaussian state back to a Gaussian state, while keeping
the entanglement degree still improved.

There is an alternative method to distill the Gaussian
EPR, which is probabilistic noiseless linear amplification
(NLA) [52—54]. When amplification succeeds, NLA can
amplify a coherent state |«) to |Ga) without noise, where
G is the gain factor of NLA. When applying NLA to one
mode of a two-mode squeezed state, which passed through
a lossy channel, the output state can be seen as another
Gaussian state with larger initial entanglement and one
mode passing through a channel with less loss.

In next section, we will analyze the limitation imposed
by practical fiber loss on the eavesdropping ability. And we
choose NLA as the entanglement distillation method for
simplicity. Beside the fiber loss between Eve’s two distant
stations, the fiber transmission of signal state, including
from Alice to station I and from station II to Bob, should
be also taken into account.

III. LIMITED EAVESDROPPING WITH
PRACTICAL FIBER

When considering practical fiber loss, the locations of
Eve’s two stations and how well the entanglement dis-
tributed between two stations will influence the eavesdrop-
ping strength. The eavesdropping model is described as

Fig. 2. Assuming Eve’s station I and station II are located
at L and L,. There are four fiber channels, (1) from Alice
to Eve’s station I, (2) from Eve’s station I to station II for
transmitting amplified quantum signal, (3) from Eve’s sta-
tion I to station II for distributing EPR source, (4) from
Eve’s station II to Bob. For all these four channels, we
assume that Eve can replace them with better quality fibers,
but still having a loss, as discussed above o = (.18 ~
0.2 dB/km for G.652 fiber, 0.15 ~ 0.17 dB/km for low-loss
fiber, 0.1 dB/km for hollow-core fiber.

Eve’s distributed EPR is first generated in station I as
pe, and then one mode is sent to station II through a
fiber channel. Then at station II, Eve employs a NLA
for entanglement distillation, which means many copies
will be consumed to generate one better EPR due to the
probabilistic nature of NLA.

Intuitively, the better the distributed entanglement is, the
more information Eve can access. This will put require-
ments on entanglement distillation, to reduce the entangle-
ment reduction due to fiber loss.

We will first discuss the situation without NLA, to
show the optimal attack strategy when remote entangle-
ment distribution is limited by fiber loss. Then we discuss
how NLA improves eavesdropping ability, which eventu-
ally can reach optimal collective attack, with two stations
separated around Alice and Bob, respectively.

A. Eavesdropping without NLA

In the eavesdropping model without NLA, the locations
of Eve’s stations are the main consideration. In order to
simulate the given channel Gequ, the parameters of the
model follow these constraints:
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FIG. 2.

(a) The EB scheme of the practical teleportation-based eavesdropping model with NLA. The four beam splitters with trans-

mittances 71, 7>, T3, and T} describe the fiber losses for different fiber links. L; is the distance from Alice to station I, L, is the distance
from Alice to station II, and L, is the total distance from Alice to Bob. (b) The locations of Eve’s stations that enable the optimal
eavesdropping. If the gain of NLA is large enough, G > Gy, the optimal choice of station I and II are located close to Alice and Bob,
respectively. If the gain of NLA is weak, G < Gy, the optimal choice will be station I and station II are placed together and close to

Alice.
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Yequ = D((T3(g(1 —T) + (g —Dd)+ (1 —T3) + (1 — b — 211 —0(g — DT.c)+1—T. (10)

And @', b', ¢ correspond the components of the covariance matrix y,/ » describing the modes E;, E;; in Fig. 2,
L

c - az> VoI

a -12
;o= =
yEpEd) c - o, b . [2

To focus on the influence of the locations of Eve’s sta-
tions, we set the gain g of two-mode squeezing and the
variance of prepared EPR state pg to be sufficiently large in
the following simulations. And we assume Eve exploits the
hollow-core fiber with attenuation coefficient 0.1 dB/km.

Firstly, we change both the locations of Eve’s two
stations L; and L, (L < Ly < Liota1), to see how they influ-
ence the secret key rate. In Figs. 3(a) and 3(b), we fix the
total distance to 50 and 100 km, respectively. It is shown
that, when the location L; of station I is fixed, the secret
key rate decreases as L, moves closer to L;, which indi-
cates that L, = L; gives the worst case. In this case, there
is actually only one eavesdropping station, and it reduces
to an entangling-cloning attack model with a reduced wire-
tapping ratio. Besides, when L, = L, the secret key rate
decreases as L; moves closer to Alice, which shows the
overall worst case is both Eve’s stations are located close
to Alice, L, = L; = 0. This follows the intuition that wire-
tapping at a location closer to the transmitter site is better,
since more signal energy can be harvested. The simulation
parameters for Figs. 3(a) and 3(b) can be found in the figure
caption.

Secondly, we show the secret key rates when Eve
chooses L, = L; = 0 and substitutes the rest of the fiber
with different kinds of fibers, as in Figs. 4(a) and 4(b).
Compared to the ideal collective attack (red line), Eve’s
practical eavesdropping ability is limited by the intrinsic
fiber loss. The better fiber that Eve can use, the stronger
eavesdropping ability she has. For a common QKD system
with € = 0.04, under the 50-km transmission distance, the
secret key rate could be increased by 20—40% when Eve
uses the best-expected hollow-core fiber. When Eve has
no choice but the commonly used G.652 fiber, the secret
key rate could be increased even by 140%. It can be seen
that if considering a practical eavesdropper with limited
fiber technology, there will be a significant improvement in
the secret key rate. The increase in transmission distance is
more remarkable in the noisier system with € = 0.1. In (b),
the transmission distance can be extended from the original
30 km to a maximum of 170 km and a minimum of 50 km,
which is very meaningful for the practical application of
QKD systems.

In the above analysis, even Eve can prepare the ideal
EPR source with infinite entanglement, its practical ability

T477(V% - 1) + 0z
v . (11)

T2 =D o TV, + A =T+ A —)Vy) - I

(

is still limited due to the entanglement reduction caused
by the transmission loss, when distributing one mode of
the EPR to station II. And this is actually the reason that
leads to the conclusion that both stations should locate at

(a) L, = 50 km, without NLA
50
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301 -0.0276
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o~
~ 20/ L 0.0224
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10 1 : -0.0172
' lo.o146
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é - 0.00142
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~ 20/ L 0.00116
L 0.00090
10 L 0.00064
'> Io.oooas
0 0.00012
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L, (km)
FIG. 3. The influence of Eve’s two stations’ locations on the

secret key rate, when the total distance is 50 and 100 km, respec-
tively. The simulated channel Geq, has attenuation coefficient
0.275 dB/km, and the excess noise is € = 0.04. Other simula-
tion parameters are Alice’s modulation variance V4, =4 and
reconciliation efficiency g = 0.96.
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FIG. 4. Secret key rate versus transmission distance with dif-

ferent fibers when the system excess noise is 0.04 and 0.1,
respectively. The red solid line represents the optimal collective
attack case, where Eve can replace the channel with a loss-
less fiber. The blue dashed line represents the G.652 fiber with
0.2 dB/km, the purple dotted line represents the low-loss fiber
with 0.15dB/km, and the green dot-dashed line represents the
best fiber predicted with current theory as attenuation coeffi-
cient is around 0.05~0.1 dB/km. Other simulation parameters are
Alice’s modulation variance V4, = 4 and reconciliation efficiency
B = 0.96.

the same site to achieve the optimal attack, under which the
system performance still shows a great improvement com-
pared with the ideal model. At the same time, Eve is also
able to take many measures to resist the influence intro-
duced by the fiber loss. One natural method to improve the
eavesdropping ability is having entanglement distillation
in station II, this will be discussed next.

B. Eavesdropping with NLA

We consider using NLA as the entanglement distilla-
tion method, which simplifies the analysis for the Gaussian
channel while keeping the main conclusion.

NLA is a probabilistic operation, which can amplify
a coherent state |) to |Ga) without noise when ampli-
fication succeeds, G is the gain factor of NLA. When
applying NLA to one mode of a two-mode squeezed state
pe with squeezing parameter y, which passed through
a lossy channel with transmittance 7, the output state’s
entanglement will be improved. When considering the out-
put is still a Gaussian state for convenience, it is equivalent
to an alternative two-mode squeezed state with squeezing
parameter y© passing through a lossy channel with trans-
mittance Tf [52], which fulfills the following conditions
with

v =yV1+ (G = DT, (12)
G*Ty
70— T4 1
TR G- DTy (13)

This gives an upper bound on the amplification gain, when
keeping the output still in Gaussian form. Besides, in
order to simulate the given channel Geq, the equivalent
squeezing parameter ¢ also has a restriction as in Sec. II,

Yo <7< L. (14)
Here the minimum squeezing parameter yﬁin is redefined as

—eg —+eg? — 4dafc

G
me 2dG ( )
with the parameters
Teu = (=T
do= Lo op6 g Xew = (2T (16)
2 2
T
=4 | =L 710 17
eG T, T, 4 ( )
Tequ Tequ Xequ — (1-17,)
—p e Zew g AT T (18
JG LT + T (18)

We consider two cases for the rest of the simulations,
(D) optimizing the initial EPR state pz to make the equiv-
alent source pg with infinite entanglement (y¢ — 1) to
see the optimal distilled case, and (II) fixing the initial
entanglement of pg to see the influence of the gain of NLA.

First, we consider the simulation of case I. Optimizing
initial EPR to make the distilled g — 1 actually means,
for each NLA gain G, the distilled output state keeps
the same EPR source and a different channel loss 75
From Eq. (13), larger G means higher 77, therefore better
distributed EPR entanglement.
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FIG. 5. (a),(b) The influence of Eve’s two stations’ locations on the secret key rate, when the gain of NLA are G = 2 and G = 10,

respectively. Assume Eve uses the hollow-core fiber with an attenuation coefficient of 0.1 dB/km. (c) Secret key rate when changing
the location of station II L, and the gain G of NLA, when station I is placed at the transmitter (L; = 0). For each G, the initial EPR
state is optimized to make the equivalent source pg with infinite entanglement (y ¢ — 1). Other parameters remain the same as before.

In Figs. 5(a) and 5(b), we move both locations of Eve’s
two stations simultaneously, with G =2 in (a) and G =
20 in (b), while keeping the total distance L = 50 km
unchanged. Both (a) and (b) show that the strongest eaves-
dropping happens when station I is located at Alice’s end
(L = 0), while the situation is different regarding station
II’s location. As (a) has a weaker NLA gain, the worst-case
secret key rate happens when Eve has both station I and II
placed on the transmitter side, which is consistent with the
previous discussion without NLA. While (b) has a larger
NLA gain, one can find that, on opposite as (b), the opti-
mal eavesdropping would preferably have station I and II
placed on the transmitter and receiver side, respectively.

This conjecture is further verified in Fig. 5(c), where sta-
tion I is placed at the sending side directly and only station
IT is moved. It shows that, for each NLA gain G, the secret
key rate varies with different location of station II. And
there exists a threshold Gy, when G < Gy, the optimal
eavesdropping happens at the condition both Eve’s stations
locate at transmitter side (L, = L; = 0), while G > Gy,
the optimal eavesdropping happens at the condition Eve’s

(b)

(a) Low-loss fiber, L G.652 fiber, L.
50

=50km, L, =0

total

total

0.04949

40

—~ 30

L, (km

20

10

=50km, L, =0

50 50

0.06569 0.09269
0.04498 40 0.05938 40 0.08338
0.04047 0.05307 0.07407
003596 . 30 0.04676 . 30 0.06476

€ €
0.03145 X 0.04045 X 0.05545
~ ~
002604 20 0.03414 ' 20 0.04614
0.02243 0.02783 0.03683
0.01792 10 0.02152 10 0.02752
0.01341 0.01521 0.01821
0.00890 0 0.00890 0 0.00890
10 20 30 40 10 20 30 40
G G

two stations separately locate at the transmitter side (sta-
tion I, L; = 0) and the receiver side (station I1, Ly, = Lga).
This is because in the original model without NLA, placing
Eve’s stations at the transmitter means that she can col-
lect more energy for eavesdropping before optical energy
escapes into the environment. After applying the NLA, the
gain G can improve the channel loss between two stations
to optimize eavesdropping. When G exceeds a threshold,
the impact of NLA on the optimal eavesdropping loca-
tion dominates, and the two stations are placed separately
on both sides of the communication for optimal eaves-
dropping. The conclusion is schematically illustrated in
Fig. 2(b).

The above simulation is based on hollow-core fiber
(e = 0.1 dB/km). We also investigate different fibers with
higher loss that Eve could use, which show the same fea-
ture as hollow-core fiber, as shown in Fig. 6. No matter
how much worse the fiber loss is, as long as the gain of
NLA is large enough, the optimal eavesdropping strategy
is the same, i.e., Eve’s two stations separately locate at
transmitter side and receiver side. And when G is large

(C) Normal fiber, L, .., =50km, L, =0

total

FIG. 6. Secret key rates when Eve uses different types of fibers, where the total distance is 50 km. (a) Low-loss fiber with 0.15 dB/km,
(b) G.652 fiber with 0.2 dB/km and (c) normal fiber with 0.275 dB/km in the network. The upper right corner in each figure represents
the case where the secret key rate is closing the worst case, which is the optimal collective attack. The simulation parameters remain

the same as before.
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enough, the eavesdropping ability is upgraded close to the
optimal collective eavesdropping.

We next investigate the simulation case II with fixed
initial EPR state pg, which is more technologically reason-
able since current two-mode squeezed state generation is
not mature enough to easily generate arbitrary large entan-
glement. We still assume station I is located at the transmit-
ter side. For each station II location L,, the NLA gain will
be limited by the condition yn?in < y% <1, derived from
Egs. (12) and (14). The simulation results are in Fig. 7, the
left and right in (a) are determined by the restriction of yg
as in Eq. (14) . When G takes the left boundary and yg
takes the minimum value % , the channel is completely
described by Eve’s EPR source, and the eavesdropping
model degenerates into the original individual attack. Tak-
ing the maximum value of 1 for y; will correspond to

(a) Lo =50 km, L1 =0, fixed initial pg
50

0.0252
40 1 0.0234
- 0.0216
— 301 - 0.0198
1S
< - 0.0180
o~ 4
~ 50 / - 0.0162
- 0.0144
101 - 0.0126
lo.0108
0- " r - 0.0090
Grnin 4 6 8 Gmax
G
(b) Ly =L, =50km, L1 =0, fixed initial pg
0.035
limited teleportation-based attack with NLA
== 1 collective attack
i 0.030 == s« jndividual attack
0
>
o
T 0.025 [ e e o o o o
=
g
s 0.020
—
>
v,
+— 0.015
O
—
v}
[}
Y 0,010
0.005 " " " - T T "
Gmin 3 4 5 6 7 8 9  Gmax
G
FIG. 7. (a) The influence of station II’s location and the gain G

on the secret key rate, when the variance ¥, of initial EPR state
ok 1s fixed. (b) The secret key rate versus NLA gain G, when V,
is fixed. Other parameters remain the same as before.

the right boundary of G. Moreover, the key rate of the
right boundary decreases with the increase of L,, indicat-
ing different kinds of collective attack. It is obvious that
the optimal collective attack effect is almost achieved when
Ly = Liotal.

This simulation shows that the location of eavesdrop-
ping will have an effect on the strength of the collec-
tive attack while the individual attack is not influential.
Figure 7(b) clearly demonstrates the compensatory effect
of the NLA for limited eavesdropping performance. Pick-
ing an appropriate EPR state, the entanglement of Eve’s
distributed EPR source can still be improved so that the
limited eavesdropping with lossy fiber can be converted
from the individual attack to the optimal collective attack,
with specific NLA.

From the above simulations, it is clear that the distilla-
tion of entanglement source is the crucial factor that affects
the eavesdropping ability. The presence of practical fiber
loss will limit the distributed entanglement, resulting in
the optimal attack occurring when Eve’s two stations are
merged and placed at the transmitter. The practical QKD
system performance under such an optimal attack is better
as the fiber loss is higher. When NLA is used to greatly
optimize the distillation of the entanglement source, the
optimal attack will occur when the two stations are sep-
arated on both the transmitting and receiving sides, where
it can even approach the optimal collective attack when the
NLA gain is large.

IV. DISCUSSION

An all-optical-teleportation-based attack model is of
interest for allowing that Eve does not have to fully con-
trol the shared channel, in which the entanglement source
is the key role to eavesdropping ability. In the ideal eaves-
dropping model, Eve is usually assumed to have an infinite
power to prepare, distill, and distribute arbitrary entan-
glement sources. The gap between realistic and ideal sce-
narios will challenge the premise, among which the most
inevitable imperfection is the practical fiber loss. Indeed,
Eve can only replace the normal channel between the
communicating parties with a low-loss channel as far as
possible, such as hollow-core fiber. We have found that
in the realistic environment, even if Eve can use the best
available hollow-core fiber to perform eavesdropping, the
key rate and transmission distance of the QKD system will
still be improved to a greater extent. In addition to the
amount of fiber loss, the location of fiber loss also has an
impact on Eve’s eavesdropping ability.

We also analyzed when NLA is used for entanglement
distillation to improve the practical eavesdropping ability.
Numerical simulations reveal that fiber loss will challenge
Eve’s ability, while the NLA can be used to improve her
eavesdropping strength. After the compensation from NLA
on the distributed entanglement, the eavesdropping ability
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could even be improved approaching the performance of
optimal collective attack.

Despite this, we believe that other nonideal factors dur-
ing entanglement distribution, such as finite entanglement
generation, imperfect squeezing with limited gain, etc.,
should also be investigated in the future, further deepen-
ing the understanding of the realistic risk of a practical
CVQKD system.
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APPENDIX A: THE ENTANGLEMENT OF EVE’S
SOURCE

In the entangling cloning eavesdropping model for the
Gaussian CVQKD, Alice first prepares an EPR state W 4
whose covariance matrix has the form

- V[2 \/VZ—I-O'Z (Al)
e\t ven )

V-1

with ¥ = ¥, + 1. One mode of the EPR state W, A’ is
transmitted through a given Gaussian channel Gequ(Tequ,
€equ) as B to Bob, where its covariance matrix transform is
described as

Wy =G(Way) =TV (T + N. (A2)

7 and N characterize the transmittance and the excess
noise, respectively. The covariance matrix y, is given by

~ Vb VI =1) 0.
= m’% (TequV + (1 = Tequ)N) - I ’

(A3)

where N = 1 + ?ELTG:;‘:' represents the noise variance.

In the all-optical teleportation model, the signal mode
A" will pass through S,, Gaussian channel G. and B,
successively with symplectic transformations as

V&I vegi—1-5
Sy = , (A4)
Vg -1-h

JE- I
B Ji- b V1=t 0,
B"(w—_t.az N ) (A5)

The covariance matrix of its output B’ and mode 4 y,4p is
given as Eq. (A6).

ViT.g(V2 = 1) -0,

— . A6
e <\/tTcg<V2—1>-az (Teun+t<(g—1>Tca+xc)+(1—t)b—tha—t)(g—l)ch)-Iz) (A0

In order to adequately describe the given Gaussian chan-
nel, the output of the all-optical teleportation model should
be the same as the previous model, that is, Eq. (A6) should
be equivalent to Eq. (A3), so there is

Tequ = gTet, (A7)
Xequ = t((g—DTe.a+ xo) + (1 —0b
—2/t(1 — (g — DT.c. (A8)

The EPR source pg in the all-optical teleportation model
has a minimum entanglement as n = 1 where the chan-
nel noise completely describes the EPR state source as
the individual attack, then the covariance matrix YE,Ey
describing the modes £, Ey4 is converted to

(

[ 2
Vg‘m —1-0;

an -

yon . I
VE,Ey =
e ,/Wi“2—1~az
P

V‘;‘i" can be solved naturally. Correspondingly, when the
EPR source has infinite entanglement where its variance
is infinite, Eq. (A8) holds when n = T¢q, and Vg = N. At
this point, the channel excess noise is fully characterized
by Eve’s station II as the collective attack.

(A9)

APPENDIX B: THE SECRET KEY RATE OF
LIMITED EAVESDROPPING WITH
FIBER LOSSES

The secret key rate formula against the collective attack
is given by the Devetak-Winter formula,

R=p8I(a:b)—Skx:E), (B1)
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Eve’s station 11
close to Bob Fao

Eve’s station I
Fio close to Alice F3q
A A T+ B, B, ;Ts B,
‘ Alice } \'P a N
Eqy

Fq

)

Fao

T,
)
Hy H,

F.
\_ 4

FIG. 8.

J

The mode transformation of the all-optical teleportation with practical fiber loss. The mode A is reserved by Alice, while Bs

is the pattern received by Bob. Eve performs the collective attack on £, E;, and E3 in quantum memory to steal secret keys. It should
be stressed that since the channel loss is not under the control of Eve, the channel modes F, F», F3, and F4 modeled by beam splitters
with transmittances T, T», T3, and Ty are trusted, resulting in the increase of the secret key rate.

where g is the reconciliation efficiency [55]. I (a : b) is the
mutual information between Alice and Bob, and S(x : E)
is the mutual information between Alice and Eve. The
amount of information Eve can extract S(x : £) < x(x : E)
where x(x : E) represents the Holevo bound. The max-
imum amount of secret keys for Eve to perform the
eavesdropping can be given by

SGx : E) = S(E) — S(E|x), (B2)

which can be obtained through the symplectic eigenvalues
of a N-mode state.

In the practical environments, the pure fiber losses are
all modeled as a beam splitter, such as

JTi- I

Br, = (m o W .GZ> ' B

VTi - L

The parameters 75, T5, T4 in the model are also described
in this way.

The EB model with mode transformation is shown in
Fig. 8. The output after the first channel loss is represented
as B; where Fg is the vacuum state,

VABF| = B/;FIO(VAA/ @ 12)(31;1F10)T,

1

(B4)

here B‘;IBI =L, @ Br,. After the two-mode squeezing
operation Sy,

VAByEgHy = SgB'Hl (Vap, @ VH1H3)(S§1H1)Ta (BS5)

pmin ., JTa(rmin? — 1) - o,
VH Hy = — 5
VLT =1) 0. (TI4V,+1—=T4) - I

(B6)

and Sg R Sg @ L. Further, the signal will undergo
the pure loss with transmittance 75,

T
YAH;B3F3 = BLT?ZFN(VAHsBz ®h) (B%F}O) ) (B7)

3

where B%F” =L ®L ®Br,. On the other hand, the
mode 3 also passes through the B,),

T
VAByEyE2E, = 3213E2°()/AB3H3 @ yExkE)) (373E2°) , (BY)

where 31:3E20 =L&L®B,® L. Here

B =( 1B VI=n-o (B9)
" J1—1n-0. NI
and
VI V2 —1-0,
v ¢ (B10)

VeI

The modes B; and E3o will together go through B;,
T
VABLE3E2E] = BfSEw (VAEE By E5p) (Bf} BESO) , (BID)

where B?3E3° =L®L &L @ B, At last, there exists the
fiber loss between station II and Bob,

T
VAEyEyE | BsF, — B%FZO (VaEsE2E,B4 © I2) <B%F2°) ,

(B12)

where B%‘FZO =L®L®L®L ®Br,. The modes Ej,

E,, and E; are stored in quantum memory controlled by
Eve, the secret key rate further can be calculated from
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Eq. (B12). When 7,715,735, T4 = 1, y4p, in Eq. (B12)
degenerates to Eq. (A6), at which point the practical model
also reduces to the ideal all-optical teleportation-based
model.
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