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Quantum entanglement is a fundamental physical resource that enables a range of information-
processing tasks with no efficient solution on classical computers. In this paper, we construct a class
of general maximum entangled states by parameterizing the coefficients of Bell states. By calculating,
we obtain the local unitary operations required to realize the mutual transformation of the constructed
states, analogous to Pauli operators acting on one particle of a Bell state. Interestingly, the local uni-
tary operations on the two particles of Bell states are identical, whereas for the constructed states, they
must differ in certain cases. To explore the potential applications of these maximum entangled states and
the obtained local unitary operations, we design a class of measurement-device-independent quantum
secure direct communication protocols based on entanglement swapping. In the class of designed proto-
cols, entanglement swapping is realized between a constructed maximum entangled state and a Bell state.
We demonstrate that the class of designed protocols have no information leakage and can resist intercept-
and-resend attacks, measure-resend attacks, and collective attacks. In addition, the unconditional security
of the class of designed protocols is proved. We believe that the constructed maximum entangled states
and the obtained local unitary operations may find applications in other quantum information-processing
fields.
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I. INTRODUCTION

Quantum information processing has more advantages
in security and efficiency than classical information pro-
cessing, because it can use quantum entanglement. Entan-
glement is a unique quantum mechanical resource that
plays a key role in many of the most interesting appli-
cations of quantum computation and quantum informa-
tion. In 1935, Einstein, Podolsky, and Rosen [1] put
forward the definition of entanglement. They questioned
the completeness of quantum mechanics. Subsequently,
Schrödinger [2] introduced the term quantum entangle-
ment, and also proposed the famous thought experiment
we call it Schrödinger’s cat. In 1964, Bell [3] transformed
the discussion of whether quantum mechanics is complete
into an experimentally testable proposition and proposed
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a famous inequality that we call Bell inequality. Since
then, many physicists designed experiments to test the Bell
inequality, and obtained experimental data to show that
the Bell inequality is violated [4–6]. In 1972, Clauser and
Freedman [4] observed the Bell inequality being violated
by performing experiment with exciting calcium atoms. To
conquer the weakness that the setting of Alice’s polarizer
could influence Bob’s polarizer in the experiment above,
Aspect et al. [5] completed their Bell test by randomly
changing the direction of the polarizer. In 2015, using
random number generators, Zeilinger et al. [6] separated
the setting choices, measurements, and emission events
to close the locality loophole [4] and the freedom-of-
choice loophole [5], simultaneously. In addition, Zeilinger
et al. [7,8] realized a quantum teleportation experiment
and a quantum entanglement swapping experiment. Nowa-
days, the quantum entanglement has been used as a key
resource in quantum key distribution (QKD) [9], quantum
secure direct communication (QSDC) [10–13], quantum
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dense coding [14], quantum teleportation [7,15], quantum
algorithm [16,17], and quantum computer systems [18].
To enrich the knowledge of quantum entanglement, in this
paper, we will construct four maximum entangled states by
parameterizing the coefficients of Bell states, and explore
their properties and applications.

With the rapid development of quantum entanglement
research, quantum information has been widely studied.
QKD is a key branch of quantum information. It allows
two parties to share a secret key by quantum technology.
In 1984, Bennett and Brassard [19] proposed a QKD pro-
tocol, which is known as BB84 protocol. In 1992, Bennett
[20] proposed a QKD protocol based on two nonorthog-
onal states. In principle, QKD has unconditional security
under ideal equipment conditions [21–23]. There would
be significant differences if we assess the security level of
QKD based on the actual implementation or the idealized,
theoretical description [24]. For instance, both Alice’s
error in signal coding and the features of detectors not
taken into account in the theoretical analysis affect the
security of real-life QKD protocols. Device-independent
QKD (DIQKD) [24] aims at closing the gap between the-
oretical analyses and practical realizations of QKD by
designing protocols whose security does not require a
detailed characterization of the devices. Lo et al. [25] pro-
posed the idea of measurement-device-independent QKD
(MDIQKD) and constructed an MDIQKD protocol, which
has excellent security and performance. The MDIQKD
is a solution to remove all detector side-channel attacks,
which may be the most critical part in the implemen-
tation process [25]. In the MDIQKD protocol, though
the quantum source is prepared by authentic communi-
cating parties, all the measurements of quantum states
are performed by a third party. The third party can be
untrusted, or even an eavesdropper. Thus, all loopholes
in the measurement devices will be eliminated. In 2014,
Curty et al. [26] proved the security of MDIQKD in
the finite-key regime against general attacks and demon-
strated that, even with practical signals and a finite size of
data, it is possible to perform secure MDIQKD over long
distances.

Another branch of quantum information is QSDC,
which was proposed by Long et al. [10–13]. Long and
Liu [10] used the QSDC technology to transfer secret
keys. Refs. [11,12] constructed two useful QSDC proto-
cols, where the protocol [11] is based on EPR pairs while
the protocol [12] is based on single photons. In addition,
Long et al. [13] summarized the early work and clarified
the concept of QSDC. The QSDC transmits confidential
messages directly in the quantum channel without the need
for a secret classical key. It cannot only sense eavesdrop-
ping, but also make eavesdroppers unable to obtain any
useful information. Now, many researchers have studied it,
and developed a variety of theoretical protocols and their
applications. In the two-step QSDC protocol [11], secret

information is encoded by the dense coding operation. In
2005, QSDC with high-dimensional quantum dense cod-
ing was proposed [27], which realizes the characteristics
of high security and high capacity. Note that, the two-
step QSDC protocol [11] is easier to generalize than the
above protocol and has been developed into a bidirectional
quantum secure direct communication (BQSDC) protocol
[28]. In 2022, Sheng et al. [29] proposed a one-step QSDC
protocol, which requires only distribution of polarization-
spatial-mode hyperentanglement states. In recent years,
QSDC has developed rapidly in theories [30–32] and
experiments [33–37].

In 2018, Niu et al. [38] proposed a measurement-
device-independent quantum secure direct communication
(MDIQSDC) protocol. In an MDIQSDC protocol, all the
measurements of quantum states during a communication
are performed by an untrusted, or even an eavesdrop-
per, third party. Thus, all loopholes in the measurement
devices will be eliminated. In addition, the MDI tech-
nique can almost double the communication distance cover
by those conventional QSDC protocols. In 2019, Gao
et al. [39] proposed a long-distance MDIQSDC proto-
col. The secure distance is increased by using ancillary
entangled photon-pair sources and relay nodes. In 2020,
Zhou et al. [40] proposed a device-independent quantum
secure direct communication (DIQSDC) protocol. They
showed that the DIQSDC protocol can be implemented in
noisy environments. They also used entanglement purifica-
tion and noise-free linear amplification to extend the safe
communication distance of DIQSDC. After that, schol-
ars carried out further research on DIQSDC [41–43]. In
the same year, Zhou et al. [44] proposed an MDIQSDC
protocol with sequences of entangled photon pairs and
single photons. Wu et al. [45] proposed a high-capacity
MDIQSDC protocol by encoding secure information in
the polarization and spatial-mode degrees of freedom of
photons. With this encoding, they can double the chan-
nel capacity of the photons and effectively improve the
communication efficiency of the MDIQSDC. In 2022, Das
[46] put forward an MDIQSDC protocol with user iden-
tity authentication, where both the sender and the receiver
first check the authenticity of the other party and then
exchange the secret message. In the same year, Ying et al.
[47] proposed two MDI one-step QSDC protocols, which
can resist all possible attacks from imperfect measurement
devices.

From the above analysis, it is found that entanglement
states play a key role in the field of quantum informa-
tion. In particular, the Bell states play a crucial role in
the fields of QKD and QSDC. The Bell states are very
special entangled states of two particles. Their preparation
and measurement have strict requirements. How to reduce
these requirements has scientific value, such as helping us
to understand entangled states and their roles in the field
of quantum information. More specifically, whether it is
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possible to design more general entangled states that are
less demanding than Bell states, but can replace Bell states
in many fields of quantum information, is an interesting
question. In this paper, we will construct four maximum
entangled states, by parameterizing the coefficients of Bell
states. We eliminate the requirement that the coefficients
in the Bell state be real numbers. Compared to the Bell
states, the constructed states are more general. To realize
the mutual transformation of the constructed four states,
as that Pauli operators acting on one particle of a Bell
state, we will explore local unitary operations for the con-
structed four states, also. By calculation, we obtain two
types of generalized Pauli operators. In fact, the Bell states
are the special cases of the constructed states meanwhile
Pauli operators are the special cases of the two types of
generalized Pauli operators.

The QSDC can transmit confidential messages directly
in the quantum channel without the need for a secret clas-
sical key. In practice, measurement devices are not always
completely reliable. MDIQSDC can eliminate all loop-
holes in the measurement devices. Therefore, MDIQSDC
has attracted the interest of many scholars. Note that,
all existing MDIQSDC protocols [38,39,44–47] are using
some special entangled states. It is a very interesting
issue to design a class of MDIQSDC protocols that can
obtain different protocols when its parameters take differ-
ent values. To explore the applications of the constructed
maximum entangled states and the obtained local unitary
operations, we will design a class of MDIQSDC protocols,
with the entanglement swapping between a constructed
maximum entangled state and a Bell state. Note that, the
MDIQSDC protocol in Ref. [38] is a special instance of
the class of designed MDIQSDC protocols. Furthermore,
we will show that the class of designed MDIQSDC proto-
cols have no information leakage problem, and can resist
intercept-and-resend attacks, measure-resend attacks and
collective attacks. In addition, the unconditional security
of the class of designed protocols is proved. Therefore, the
unconditional security of the MDIQSDC protocol in Ref.
[38] can be obtained naturally.

The rest of this paper is organized as follows. We
will introduce some preparatory knowledge about Bell
states and Pauli operations in Sec. II. In Sec. III, we will
construct a class of general maximum entangled states
and obtain local unitary operations to realize the mutual
transformation of the four states as that of Pauli opera-
tors acting on one particle of Bell states. In Sec. IV, a
class of MDIQSDC protocols, using the constructed max-
imum entangled states, the obtained local operations, and
the constructed entanglement swapping, will be designed.
Section V will analysis the security of the class of designed
MDIQSDC protocols under some known attacks. Section
VI will prove the unconditional security of the class of
designed MDIQSDC protocols. We will summarize our
works in Sec. VII.

II. PRELIMINARIES

In order to better understand the constructed maximum
entangled states in the following section, we review some
knowledge about Bell states and Pauli operations.

The class of maximum entangled two-particle states,

|β0〉 = 1√
2
(|00〉 + |11〉), (1)

|β1〉 = 1√
2
(|00〉 − |11〉), (2)

|β2〉 = 1√
2
(|01〉 + |10〉), (3)

|β3〉 = 1√
2
(|01〉 − |10〉), (4)

are called EPR states, in honor of Einstein, Podolsky, and
Rosen who pointed out the magical properties about the
states [1]. After the proposition of the Bell inequality [3],
EPR states are also called Bell states.

On the other hand, for two single-particle states |x〉
and |y〉, where |x〉, |y〉 ∈ {|0〉, |1〉} or {|+〉, |−〉}, and |+〉 =
1/

√
2(|0〉 + |1〉), |−〉 = 1/

√
2(|0〉 − |1〉). The state |x〉 ⊗

|y〉 can be presented by a linear combination of two Bell
states as

|00〉 = 1√
2
(|β0〉 + |β1〉), (5)

|11〉 = 1√
2
(|β0〉 − |β1〉), (6)

|01〉 = 1√
2
(|β2〉 + |β3〉), (7)

|10〉 = 1√
2
(|β2〉 − |β3〉), (8)

| + +〉 = 1√
2
(|β0〉 + |β2〉), (9)

| − −〉 = 1√
2
(|β0〉 − |β2〉), (10)

| − +〉 = 1√
2
(|β1〉 + |β3〉), (11)

| + −〉 = 1√
2
(|β1〉 − |β3〉). (12)

The matrices, σ0 = (
1 0
0 1

)
, σ1 = (

1 0
0 −1

)
, σ2 = (

0 1
1 0

)
, and

σ3 = (
0 −i
i 0

)
, are called Pauli matrices [48], which were

named after the physicist Pauli. Pauli matrices can be con-
sidered as operators with respect to the orthogonal basis
{|0〉, |1〉} for a two-dimensional Hilbert space, i.e., Pauli
operators.

The Pauli operators can realize the mutual transforma-
tion of Bell states by acting on one particle of a Bell state
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as

σ0:|β0〉 �→ |β0〉,|β1〉 �→ |β1〉,|β2〉 �→ |β2〉,|β3〉 �→ |β3〉;
(13)

σ1:|β0〉 �→ |β1〉,|β1〉 �→ |β0〉,|β2〉 �→ |β3〉,|β3〉 �→ |β2〉;
(14)

σ2:|β0〉 �→ |β2〉,|β1〉 �→ |β3〉,|β2〉 �→ |β0〉,|β3〉 �→ |β1〉;
(15)

iσ3:|β0〉 �→ |β3〉,|β1〉 �→ |β2〉,|β2〉 �→ |β1〉,|β3〉 �→ |β0〉.
(16)

III. A CLASS OF GENERAL MAXIMUM
ENTANGLED STATES

In this section, we construct four maximum entangled
states by parameterizing the coefficients of Bell states and
explore local unitary operations to realize the mutual trans-
formation of the four states as that of Pauli operators acting
on one particle of a Bell state.

First, we parameterize the coefficients of Bell states to
construct four maximum entangled states as follows:

|α0〉=a|00〉AB+b|11〉AB, |α1〉=b̄|00〉AB−ā|11〉AB,

|α2〉=a|01〉AB+b|10〉AB, |α3〉=b̄|01〉AB−ā|10〉AB,
(17)

where a and b are two complex numbers with |a| = |b| =
1/

√
2, ā and b̄ the conjugate complex numbers of a and

b, respectively. Obviously, the four constructed general
maximum entangled states are maximum entangled states.
When both a and b are real numbers, the four constructed
general maximum entangled states are the Bell states. Note
that, there are constructed general maximum entangled
states being not Bell states. For example, i/

√
2|00〉AB +

(1 + i)/2|11〉AB is a constructed general maximum entan-
gled state but not a Bell state. Easy to verify, the four
states are mutually orthogonal and maximally entangled.
Since for any i, j ∈ {0, 1, 2, 3} with i �= j , 〈αi|αj 〉 = 0 and
‖|αi〉‖ = ∥

∥|αj 〉
∥
∥ = 1, the four entangled states are mutu-

ally orthogonal unit vectors. Therefore, the four states
constitute a basis of the Hilbert space of two particles.
Quantitatively, the entanglement measure of pure state
|ϒ〉 in the Hilbert space HA ⊗ HB is conveniently by its
entropy of entanglement [49] as

E(|ϒ〉) = S(ρA) = S(ρB), (18)

i.e., the apparent entropy of either subsystem considered
alone, where ρA = TrB|ϒ〉〈ϒ |, ρB = TrA|ϒ〉〈ϒ |, and the
von Neumann entropy S(ρ) = −Trρ log ρ. The quantity
E(|ϒ〉) ranges from zero to log N for an entangled state
of N particles. When E(|ϒ〉) = log N , |ϒ〉 is a maximum
entangled state. In particular, a two-particle state |ϒ〉 is

TABLE I. The local unitary operations on the first particle and
the second particle.

Unitary operations
on the first particle

Unitary operations on
the second particle

UA
0 =

(
1 0
0 1

)
UB

0 =
(

1 0
0 1

)

UA
1 = 2āb̄eiθ0

(
1 0
0 −1

)
UB

1 = 2āb̄eiθ ′
0

(
1 0
0 −1

)

UA
2 = eiθ4

(
0 2ab̄

2āb 0

)
UB

2 = eiθ ′
4

(
0 1
1 0

)

UA
3 = eiθ8

(
0 2b̄2

−2ā2 0

)
UB

3 = 2āb̄eiθ ′
8

(
0 −1
1 0

)

a maximum entangled state if and only if E(|ϒ〉) = 1.
Taking |α0〉 as an example, we have

ρA = TrB(|α0〉〈α0|)

=|a|2|0〉〈0| + |b|2|1〉〈1|=1
2
|0〉〈0| + 1

2
|1〉〈1|, (19)

and

E(|α0〉) = S(ρA) = −|a|2 log|a|2 − |b|2 log|b|2 = 1.
(20)

Similarly, E(|α1〉) = E(|α2〉) = E(|α3〉) = 1. As a result,
|α0〉, |α1〉, |α2〉, and |α3〉 are maximum entangled
states.

In order to realize the mutual transformation of the
four constructed general maximum entangled states, the
local unit operations of the first and second particles
are constructed (see Appendix A for details). For conve-
nience, we list all local unitary operations we obtained
in Table I, and refer to the constructed general maxi-
mum entangled states, |α0〉, |α1〉, |α2〉, and |α3〉, as the
generalized Bell states (GBell states), {UA

0 , UA
1 , UA

2 , UA
3 }

and {UB
0 , UB

1 , UB
2 , UB

3 } as two types of generalized Pauli
operations.

From Table I, it can be found that, in general, UA
2 �=

UB
2 and UA

3 �= UB
3 . In particular, when a = ±b = ±1/

√
2,

UA
1 = c1UB

1 , UA
2 = c2UB

2 , and UA
3 = c3UB

3 , where c1, c2,
and c3 are complex numbers with modulus 1, and the
four GBell states are the four Bell states. Therefore,
Bell states are the special cases of the GBell states,
and Pauli operators are the special cases of the two
types of generalized Pauli operators. Furthermore, when
a = ±b = ±1/

√
2, eiθ0 = eiθ ′

0 = 1/2āb̄, eiθ4 = eiθ ′
4 = 1,

and eiθ8 = eiθ ′
8 = 1/2āb̄, the two types of generalized

Pauli operations obtained are the corresponding Pauli
operators.

Note that, the global phase factors of quantum
states are unobservable. Therefore, we can ignore the
global phase factors of quantum states. Similarly, we
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can ignore the global phase shifts of unitary opera-
tions. Thereafter, for simplicity, in the local unitary
operations, we ignore some global phase shifts, i.e.,
UA

0 = UB
0 = σ0 = (

1 0
0 1

)
, UA

1 = UB
1 = σ1 = (

1 0
0 −1

)
, UA

2 =
(

0 2ab̄
2āb 0

)
, UB

2 = σ2 = (
0 1
1 0

)
, UA

3 = (
0 2b̄2

−2ā2 0

)
, and UB

3 =
iσ3 = (

0 −1
1 0

)
.

IV. MEASUREMENT-DEVICE-INDEPENDENT
QUANTUM SECURE DIRECT COMMUNICATION

USING THE GBELL STATES

In this section, we use the GBell states, the two types
of generalized Pauli operators obtained, and the entangle-
ment swapping between a GBell state and a Bell state to
design a class of MDIQSDC protocols. The entanglement
swapping between a GBell state and a Bell state can be
described as (the construction process of the entanglement
swapping between a GBell state and a Bell state is detailed
in Appendix B)

|α2〉13 ⊗ |β2〉24=1
2
|α0〉12|β0〉12−ab|α1〉12|β1〉12

+1
2
|α2〉12|β2〉12−ab|α3〉12|β3〉12. (21)

According to Eq. (21), when we perform the Bell-basis
measurement on the third and fourth particles, the first and
second particles will be entangled. For example, we pre-
pare the state |α2〉 of the first and third particles, and the
state |β2〉 of the second and fourth particles. If the Bell-
basis measurement result of the third and fourth particles
is |β3〉, then the state of the first and second particles will
be |α3〉.

In the class of designed MDIQSDC protocols, Alice
sends secret messages to Bob with the help of an
untrusted third party, Charlie, who performs quantum mea-
surement. The steps followed in the class of designed
MDIQSDC protocols are given in Fig. 1. The steps are as
follows:

Step 1: Alice prepares n GBell states, |α2〉⊗n. She
takes the first particle from each GBell state to form an
ordered particle sequence SA = [S1

A, S2
A, . . . , Sn

A], and the
second particles to form another ordered particle sequence
CA = [C1

A, C2
A, . . . , Cn

A]. Then, Alice prepares m decoy
single-particle states, each randomly in one of the four
states {|0〉, |1〉, |+〉, |−〉}. She randomly inserts them into
the sequence CA to form the sequence C

′
A. Similarly, Bob

prepares n Bell states, |β2〉⊗n. He takes the first particle
from each Bell state to form an ordered particle sequence
SB = [S1

B, S2
B, . . . , Sn

B], and the second particles to form
another ordered particle sequence CB = [C1

B, C2
B, . . . , Cn

B].
Then, Bob prepares m decoy single-particle states, each
randomly in one of the four states {|0〉, |1〉, |+〉, |−〉}. He

randomly inserts them into the sequence CB to form the
sequence C

′
B.

Step 2: Alice and Bob send C
′
A and C

′
B to Charlie, and

keep SA and SB in their hands, respectively.
Step 3: After receiving C

′
A and C

′
B, Charlie performs

the Bell-basis measurement on the ith particle of C
′
A and

the ith particle of C
′
B, i = 1, 2, . . . , n + m, and announces

the measurement results. According to the measurements
on different combinations of particles, they are assigned
three different functions.

(a) For two single particles, they are used for eaves-
dropping check, which is described in the next step.

(b) For each pair of particles, one from a GBell state on
Alice’s hand and the other one from a Bell state on Bob’s
hand, the measurements will make the corresponding part-
ner particles in SA and SB entangled, as shown in Eq. (21).
The corresponding partner particle pairs will be used for
encoding secret messages in Step 5.

(c) For those, a single particle and a partner par-
ticle of GBell state or Bell state, these instances are
discarded.

Step 4: After Charlie announces the measurement
results, Alice and Bob announce the positions and the
states of the decoy single particles in C

′
A and C

′
B. Then, they

use the results of the Bell-basis measurements performed
on two single-particle states to check security. In detail,
they use the cases in Eqs. (5)–(12) to estimate the error
rate for security check, and ignore the other cases. If the
error rate is below the predefined threshold, Alice and Bob
implement the next step; otherwise, the protocol will be
aborted.

Step 5: Alice and Bob will discard the particles in
SA and SB that are not entangled. Suppose that the num-
ber of remaining particles of SA (SB) is l, which is
about n2/(m + n). The remaining particles of SA form an
ordered sequence MA while the remaining particles of SB
form an ordered sequence MB. Each pair, the ith parti-
cle of MA and the ith particle of MB, i = 1, 2, . . . , l, is
in the GBell state determined by the entanglement swap-
ping as Eq. (21) and the corresponding measurement
result. To ensure the integrity of the secret message, Alice
encodes some random check numbers at random posi-
tions in MA by performing UA

0 for 00, UA
1 for 01, UA

2
for 10 and UA

3 for 11. Furthermore, to send her secret
message, Alice performs the encoding operations on the
remaining particles in MA to encode her message by the
same encoding method as that of encoding random check
numbers. The sequence MA encoded the check number
series and the secret message will form the sequence M ′

A.
In order to prevent anyone else from decoding Alice’s
secret message, Bob randomly implements one of oper-
ations {UB

0 , UB
1 , UB

2 , UB
3 } on each particle of MB to form

M ′
B. Then, Alice and Bob send M ′

A and M ′
B to Charlie,

respectively.

044010-5



JIANFENG LIU et al. PHYS. REV. APPLIED 21, 044010 (2024)

FIG. 1. The class of designed MDIQSDC protocols. The white pellets linked by the solid lines represent the Bell state in |β2〉;
the nonwhite pellets linked by the solid lines represent the GBell states; the black concentric circles and the white concentric circles
represent decoy particles; the dashed matrix boxes represent the Bell-basis measurements; the solid line ellipse represents the GBell
basis measurements.

Step 6: After Charlie receives M ′
A and M ′

B, Charlie
performs the GBell basis {|α0〉, |α1〉, |α2〉, |α3〉} measure-
ments and publishes the measurement results. Bob uses
these measurement results to decode the secret message
and random check numbers sent by Alice. Then, Alice
announces the positions and values of the random check
numbers. Bob compares them with the results he deduced
to check the integrity of the secret message. If the ran-
dom number series has a high error rate, it means an
eavesdropper has disturbed one of M ′

A and M ′
B, or both.

Note that, the attacker’s actions cannot obtain any use-
ful information on the secret message. On the other hand,
if the random number series is correct at an acceptable
error rate, the transmission of message is correct at an
acceptable error rate, also. Bob can use the error-correction
code, predetermined by Alice and Bob, to correct the
errors of the secret message. The communication process is
completed.

Remark 1. The class of designed MDIQSDC protocols
can be used not only for Alice to send secret messages to
Bob, but also for Bob to send secret messages to Alice.
That is to say, we can regard Alice’s operations as random
operations and Bob’s operations as encoding operations in
Step 5. Accordingly, the class of protocols exchanges Alice
and Bob in Step 6.

Remark 2. The class of designed MDIQSDC protocols
can realize BQSDC between Alice and Bob by some minor
changes as follows.

Steps 1*–4* are the same as Steps 1–4 in the original
protocol.

Step 5*: After Alice and Bob discard the particles in
SA and SB that are not entangled. Alice encodes some
random check numbers at random positions in MA and
encodes her secret message on the remaining particles in
MA by randomly executing operation UA

0 or UA
1 for 0, UA

2
or UA

3 for 1, to form sequence M ′
A. Comparatively, Bob

encodes some random check numbers at random positions
in MB and encodes his secret message on the remaining
particles in MB by randomly executing operation UB

0 or
UB

2 for 0, UB
1 or UB

3 for 1, to form sequence M ′
B. Then,

Alice and Bob then send the new sequences M ′
A and M ′

B
to Charlie, respectively.

Step 6*: Charlie performs the GBell basis measure-
ment on the ith particle of M ′

A and the ith particle
of M ′

B, i = 1, 2, . . . , l, and announces the measurement
results publicly. Then, Alice and Bob announce the posi-
tions and values of their random check numbers, respec-
tively. They compare the random check numbers with
the results they deduced, to check the integrity of their
secret messages. If any random number series has a
high error rate, it means an eavesdropper has disturbed
one of M ′

A and M ′
B, or both. Note that, the eavesdrop-

per’s actions can not obtain any useful information on
the secret messages. On the other hand, if both random
number series are correct at an acceptable error rate, the
transmissions of two messages are correct at an accept-
able error rate, also. Alice and Bob can use the error-
correction code they predetermined, to correct the errors
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of the two secret messages. The communication process is
completed.

V. SECURITY UNDER SOME KNOWN ATTACKS

This section shows that the class of designed MDIQSDC
protocols have no information leakage problem. Further-
more, it also shows that the class of designed protocols
can resist intercept-and-resend attacks, measure-resend
attacks, and collective attacks.

(1) The class of designed protocols leak no information.
Before Charlie announces the measurement results, Bob
randomly implements one of operations {UB

0 , UB
1 , UB

2 , UB
3 }

on each particle of MB. Bob’s operations are only known
by himself, and that will protect the encoded message
from leaking to eavesdroppers. For example, suppose the
joint state of the ith particle of MA and the ith particle
of MB is |α0〉 before encoding, and Alice’s secret mes-
sage is 00. Then, Alice will perform UA

0 operation on the
ith particle of MA. In addition, Bob randomly implements
one of operations {UB

0 , UB
1 , UB

2 , UB
3 } on the ith particle of

MB. This will lead to one of four random measurement
results when Charlie measures the ith particle of M ′

A and
the ith particle of M ′

B with the GBell basis in Step 6. It
can be seen from Table II, before Bob decoding, all the
four GBell states can randomly arise after Alice encod-
ing any two-bit message. Accordingly, each of Charlie’s
measurement results involves four kinds of possibilities
on Alice’s secret classical bits. From the viewpoint of
Shannon’s information theory [50], four equal possibilities
contain

−
4∑

i=1

pi log pi = −4 × 1
4

log
1
4

= 2 (22)

bits information for the eavesdropper. That is to say,
although Charlie published his measurement results of
each pair of particles, the eavesdropper cannot extract any
useful information about Alice’s secret message from the
knowledge of the measurement results.

(2) The class of designed protocols can resist intercept-
and-resend attacks. Attackers have two chances to perform
intercept-and-resend attacks in Step 2 and Step 5 of the
class of designed MDIQSDC protocols. Note that, the
attacker cannot obtain any useful information on the secret
message if he/she attacks only on M ′

A and M ′
B in Step 5.

Therefore, we need only to show that intercept-and-resend
attacks performed in Step 2 can be detected. If an attacker
intercepts a decoy particle in C

′
A (C

′
B) and sends a fake par-

ticle instead of the original particle to Charlie in Step 2,
the probability for he/she to be detected in Step 4 is 1/2
when the decoy particle in C

′
A (C

′
B) is used to detect error.

Therefore, for this attack, the total error rate in the class of
designed MDIQSDC protocols is 1 − (1/2)m2/(n+m). When
m = n and n is large enough, the total error rate caused by

TABLE II. The encoding and decoding table when the ith joint
state of MA and MB is |α0〉.
Alice’s Bob’s Charlie’s
secret message operation measurement result

00 UB
0 |α0〉

UB
1 |α1〉

UB
2 |α2〉

UB
3 |α3〉

01 UB
0 |α1〉

UB
1 |α0〉

UB
2 |α3〉

UB
3 |α2〉

10 UB
0 |α2〉

UB
1 |α3〉

UB
2 |α0〉

UB
3 |α1〉

11 UB
0 |α3〉

UB
1 |α2〉

UB
2 |α1〉

UB
3 |α0〉

this attack is approximately 100%. If the error rate is higher
than the predefined threshold, the protocol will be aborted.
This attack will be found in Step 4.

(3) The class of designed protocols can resist measure-
resend attacks. Similar to the discussion of intercept-and-
resend attacks, we need only to show that measure-resend
attacks performed in Step 2 can be detected. In Step 2,
if an attacker measures the sequences C

′
A and C

′
B with

random basis {|0〉, |1〉} or {|+〉, |−〉}, and sends quantum
state sequences of measurement results to Charlie, he/she
will be found with a high probability in Step 4. If the
attacker uses a different base to measure a decoy particle
in C

′
A or a decoy particle in C

′
B, this attack will always

result in an error rate of 1/2 when it is used to detect
error. Note that, the attacker has a half chance of using
the wrong measurement basis. For this attack, the total
error rate in the class of designed MDIQSDC protocols
is 1 − (3/4)m2/(n+m). When m = n and n is large enough,
the total error rate caused by this attack is approximately
100%. If the error rate is higher than the predefined thresh-
old, the protocol will be abort. This attack will be found in
Step 4.

If an attacker performs Bell-basis measurements on the
sequences C

′
A and C

′
B in Step 2, and sends the states of

measurement results to Charlie, Charlie will announce the
same measurement results as the attacker in Step 3. There-
fore, the attacker cannot obtain any useful information
from this attack. Note that, it is showed that the class
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of designed MDIQSDC protocols have no information
leakage.

(4) The class of designed protocols can resist collective
attacks. Similar to the discussion of intercept-and-resend
attacks, we need only to show that collective attacks per-
formed in Step 2 can be detected. Attackers may steal
partial information by entangling his/her auxiliary particles
ε = {|ε1〉, |ε2〉, . . . , |εn+m〉} with the particles in sequences
C

′
A and C

′
B. Without losing generality, we can assume

|εi〉 = |00〉, where i = 1, 2, . . . , n + m. Then, the attacker
attacks with U on the ith particle of C

′
A and the ith par-

ticle of C
′
B, an operator which acts on basis states as

follows:

U(|00〉AB|εi〉E)

=b0|00〉|f0〉+b1|01〉|f1〉+b2|10〉|f2〉+b3|11〉|f3〉

= 1√
2
(|β0〉(b0|f0〉+b3|f3〉)+|β1〉(b0|f0〉 − b3|f3〉)+

|β2〉(b1|f1〉+b2|f2〉)+|β3〉(b1|f1〉−b2|f2〉)), (23)

U(|01〉AB|εi〉E)

=c0|00〉|g0〉+c1|01〉|g1〉+c2|10〉|g2〉+c3|11〉|g3〉

= 1√
2
(|β0〉(c0|g0〉+c3|g3〉)+|β1〉(c0|g0〉−c3|g3〉)+

|β2〉(c1|g1〉+c2|g2〉)+|β3〉(c1|g1〉−c2|g2〉)), (24)

U(|10〉AB|εi〉E)

=d0|00〉|h0〉+d1|01〉|h1〉+d2|10〉|h2〉+d3|11〉|h3〉

= 1√
2
(|β0〉(d0|h0〉+d3|h3〉)+|β1〉(d0|h0〉−d3|h3〉)+

|β2〉(d1|h1〉+d2|h2〉)+|β3〉(d1|h1〉−d2|h2〉)), (25)

U(|11〉AB|εi〉E)

= e0|00〉|j0〉+e1|01〉|j1〉+e2|10〉|j2〉+e3|11〉|j3〉

= 1√
2
(|β0〉(e0|j0〉 + e3|j3〉)+|β1〉(e0|j0〉−e3|j3〉)+

|β2〉(e1|j1〉+e2|j2〉)+|β3〉(e1|j1〉−e2|j2〉)). (26)

Furthermore, by calculating, we can get the following
equations:

U(| + +〉AB|εi〉E)

= 1

2
√

2
(|β0〉(b0|f0〉+b3|f3〉+c0|g0〉+c3|g3〉+

d0|h0〉+d3|h3〉+e0|j0〉+e3|j3〉)+
|β1〉(b0|f0〉−b3|f3〉+c0|g0〉−c3|g3〉+
d0|h0〉−d3|h3〉+e0|j0〉−e3|j3〉)+
|β2〉(b1|f1〉+b2|f2〉+c1|g1〉+c2|g2〉+
d1|h1〉+d2|h2〉+e1|j1〉+e2|j2〉)+
|β3〉(b1|f1〉−b2|f2〉+c1|g1〉−c2|g2〉+
d1|h1〉−d2|h2〉+e1|j1〉−e2|j2〉)), (27)

U(| − −〉AB|εi〉E)

= 1

2
√

2
(|β0〉(b0|f0〉+b3|f3〉−c0|g0〉−c3|g3〉−

d0|h0〉−d3|h3〉+e0|j0〉+e3|j3〉)+
|β1〉(b0|f0〉−b3|f3〉−c0|g0〉+c3|g3〉−
d0|h0〉+d3|h3〉+e0|j0〉−e3|j3〉)+
|β2〉(b1|f1〉+b2|f2〉−c1|g1〉−c2|g2〉−
d1|h1〉−d2|h2〉+e1|j1〉+e2|j2〉)+
|β3〉(b1|f1〉−b2|f2〉−c1|g1〉+c2|g2〉−
d1|h1〉+d2|h2〉+e1|j1〉−e2|j2〉)), (28)

U(| − +〉AB|εi〉E)

= 1

2
√

2
(|β0〉(b0|f0〉+b3|f3〉+c0|g0〉+c3|g3〉−

d0|h0〉−d3|h3〉−e0|j0〉−e3|j3〉)+
|β1〉(b0|f0〉−b3|f3〉+c0|g0〉−c3|g3〉−
d0|h0〉+d3|h3〉−e0|j0〉+e3|j3〉)+
|β2〉(b1|f1〉+b2|f2〉+c1|g1〉+c2|g2〉−
d1|h1〉−d2|h2〉−e1|j1〉−e2|j2〉)+
|β3〉(b1|f1〉−b2|f2〉+c1|g1〉−c2|g2〉−
d1|h1〉+d2|h2〉−e1|j1〉+e2|j2〉)), (29)

U(| + −〉AB|εi〉E)

= 1

2
√

2
(|β0〉(b0|f0〉+b3|f3〉−c0|g0〉−c3|g3〉+

d0|h0〉+d3|h3〉−e0|j0〉−e3|j3〉)+
|β1〉(b0|f0〉−b3|f3〉−c0|g0〉+c3|g3〉+
d0|h0〉−d3|h3〉−e0|j0〉+e3|j3〉)+
|β2〉(b1|f1〉+b2|f2〉−c1|g1〉−c2|g2〉+
d1|h1〉+d2|h2〉−e1|j1〉−e2|j2〉)+
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|β3〉(b1|f1〉−b2|f2〉−c1|g1〉+c2|g2〉+
d1|h1〉−d2|h2〉−e1|j1〉+e2|j2〉)). (30)

Since U being a unitary operation, |b0|2 + |b1|2 + |b2|2 +
|b3|2 = 1, |c0|2 + |c1|2 + |c2|2 + |c3|2 = 1, |d0|2 + |d1|2 +
|d2|2 + |d3|2 = 1, and |e0|2 + |e1|2 + |e2|2 + |e3|2 = 1. If
the attacker wants to escape the security check in
Step 4 of the class of designed MDIQSDC pro-
tocols, we can know that Eqs. (23)–(30) need to
meet the following conditions: b1 = b2 = c0 = c3 =
d0 = d3 = e1 = e2 = 0, b0|f0〉 − b3|f3〉 + e0|j0〉 − e3|j3〉 =
0, b0|f0〉 + b3|f3〉 − e0|j0〉 − e3|j3〉 = 0, c1|g1〉 − c2|g2〉 +
d1|h1〉 − d2|h2〉 = 0, and c1|g1〉 + c2|g2〉 − d1|h1〉 − d2|
h2〉 = 0. Then, we have b0|f0〉 = e3|j3〉, b3|f3〉 = e0|j0〉,
c1|g1〉 = d2|h2〉, and c2|g2〉 = d1|h1〉. Thus, the attacker
cannot get any useful information without any error by this
attack.

Remark 3. Similarly, the class of designed BQSDC pro-
tocols have no information leakage problem, and can resist
intercept-and-resend attacks, measure-resend attacks and
collective attacks.

VI. UNCONDITIONAL SECURITY

In this section, we analyze the unconditional security
of the class of designed MDIQSDC protocols by apply-
ing Wyner’s wiretap channel theory [51–53]. The message
transmission in the quantum channel between Alice and
Bob is modeled as a main channel while the eavesdrop-
ping and environmental noises are modeled as wiretap
channels. According to Wyner’s wiretap channel theory
[51–53], there is an encoding method that allows infor-
mation to be securely transmitted at any rate lower than
the secrecy capacity when the secrecy capacity is positive.
The secrecy capacity, Cs, can be calculated as

Cs = CM − CW, (31)

where CM and CW are the main channel capacity and the
wiretap channel capacity, respectively. Note that, CM =
I(A : B) and CW = max I(A : E), where the maximum is
over all collective attacks that the error rates caused by
Eve’s attack is in the allowable range of the protocol,
and I(A : B) (I(A : E)) is the mutual information between
Alice and Bob (Eve). After the protocol is performed, i.e.,
Eve has performed her attack, Eve’s attack needs to satisfy
that the error rates caused by the attack are consistent with
the statistics observed during parameter estimation.

First, we use Niu et al.’s method [54] to estimate the
wiretap channel capacity. We are not concerned with the
measurement processes and strategies that Eve might uti-
lize, so we focus on the system after entanglement swap-
ping, i.e., the joint state ρ

jnt
AB consisting of photon pairs

shared between Alice and Bob. We assume Eve performs

a coherent attack. For every round of communication, Eve
attaches her auxiliary system E to the system A and the
system B in state E, respectively. Eve performs the unitary
operation UA on the system A and the system E and per-
forms the unitary operation UB on the system B and the
system E. According to the quantum De Finetti theorem
[55], we can use a direct product of independent and identi-
cally distributed (IID) subsystems ρ⊗n

AB to approximate ρ
jnt
AB

asymptotically. In this case, Eve’s attacks can be consid-
ered as the collective attack. The entire state of the systems
A and B before the operation is the direct product of IID
systems,

ρAB
0 = (|α2〉〈α2|13 ⊗ |β2〉〈β2|24)

⊗n. (32)

After Eve’s attack, the joint state of Alice, Bob, and Eve
changes to

ρABE
1 =

(
UA(|α2〉〈α2|13|E〉〈E|E)U†

A⊗

UB(|β2〉〈β2|24|E〉〈E|E)U†
B

)⊗n
. (33)

In Step 4, Alice and Bob use the results of the Bell-basis
measurements performed on two single-particle states to
check security. We use εX (εZ) to denote the quantum bit
error rate (QBER) obtained by comparing Charlie’s mea-
surement result with the initial states of the two particles
prepared by Alice and Bob in the X basis (Z basis). After
the security check, Alice and Bob remove the particles that
were discarded and used for eavesdropping check. Due
to the fact that Eve’s n − l corresponding auxiliary parti-
cles will not carry any secret message, we remove them.
Accordingly, in Step 4, after the security check, the joint
state of Alice, Bob, and Eve changes to

ρABE
1 =

(
UA(|α2〉〈α2|13|E〉〈E|E)U†

A⊗

UB(|β2〉〈β2|24|E〉〈E|E)U†
B

)⊗l
. (34)

According to Ref. [54], if we assume the main channel is a
symmetric channel, the capacity of the main channel is

CM = 2 − h4(e), (35)

where e is the error rate distribution of the main channel
and h4(e) the four-array Shannon entropy.

In Step 1, Alice and Bob send one of the entangled par-
ticles to Charlie, respectively. The quantum channel, Alice
sending the second particle of |α2〉 and decoy particles to
Charlie, is modeled as the depolarizing channel

E0 : ρ → p0

2
I2 + (1 − p0)ρ. (36)

The quantum channel, Bob sending the second particle
of |β2〉 and decoy particles to Charlie, is modeled as the
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depolarizing channel

E1 : ρ ′ → p1

2
I2 + (1 − p1)ρ

′. (37)

Note that, εX (εZ) denotes the QBER obtained by com-
paring Charlie’s measurement result with the initial states
of the two particles prepared by Alice and Bob in the
X basis (Z basis). For example, if both the ith parti-
cles in the sequence C

′
A and the sequence C

′
B are in the

state |0〉, and the result state of Charlie’s Bell-basis mea-
surement is |β2〉 or |β3〉, then, according to Eq. (5), this
is an X error. Alice’s (Bob’s) state |0〉 evolves to the
state |1〉 with a probability of p0/2 (p1/2) after going
through the depolarizing channel E0 (E1), leaving the orig-
inal state unchanged with a probability of 1 − p0/2 (1 −
p1/2). Therefore, an X error occurs when the result state
of Charlie’s Bell-basis measurement is |β2〉 or |β3〉 with a
probability of p0/2 × (1 − p1/2) + p1/2 × (1 − p0/2) =
(p0 + p1 − p0p1)/2. Similarly, we get

εZ = εX = p0 + p1 − p0p1

2
. (38)

Thus, we can set q = εZ = εX = (p0 + p1 − p0p1)/2.
In Step 3, the evolution channel of the entangled state

shared by Alice and Bob (the second particle of |α2〉 being
transmitted by the depolarizing channel E0, the second par-
ticle of |β2〉 being transmitted by the depolarizing channel
E1, and Charlie’s Bell-basis measurement) is modeled as
(see Appendix C for details)

E : ρ → 1 − q0q1

4
I4 + q0q1ρ. (39)

In Step 5, Alice and Bob send the remaining entangled
particles to Charlie through the depolarizing channel E0
and the depolarizing channel E1, respectively. The whole
evolution channel of the joint state is (see Appendix C for
details)

E ′ : ρ → 1 − q2
0q2

1

4
I4 + q2

0q2
1ρ. (40)

According to q = (p0 + p1 − p0p1)/2, the error-rate distri-
bution of the main channel is

e = (1 − 3q + 3q2, q − q2, q − q2, q − q2), (41)

where e(0) is the correct probability, e(1), e(2), and e(3)

are the X -type, Y-type, and Z-type errors, respectively. The
X -type, Y-type, and Z-type errors are represented by the

following transformations:

X -type:|α0〉�→|α1〉,|α1〉�→|α0〉,|α2〉�→|α3〉,|α3〉�→|α2〉;
Y-type:|α0〉�→|α2〉,|α1〉�→|α3〉,|α2〉�→|α0〉,|α3〉�→|α1〉;

Z-type:|α0〉�→|α3〉,|α1〉�→|α2〉,|α2〉�→|α1〉,|α3〉�→|α0〉.
(42)

Therefore, the capacity of the main channel is

CM=2−h4(e)=2+3(q−q2) log(q−q2)+
(1−3q+3q2) log(1−3q+3q2). (43)

Now, we estimate CW using the technique in Refs. [54,56].
After entanglement swapping, consider a purification of
joint state of Alice and Bob is

|φABE〉 =
3∑

i=0

√
δi|αi〉|Ei〉, (44)

where {|E0〉, |E1〉, |E2〉, |E3〉} is a set of orthogonal states of
Eve’s auxiliary system and �3

i=0δi = 1. Then, Alice carries
out the message encoding while Bob performs the cover
operation in Step 5. We first consider that Bob performs
the cover operation,

ρABE
cover=

1
4
(
(I⊗UB

0 ⊗I)|φABE〉〈φABE|(I⊗UB
0 ⊗I)†

+(I⊗UB
1⊗I)|φABE〉〈φABE|(I⊗UB

1⊗I)†

+(I⊗UB
2⊗I)|φABE〉〈φABE|(I⊗UB

2⊗I)†

+(I⊗UB
3⊗I)|φABE〉〈φABE|(I⊗UB

3⊗I)†). (45)

Tracing out the system B from the joint system ABE, we
get

ρAE = TrB(ρABE
cover) = 1

4

3∑

i=0

(P|ϕi〉 + P|φi〉), (46)

where

|ϕ0〉 = |ϕ2〉 = |0〉(a
√

δ0|E0〉 + b̄
√

δ1|E1〉)
+ |1〉(b

√
δ2|E2〉 − ā

√
δ3|E3〉), (47)

|ϕ1〉 = |ϕ3〉 = |0〉(b̄
√

δ0|E0〉 + a
√

δ1|E1〉)
+ |1〉(−ā

√
δ2|E2〉 + b

√
δ3|E3〉), (48)

|φ0〉 = |φ2〉 = |0〉(a
√

δ2|E2〉 + b̄
√

δ3|E3〉)
+ |1〉(b

√
δ0|E0〉 − ā

√
δ1|E1〉), (49)
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|φ1〉 = |φ3〉 = |0〉(b̄
√

δ2|E2〉 + a
√

δ3|E3〉)
+ |1〉(−ā

√
δ0|E0〉 + b

√
δ1|E1〉), (50)

and P|ϕi〉 and P|φi〉 are the projection operators of the states
|ϕi〉 and |φi〉, respectively.

Considering that Alice’s message encoding operation,
ρAE becomes

ρAE
j = (UA

j )ρAE(UA
j )†, j = 0, 1, 2, or 3. (51)

According to Ref. [56], we denote the string that Alice
encodes as C = ζ1, . . . , ζm, where ζi ∈ {0, 1, 2, 3}, i =
1, 2, . . . , m. Note that, 0, 1, 2, and 3 correspond to the code-
words 00, 01, 10, and 11, respectively. The probability of
C is denoted by pC . Employing Holevo’s bound [57], we
can calculate the mutual information I(A : E) of the joint
system AE. Suppose that each symbol in {ζi} has the same
distribution pζi = 1/4. Thus, we have

I(A : E) ≤ S
(∑

C
pCρAE

C
)−

∑

C
pCS(ρAE

C )

≤ m
(

S
(∑

j

pζj ρ
AE
j

)− 1
)

, (52)

where ρAE
C is the system AE encoded with string C, S(·) the

von Neumann entropy. According to Eq. (52), we have the
average mutual information

CW = max I(A : E) ≤ S
(∑

j

pζj ρ
AE
j

)− 1. (53)

By calculation, we have

∑

j

pζj ρ
AE
j = 1

2
(
δ0(|0〉〈0| + |1〉〈1|)|E0〉〈E0|

+ δ1(|0〉〈0| + |1〉〈1|)|E1〉〈E1|
+ δ2(|0〉〈0| + |1〉〈1|)|E2〉〈E2|
+ δ3(|0〉〈0| + |1〉〈1|)|E3〉〈E3|

)
. (54)

Since {|E0〉, |E1〉, |E2〉, |E3〉} are mutually orthogonal, the
eigenvalues of

∑
j pζj ρ

AE
j are δ0/2, δ0/2, δ1/2, δ1/2, δ2/2,

δ2/2, δ3/2, and δ3/2. Then, we have

S
(∑

j

pζj ρ
AE
j

) = −2
3∑

j

δj

2
log

δj

2

= −
3∑

j

δj log δj + 1. (55)

According to Eq. (39), the probability distribution of
{δ0, δ1, δ2, δ3} is (1 − 3

2 q, 1
2 q, 1

2 q, 1
2 q). According to Eqs.
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FIG. 2. The relationship between the lower bound of the
secrecy capacity and the error rate. The error-rate threshold is
9.1494%.

(53) and (55), the capacity of the wiretap channel is

CW ≤ −3
2

qlog
(

1
2

q
)

−
(

1 − 3
2

q
)

log
(

1 − 3
2

q
)

. (56)

Thus, according Eqs. (31), (43), and (56), the secrecy
capacity of the class of designed MDIQSDC protocols
satisfies

Cs ≥ 2 + 3(q − q2) log(q − q2)

+ (1 − 3q + 3q2) log(1 − 3q + 3q2)

+ 3
2

q log
(

1
2

q
)

+
(

1 − 3
2

q
)

log
(

1 − 3
2

q
)

. (57)

The relationship between the lower bound of the secrecy
capacity in Eq. (57) and the error rate q is illustrated in
Fig. 2. The error-rate threshold of the class of designed
MDIQSDC protocols is 9.1494%.

VII. CONCLUSION

In this paper, by parameterizing the coefficients of Bell
states, we constructed four GBell states, |α0〉 = a|00〉 +
b|11〉, |α1〉 = b̄|00〉 − ā|11〉, |α2〉 = a|01〉 + b|10〉, and
|α3〉 = b̄|01〉 − ā|10〉, where a and b are two complex
numbers with |a| = |b| = 1/

√
2, ā and b̄ the conjugate

complex numbers of a and b, respectively. By calculation,
we also obtained two types of generalized Pauli opera-
tors to realize the mutual transformation of the four GBell
states as that of Pauli operators acting on one particle
of a Bell state. Interestingly, the local unitary operations
on the two particles of Bell states are identical, whereas

044010-11



JIANFENG LIU et al. PHYS. REV. APPLIED 21, 044010 (2024)

for the GBell states, they must differ in certain cases. In
particular, Bell states are the special cases of the above
four GBell states when a = ±b = ±1/

√
2. In addition,

Pauli operators are the special cases of the two types of
generalized Pauli operators. Furthermore, we illustrated
the entanglement swapping between a GBell state and
a Bell state. Based on the entanglement swapping, we
designed a class of MDIQSDC protocols with the GBell
states. The class of designed MDIQSDC protocols have
no information leakage problem, and can resist intercept-
and-resend attacks, measure-resend attacks and collective
attacks. In addition, the unconditional security of the
class of designed MDIQSDC protocols is proved. More-
over, the class of designed MDIQSDC protocols can also
realize BQSDC between Alice and Bob by some minor
changes.
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APPENDIX A: THE CONSTRUCTION OF
GENERALIZED PAULI OPERATIONS

Now, we explore local unitary operations to realize the
mutual transformation of the four states as that of Pauli
operators acting on one particle of a Bell state. We first
explore four local unitary operations for the A particle
(i.e., the first particle) of the constructed maximum entan-
gled states. Obviously, similar to σ0 = I , we can set the
identical operation UA

0 = I .
We suppose that the local unitary operation UA

1 realizes
the mutual transformation like Eq. (14), i.e.,

UA
1 : |α0〉�→|α1〉,|α1〉�→|α0〉,|α2〉�→|α3〉,|α3〉�→|α2〉. (A1)

Note that, in Eq. (A1), the results of UA
1 acting on the first

particle of the four constructed states are allowed some

global phase shifts, which modulus are 1. Thereby, UA
1 ⊗ I

can be expressed as

UA
1 ⊗ I

=eiθ0 |α1〉〈α0|+eiθ1 |α0〉〈α1|+eiθ2 |α3〉〈α2|+eiθ3 |α2〉〈α3|

=

⎛

⎜
⎝

λ0 0 0 λ1
0 λ2 λ3 0
0 λ4 −λ2 0
λ5 0 0 −λ0

⎞

⎟
⎠ , (A2)

where θ0, θ1, θ2, and θ3 are four real numbers,
λ0 = eiθ0 āb̄ + eiθ1ab, λ1 = eiθ0 b̄2 − eiθ1a2, λ2 = eiθ2 āb̄ +
eiθ3ab, λ3 = eiθ2 b̄2 − eiθ3a2, λ4 = eiθ3b2 − eiθ2 ā2 and λ5 =
−eiθ0 ā2 + eiθ1b2. Set UA

1 = (aij ), i, j ∈ {1, 2}, then

UA
1 ⊗ I=

(
a11 a12
a21 a22

)
⊗ I=

⎛

⎜
⎝

a11 0 a12 0
0 a11 0 a12

a21 0 a22 0
0 a21 0 a22

⎞

⎟
⎠ .

(A3)

Combining Eqs. (A2) and (A3), we obtain

eiθ0 b̄2 − eiθ1a2 = −eiθ0 ā2 + eiθ1b2 = 0,

eiθ2 b̄2 − eiθ3a2 = eiθ3b2 − eiθ2 ā2 = 0,

a11 = eiθ0 āb̄ + eiθ1ab = eiθ2 āb̄ + eiθ3ab,

a22 = −eiθ0 āb̄ − eiθ1ab = −eiθ2 āb̄ − eiθ3ab,

a12 = a21 = 0.

(A4)

Solving Eqs. (A4), we get eiθ0 = eiθ2 and eiθ1 = eiθ3 =
eiθ0 b̄2

a2 = eiθ0 ā2

b2 . Note that, when the condition |a| = |b| =
1/

√
2 holds, b̄2/a2 = ā2/b2 holds, too. Then, we have

UA
1 = eiθ0

(
b̄
a 0
0 − b̄

a

)

= 2āb̄eiθ0

(
1 0
0 −1

)
. (A5)

In particular, when eiθ0 = 1/2āb̄,

UA
1 =

(
1 0
0 −1

)
= σ1. (A6)

Similarly, we suppose that the local unitary operation UA
2

realizes the mutual transformation like Eq. (15), i.e.,

UA
2 :|α0〉�→|α2〉,|α1〉�→|α3〉,|α2〉�→|α0〉,|α3〉�→|α1〉. (A7)
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Similar to UA
1 ⊗ I , UA

2 ⊗ I can be expressed as

UA
2 ⊗ I

=eiθ4 |α2〉〈α0|+eiθ5 |α3〉〈α1|+eiθ6 |α0〉〈α2|+eiθ7 |α1〉〈α3|

=

⎛

⎜
⎝

0 μ0 μ1 0
μ2 0 0 μ3
μ4 0 0 μ2
0 μ5 μ0 0

⎞

⎟
⎠ , (A8)

where θ4, θ5, θ6, and θ7 are four real numbers, μ0 =
(eiθ6 + eiθ7)/2, μ1 = eiθ6ab̄ − eiθ7ab̄, μ2 = (eiθ4 + eiθ5)/2,
μ3 = eiθ4ab̄ − eiθ5ab̄, μ4 = eiθ4 āb − eiθ5 āb, μ5 = eiθ6 āb −
eiθ7 āb. Set UA

2 = (bij ), i, j ∈ {1, 2}, then

UA
2 ⊗ I=

(
b11 b12
b21 b22

)
⊗ I=

⎛

⎜
⎝

b11 0 b12 0
0 b11 0 b12

b21 0 b22 0
0 b21 0 b22

⎞

⎟
⎠ .

(A9)

Combining Eqs. (A8) and (A9), we obtain

eiθ4 + eiθ5 = eiθ6 + eiθ7 = 0,

b12 = eiθ6ab̄ − eiθ7ab̄ = eiθ4ab̄ − eiθ5ab̄,

b21 = eiθ4 āb − eiθ5 āb = eiθ6 āb − eiθ7 āb,

b11 = b22 = 0.

(A10)

Solving Eqs. (A10), we get eiθ4 = eiθ6 and eiθ5 =
eiθ7 = −eiθ4 |a|2/|b|2 = −eiθ4 |b|2/|a|2. Note that, when
|a| = |b| = 1/

√
2, −|a|2/|b|2 = −|b|2/|a|2 = −1. Then

we have

UA
2 = eiθ4

(
0 a

b
ā
b̄

0

)
= eiθ4

(
0 2ab̄

2āb 0

)
. (A11)

In particular, when eiθ4 = 1,

UA
2 =

(
0 2ab̄

2āb 0

)
. (A12)

Last, we suppose that the local unitary operation UA
3

realizes the mutual transformation like Eq. (16), i.e.,

UA
3 :|α0〉�→|α3〉,|α1〉�→|α2〉,|α2〉�→|α1〉,|α3〉�→|α0〉. (A13)

Similar to UA
1 ⊗ I , UA

3 ⊗ I can be expressed as

UA
3 ⊗ I

=eiθ8 |α3〉〈α0|+eiθ9 |α2〉〈α1|+eiθ10 |α1〉〈α2|+eiθ11 |α0〉〈α3|

=

⎛

⎜
⎝

0 ν0 ν1 0
ν2 0 0 ν3
ν4 0 0 −ν2
0 ν5 −ν0 0

⎞

⎟
⎠ , (A14)

where θ8, θ9, θ10, and θ11 are four real numbers,
ν0 = eiθ10 āb̄ + eiθ11ab, ν1=eiθ10 b̄2−eiθ11a2, ν2 = eiθ8 āb̄ +
eiθ9ab, ν3 = eiθ8 b̄2 − eiθ9a2, ν4 = −eiθ8 ā2 + eiθ9b2, ν5 =
−eiθ10 ā2 + eiθ11b2. Set UA

3 = (cij ), i, j ∈ {1, 2}, then

UA
3 ⊗ I=

(
c11 c12
c21 c22

)
⊗ I=

⎛

⎜
⎝

c11 0 c12 0
0 c11 0 c12

c21 0 c22 0
0 c21 0 c22

⎞

⎟
⎠ .

(A15)

Combining Eqs. (A14) and (A15), we obtain
⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎩

eiθ8 āb̄ + eiθ9ab = 0,

eiθ10 āb̄ + eiθ11ab = 0,

c12 = eiθ10 b̄2 − eiθ11a2 = eiθ8 b̄2 − eiθ9a2,

c21 = −eiθ8 ā2 + eiθ9b2 = −eiθ10 ā2 + eiθ11b2,

c11 = c22 = 0.

(A16)

Solving Eqs. (A16), we get eiθ8 = eiθ10 and eiθ9 = eiθ11 =
−eiθ8 āb̄/ab. Then we have

UA
3 = eiθ8

(
0 b̄

b
− ā

a 0

)
. (A17)

Note that, when |a| = |b| = 1/
√

2,

UA
3 = eiθ8

(
0 b̄

b
− ā

a 0

)
= eiθ8

(
0 2b̄2

−2ā2 0

)
. (A18)

In particular, when eiθ8 = 1,

UA
3 =

(
0 2b̄2

−2ā2 0

)
. (A19)

Clearly, when |a| = |b| = 1/
√

2, all UA
1 , UA

2 , and UA
3 are

unitary.
Now, we explore four local unitary operations for the B

particle (i.e., the second particle) of the constructed max-
imum entangled states. Obviously, similar to σ0 = I , we
can set the identical operation UB

0 = I .
We suppose that the local unitary operations UB

1 , UB
2 , and

UB
3 realize the mutual transformations like Eqs. (14), (15),

and (16), respectively, i.e.,

UB
1 :|α0〉�→|α1〉,|α1〉�→|α0〉,|α2〉�→|α3〉,|α3〉�→|α2〉;

(A20)

UB
2 :|α0〉�→|α2〉,|α1〉�→|α3〉,|α2〉�→|α0〉,|α3〉�→|α1〉;

(A21)

UB
3 :|α0〉�→|α3〉,|α1〉�→|α2〉,|α2〉�→|α1〉,|α3〉�→|α0〉.

(A22)
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Via similar processes getting UA
1 , UA

2 , and UA
3 , we can

obtain UB
1 , UB

2 , and UB
3 as

UB
1 = eiθ ′

0

(
b̄
a 0
0 − b̄

a

)

= 2āb̄eiθ ′
0

(
1 0
0 −1

)
, (A23)

UB
2 = eiθ ′

4

(
0 1
1 0

)
, (A24)

UB
3 = eiθ ′

8

(
0 − b̄

a
b̄
a 0

)

= 2āb̄eiθ ′
8

(
0 −1
1 0

)
. (A25)

Clearly, when |a| = |b| = 1/
√

2, both UB
1 and UB

3 are
unitary.

In particular, when eiθ ′
0 = 1/2āb̄, eiθ ′

4 = 1, and eiθ ′
8 =

1/2āb̄,

UB
1 = σ1, (A26)

UB
2 = σ2, (A27)

and

UB
3 = iσ3, (A28)

respectively.

APPENDIX B: ENTANGLEMENT SWAPPING
BETWEEN A GBELL STATE AND A BELL STATE

For clarity, we choose |α2〉 in Eq. (17) and |β2〉 as an
example to specify entanglement swapping, and analyze
the result of entanglement swapping. After calculation, we
get

|α2〉13 ⊗ |β2〉24= 1√
2
(a|00〉12|11〉34+a|01〉12|10〉34

+b|10〉12|01〉34+b|11〉12|00〉34). (B1)

Note that, the terms on the right side of Eq. (B1) exist only
in |α2〉12|β2〉34, |α2〉12|β3〉34, |α3〉12|β2〉34, |α3〉12|β3〉34,
|α0〉12|β0〉34, |α0〉12|β1〉34, |α1〉12|β0〉34, and |α1〉12|β1〉34.

Hence, we set

|α2〉13 ⊗ |β2〉24=a0|α2〉12|β2〉34+a1|α2〉12|β3〉34

+a2|α3〉12|β2〉34+a3|α3〉12|β3〉34

+a4|α0〉12|β0〉34+a5|α0〉12|β1〉34

+a6|α1〉12|β0〉34+a7|α1〉12|β1〉34. (B2)

Furthermore, we expand the items on the right hand of Eq.
(B2) to obtain

|α2〉13 ⊗ |β2〉24

= 1√
2

[(a0a+a1a+a2b̄+a3b̄)|01〉12|01〉34

+(a0a−a1a+a2b̄−a3b̄)|01〉12|10〉34

+(a0b+a1b−a2ā−a3ā)|10〉12|01〉34

+(a0b−a1b−a2ā+a3ā)|10〉12|10〉34

+(a4a+a5a+a6b̄+a7b̄)|00〉12|00〉34

+(a4a−a5a+a6b̄−a7b̄)|00〉12|11〉34

+(a4b+a5b−a6ā−a7ā)|11〉12|00〉34

+(a4b−a5b−a6ā+a7ā)|11〉12|11〉34]. (B3)

Comparing Eqs. (B1) and (B3), we have

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

a0a − a1a + a2b̄ − a3b̄ = a,

a0b + a1b − a2ā − a3ā = b,

a4a − a5a + a6b̄ − a7b̄ = a,

a4b + a5b − a6ā − a7ā = b,

a0a + a1a + a2b̄ + a3b̄ = 0,

a0b − a1b − a2ā + a3ā = 0,

a4a + a5a + a6b̄ + a7b̄ = 0,

a4b − a5b − a6ā + a7ā = 0.

(B4)

By solving the Eqs. (B4), we obtain a0 = 1/2, a1 = 0,
a2 = 0, a3 = −ab, a4 = 1/2, a5 = 0, a6 = 0, and a7 =
−ab. Substituting them into Eq. (B2), we get

|α2〉13 ⊗ |β2〉24=1
2
|α0〉12|β0〉34−ab|α1〉12|β1〉34

+1
2
|α2〉12|β2〉34−ab|α3〉12|β3〉34. (B5)

Furthermore, we can obtain the entangled swapping of any
GBell state with any Bell state. For example,

|α2〉13 ⊗ |β3〉24=ab|α1〉12|β0〉34−1
2
|α0〉12|β1〉34

−ab|α3〉12|β2〉34+1
2
|α2〉12|β3〉34, (B6)

|α3〉13 ⊗ |β2〉24=1
2
|α1〉12|β0〉34−āb̄|α0〉12|β1〉34

+1
2
|α3〉12|β2〉34−āb̄|α2〉12|β3〉34, (B7)
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and

|α3〉13 ⊗ |β3〉24=āb̄|α0〉12|β0〉34−1
2
|α1〉12|β1〉34

−āb̄|α2〉12|β2〉34+1
2
|α3〉12|β3〉34. (B8)

According to Eqs. (B5)–(B8), when we perform the Bell-
basis measurement on the third and fourth particles, the
first and second particles will be entangled.

In particular, if the coefficients a and b of the GBell
states satisfy a = b = ±1/

√
2, then the entanglement

swapping in Eqs. (B5)–(B8) exactly correspond to the
entanglement swapping of Bell states |β2〉 and |β3〉 [38].

APPENDIX C: THE CALCULATION OF
EVOLUTION CHANNEL

According to Eq. (37), after the second particle of
|α2〉 being transmitted by the depolarizing channel E0, the
evolution of |α2〉 is

I2 ⊗ E0 : |α2〉〈α2| → p0

4
I4 + (1 − p0)|α2〉〈α2|, (C1)

i.e.,

I2⊗E0(|α2〉〈α2|)=p0

4
(

3∑

i=0

|αi〉〈αi|)+(1−p0)|α2〉〈α2|.

(C2)

Similarly, according to Eq. (36), after the second particle
of |β2〉 being transmitted by the depolarizing channel E1,
the evolution of |β2〉 is

I2⊗E1:|β2〉〈β2|→p1

4
I4 + (1 − p1)|β2〉〈β2|, (C3)

i.e.,

I2⊗E1(|β2〉〈β2|)=p1

4
(

3∑

i=0

|βi〉〈βi|)+(1−p1)|β2〉〈β2|.

(C4)

According to Eqs. (C2) and (C4), before entanglement
swapping, the evolution of the joint state of Alice, Bob,
and Charlie via E2 = I2 ⊗ E0 ⊗ I2 ⊗ E1 is

E2:|α2〉〈α2|13⊗|β2〉〈β2|24 →
(1−p0)(1−p1)|α2〉〈α2|13⊗|β2〉〈β2|24

+ p1−p0p1

4
|α2〉〈α2|13⊗

(
3∑

i=0

|βi〉〈βi|
)

24

+ p0−p0p1

4

(
3∑

i=0

|αi〉〈αi|
)

13

⊗|β2〉〈β2|24

+ p0p1

16

(
3∑

i=0

|αi〉〈αi|
)

13

⊗
(

3∑

i=0

|βi〉〈βi|
)

24

, (C5)

i.e.,

E2:|α2〉〈α2|13⊗|β2〉〈β2|24 →

(q0q1|α0〉〈α0|+1−q0q1

4

3∑

i=0

|αi〉〈αi|)12⊗|β0〉〈β0|34

+(q0q1|α1〉〈α1|+1−q0q1

4

3∑

i=0

|αi〉〈αi|)12⊗|β1〉〈β1|34

+(q0q1|α2〉〈α2|+1−q0q1

4

3∑

i=0

|αi〉〈αi|)12⊗|β2〉〈β2|34

+(q0q1|α3〉〈α3|+1−q0q1

4

3∑

i=0

|αi〉〈αi|)12⊗|β3〉〈β3|34

+O, (C6)

where q0 = 1 − p0, q1 = 1 − p1, and O represents the
remaining term that cannot be measured. According to Eq.
(C6), the evolution channel of the entangled state shared
by Alice and Bob (the second particle of |α2〉 being trans-
mitted by the depolarizing channel E0, the second particle
of |β2〉 being transmitted by the depolarizing channel E1,
and Charlie’s Bell-basis measurement) is modeled as

E : ρ → 1 − q0q1

4
I4 + q0q1ρ. (C7)

In Step 5, Alice and Bob send remaining entangled parti-
cles to Charlie through the depolarizing channel E0 and the
depolarizing channel E1, respectively. The joint evolution
of the GBell states is

E0 ⊗ E1 : ρ → (I2 ⊗ E1)(E0 ⊗ I2)(ρ). (C8)

Let E4 = E0 ⊗ E1, then

E4(ρ)=(I2⊗E1)(E0⊗I2)(ρ)

=(I2⊗E1)(
p0

4

3∑

i=0

(UA
i ⊗I2)ρ(UA

i ⊗I2)
†+(1−p0)ρ)

=p0p1

16

3∑

i=0

3∑

j =0

(UA
i ⊗ UB

j )ρ(UA
i ⊗ UB

j )†

044010-15



JIANFENG LIU et al. PHYS. REV. APPLIED 21, 044010 (2024)

+p1q0

4

3∑

i=0

(I2 ⊗ UB
i )ρ(I2 ⊗ UB

i )†

+p0q1

4

3∑

i=0

(UA
i ⊗ I2)ρ(UA

i ⊗ I2)
†+q0q1ρ

=p0p1

16
(4I4)+p1q0

4
I4+p0q1

4
I4+q0q1ρ

=1 − q0q1

4
I4+q0q1ρ. (C9)

Let E ′ = E4 ◦ E be the channel of whole evolution, then

E ′(ρ)=E4(E3(ρ))

=E4(
1 − q0q1

4
I4 + q0q1ρ)

=(1 − q0q1)E4(
1
4

I4) + q0q1E4(ρ)

=1 − q0q1

4
I4 + q0q1E4(ρ)

=1 − q0q1

4
I4 + q0q1(

1 − q0q1

4
I4 + q0q1ρ)

=1 − q2
0q2

1

4
I4 + q2

0q2
1ρ. (C10)
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