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A sending-or-not-sending (SNS) protocol is a very promising variant in twin-field quantum key distri-
bution (TFQKD) for its advantages at the regime of long distance and the robustness against large optical
misalignment. The actively odd-parity pairing (AOPP) method can significantly enhance the key-rate per-
formance of the original SNS TFQKD, which forms the AOPP SNS TFQKD protocol. In this paper,
we introduce the advantage distillation (AD) method to further improve the communication distance for
AOPP SNS TFQKD. We also prove the composable security against coherent attacks for the AOPP SNS
TFQKD with AD in the finite-key regime for bit blocks with a size of 2 in the AD process. Our AD
method for AOPP SNS TFQKD protocol is expected to improve the key-rate performance in practice
without changing the SNS TFQKD experimental system.
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I. INTRODUCTION

Quantum key distribution (QKD) [1,2] provides a
promising solution to the secure key sharing between
two remote communication nodes in the presence of the
eavesdropper Eve who controls the channel and has infi-
nite computational resources. Over the past three decades,
QKD has achieved great development both in theory
[3–15] and experiment [16–27] and begun to be commer-
cially available. Improving the key-rate performance and
the achievable distance is a crucial task for the practical
application of QKD. However, the channel transmittance
η decreases exponentially with the communication dis-
tance in the optical fiber channel, and the carrier of the
information, photon, also decays exponentially with the
communication distance. So the key rate is naturally con-
strained by the transmittance η, which has been proved
to be a linear key-rate bound without quantum repeaters
[28,29]. Surprisingly, the twin-field quantum key distribu-
tion (TFQKD) protocol [30] proposed in 2018, can break
the linear rate-distance limit without full-fledged quantum
repeaters. Although the original twin-field (TF) protocol
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has problems in security proofs, this idea has given rise to
various variants [31–37].

In particular, the sending-or-not-sending (SNS) proto-
col [32] of TFQKD encodes a random bit by sending
or not sending a phase-randomized weak coherent pulse,
which is different from the original TFQKD and other
variants encoded on the phase. When the communicat-
ing party Alice or Bob sends a phase-randomized coherent
state, it can be equivalently regarded that she or he sends
a classical mixture of states of different photon num-
bers in Fock space, i.e.,

∫ 2π

0 |√μeiθ 〉 〈√μeiθ | /(2π)dθ =∑∞
k=0 e−μμk/k! |k〉 〈k|. Wang et al. defined |01〉 and |10〉

(one party does not send, and the other party sends a
single-photon state) as the coded quantum state. By con-
structing conjugated quantum states (|01〉 + eiδ |10〉)/√2
and (|01〉 − eiδ |10〉)/√2 in the decoy mode, the tradi-
tional decoy-sate method [7–9] can be directly applied to
solve the security proof. Subsequently, SNS TFQKD was
further improved. Ref. [38] considered the four-intensity
decoy state and finite small phase slices in practice. Refer-
ence [39] proposed the actively odd-parity pairing (AOPP)
method to enhance the key rate and achievable distance.
References [40–42] solved the finite-key problem and
completed the composable security proof of the AOPP
SNS TFQKD.
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So far, AOPP SNS TFQKD has been a well-performing
mature QKD protocol for its advantages at the regime
of long distance and the presence of large misalign-
ment. It has been reported that the achievable distance
of AOPP SNS TFQKD reached 1002 km in the asymp-
totic regime [43]. But is it possible to further improve the
key-rate performance? Recently, the advantage distillation
(AD) [44] has shown advantages in some QKD protocols
[45–47]. The AD method is a classical operation done in
postprocessing that splits the raw key string into blocks of
small size and can identify the highly correlated bit pairs
by two-way classical communication. Here we introduce
AD for AOPP SNS TFQKD to futher improve the commu-
nication distance. The simulation results in the asymptotic
case confirm the effectiveness of AD. For the simplicity of
finite-key analysis and the practicability of key bit rate, we
set the size of the bit blocks to 2 in the AD process, and we
prove the composable security against coherent attacks for
the AOPP SNS TFQKD with AD in the finite-key regime.
Since the AD with bit block size 2n (n is a natural number)
can be implemented by iteratively repeating the AD step on
block size of 2 for n times, our finite-key analysis method
also applies to the bit block size 2n. The simulations with
finite-key effect show that AD maintains the appreciable
improvement and can be directly applied to practice at the
regime of long distance.

The remainder of this paper is organized as follows.
In Sec. II , we list the specific process of AOPP SNS
TFQKD with AD. In Sec. III, we first give the secu-
rity proof in the asymptotic regime. For the simplicity of
finite-key analysis and the practicability of key bit rate,
we next perform a finite-key analysis on the blocks of size
2 and obtain the finite-size key rate for the given failure
probability. In Sec. IV, we simulate the performance of
AOPP SNS TFQKD with AD and compare it with phase-
matching QKD [31,47] in the asymptotic regime. Finally,
the conclusion of this paper is given in Sec. V.

II. PROTOCOL

Based on the AOPP SNS TFQKD protocol, we insert an
additional AD step after AOPP as follows:

(I) State preparation: Alice (Bob) chooses the code
mode with probability pZ or the decoy mode with proba-
bility 1 − pZ .

(1) If Alice chooses the code mode, she selects a ran-
dom bit 0 or 1 with probability pZ0 and 1 − pZ0. Depending
on the bit selection, she chooses to not send (bit 0) or send
(bit 1) a phase-randomized weak coherent state |√μeiθA〉
with intensity μ and a random phase θA ∈ [0, 2π). If Bob
chooses the code mode, he selects a random bit 0 or 1
with probability 1 − pZ0 and pZ0. Depending on the bit
selection, he chooses to send (bit 0) or not send (bit 1) a
phase-randomized weak coherent state |√μeiθB〉.

(2) If Alice (Bob) chooses the decoy mode, she (he)
decides to send a vacuum, a phase-randomized weak
coherent state with intensity μ1 or μ2 (μ1 < μ2) with
probability p0, p1, and 1 − p0 − p1.
They repeat step (I) for Ntot times.

(II) Measurement: The intermediate node Charlie is
supposed to perform interferometric measurement on the
incoming twin-field optical pulse each round with a 50:50
beam splitter, followed by two photon detectors L and
R. He records and announces the detection events. Only
the rounds where one and only one of the detectors L or
R clicked are defined as the successful rounds. The suc-
cessful rounds are kept for subsequent steps, others are
discarded.

(III) Announcement: Alice and Bob announce the mode
selection for each round. The round when Alice and Bob
both choose the code mode is defined as the code round.
The random bits in code rounds form the raw keys. For
other rounds, Alice and Bob announce the intensity infor-
mation they sent. When Alice and Bob both send the
optical pulses with intensity μ1, they should also disclose
the phase information θA and θB to determine whether the
phase postselection condition: |θA − θB| mod π ≤ �/2 is
satisfied. The rounds when Alice and Bob send the optical
pulses with intensity μ1 and the phases meet the postse-
lection condition are used to estimate the phase-flip error
rate.

(IV) AOPP: Alice and Bob perform the AOPP process
[39] on the raw keys to form the sifted keys, i.e., Alice
randomly chooses the first bit and then randomly selects a
bit different from the first one from the remaining unpaired
bits for pairing. So Alice can obtain as many odd-parity
pairs, which are defined as the pairs containing two differ-
ent bits, as she can until she runs out of bit 0 or 1. Note
that Alice discards all the remaining bits once she gets all
the odd-parity pairs. She announces the position informa-
tion of all paired bits in the odd-parity pairs to Bob. Bob
makes the same grouping of the bits in his hand accord-
ing to the position information. Then he checks the pairs’
parity and announces it to Alice. They only keep the bit
pairs where both sides are odd-parity pairs. Finally, Alice
and Bob extract the first bits from the odd-parity groups to
form the sifted keys.

(V) AD: Alice and Bob perform the AD process [44]
on the sifted keys as follows. Alice and Bob split the sifted
keys into blocks (x1, x2, . . . , xb) and (y1, y2, . . . , yb) of size
b. Alice sends the message (x1 ⊕ r, x2 ⊕ r, . . . , xb ⊕ r) to
Bob through an authenticated public channel, where r
is the uniform random number generated by Alice. Bob
retains only the blocks containing bits that align either
entirely identical or completely opposite to the received
message, i.e., the blocks (y1, y2, . . . , yb) in Bob’s hand
equal to (x1, x2, . . . , xb) or (x1 ⊕ 1, x2 ⊕ 1, . . . , xb ⊕ 1) are
retained to form the processed blocks. Bob announces the
reserved processed block information to Alice and Alice
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retains only the initial blocks at the same position as Bob.
Both parties use the first bit in the corresponding processed
block to form the processed keys. Note that it is equivalent
to set the block size b to 1 if we do not perform the AD
step.

(VI) Parameter estimation: Alice and Bob randomly
choose some processed keys to estimate the bit-flip error
rate. They do the decoy-state analysis from the public
round information to obtain the number of the untagged
bits together with the phase-flip error rate. Note that the
untagged bit is defined as the bit when only one party sends
the coherent state in the code round and she (he) happens
to send a single-photon state.

(VII) Key distillation: Alice and Bob distill the final
keys from processed keys by error correction and privacy
amplification.

III. SECURITY PROOF

If we set the block size b in step (V) to 1, all the sifted
keys can pass the AD process and the processed keys are
just the sifted keys. Thus, we can skip step (V) and our
protocol degenerates to the AOPP SNS TFQKD. After
step (IV) is executed, we denote the total number of sifted
keys as NA, the bit-flip error rate as EA, the number of
untagged bits [32] as nA1 and the phase-flip error rate of the
untagged bits as eph

A1. The security of AOPP SNS TFQKD
in the asymptotic case has been proved in Ref. [39] and
the composable security in the finite case has been proved
in Ref. [42]. We directly take the various quantities after
AOPP without proof to derive the key rate after AD and
complete the security proof.

A. In the asymptotic case

For the rounds generating untagged bits after AOPP, we
can construct an entanglement-based scheme, that is, the
local auxiliary qubits AB of Alice and Bob can be written
as the joint density matrix σAB [44] with only two diagonal
entries for the reason that there are no bit-flip errors in the
untagged bits [32]:

σAB = λ0 |	0〉 〈	0| + λ1 |	1〉 〈	1| , (1)

where λ0 = 1 − eph
A1, λ1 = eph

A1, |	0〉 = (|00〉 + |11〉)/√2,
and |	1〉 = (|00〉 − |11〉)/√2 are two mutually orthogonal
Bell bases. If all the bits in the block of size b are untagged
bits when splitting the sifted keys in AD process, we name
the block as an untagged block. The first untagged bits
from the untagged blocks are used to generate the final
secure key, which is similar to the untagged bits in the
AOPP SNS TFQKD, and we define them as processed
untagged bits. It is obvious that the processed untagged bits
must pass the AD step and have no bit-flip errors. The local
auxiliary qubits shared by Alice and Bob corresponding to

the processed untagged bits from untagged blocks in the
entanglement-based scheme can be given by [44]

σ̃AB = λ̃0 |	̃0〉 〈	̃0| + λ̃1 |	̃1〉 〈	̃1| , (2)

where

λ̃0 = (λ0 + λ1)
b + (λ0 − λ1)

b

2
= 1 + (1 − 2eph

A1)
b

2
,

λ̃1 = (λ0 + λ1)
b − (λ0 − λ1)

b

2
= 1 − (1 − 2eph

A1)
b

2
,

(3)

|	̃0〉 and |	̃1〉 are two mutually orthogonal Bell bases. So
the phase-flip error rate of the processed untagged bit is
eph

AD = [1 − (1 − 2eph
A1)

b]/2. Consequently, the asymptotic
key length formula of AOPP SNS TFQKD with AD is

Nf = n1[1 − h(eph
AD)] − fNADh(EAD), (4)

where n1 is the number of processed untagged bits, h(x) =
−x log2(x) − (1 − x) log2(1 − x) is the binary Shannon
entropy function, f is the error-correction inefficiency,
NAD is the number of processed key bits and EAD is the bit-
flip error rate of the processed key bits. Note that Eq. (4)
degenerates to Eq. (20) in Ref. [39] if we do not perform
AD step.

B. In the finite-key case

For the simplicity of finite-key analysis and the practica-
bility of key bit rate, we consider only the finite-key effect
with block size 2 below. Note that our finite-key analysis
method also applies to the bit block size 2n by iteratively
repeating the AD step on block size of 2 for n times.

When Alice and Bob split the NA sifted keys into blocks
of size 2, we use the white balls and black balls model
in Ref. [42] to estimate the lower bound of the processed
untagged bits and the upper bound of the phase-flip error
rate. We assume that the lower bound on the number of
the untagged blocks is n1, the corresponding failure prob-
ability is εuu. Note that (n1, εuu) can be calculated from the
white balls and black balls model in Ref. [42] as follows:

εuu = 2ξL

(

n1;
n2

A1

N 2
A

,
NA

2

)

, (5)

where ξL(x; p , N ) denotes the probability of the number of
successes less than x in the binomial distribution B(N , p).

Our goal now is to obtain the upper bound of the phase-
flip error rate after AD step from the phase-flip error rate
after AOPP (also before the AD) step. References [48,49]
show that the processed untagged bit with a phase-flip error
is from the untagged block containing only one phase-
flip bit. The number of the untagged bits with phase-flip
errors in n1 untagged blocks is MA1 = 2n1eph

A1 and the lower
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bound of the untagged blocks containing two phase-flip
errors is Mee. So the upper bound of the untagged blocks
causing the phase-flip errors is MAD = MA1 − 2Mee. Note
that Mee can also be estimated by the white and black balls
model with a failure probability εee as follows:

εee = 2ξL

(
Mee; (eph

A1)
2, n1

)
. (6)

The phase-flip error rate of all the processed untagged bits
is

eph
AD = MAD

n1
. (7)

The final key length formula of AOPP SNS TFQKD with
AD protocol is

Nf = n1[1 − h(eph
AD)] − fNADh(EAD)

− log2
2

εsec
− 2 log2

1√
2εPAε̂

, (8)

where f , NAD, EAD, and the function h(x) have the same
meaning as in Eq. (4). − log2(2)/εsec − 2 log2(1)/

√
2εPAε̂

is the additional cost for verification and privacy amplifi-
cation. Our protocol is 2εtot secure, where

εtot = εcor + εsec,

εsec = 2ε̂ + εPA + 4
√

εs + εn,

εn = εA
n + εuu,

εs = εA
s + εee.

(9)

Here, εcor describes the failure probability of error correc-
tion, εA

n is the failure probability of the lower bound of
the untagged bits after AOPP [42], εA

s is the failure prob-
ability of the upper bound of the phase-flip error rate for
the untagged bits after AOPP [42], εuu and εee have been
mentioned in Eqs. (5) and (6), ε̂ is the coefficient while
using the chain rules of max and min entropy and εPA is
the failure probability of privacy amplification [40].

IV. SIMULATION

In our simulations, we assume that the device param-
eters of both Alice and Bob, the channel between the
two parties to the intermediate node Charlie and Charlie’s
device for interference measurement are symmetric for
brevity. We take the photon detection efficiency as 30%,
the dark count rate as 1 × 10−8, the fiber loss coefficient as
0.2 dB/km, the error rate of the vacuum count as 0.5 and
the error-correction inefficiency f as 1.1. We use the linear
model in Ref. [40] to simulate the experimental observ-
ables. All details of our simulations are presented in the
Appendix.

A. The asymptotic key rate

We use infinite pulses and infinite decoy states to simply
verify the effectiveness of our AD method for the AOPP
SNS TFQKD protocol. According to the simulation equa-
tions of Refs. [32,39], we already know the number of
untagged bits nA1 after AOPP step, the phase-flip error rate
of the untagged bits eph

A1, the number of the sifted keys
NA, and the bit-flip error rate EA of the sifted keys. When
performing the AD step, the sifted key block of size b
can pass the AD check only when all the sifted keys in
the block have bit-flip errors or none of them has a bit-
flip error. So the probability of successfully obtaining a
processed key for a sifted key block of size b is psucc =
Eb

A + (1 − EA)b and the bit-flip error of the processed
key is EAD = Eb

A/(Eb
A + (1 − EA)b). Since all the pro-

cessed untagged bits are generated from all the untagged
blocks, the number of the processed untagged bits n1 =
(nA1/NA)bNA/b. Recall that the phase-flip error rate of
the processed untagged bits eph

AD = [1 − (1 − 2eph
A1)

b]/2.
Knowing these quantities, we can optimize the intensities,
probabilities and other parameters in Eq. (4) to maximize
the final secure key rate.

The asymptotic key rates per round of AOPP SNS
TFQKD with or without AD step at different misalignment
errors are shown in Fig. 1. The dashed and solid curves
in the top right corner represent the key rate (bits/round)
of AOPP SNS TFQKD and AOPP SNS TFQKD with
AD protocols at different distances for a misalignment
error of 2%. The blue solid broken line represents the
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FIG. 1. The asymptotic key rates per round of AOPP SNS
TFQKD with or without AD step at different misalignment
errors. The dash-dotted asterisk line is the PLOB bound [28]. The
dashed and solid curves in the top right corner represent the key
rate (bits/round) of AOPP SNS TFQKD and AOPP SNS TFQKD
with AD protocols at different distances for a misalignment error
of 2%. The blue solid broken line represents the optimal block
size b in AOPP SNS TFQKD with AD protocol at different
distances for a misalignment error of 2%. The remaining three
curves in the lower left corner of the figure denote the results for
the misalignment error of 20%.

014036-4



SENDING-OR-NOT-SENDING TWIN-FIELD QUANTUM. . . PHYS. REV. APPLIED 21, 014036 (2024)

0 100 200 300 400 500 600
Distance (measured in kilometers) between Alice and Bob

10–12

10–10

10–8

10–6

10–4

10–2

100
Ke

y 
ra

te
 (b

its
/ro

un
d)

AOPP SNS TFQKD AD 2%
PM QKD AD 2%
AOPP SNS TFQKD AD 20%
PM QKD AD 20%
PLOB bound

FIG. 2. The asymptotic key rates per round of AOPP SNS
TFQKD with AD step and PM QKD with AD [47] at different
misalignment errors. The dash-dotted asterisk line is the PLOB
bound [28]. The solid curves represent the key rate (bits/round)
of AOPP SNS TFQKD with AD protocol. The dashed curves
represent the PM QKD with AD protocol.

optimal block size b in AOPP SNS TFQKD with AD pro-
tocol at different distances for a misalignment error of 2%.
By setting the minimum key rate to 1 × 10−12 under the
misalignment error of 2%, our AD method improves the
achievable distance of AOPP SNS TFQKD protocol from
518 to 572 km. If we set the minimum key rate to the level
that AOPP SNS TFQKD protocol can achieve, our proto-
col can still improve the achievable distance from 518 to
553 km. When the distance is less than 510 km, the AD
block size b is 1, which means we do not need to insert
an AD step. When the distance is larger than 510 km, the
AD method can significantly improve the key rate at the
same distance that the AOPP SNS TFQKD protocol can
achieve and shows the advantages in improving communi-
cation distance. Our simulations show that the AD method
brings improvement at long distances but not at short dis-
tances, which may be due to an improved signal-to-noise
ratio at long distances when little signals are received. The
dashed and solid curves in the lower left corner represent
the key rate (bits/round) of AOPP SNS TFQKD and AOPP
SNS TFQKD with AD protocols at different distances for
a misalignment error of 20%. The red solid broken line
represents the optimal block size b in AOPP SNS TFQKD
with AD protocol at different distances for a misalignment
error of 20%. From Fig. 1, it is apparent that inserting the
AD step in AOPP SNS TFQKD can improve the achiev-
able distance from 409 to 473 km under the misalignment
error of 20%, which shows that the AD method can more
significantly improve the maximum achievable distance
under larger misalignment errors. The dash-dotted aster-
isk line is the PLOB bound [28]. We observe that the AD

method can also expand the distance range overcoming the
linear key-rate bound under small misalignment errors for
AOPP SNS TFQKD.

We conduct a comparison between the AOPP SNS
TFQKD protocol and the phase-matching QKD protocol
[31,47] in Fig. 2, both of which include the AD step
under identical simulation parameter settings. The simu-
lation results show that the maximum achievable distance
of the two protocols are almost the same under different
misalignment errors. AOPP SNS TFQKD with AD proto-
col generally has a higher key rate, but the PM QKD with
AD protocol shows a key rate advantage at the regime of
long distance under large misalignment error.

B. The finite key rate

We take 1 × 1014 pulses and four-intensity decoy
states [40] to simulate the finite key rates at the misalign-
ment errors of 2% and 20%. We set εcor = ε̂ = εPA =
10−10 and other failure probabilities to 1 × 10−20, which
is the same as Ref. [42]. We achieve εtot = 4.82 × 10−9

secure for AOPP SNS TFQKD with AD protocol in the
sense of composable security against coherent attacks.

The finite key rates per round of AOPP SNS TFQKD
with or without AD step at different misalignment errors
are shown in Fig. 3. The meaning of all the curves in Fig. 3
is the same as in Fig. 1, except that we calculate the finite
key rates instead of the asymptotic key rates. Simulation
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FIG. 3. The finite key rates per round of AOPP SNS TFQKD
with or without AD step at different misalignment errors when
sending 1 × 1014 pulses. The dashed and solid curves in the top
right corner represent the key rate (bits/round) of AOPP SNS
TFQKD and AOPP SNS TFQKD with AD protocols at different
distances for a misalignment error of 2%. The blue solid broken
line represents the optimal block size b in AOPP SNS TFQKD
with AD protocol at different distances for a misalignment error
of 2%. The remaining three curves in the lower left corner of the
figure denote the results for the misalignment error of 20%.
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results show that the AD method can improve the maxi-
mum achievable distance by 31 km under the 2% misalign-
ment error and 43 km under the 20% misalignment error.
It confirms that AD method can significantly improve the
maximum achievable distance especially under the large
misalignment error in practice.

V. CONCLUSION

In conclusion, we adopt the AD method to the AOPP
SNS TFQKD protocol. We first prove the security in the
asymptotic case. Then we prove the composable security
against coherent attacks for fixed block size of 2, which can
be easily generalized to the bit block size b = 2n (n is a nat-
ural number). Note that we can attempt to tackle the finite-
key analysis for any bit block size n ≥ 2 by employing the
generalized black ball and white ball model. However, we
encounter a mathematical challenge that demands rigorous
proof. Specifically, given a fixed upper bound of the phase-
flip error rate after the AD step, we want to prove that
the associated failure probability does not diminish with
an increase in the phase-flip error rate before the AD step,
or at least make sure this holds for appropriate condition.
This intriguing issue remains open for exploration in future
investigations. The simulation results demonstrate that AD
method can significantly improve the maximum achiev-
able distance especially under the large misalignment error
in practice. We expect our AD method can be conveniently
applied to current SNS TFQKD systems without changing
the experimental hardware system.
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APPENDIX: THE SIMULATION DETAILS

We directly list the simulation formulas for AOPP SNS
TFQKD with the AD method in the finite-key regime
below. Note that the asymptotic key rate can be easily
obtained from the finite-key regime by simply using mean
values of variables.

In carrying out the AOPP SNS TFQKD protocol, Alice
and Bob first choose the code and decoy mode with proba-
bility pZ and 1 − pZ . In code mode, they send the vacuum
state and the code intensity μ with probability pZ0 and

1 − pZ0. In decoy mode, they send the vacuum state and
the decoy intensity μ1 and μ2 with probability p0, p1, and
1 − p0 − p1. We denote the total pulses as N , the transmis-
sion distance as L, the phase slices in the postselection as
�, the photon detection efficiency as ηd, the dark count rate
as pd, the fiber loss coefficient as α, the misalignment as ed.
The channel transmittance from Alice (Bob) to Charlie is
η = 10−αL/20ηd.

In code mode, we divide the keys before AOPP into four
categories C0, C1, V, and D: Alice sends the vacuum state
and Bob sends the signal state, Bob sends the vacuum state
and Alice sends the signal state, they both send the signal
state, they both send the vacuum state. The numbers of C0,
C1, V, and D are

nC0 = 2Np2
ZpZ0(1 − pZ0)((1 − pd)e−ημ/2

− (1 − pd)
2e−ημ), (A1)

nC1 = nC0, (A2)

nV = 2Np2
Zp2

Z0pd(1 − pd), (A3)

nD = 2Np2
Z(1 − pZ0)

2((1 − pd)e−ημI0(ημ)

− (1 − pd)
2e−2ημ), (A4)

where I0(x) is the 0-order hyperbolic Bessel function of the
first kind. So the number of the keys is nt = nC0 + nC1 +
nV + nD and the bit-flip error is EZ = (nD + nV)/nt. In a
round of the protocol, we use “0” to indicate that Alice
(Bob) sends the vacuum state, “1” to indicate that she (he)
sends the decoy state intensity μ1 and “2” to indicate that
she (he) sends the decoy state intensity μ2, Nij to indicate
the total number of instances that Alice sends the state
“i” and Bob sends the state “j ” in the case except that
both Alice and Bob choose the code mode, nij to denote
the number of successful detections of instances “Nij ”.
We have

N00 = ((1 − pZ)2p2
0 + 2(1 − pZ)pZp0pZ0)N , (A5)

N01 = ((1 − pZ)2p0p1 + (1 − pZ)pZpZ0p1)N , (A6)

N10 = N01, (A7)

N02 = ((1 − pZ)2p0p2 + (1 − pZ)pZpZ0p2)N , (A8)

N20 = N02, (A9)

n00 = 2pd(1 − pd)N00, (A10)

n01 = 2((1 − pd)e−ημ1/2 − (1 − pd)
2e−ημ1)N01, (A11)

n10 = n01, (A12)

n02 = 2((1 − pd)e−ημ2/2 − (1 − pd)
2e−ημ2)N02, (A13)

n20 = n02. (A14)

We denote the counting rate of instances “Nij ” as Sij =
nij /Nij . When Alice and Bob both send the decoy inten-
sity μ1, we use Nδ to denote the number of instances that
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meet the phase postselection condition in all sending pulse,
neδ to denote the total error counting number of these Nδ

instances. We have

Nδ = �

π
(1 − pZ)2p2

1 N , (A15)

neδ =
{[

1
�

∫ �
2

− �
2

(1 − pd)e−2ημ1 cos2( δ
2 )dδ

− (1 − pd)
2e−2ημ1

]

(1 − ed)

+
[

1
�

∫ �
2

− �
2

(1 − pd)e−2ημ1 sin2( δ
2 )dδ

− (1 − pd)
2e−2ημ1

]

ed

}

Nδ . (A16)

We denote the expected value of the observable x as 〈x〉,
and 〈x〉 and 〈x〉 are the upper bound and lower bound of
〈x〉 when estimating the expected value from its observed
value. We also denote ϕU(y) and ϕL(y) as the upper and
lower bounds when estimating the real values according
to the expected values. Note that 〈x〉, 〈x〉, ϕU(y), and
ϕL(y) can be obtained by using Chernoff bound, which are
described in detail in Ref. [40]. So the lower bound of the
expected value of the counting rate of untagged photons
before AOPP is

〈sZ
1 〉 = 1

2μ1μ2(μ2 − μ1)

[
μ2

2eμ1(〈S01〉 + 〈S10〉)

− μ2
1eμ2(〈S02〉 + 〈S20〉) − 2(μ2

2 − μ2
1)〈S00〉

]
.

(A17)

The expected value of the phase-flip error rate of the
untagged photon is

〈eph
1 〉 = 〈T�〉 − 1

2 e−2μ1〈S00〉
2μ1e−2μ1〈sZ

1 〉 , (A18)

where T� = neδ/Nδ .
AOPP and OPER processing are equivalent in terms

of security analysis [39] and we denote the equivalence
coefficient as ug:

ug = nt min(nC0 + nD, nC1 + nV)

2(nC0 + nD)(nC1 + nV)
. (A19)

We next consider the OPER processing on no = ugnt key
bits. The lower bound of untagged bits in these key bits
is no1 = 2p2

ZpZ0(1 − pZ0)μe−μugN 〈sZ
1 〉. The upper bound

of the number of phase errors in these untagged bits is

Meo = no1〈eph
1 〉. We define

pC1C0 = pC0C1 = nC0nC1
n2

t
, (A20)

pDV = pVD = nVnD
n2

t
. (A21)

The remaining key bits after OPER processing on the no =
ugnt key bits is

nt1 = no

2
(pC1C0 + pC0C1 + pDV + pVD), (A22)

where the bit-flip error rate of these key bits is E1 =
(pDV + pVD)/(pC1C0 + pC0C1 + pDV + pVD). The lower
bound of the untagged bit pairs is

ε = 2ξL
(
nuu;

n2
o1

no
,

no

2
)
, (A23)

where ξL(x; p , N ) is defined in Eq. (5). The untagged bits
after OPER is

ε = 2ξL

(

noper;
n01′

nuu
(1 − n01′

2nuu
), nuu

)

, (A24)

where n01′ = 2nuu
(
1/2 − √− log ε/2nuu

)
. The upper

bound of phase-flip error rate of these untagged bits after
OPER is eph

o = M̄S/noper, where

ε = 2ξL
(
M̄S − r; Eτ (1 − Eτ ), nuu − r

)
, (A25)

k = ϕL(no1 − n2
o1

no

)
, (A26)

r = 2nuu + k
k

log
(3k2

ε

)
, (A27)

Eτ = 2nuu〈eph
1 〉 − 2.33

√
2nuu〈eph

1 〉
2nuu − r

. (A28)

So after the AOPP processing, the total number of sifted
keys NA = 2nt1, the bit-flip error rate EA = E1, the number
of untagged bits nA1 = 2noper and the phase-flip error rate

of the untagged bits eph
A1 = eph

o . As an example, we just list
the simulation formulas for the AD block size of 2 below
for completeness.

psucc = E2
A + (1 − EA)2, (A29)

EAD = E2
A

E2
A + (1 − EA)2

, (A30)

NAD = NA

2
psucc, (A31)
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ε = 2ξL

(

n1;
[ϕL(nA1)

NA

]2,
NA

2

)

, (A32)

ε = 2ξL

(

Mee; (eph
A1)

2, n1,
)

, (A33)

Mph = n1eph
A1 − Mee, (A34)

eph
AD = Mph

n1
. (A35)

All the symbols remain consistent with the previous part.
Note that the simulation formulas for the block size 2n are
easily obtained from the previous part.
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