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Unauthorized light injection has always been a vital threat to the practical security of a quantum-
key-distribution (QKD) system. An optical-power limiter (OPL) based on the thermo-optical defocusing
effect has been proposed and implemented, limiting the injected hacking light. As a hardware counter-
measure, the performance of the OPL under various light-injection attacks will be tested to clarify the
security boundary before it is widely deployed. To investigate the security boundary of the OPL in quan-
tum cryptography, we comprehensively test and analyze the behavior of the OPL under continuous-wave
(cw) light-injection attacks and pulse-illumination attacks with pulse repetition rates of 0.5 Hz, 40 MHz,
and 1 GHz. The test results illuminate the security boundary of the OPL, which allows one to properly
employ the OPL in use cases. The methodology of testing and analysis proposed here is applicable to other

power-limitation components in a QKD system.
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I. INTRODUCTION

Quantum-key-distribution (QKD), based on the laws of
quantum mechanics, provides a promising path for the
sharing of a symmetric key between two parties, which has
been proven to be informational-theoretically secure [1—
3]. Due to the rapid development of QKD, it has become
one of the most mature applications in the field of quan-
tum information and it has gradually become globalized
and commercialized [4—6]. However, the imperfections in
QKD implementations may disclose loopholes, which are
employed by quantum hackers to compromise the prac-
tical security of QKD systems [7—34]. Quantum hacking
can be classified as passive attacks and active attacks.
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Passive attacks do not change the features of a QKD sys-
tem. On the other hand, a quantum hacker can actively
modify the operation mechanism of a QKD system, creat-
ing a loophole. These quantum active attacks that usually
use laser light as a tool are unpredictable, which threatens
the practical security of QKD systems at a high-risk level.

Active attacks on the source unit, including laser-
seeding attacks [29,35], laser-damage attacks [30,36], and
Trojan-horse attacks [37—39], compromise the security of
QKD implementation. One commonality of these attacks
is that the adversary (henceforth called Eve) injects unau-
thorized light into the source apparatus of the QKD to
eavesdrop on secret-key information. Taking laser-seeding
attacks as an example, Eve injects tailored light into
Alice’s laser diode, which results in an increase in the
intensity of the emitted optical pulses. Under such an
attack, the secret-key rate of the original protocol may
be overestimated, since Alice and Bob are not aware of
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the existence of the attack [29]. This indicates that Eve
can actively open security loopholes to successfully obtain
information about secret keys in these QKD systems.
Consideration of these attacks in the security proof may
eliminate their security threats.

Active attacks on measurement devices, including after-
gate attacks [17], blinding attacks [25,34,40,41], and laser-
damage attack [23], are another particularly powerful cate-
gory of side-channel attacks. In these attacks, Eve exploits
the imperfection of the single-photon detector, using laser
light to control the behavior of the detectors. For exam-
ple, in blinding attacks, Eve sends relatively strong laser
light that makes the detector unable to operate in Geiger
mode, such that it is no longer sensitive to a single photon
[18]. By applying the blinding-attack method, Eve could
obtain 100% of the key information, without being noticed
by Alice and Bob. Fortunately, innovative QKD protocols,
such as measurement-device-independent (MDI) QKD,
are immune to these detection-side-channel attacks [42].

While conducting the above-mentioned active quantum
attacks, the injected unauthorized light is the essential tool
for Eve. This unauthorized bright light modifies the char-
acteristics of the targeted QKD system, breaking some
of the vital security assumptions of the QKD protocol
[29,39]. Although we cannot stop Eve injecting hacking
light into a QKD system, a module as protection to limit
the injected light could be applied, either in the source
unit or in the measurement unit. This injection-power-
limitation module will present dynamical insertion loss,
i.e., the higher the input power, the higher is the inser-
tion loss. Moreover, this module will not affect the other
properties, except for limiting the injection power. Typi-
cally, a module called an optical-power limiter (OPL) uses
nonlinear optical effects to keep the output optical power
stable and below a threshold [43]. A preliminary study of
an OPL and its application to a QKD system is presented
in Ref. [44], which highlights its power-limiting effects.
Specifically, when the injected power is between 31 and
100 mW, its output power can only be stabilized at around
1 mW.

However, a hardware patch will be investigated to verify
its security performance, to iterate on enhancing secu-
rity. For each iteration, the security boundary of the patch
will be investigated to show its capabilities and limita-
tions. Under these guidelines, the security boundary of the
OPL that limits eavesdropping light will be comprehen-
sively studied under various quantum attacks that employ
higher powers of continuous-wave (cw) light and that may
also use pulsed light. Although some basic testing of the
OPL has already been conducted in Ref. [44], the secu-
rity boundary of the OPL will be comprehensively studied
under various quantum attacks that employ higher pow-
ers of cw light and also pulsed light. For this purpose, we
test the OPL in the following hacking scenarios that are
not fully investigated in Ref. [44]. In scenario one, Eve

illuminates the OPL with high-intensity cw light, the opti-
cal power of which is up to 5 W. In scenario two, Eve
illuminates the OPL with strong optical pulses. In this case,
we adopt different repetition frequencies (0.5 Hz, 40 MHz,
and 1 GHz) for the injected pulses to thoroughly test the
behavior of the OPL under pulse-illumination attacks and
Trojan-horse attacks. The test results present the secu-
rity boundary of the OPL, which exposes its protection
limitations for a QKD system. This work provides some
reference and guidance on using the OPL properly. Fur-
thermore, the methodology of testing and analyzing the
security boundaries proposed in this work can be applied to
other hardware patches. The study aims to gain a better and
more comprehensive understanding of the devices in safe-
guarding QKD systems, thus supporting the improvement
of their security performance. These research findings may
hold significant value for researchers and practitioners in
the fields of information security and quantum communi-
cation.

The paper is organized as follows. In Sec. II, we first
introduce an experimental model of the OPL and then
calibrate the performance of the OPL. The cw-light exper-
iments and pulsed-light experiments on the OPL are pre-
sented in Secs. III and IV, respectively. In Sec. V, we
discuss the security boundary and make relevant recom-
mendations for use. Finally, the work is concluded in
Sec. VL.

II. EXPERIMENTAL SETUP

A. Scheme of experiment

The scheme of our experiment is shown in Fig. 1,
where the orange solid lines represent the optical signal
and the blue dashed lines represent the electrical signal.
The OPL is a plug-and-play component, shown as the
yellow-shaded module in Fig. 1, which consists of two col-
limators, an acrylic prism, and a diaphragm aperture. In
this experiment, three types of acrylic prism with lengths of
25.4 mm, 50.8 mm, and 101.6 mm are used, respectively.
The diaphragm pore is chosen to be 800 pm in diameter.
For the complete testing of power limitations, the experi-
mental setup includes Eve’s and Alice’s light source. Eve’s
laser is located on the input side of the OPL to model hack-
ing injected light via a quantum channel. Alice’s laser is
placed on the other side of the OPL, acting as the laser
source used to prepare the weak coherence states in a QKD
system.

Eve’s laser can produce both pulsed and cw light. The
maximum output power of the cw light reaches 10 W and
the maximum peak power of the pulsed light used in the
experiment is 800 mW. The laser (cw or pulse light) pro-
duced by Eve is split into two by a 50:50 beam splitter
(50:50 BS). One of the split optical paths is connected to
Detector 2, monitoring the output power of Eve’s laser
in real time. The other half of the split light is injected
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FIG. 1. The experimental scheme of the OPL. The core part of the OPL consists of two collimators, an acrylic prism, and a
diaphragm. The internal temperature of the acrylic prism changes when absorbing energy, causing the incident collimated Gaussian
beam to diverge due to the thermal-defocusing effects of light. A diaphragm behind the acrylic prism controls the collected light power.
The plot below the diagram of the OPL shows the light-signal divergence inside the acrylic prism. Since acrylic prisms are isotropic,
both the optical and thermal responses are axially symmetric along the optical axis. Detectors 1 and 2 are optical-power detectors.
Detector 3 is an optical-power meter in the cw-light and 0.5-Hz pulsed-light experiments, while in the experiments of injection pulses
at repetition frequencies of 40 MHz and 1 GHz, an optical-electrical converter is used as Detector 3 and a variable optical attenuator is
added. A fiber-fuse monitor protects Eve’s laser. A thermal imager records the temperature change of the OPL during the experiment

in real time.

into the OPL. When passing through the OPL, the laser
beam first passes through a circulator and is detected by
Detector 3. It is worth noting that Detector 3 refers to an
optical-power meter used in the following cw-light and
0.5-Hz pulsed-light experiments but an optical-electrical
converter applied in the 40-MHz and 1-GHz pulse exper-
iments is introduced later in the paper. When Detector 3
represents an optical-electrical converter, a variable atten-
uator is needed to ensure that the power of the input light
is in the linear-response range of the optical-electrical con-
verter. Alice’s laser produces 3-mW cw light, which passes
through the OPL and 50:50 BS and is finally detected by
Detector 1.

In order to prevent the setup from damage to the exper-
imental equipment other than the OPL when using the
high-power laser, a set of protective measures are also
employed. A fiber-fuse monitor containing two fiber-fuse
sensors and an automatic shutdown system is applied
to protect the setup from fiber fuse that may possibly
occur under high-power injection. The fiber-fuse sensors
are placed along the fiber jacket, shown as blue dots in
Fig. 1. Once fiber fuse is detected, the monitoring circuit
automatically shuts down Eve’s high-power laser, stop-
ping the fiber fuse and preventing extensive damage to the

equipment. Fortunately, fiber fuse did not occur during our
experiment. In addition, we add a circulator to the output
of the OPL to protect Alice’s laser from being destroyed
by Eve’s high-power laser beam.

B. Calibration

Before the experiment, we used a 1550-nm laser to cal-
ibrate the power-limitation feature of the OPL in both the
forward (input-output) and the backward (output-input)
directions. During calibration, we minimize attenuation
from the forward direction for each sample. The input
power from the forward direction is monitored by Detector
2 and converted to the power at the input port of the OPL
by considering the specific splitting ratio of the 50:50 BS.
Consequently, the output power is measured by Detector 3
and converted to the power at the output port of the OPL by
compensating the insertion loss of the circulator. The cali-
brated characteristics of the power limiter from the forward
direction are shown in Fig. 2. Similarly, Fig. 3 presents
the power-limitation property from the backward direction.
The red solid line, yellow dashed line, and blue dotted line
in Figs. 2 and 3 represent the lengths of the acrylic prisms,
which are 25.4 mm, 50.8 mm, and 101.6 mm. In both
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FIG. 2. The calibrated power-limitation characteristics from
the forward direction of the optical-power limiter. The “Input
power” represents the laser power that Eve injects into the OPL
from its input port. The “Output power” represents the optical
power measured at the output port of the OPL.

Figs. 2 and 3, the functionality of limiting the transmitted
optical power is clearly illustrated from both directions
and the output power remains stable when the input power
ranges from 40 to 200 mW, which is the maximal power
applied in the calibration. It is also found that the longer the
acrylic prism fitted in the OPL is, the greater is the atten-
uation that is provided. For example, in Fig. 2, when the
input power is 200 mW, the output power of the OPL with
a 25.4-mm acrylic prism is 1.2 mW, while that of the OPL
with a 50.8-mm and a 101.6-mm acrylic prism is reduced
to 551 and 114 mW, respectively.
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FIG. 3. The calibrated power-limitation characteristics from
the backward direction of the optical-power limiter. The “Input
power” represents the laser power that Alice injects into the OPL
from its output port. The “Output power” represents the optical
power measured at the input port of the OPL.
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FIG. 4. The variation of the output power and temperature dur-
ing OPL operation for 20 min. The input power is 200 mW and
the length of the acrylic prism is 101.6 mm.

The core component of the OPL is the acrylic prism,
which effectively controls the output optical power based
on the thermo-optical defocusing effect [45—47]. In order to
characterize the stability of the power limitation, we send
200-mW cw light into the OPL from the forward direc-
tion for 20 min and obtain the change in the output power
and temperature over time, as shown in Fig. 4. The results
show that the temperature of the acrylic prisms increases
rapidly in the first 10 min of being irradiated and tends to
reach a balance between heat accumulation and heat dissi-
pation in the second 10 min. It is worth noting that once we
turn the laser on, there is a set of very strong optical pow-
ers detected by Detector 3, as shown in the gray-shaded
area in Fig. 4. In other words, the cw light emitted by Eve
is not limited until the OPL activates the thermo-optical
defocusing effect. It is shown that the thermo-optical defo-
cusing effect time of the acrylic prism is about 200 ms [44].
This time gap may provide some opportunity for Eve to use
pulsed light to mitigate the effect of the power limitation,
which we show in the experiments presented later in this
paper.

As typical cases, here we only illustrate the calibration
results for three OPLs equipped with different acrylic prism
lengths. In practice, each OPL used in the following exper-
iment is calibrated according to the above procedure in
order to be precise.

III. TESTING UNDER EVE’S cw LASER

In principle, Eve is able to hack a QKD system via
applying an optical power that is limited by the handling
capability of the quantum channel [30]. For a fiber-based
QKD system, Eve’s hacking power will be below the
laser-induced-damage threshold (LIDT) of the standard
single-mode fiber that acts as the quantum channel. Thus,
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as the component that Eve’s hacking light first reaches, the
power-limitation performance of the OPL will be experi-
mentally tested under the full range of the allowed hacking
power, instead of only 200 mW as the maximum tested in
Ref. [44]. Previous research has shown that 20-m single-
mode optical fiber can withstand a 10-W cw laser [30],
which is also the specified maximum power of our laser
source used in this study. To fully investigate the charac-
terization of the OPL from both the forward and backward
directions under Eve’s cw-light illumination, we design the
testing cycle using the following steps:

(1) Eve’s high-power laser testing. Eve injects the cw
light at 1550 nm, the power of which is 223 mW + k %
200 mW (where £ is the cycle number, starting from 0)
into the OPL from the forward direction, in the first round.
Each test lasts for 2 min, at which point the measurement
results are relatively stable. Detector 2 monitors the power
injected into the OPL by Eve in real time and Detector 3
measures the light power passing through the OPL. Mean-
while, Alice’s laser is turned off. We call this process the
“Eve-strong test.”

(2) Eve’s weak-power laser testing. Eve adjusts her
laser power to be 223 mW (constant during all cycles)
and injects into the OPL again. The injection time lasts
for 1020 s, until the detection value is relatively stable.
Detector 3 measures the light power transmitted through
the OPL from the forward direction. We call this process
the “Eve-weak test.”

(3) Alice’s laser testing. Alice generates 3-mW cw light
and sends it to the OPL from the backward direction. The
injection time lasts for 1020 s, until the detection value
is relatively stable. Detector 1 measures the optical power
transmitted through the OPL. Meanwhile, Eve’s laser is
turned off. We call this process the “Alice-weak test.”

(4) Increases Eve’s high-power laser. Eve increases her
laser power in step (1) by 200 mW.

(5) Test repeat. We repeat steps (1)«4) until Eve’s
injection power reaches 5 W.

According to the above-mentioned test procedure, we con-
duct three groups of cyclic experiments. In each group
of experiments, OPLs with three different acrylic prism
lengths, 25.4 mm, 50.8 mm, and 101.6 mm, are tested.
Since acrylic appears to suffer irreversible damage after
each round of experiments, each acrylic prism sample can
only be tested once. The experimental results are shown
in Fig. 5, in which the yellow, blue, and purple lines repre-
sent the measured optical power after transmission through
the OPL in the Eve-strong test, the Eve-weak test, and the
Alice-weak test, respectively. During the experiment, the
OPL device is placed inside a box surrounded by a black
metal plate but the top of the box is open. A thermal-
imaging camera looks down on the entire OPL device from
the top of the box and records the entire experiment. As

shown in Fig. 5, the green stars represent the highest val-
ues obtained by the thermal-imaging camera in each round
of testing.

Although the OPL under test indeed limits the transmit-
ted power, a more significant variation in power is still
shown in certain areas. After being illuminated by Eve’s
light up to 1 W, the transmittance of the OPL from the
backward direction increases slightly, as shown by the pur-
ple lines in the red-shaded areas in Fig. 5. We take the
OPL with the acrylic prism length of 25.4 mm in group
(a) of Fig. 5 as an example. When Alice’s injection power
remains stable at 3 mW, the transmitted power from the
backward direction increases from 0.13 to 0.61 mW after
illumination by Eve’s 1-W light. A similar phenomenon
also appears in the OPLs tested in group (c) of Fig. 5. That
is, the output power increases from 0.057 to 0.063 mW in
the sample with a 50.8-mm-long acrylic prism, after being
illuminated by 0.388 W light from the forward direction.
For the OPL with a 101.6-mm-long acrylic prism, the out-
put power increases from 0.002 to 0.012 mW under Eve’s
injection power of 0.6 W.

The transmittance from the forward direction under
Eve-weak testing becomes higher than its original value
after the OPL is illuminated by Eve’s light with a power
between 2 and 3 W, as shown by the blue lines in the
shaded areas in Fig. 5. Taking group (a) of Fig. 5 as an
example, in the sample with an acrylic prism length of
25.4 mm, the optical power injected into the OPL by Eve’s
laser is stable at 223 mW but the output power is increased
from 1.5464 to 2.672 mW. The same phenomenon also
appears in groups (b) and (c) of Fig. 5. For samples with
an acrylic prism length of 50.8 mm in groups (b) and (c) of
Fig. 5, the output power increases from 0.56 to 0.677 mW
and from 0.784 to 0.853 mW, respectively. For the sample
with an acrylic prism length of 25.4 mm in group (c) of
Fig. 5, the output power increases from 1.9 to 2.315 mW.

As the injected optical power increases from 2 W to
4 W, the transmitted power under Eve-strong testing also
increases, as shown by the orange line in the yellow- and
gray-shaded area in Fig. 5. In group (a) of Fig. 5, the out-
put power of the sample with an acrylic prism length of
50.8 mm increases from 0.76 to 0.98 mW. Similarly, for the
samples with an acrylic prism length of 25.4 mm in groups
(b) and (c) of Fig. 5, the output power increases from 1.06
to 1.366 mW and from 1.83 to 2.315 mW, respectively. In
general, the longer the acrylic prism is, the lower is the
probability of increased output power. For example, when
the acrylic prism is 101.6 mm long, in groups (a) and (b) of
Fig. 5, the transmitted power of the OPL does not exceed
the initial value. Once the injected power is beyond 4 W,
the transmittance drops due to the physical damage.

Each acrylic prism sample suffers irreversible physical
damage after completing the cycling test. The damaged
OPL has a very high optical attenuation, transmitting only
a few tens of nanowatts optical power under 5-W injection
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FIG. 5. The experimental results for the OPL illuminated by Eve’s cw light. The “Input power” refers specifically to the optical

power that Eve injects into the OPL laser during the Eve-strong test. The “Output power” corresponds to the output optical power of
the OPL tested during the experiment. (a)—(c) The results of three groups of replicative experiments, the groups containing an OPL
with the following acrylic prism lengths: (a) 25.4 mm, (b) 50.8 mm, and (c) 101.6 mm.

light. In order to further understand this damage, we use
a thermal imager to continuously observe the tempera-
ture of the OPL, which is shown in Fig. 6(a). The power

’ ---100 OC

217 mW 1052 mW 2049 mw

5082 mW 10°C

FIG. 6.

An analysis of the OPL response to high-power laser
exposure. (a) A thermal image of an acrylic prism illuminated by
a high-power cw laser. (b) Photographs of the acrylic prism after
the experiment. The length of the acrylic prism is 101.6 mm. The
red marks indicate the positions of raised bubbles after the acrylic
prism has been damaged.

value marked under each thermal image represents the
optical power injected into the OPL under Eve-strong test-
ing. It can be seen that the heat accumulates in the acrylic
prism as the injected optical power continues to increase.
Thus, the overall temperature of the OPL begins to rise
due to the thermal radiation from the acrylic prism. The
highest-temperature point is right behind the contact sur-
face, between the acrylic prism and the collimator at the
input port. Figure 6(b) shows photographs of the acrylic
prism after being tested. A small bubble has appeared on
the surface at the point first reached by Eve’s laser beam,
which shows that the high-power laser causes permanent
damage to the OPL.

IV. TESTING UNDER EVE’S PULSED LASER

In quantum attacks, Eve is not only allowed to apply cw
light to the QKD system [23,25,30,41] but she also can use
optical laser pulses to exploit loopholes [34,37,38,40]. This
shows that the threat caused by pulsed light is as much as
that caused by cw light, which is because some attacks rely
on the instantaneous energy instead of the average energy.
Therefore, in this section, we extend the investigation of
the power-limitation property of the OPL to optical pulses
with repetition rates of 0.5 Hz, 40 MHz, and 1 GHz.
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A. Eve’s optical pulses with 0.5-Hz repetition rate

During the calibration, Fig. 4 shows that the transmit-
ted power reaches a peak immediately after the optical
power is sent to the OPL and then drops to a steady level.
This indicates that the power-limitation capability may
vary over time and may relate to the illumination dura-
tion. In order to study the power-limitation response under
the hertz-level illumination duration, we first apply optical
pulses working at a 0.5-Hz repetition rate and a wavelength
of 1550 nm to the OPL as an initial trial. The duty cycle
of the light pulse is 50% and the peak power is 200 and
400 mW, respectively. The output power is recorded every
0.1 s by Detector 3, for 10 min, to produce a set of scatter
plots.

Figure 7 shows the power-limitation response of the
OPL illuminated by Eve’s optical pulses working at the
repetition frequency of 0.5-Hz. The red, orange, and blue
scatter plots in the figure represent the output power of the
OPL with 25.4-mm-long, 50.8-mm-long, and 101.6-mm-
long acrylic prisms, respectively. The phenomenon that a
longer acrylic prism leads to a lower output power is also
shown in this testing. In addition, the purple horizontal line
in each prism diagram indicates the optical power detected
by Detector 3 if Eve apples cw light with a power the same
as the peak power of the optical pulses. It can be seen from
Fig. 7 that most measured values of the output power under

Output power (mW)

0 3 6

90 3 6 9
Time (min)

FIG. 7. Scatter plots of the output power of the OPL under
Eve’s injection pulses with a repetition frequency of 0.5-Hz.
(a) The peak power of Eve’s optical pulses is 200 mW. (b) The
peak power of Eve’s optical pulses is 400 mW.

a 0.5-Hz pulsed laser exceed the purple line. Crucially, this
suggests that Eve could exploit the finite response time of
the OPL to inject more light into a QKD system. It is also
notable that the longer acrylic prism limits the peak power
to being lower and closer to the purple line.

B. Eve’s optical pulses with 40-MHz repetition rate

In a quantum attack, Eve may apply optical pulses with
a repetition rate the same as that of a QKD system, such
as the pulse-illumination attack presented in Ref. [34,40].
Restricting the power of Eve’s illumination light to the
avalanche photodiode (APD) is one of the most direct and
effective means of preventing such attacks. Therefore, it
is necessary to investigate whether the OPL can protect
an APD from these attacks. In this subsection, we test the
transmittance of the OPL under light injection by Eve, who
employs optical pulses with the same repetition rate as that
used in Ref. [40].

Eve’s laser emits optical pulses at 1550 nm and the rep-
etition frequency is 40-MHz, the same as that of the APD
tested in Ref. [40]. In our experiments, the width of each
optical pulse is set as 4 ns. Detector 2 monitors the average
power of Eve’s optical pulses. The attenuator dynamically
adjusts its attenuation according to Eve’s injection power,
ensuring that Detector 3 responds linearly. We test the per-
formance of the OPL when the average power of Eve’s
optical pulses is 10, 20, 30, 60, and 80 mW. Additionally,
we test the OPL with different acrylic prism lengths under
each average power of Eve’s light.

The test results are shown in Fig. 8. It is clear that while
Eve increases the average power of the optical pulses, the
output power of the OPL first increases and then decreases,
no matter what length of acrylic prism is used. During
the process of Eve increasing the pulse power, the maxi-
mal output power of the OPL can be observed when the
average power of the optical pulses is 30 or 60 mW. For
the OPL with a 25.4-mm-long acrylic prism, the maximal
output power of the OPL measured in the experiment is
56.59 mW. For the OPL with a 50.8-mm-long (101.6-mm-
long) acrylic prism, the maximal output power of the OPL
measured in the experiment is 38.83 mW (13.69 mW).
Thus, the longer acrylic prism limits the output power to
the lower value.

In addition, the pulsed light can be easily passed through
the OPL compared to the cw light. The purple line in
each subfigure in Fig. 8 represents the output power of the
OPL under cw-light injection, the power of which is as the
same as the average power of the optical pulses. The peak
power of the transmitted pulses in each test demonstrates
a much higher value than the purple line. For example,
in Fig. 8(c), for the OPL equipped with a 25.4-mm-long
acrylic prism, Eve’s optical pulses result in a transmitted
power of 38.83 mW, while only 3.78-mW optical power is
transmitted through the OPL under the cw-laser test. In the
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FIG. 8. The output wave forms of the OPL under 40-MHz pulsed light. The average optical power injected by Eve into the OPL is

(a) 10, (b) 20, (c) 30, (d) 60, and () 80 mW.

test, the peak power of the optical pulses is 5.5656—16.969
times higher than that of the cw light under the same input
optical power, on average.

C. Eve’s optical pulses with 1-GHz repetition rate

In this subsection, we investigate the power-limitation
response of the OPL under high-speed pulse illumination,
which might be used in Eve’s attack on a high-speed QKD
system [34]. Usually, a high-speed QKD system would
have a gigahertz-level repetition frequency. Therefore, in
this test, we prepare a 1550-nm optical pulse with a 1-GHz
repetition frequency and about 200-ps full width at half
maximum as a typical case.

The specific experimental procedure is similar to that
of Sec. IV B. Each experimental setup consists of OPLs
equipped with acrylic prisms of three different lengths. The
average optical power of the pulse injected by Eve into the
OPL is gradually increased from 10 to 80 mW, the same as
that of the last test in Sec. IV B. The output power is first
measured by Detector 3 and is then converted to the power
at the output port of the OPL. The test results are presented
in Fig. 9. In each subfigure, the purple solid line represents
the output power of the OPL if the cw-light injection is

performed with an optical power the same as the average
power of the optical pulses. From this test, the following
phenomena can be disclosed.

Similar to the 40-MHz optical-pulse test, the maximum
output power in this test can be obtained when the aver-
age optical power injected by Eve into the OPL is 30 or
60 mW. In the OPL equipped with an acrylic prism length
of 25.4 mm (101.6 mm), the maximum output power is
55.31 mW (5.41 mW) when the average input power is 30
mW. The maximum output power of the OPL with a 50.8-
mm-long acrylic prism is 19.33 mW under input optical
pulses with average power of 60 mW.

When the average input power of the optical pulses is
as the same as that of the cw light, their output power
is higher than that under cw-light injection. For example,
when Eve applies optical pulses with an average optical
power of 10mW to the OPL with a 25.4-mm-long acrylic
prism, its output peak optical power is 28.87 mW; whereas
the output power is only 2.094 mW under 10-mW cw input
light. All the cases that we test follow this regularity.

When the average optical power is constant, the peak
output power of the OPL increases with the pulse light
frequency. For example, compare the same situation in
Figs. 8(c) and 9(c), when the length of the acrylic prism
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FIG. 9. The output wave forms of the OPL under 1-GHz pulsed light. The average optical power injected by Eve into the OPL is (a)

10, (b) 20, (c) 30, (d) 60, and (e) 80 mW.

assembled in the OPL is 25.4 mm. We find that the max-
imum output power corresponding to the pulsed light at
40 MHz is 39.6046 mW, while the maximum output power
corresponding to the 1-GHz light is 56.869 mW. In this
test, the peak power of the optical pulses is 5.627—16.969
times higher than that of the cw light, assuming that the
average input power is the same.

In the pulsed-laser experiments demonstrated above, it
is shown that the peak output power of the pulsed light
transmitted through the OPL is higher than that for cw
light, assuming that the input power is equal on average.
The reason for this phenomenon is that the OPL limits the
output optical power based on the thermo-optical defocus-
ing effect. In the case of the pulsed light, the OPL only
receives a short period of light radiation followed by a long
idle time as a repetition cycle, in which it is difficult to
accumulate the heat to produce the thermo-optical defo-
cusing effect. Thus, more light is transmitted through the
OPL under pulsed injection.

V. DISCUSSION ABOUT SECURITY BOUNDARY

In the tests shown above, the OPL indeed demonstrates
its power-limitation effects. Additionally, the OPL shows

variation in response under cw high-power light and pulsed
light. From the results and principles of the OPL, it can
be seen that the length and temperature changes of the
acrylic prism will affect its power-limiting performance.
Therefore, the security boundary of the OPL is studied
under the potential risk of quantum attacks, considering the
parameters of the acrylic prism as a necessity.

A. Security boundary for cw-light injection

In the cw-light experiments, generally, the OPL keeps
the transmitted power at the same order of magnitude as
the optical power no matter how much input light there
is. Nevertheless, the OPL still may expose some security
threats that will be noticed. This is because the signifi-
cant increase in the optical power allows us to observe
the fluctuation and degradation of the performance of the
OPL under high-intensity light, which has also not been
explored in the previous work [44], presenting the security
boundary of the OPL.

First, for the source unit of a QKD system, the amount
of Alice’s transmitted light increases slightly, as shown
in our test, which may allow the mean photon number
to be higher than the set value. Usually, in Alice’s case,
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the insertion loss of the OPL is counted as a part of the
process that attenuates the weak coherence laser to the
single-photon level. In a normal case, the mean photon
numbers of Alice’s output follow the set values required
by a QKD protocol. However, if Eve injects about 1 W
cw light, there is a chance of increasing the mean pho-
ton number of Alice’s pulses, as shown by the red area
in Fig. 5. This unnoticed increase of the optical power sent
by Alice results in an incorrect estimation of the key rate,
which compromises the security of a QKD system that is
running either a prepare-and-measure QKD protocol or a
measurement-device-independent QKD protocol [29].
Specifically, as shown in Fig. 10, the dashed and solid
lines represent the incorrect and correct secret-key rates
for a decoy-state BB84 QKD system with an increase
in Alice’s mean photon number, denoted as R; and R,
respectively. The green, orange, and blue curves indi-
cate that the mean photon numbers of Alice’s pulses are
increased to g = 1.17 times, g = 4.41 times, and g = 7.16
times the set values, according to the test results shown
in Fig. 5. The black solid line represents the secret-key
rate without an attack. It is apparent that the secret-key
rate estimated by Alice and Bob, R,—given by the dashed
lines—is significantly higher than the accurate key rate,
R¢. More precisely, once the attenuation value of the OPL
decreases due to the attack, Alice and Bob are not aware
of the increase in the transmitted mean photon number
and they wrongly estimate the secret key according to
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FIG. 10. The secret-key rate as a function of the distance for
the standard decoy-state BB84 protocol at different mean photon
numbers of Alice’s pulses. The average number of photons in the
signal state and the decoy state are set to 0.1 and 0.05, respec-
tively. The other parameters in the simulation are as follows: the
dark-count probability per gate is 2 x 107%; the error-correction
efficiency is 1; the probability that a photon will hit the erro-
neous detector is 0.01; Bob’s internal optics loss is 0.4; and the
detection efficiency of Bob’s single-photon detector is 10%.

the security proof introduced in Refs. [48,49]. Remark-
ably, the dashed lines are higher than the black solid line,
which illustrates that the incorrectly estimated secret-key
rate cannot be guaranteed as a secure one.

We also consider the case of MDI QKD with weak
coherent pulses [42]. Similar to the previous example, we
assume that the attenuation value decreases after the OPL
is attacked, so that both Alice’s and Bob’s output inten-
sity increases. The resulting secret-key rates are shown in
Fig. 11. From the overall observations, we find that the
results are analogous to those illustrated in Fig. 10. In par-
ticular, in the presence of an attack, the R; values estimated
by Alice and Bob are much higher than the correct one, R,
provided that Alice and Bob are not aware of the increase
in intensity under the attack. It is worth noting that when
the light intensity is increased by factors of 4.41 and 7.16,
no secret key can be generated.

Besides, we can also see from Fig. 5 that at very begin-
ning of the experiment with a slow temperature rise, there
is small decrease in the optical power of Alice’s pulses.
Thus, the lowest temperature corresponds to the highest
optical power of Alice’s pulses. When considering the
security of a QKD system with the OPL, temperature
manipulation may cause a loophole. For a QKD system
placed in a room with a temperature 20 °C, Eve may try to
manipulate the conditions in a laboratory to decrease the
temperature to, say, 15 °C. In this case, the decreased tem-
perature may allow the optical power of Alice’s pulses to
be higher, which again leads to an unnoticed increase of
the mean photon number sent by Alice. It is notable that
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FIG. 11. The secret-key rate as a function of the distance

for the symmetric MDI-QKD protocol at different mean photon
numbers of Alice’s pulses. The parameters used in the simula-
tions are taken from Ref. [50]. The light intensity set by Alice
and Bob in the vacuum state, the decoy state, and the signal state
is 0, 0.03, and 0.5, respectively.
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whether or not the OPL has the above-mentioned vulnera-
bilities still requires further experimental verification.

To counter this potential threat, one possible solution is
to characterize the minimal insertion loss of the OPL and
always take this minimal value into account to calculate the
required attenuation for Alice’s set mean photon number.
Of course, this countermeasure provides a conservative
estimation of the secret-key rate, which is lower than the
optimal one. Another more conservative but secure coun-
termeasure is to assume that in Alice’s case, the OPL is
untrusted. Thus, the attenuation needed to prepare quantum
states with a set mean photon number will be accounted for
without the OPL. In this case, no matter how the insertion
loss of the OPL changes, the security assumption about the
mean photon number at the set single-photon level will not
be affected. On the other hand, the trade-off is the lower
secret-key rate and the shorter communication distance for
the QKD system.

Second, for the detection unit of a QKD system, the OPL
can still transmit milliwatt-level light under several hun-
dreds of milliwatts or 24 W of injected light, which is
usually sufficient to conduct a detector-blinding attack on
an APD. Previous studies have been shown that nanowatt
to milliwatt cw light is able to blind the APD, no mat-
ter whether it is a passively quenched module [20,51],
an actively quenched module [52], or a gated module
[25,41,53]. Thus, the OPL cannot prevent a QKD system
from these blinding attacks. An exception, an APD with a
low-impedance bias voltage supply, which requires about
10 mW to blind the APD detector [14]. This is because the
blinding light is no longer reduces the bias voltage of this
low-impedance biased APD. Instead, the blinding light is
used to accumulate heat in the APD to increase its tem-
perature, increasing the temperature-dependent breakdown
voltage [14]. Apparently, this thermal effect requires more
injection light.

However, the OPL is likely to prevent the source unit
in a QKD system from laser-seeding attacks [29,54] and
laser-damage attacks [26,30,36]. Since the injection power
is at the milliwatt level after the OPL, a laser-seeding
attack would not work if Alice were to apply more than
40-dB attenuation to ensure that less than 100-nW light
was injected into the laser diode. With regard to laser-
damage attacks, it is shown in our test that high-power
optical light can be attenuated to several milliwatts, which
in Alice’s case is usually not enough to damage the opti-
cal components. The high-power optical light even may
destroy the OPL to block the transmission, protecting
other components behind it from being hacked. More-
over, we find that cw high-power light causes a signif-
icant increase in the temperature of the OPL. Thus, the
OPL combined with a thermal sensor may be able to
sense the increased temperature and trigger further pro-
tective action once the temperature is beyond a certain
threshold.

B. Security boundary for pulsed-light injection

In the pulsed-light experiments, the optical pulses are
transmitted through the OPL. After that, the peak power
of the optical pulses varies from 0.370 to 56.599 mW,
which is 5.627-16.943 times that of the cw light. The
peak power of the transmitted pulses indeed reduces and
becomes much lower than the original pulses. However,
the remaining optical pulses may still help Eve to con-
duct pulse-illumination attacks on single-photon avalanche
diodes (SPADs) and Trojan-horse attacks on the modula-
tors. In this subsection, we focus on the security boundary
in the scenarios of pulse-based attacks equipped with the
OPL, providing a more comprehensive picture about the
security performance of the OPL.

For optical pulses with a repetition rate of 40 MHz,
the peak power of the transmitted optical pulses can reach
from several milliwatts to a maximum of 38.83 mW. Our
testing shows that optical pulses transmitted through the
OPL may be sufficient to perform a pulse-illumination
attack on the APDs as shown in Ref. [40]. Specifically,
under the average input power of 10 mW, the sequence of
optical pulses transmitted through the OPL with an 50.8-
mm-long acrylic prism is shown in Fig. 12, presenting the
peak power above 6 mW. This amount of peak power with
about 5-ns pulse width provides a similar pulse shape to
that of the blinding pulses used in the pulse-illumination
attack, which indicates that there is enough energy in each
optical pulse to blind the APD tested in Ref. [40]. More-
over, the repetition rate tested in this study, 40 MHz, is also
the same as that of the pulse-illumination attack demon-
strated in Ref. [40]. Thus, an OPL equipped with such
an acrylic prism may not be able to prevent a QKD sys-
tem from a pulse-illumination attack. It is notable that a
OPL with a longer acrylic prism, of length 101.6 mm,

Output power (mW)
o =~ N W » 00 O N

| | | | | | | | | | |
—-40 -30 -20 10 0 10 20 30 40
Time (ns)

FIG. 12. The performance of the OPL with 40-MHz pulsed
light. The length of the acrylic prism is 50.8 mm and the average
optical power of the pulsed light is 10 mW.
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attenuates the peak power further to mitigate the threat of
pulse-illumination attack.

Optical pulses with repetition rates of 1 GHz and
40 MHz can support Eve’s Trojan-horse attack on a QKD
system, especially for a high-speed attack. As shown by
the test in Sec. IV C, optical pulses with 1-GHz repeti-
tion frequency injected into the OPL result in a transmitted
peak power higher than that of the cw light and the
40-MHz optical pulses. For a QKD system also working
at a 1-GHz repetition rate, these high-speed optical pulses
transmitted through the OPL may reach the quantum state
modulators—such as phase modulators, intensity modu-
lators, or polarization modulators—and then be reflected.
The reflected optical pulses carry the modulation informa-
tion of the prepared quantum states. Thus, Eve can obtain
the information about the secret key via the injected and
reflected Trojan-horse pulses.

A previous study has shown the passive architec-
ture against Trojan-horse attack (schematically shown in
Fig. 13) when the average photon number of the reflected
light is sufficiently low [37]. As can be seen from Fig. 13,
the Trojan-horse light enters via the quantum channel on
the right-hand side, passes through the OPL, an optical iso-
lator /, and an optical attenuator 4, and is then reflected
at the internal optical components (R is the total reflec-
tion of the internal optical elements to the left of the
dot-dashed line), finally returning along the original path.
Therefore, the optical isolation against the Trojan-horse
attack can be calculated as y = O*I"4?R, where n repre-
sents the number of optical isolators present in the system.
Under normal circumstances, the attenuation value of the
OPL itself increases with the enhancement of the injected
light. However, our experimental results show that Eve’s
hacking makes the attenuation value of the OPL decrease.
Therefore, the optical isolation of the OPL itself becomes
untrusted from the security point of view. To be secure,
the optical isolation against the Trojan-horse attack can be
further written as

y =1"x 4> x R. (1)

Converting the absolute optical isolation value to a deci-
bel (dB) value can more intuitively reflect the attenuation

FIG. 13. The reflected-signal model for QKD with a Trojan-
horse attack. ¢, is the encoding device, R is the total reflection
from all components to the left of the dot-dashed line, 4 is an
attenuator, and / is an optical isolator.

TABLE 1. The practical combinations of system components
to passive architecture against Trojan-horse attacks. All dotted
quantities are in decibels and are given as absolute values.

Clock rate [y] |R| |A| 1]

| GHz 140 40 40 60(1)
1 GHz 140 20 0 60(2)
40 MHz 150 40 10 50(2)
40 MHz 150 30 0 60(2)

of the component. If the absolute value of the optical iso-
lation of the component is x, we use the notation x =
101log,,x [37]. Equation (1) can be conveniently rewritten
in decibels, as

y =nl +24+R. )

It should be noted that the passive architecture in Fig. 13
guarantees security against a Trojan-horse attack only
when the average photon leakage number is oy = 107°
(ftost = —60 dB). That is, we can guarantee security
against a Trojan-horse attack by reasonably controlling the
isolation of the components, i.e.,

ﬂout:))'i'x- (3)

Figure 8 shows that when the system frequency is 40 MHz,
the maximum number of photons passing through is x =
1.39113 x 10° (x ~ 90 dB). From Eq. (3), we then obtain
Y = flot — X = (—60 —90) dB =—150 dB. Figure 9
shows that when the system frequency is 1 GHz, the
maximum number of photons passing through is x =
0.7461649 x 10® (x ~ 80 dB). Similarly, we then obtain
y = —140 dB. This result is the total optical isolation
required for security in Alice’s module. Based on this,
we provide several combinations of attenuation values for
other components after using an OPL, so that the sys-
tem can prevent Trojan-horse attacks. For convenience, we
report the absolute values of the components, as shown in
Table I, which contains some possible combinations.

C. Security boundary of a blinding attack under the
protection of the OPL

Some attacks, such as Bob’s blinding attack on a SPAD,
may use both cw light and pulsed light. Therefore, the
security boundary under the protection of the OPL depends
on its responses to both cw and pulsed-injection light.
To further investigate this mixed case, we demonstrate
an experiment of a blinding attack on a SPAD with the
protection of the OPL as a countermeasure, as depicted
in Fig. 14(a). The specific steps of the experiment are
as follows. First, cw light is injected into the OPL, the
results of which are shown in Fig. 14(b). When the opti-
cal power injected into the OPL reaches 34.58 nW, the
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FIG. 14. (a) The testing scheme of a blinding attack on a
SPAD under the protection of the OPL. Eve applies a cw laser
to blind the SPAD, which is superposed by a pulsed laser to trig-
ger the click of the SPAD. The power of these injected lasers is
monitored by an optical-power monitor. The length of the acrylic
prism is 50.8 mm and the diaphragm width is 800 wm. The
model number of the SPAD is ID210, which operates in exter-
nal triggering mode with a detection efficiency of 10%, a gate
width of 4.99 ns, a gated frequency of 125 MHz, and a dead
time of 100 ns. (b) The experimental graph shows the relation-
ship between the power of the cw blinding light and the count
rate of the SPAD. (c) The detection probability of the SPAD as a
function of the trigger-pulse energy. The trigger pulses are gen-
erated with a repetition frequency of 125 MHz and a full width
at half maximum of 2.2 ns.

SPAD exhibits blinding effects. Then, pulsed light super-
posed upon the blinding light is injected into the OPL. As
shown in Fig. 12(c), when the peak optical power injected
into the OPL reaches 8 mW, the detection efficiency of the
SPAD becomes 100% to fully control the detection result.
Furthermore, we also conduct the same blinding-attack
experiment on an OPL equipped with a 101.6-mm-long
acrylic prism. In this scenario, the optical power of the
cw light needs to exceed 105.2 nW to blind the SPAD.
Additionally, if Eve intends to control the responses of the
SPAD, the peak optical power of the pulsed light should be
greater than 28.2 mW.

These experiments demonstrate that even with the pro-
tection of the OPL, Eve still has an opportunity to blind
the SPAD and control its response. This phenomenon
occurs because the required optical power injected into the
OPL to blind the SPAD is much lower than the power-
limitation threshold (40 mW) of the OPL. At this point,
the OPL behaves as a component with an almost fixed
insertion loss, as confirmed in Fig. 2. For the trigger pulse,
although the OPL starts to limit the injection power, the
transmitted power of the optical pulses is still enough to
trigger the click of the blinded SPAD. These experiments

show that the OPL has limited effectiveness in resisting
weak light attacks, especially when the hacking optical
power is less than the power-limitation threshold of the
OPL. Moreover, the attacks employing cw and pulsed light
reveal a complex scenario for the OPL as a countermea-
sure to be implemented. This indicates that, in this mixed
case, an effective countermeasure is challenging and the
security-boundary investigation and security evaluation is
also complicated.

VI. CONCLUSIONS

In this paper, we have conducted comprehensive secu-
rity tests on a passive OPL based on the acrylic prism
thermo-optical defocusing effect. The experiments have
utilized light sources covering a range from 0 to 5 W of cw
light, as well as pulsed light with frequencies of 0.5 Hz,
40 MHz, and 1 GHz. Through experimental verification,
we have disclosed the security boundary of the OPL. First,
it is undeniable that when the OPL is operating normally,
the power of the injected hacking light can be limited
below a certain value. However, when there is a physi-
cal change in the OPL introduced by cw injected light,
there is a window of reduced restrictions, which provides
opportunities for Eve to launch an attack. Moreover, under
the same average input optical power, the peak power of
pulsed light can pass through the OPL to a greater extent
than that of cw light. The higher the repetition rate of the
injected pulses, the larger is the peak power. Further secu-
rity analysis based on the test results is given to present
the security boundary. This study provides a more com-
prehensive understanding of the OPL, which allows one to
use this device, with a known security boundary, properly.
The testing methodology is also applicable to other types
of OPL to verify their security performance.
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