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The passive approach to quantum key distribution (QKD) eliminates all optical modulators and ran-
dom number generators from QKD systems reaching an enhanced simplicity, immunity to modulator side
channels, and potentially higher repetition rates. In this work, we provide finite-key security bounds for
a fully passive decoy-state Bennett-Brassard 1984 (BB84) protocol, considering a recently presented pas-
sive QKD source. With our analysis, the attainable secret-key rate is comparable to that of the perfect
parameter-estimation limit, in fact differing from the key rate of the active approach by less than one order
of magnitude. This demonstrates the practicality of fully passive QKD solutions.
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L. INTRODUCTION

Quantum key distribution (QKD) allows one to estab-
lish information-theoretically secure keys between remote
locations through an insecure channel [1]. This security
standard, which is a must to achieve long-term security
guarantees, makes QKD a unique solution for private
communications with the highest requisites. Since its con-
ception in 1984 [2], QKD has experienced remarkable
progress. Nowadays, specialized companies supply inte-
gral QKD services [3—6], metropolitan QKD networks
are being installed around the globe [7—10], and a space-
ground integrated QKD backbone with an extension of
thousands of kilometers has been deployed [11].

Notably though, QKD security proofs rely on mathe-
matical models that describe the behavior of the QKD
equipment, in so doing, opening the door for mischarac-
terization loopholes. For this reason, strictly quantifying
the level of security of QKD implementations is a thorny
issue [12] and a critical vulnerability of real-life QKD
systems is active modulation. Indeed, active modulators
can be a source of information leakage in different ways;
e.g., negligently encoding private information in undesired
degrees of freedom, introducing correlations between adja-
cent pulses [13—15], or serving as a target for Trojan-horse
attacks (THAs) [16-20]. In the latter case, an eavesdrop-
per (Eve) injects bright light pulses into a QKD system
and measures the back-reflected light, possibly extracting
information about the setting choices. In particular, since
the back-reflected light has passed through the modulators,
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it may be encoded with the same information as the sig-
nals prepared by the sender (Alice) or it may reveal the
measurement basis selected by the receiver (Bob). In this
regard, although one can model the information leakage
and account for it in the estimation of the secret-key length,
this approach may severely affect the achievable perfor-
mance of QKD according to the existing analyses [21-24],
unless sufficiently strong isolation is introduced. From this
perspective, a better solution is provided by passive QKD,
which eliminates all active modulation from QKD devices
and replaces it by postselection. Remarkably, this solution
not only confers immunity to modulator side channels but
it may also simplify the hardware layout and boost the
clock rate of a QKD system, at the price of (i) reducing
the secret-key rate per pulse by roughly an order of mag-
nitude and (ii) incorporating a measurement unit at Alice’s
source for the postselection of the desired states. Naturally,
this unit must be well characterized and properly isolated
and a detailed security evaluation of the possible security
loopholes that may arise from it is essential in practice.
As an example, one can use coherent light to pas-
sively generate decoy states in different ways [25-28] (see
also the experimental reports in Refs. [29—33]) or to pas-
sively prepare random photon polarizations in a plane for
a passive realization of the Bennett-Brassard 1984 (BB84)
protocol [34]. Notably as well, passive BB84 encoding and
passive decoy-state preparation can be combined in a sin-
gle linear optical setup, as recently shown in Refs. [35,36].
Indeed, these two papers were soon followed by pioneering
experiments that prove the feasibility of fully passive QKD
[37,38] and, in fact, fully passive twin-field QKD has also
been envisioned [39]. What is more, the passive approach
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may be of practical benefit in quantum cryptographic
primitives other than QKD [40-42].

Considering the passive source devised in Ref. [36], in
this work we present finite-key security bounds against
sequential attacks for a fully passive decoy-state BB84
protocol, carefully merging the encoding strategy of
Ref. [35] with a sophistication of the parameter-estimation
method in Ref. [36]. Remarkably, the secret-key rate per
pulse attainable with our analysis and our passive scheme
is closer than previously reported to the corresponding key
rate with an active setup.

The structure of the paper is as follows. In Sec. II, we
list the assumptions that underlie our security analysis.
In Sec. III, we provide a characterization of the passive
QKD source that we consider. In Sec. IV, we describe the
encoding scheme that we adopt, together with an insightful
entanglement-based picture that arises from it. In Sec. V,
we give a description of the passive decoy-state BB84
protocol that we contemplate. Section VI contains all the
details of the decoy-state method and in Sec. VII we
derive the necessary estimates for the secret-key param-
eters. Finally, in Sec. VIII we illustrate the performance of
the proposed analysis and in Sec. IX we present a series of
concluding remarks. For the reproducibility of the results,
various appendices are included at the end of the paper as
well.

I1. ASSUMPTIONS

Let us start by enumerating the various assumptions on
which our analysis relies.

A. Assumptions on Alice’s and Bob’s devices

For the characterization of the fully passive source, we
assume: (i) perfect phase randomization and intensity con-
trol of the prepared coherent pulses, (ii) perfect-visibility
interference at the beam splitters and polarizing beam
splitters (thus requiring perfect control of the frequency,
time, and polarization modes), (iii) noiseless polariza-
tion and intensity measurements in Alice’s measurement
unit (enabling the accurate determination of these quanti-
ties), (iv) no information leakage from Alice’s measure-
ment unit, and (v) no influence of Eve on the outcomes
of Alice’s measurement unit. Importantly, assumptions
(iv) and (v) might require careful shielding of the clas-
sical photodiodes. As for Bob’s measurement unit, we
adopt the standard basis-independent detection-efficiency
assumption. Note, however, that this latter assumption
could be removed by considering a measurement-device-
independent configuration [43].

B. Sequentiality assumption

We assume that Eve holds a quantum probe, E,
and a classical register, R, and consider the following

round-by-round model. In the first round, she initializes
her probe E to an arbitrary state, Sél), and couples it to
the signal in the channel through an arbitrary unitary oper-
ation, lA]gé At the end of the round, based on f]gé, éél) and
the outcome of a potential measurement on £, the classical
register R updates from an initial state Ry to a new state
Ry, which determines (i) Eve’s choice for the next unitary
operation, Ugé, and (ii) how the state of the probe system
E is updated to a new state 5&2). Subsequent rounds pro-
ceed in the same way: at the end of round u, the state of
the register, R,, fully determines Eve’s next intervention,
which is generally influenced by the record of all uni-
taries, {i]gg}viu, probe states, {SE(”)}USL,, and measurement
outcomes.

Importantly, a consequence of this model is that ear-
lier rounds can only affect the uth round through their
influence on R,_;. From a technical point of view, the
model is invoked to assure that the trace-distance (TD)
argument of Appendix A is applicable to the conditional
detection statistics of Kato’s inequality [44]. As an exam-
ple, a similar adversary model is required in finite-key
analyses based on the reference technique [13] (see, e.g.,
Ref. [24]) or in order to apply the generalized entropy-
accumulation theorem [45] to device-dependent protocols
[46]. This said, we remark that if each protocol round starts
only after the conclusion of the previous one—a sequen-
tial structure that can be practically enforced by Alice and
Bob—this adversary model is fully general.

III. CHARACTERIZATION OF THE FULLY
PASSIVE SOURCE

The passive source that we consider is due to Ref. [36]
and is shown in Fig. 1. Although it uses four inde-
pendent lasers, it can also be realized with an equiva-
lent single-laser configuration and suitable interferome-
try, as discussed in Refs. [35,36] and implemented in
Refs. [37,38].

In the figure, |T)g, denotes a right-handed (left-
handed) circularly polarized coherent state with complex
amplitude 7 € C. That is to say, |T)rr), = exp{talz(L) —

t*aR(L)} |vac), where |vac) is the vacuum state and ag(L)
and ag(), respectively, denote the creation and annihi-
lation operators of a right-handed (left-handed) circular-
polarization mode. Throughout this work, we shall refer

to the Bloch sphere spanned by |R) = alz |vac) and |L) =
aE |[vac) as the RL sphere, an arbitrary state of which reads

0 v . (?
cos (5) IR) 4 €' sin (5) L), (1)

for 6 € [0, ] (polar angle) and ¢ € (—m, ] (azimuthal
angle). As shown in Ref. [36], the mixed output state of
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FIG. 1. The possible architecture of a fully passive QKD
source due to Ref. [36]. All coherent states in the figure have a
common large intensity v and independent random phases «, B,
y, and §. These random phases can be achieved by operating the
lasers under gain-switching conditions, i.e., by turning the lasers
on and off between pulses. The interference in the 50:50 beam
splitter (BS) of the top (bottom) arm yields a coherent state with
random intensity [26—dependent on the phase difference 8 — «
(8 — y )—and right-handed (left-handed) circular polarization, R
(L). When these two pulses interfere in the polarizing BS (PBS),
a new coherent state is generated, the intensity of which is the
sum of the input intensities and the polarization of which is ran-
domly distributed in the RL sphere defined in the main text.
Lastly, this final state enters a BS with transmittance ¢ < 1. The
transmitted signal, which is attenuated to the single-photon level,
is sent to Bob and the reflected signal reaches a classical measure-
ment unit for the accurate determination of the prepared intensity
and polarization. Unused spatial modes are tagged by the symbol
“®” in the figure.

the fully passive source reads

0:— _ﬂd¢/ dQ/ dlf(Gl)Z

In n|9¢,

(2)
for

1

0 o\
2vt7r2\/1 —zivtcos (2)\/1 —ﬁsin2 <§>
mop = — [ cos () af + e sin (£l ] vac)

= — - in| -
nog = —vlcos| 5 )agp+ePsin S Jar| |vac),

)

and /; = min {2vt/ cos? (6/2) ,2vt/ sin’ (6’/2)}, v and ¢
being introduced in Fig. 1. According to these equations, ¢
is uniformly distributed in the output state but 6 is coupled
to the intensity /.

f0.1) =

IV. ENCODING SCHEME AND
ENTANGLEMENT-BASED PICTURE

We select the encoding scheme of Ref. [351—which
postselects polar (equatorial) regions of the Bloch sphere

for key generation (parameter estimation)—and the decoy-
state scheme of Ref. [36]—which uses decoy intervals in
both bases. According to our simulations, these choices
lead to a better performance than, say, only postselecting
equatorial regions for the encoding or using decoy states
in the test basis alone.

To be precise, let T¥¥ and I"'**! denote two arbitrary lists
of settings. The postselection regions are given by

= {¢ € (—m,m],0 € (0,A0"),1 € Jj},
“)
Q= {¢ € (—m,wl,0 € (7 — A0, 7),I elj}

withj € T’k for key generation, and

= {¢ € (—Ap,Ad),
T
06(5—A92+A9) }
= {¢€(N_A¢an+A¢)a

06(——A9

5 . —|—A9)

}, ®)

withj € ' for parameter estimation (PE). The polariza-
tion acceptance regions in the RL sphere are illustrated
in Fig. 2, where the notation |H) = (JR) + |L))/«/§ and
IV) = (IR) — |L))/~/2 is introduced.

% 1)

|L)

FIG. 2. Postselection of the encoding regions in the RL sphere.
While A6’ characterizes the key regions (polar caps), A6 and A¢
characterize the test regions (rectangular stripes).
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The postselected state that arises from the acceptance

region QJR(L) can be written as
1 el
R(L
o = Yo Imley) . (6
' (1 >QR(L) — QRO
I j

where (-)g denotes averaging with the weight 1 (6,1)/2x
over the region 2 of the (¢, 6,1) space. Equation (6) triv-
ially decomposes into a classical mixture of Fock states,

oo

R(L) key R(L)
o =) p o ™)
n=0

where we have introduced the shorthand notation p,l;f;y =
<e*11"/n!)gjR /(1>QJR=(e*11"/n!)9jL /(1)gr and o =
(e=’1"/n! n) <n|9,¢)gj_m [le7'1m /n!)gj;«u. Naturally, the
complete key-generation region of setting j, given by
key

lefey:Q]RUQjL, yields a state of the form o;

00 key _key
> 0Py Oj.n » Where
R L
O,key _ O}»’n + O}’n (8)
jn 2 :

As for the test regions, we define Q' = Q]H U

Q]V and denote the postselected states that arise

as O’-H O’<V

from QJH, QJV and Q}“t, respectively, o

and al.teSt, which satisfy relations that are completely
analogous to those of Egs. (6), (7), and (8). In
particular, the test-basis Fock states read ajlfn(v) =

{e™1"/n |n) (nlg 4) e /(e I"/n!) vy, and their corre-
J J

sponding  photon-number statistics  are Pai =

(™1 /n!) /(1>QJH = (e7'1"/n!) v /(1>ij.
J J
Let us now focus on the single-photon components
of o} and (ij, from which the final key is ultimately

extracted. Using the matrix representation of Appendix B,
it follows that

I 1 — A
o = —— IR) (RI + — " L) (LI,
®
1 key key
RS 1A
of = —5— IL) (LI + —— [R) (RI,

for )»;(ey = (e”'Icos Q)QJR /(e*II)Q]R,

desired polarization is prepared with probability (1 +
)le.(ey) /2 and the orthogonal polarization is prepared oth-
erwise. Without loss of generality, then, one can describe
these states by considering a shield system S that stores the
bit-flip information. This leads to the purified states

meaning that the

X L+ 1 —
[WR) =y =S 1015 R)g + | — 2 115 L),
L 1+)‘er _)‘;’(ey
[Wh) =y =5 0 L)+ —2— D5 Ry,

where we have added the subscripts S and B for clarity
(nonetheless, they will be omitted where possible). Further
proceeding with the standard entanglement-based source-
replacement scheme on Alice’s side, with {|R),,|L)A}
denoting an orthonormal basis of Alice’s ancillary qubit
A, we obtain the state

1

|\I’j’1)ASB - V2 (|R>A ‘\pf§1>s3 L) ‘\I’/LJ)SB) » (D)

which equivalently describes the state preparation every
time a single photon is generated and Q}(ey is post-
selected. Importantly, by introducing [H), = (R}, +
IL)a)/v/2 and |V) = (IR)5 — [L)»)/+/2 and regrouping

terms, |¥; ;) g €an be written as

9t = 75 (a7, 100 + V1A ]7) V1)
(12)

where the shield states are given by ‘ ,8].i>s =[(1+

K/21210)s £ [ = 1)/2] s,

In summary, if Alice measures her ancilla A of |\Ifj,1 ) ASB

in the key basis {|[R)A,|L)A}, she prepares ¢ or o

at random, while if she measures it in the test basis
{IH) A, V)4}, she prepares |H)g or |V)y at random inde-
pendently of j € I'*Y. As a consequence, for all j € XY,
the phase-error rate (PHER) of % and ¢, could be esti-
mated from the bit-error rate (BER) of the pure states
|H)g and |V)g (for a formal definition of the PHER, see
Appendix C). Indeed, by postselecting the test regions QJH
and QJV of Eq. (5), such perfect states are actually prepared
at a certain rate, because the single-photon components of
o' and 0" verify

1
0]-],{1 = )\;eSt [H) (H| + (1 — )th-eSt)—z >
(13)

o = A V)V + (=A™ 2,
for A% = (e™'Isinf cos @) g /(e I)gn and all j € T,
J J

In other words, the postselection of o/ (¢,}) determines
the preparation of the ideal state |H) (|V)) with probability
A and the fully mixed state with probability 1 — A;**".
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Exploiting this feature, in Sec. VI we provide a decoy-
state method that targets the BER of the ideal components
[H)g and |V)g of U i and a B directly, rather than the
mixed-state BER contemplated in the asymptotic analyses
[35,36].

V. PROTOCOL DESCRIPTION

For ease of understanding, we provide a description of a
fully passive decoy-state BB84 protocol before explaining
our PE method.

For a previously agreed number of rounds N, the parties
do the following.

(1) State preparation. Alice operates the passive source
and verifies if the delivered state matches any acceptance
region. Namely, she reads the outcomes ¢, 6, and I from
her measurement unit to check if (¢,60,1) € Qj].m) for some

j e’ orif(¢,0,1) € QJH(V) for some j € I,

(2) Measurement. Bob measures the incoming signal in
the B basis with  probability  ¢g, B e
{key, test}.

After the quantum communication phase, the public
discussion and the classical postprocessing run as follows.

(3) Public discussion. For each basis § and decoy set-
tingj € I'?, Alice communicates to Bob the set of rounds

where aj’g was postselected (i.e., where the acceptance

region 52;3 was recorded). In return, Bob reveals to Alice
the subsets of these sets where a basis match occurred
and a detection event was recorded, say, {/‘(j'3 }jers. The

corresponding “numbers of counts” are denoted by M; F—

|Xﬁ| and Xkey — U crkey jkey (XSt = U et X est)
1dent1ﬁes the sifted- key data (the test- ba51s PE data)
Lastly, Alice discloses her bit strings for the test sets
Xtest

(4) Parameter estimation. Comparing Alice’s test bit
strings with his own, Bob computes the corresponding

“numbers of error counts,” say, {mtes }jertest. From his

available data, Bob estimates a lower bound, Mkeyp

the number of single-photon counts in Xkey, My and
(ph) U

on

an upper bound, e;
(ph)

, on the single-photon PHER in

this set, e, . Bob uses the above bounds to compute
the secret- key length, [, for a prefixed error-correction
(EC) leakage, Agpc, and a prefixed error verification
(EV) tag size, [log(l/ecor)]. If /=0, Bob aborts the
protocol.

(5) Error correction and error verification. Upon suc-
cess of the PE step, the parties run the previously agreed
EC and EV steps, the latter being based on two-universal
hashing [47]. If EV fails, Bob aborts the protocol.

(6) Privacy amplification. Upon success of the EV step,
the parties apply privacy amplification (PA) based on two-
universal hashing [47,48] to their reconciled sifted keys,
obtaining final keys of length /.

For a derivation of the secret-key length [, see
Appendix C.

On another note, we remark that, for ease of understand-
ing, the above protocol description presumes that Alice
postselects the acceptance regions on a round-by-round
basis. In a practical implementation though, this postse-
lection would be done after the quantum communication,
using the transcript of measurement outcomes recorded by
Alice’s measurement unit.

To end this section, we include a back-up table (Table I)
summarizing the main protocol sets and parameters.

VI. DECOY-STATE METHOD

Here, we generalize the decoy-state method of Ref. [36]
to the finite-key regime, incorporating methodology that
surpasses a limitation of both [35,36].

We recall that following the adversary model of Sec. I,
the state of Eve’s register at the end of round u —
1, R,_;, fully determines Eve’s intervention in round
u. This said, the notation goes as follows. For u =

2...N, Qf w (Efj @) denotes the probability that a
“click” (an “error”) is recorded in round u, conditioned
on R,_; and on the event that orjﬁ is postselected, and
Bob performs a g-basis measurement, B € {key,test}.

TABLE 1. The protocol sets and notation.
N Number of protocol rounds
qp Bob’s B-basis probability, 8 € {key, test}
r# List of B-basis decoy settings
Qr, QF Elementary key-basis postselection regions

with decoy setting j e 'k
o QruQl

Q'ji.l, Q]V Elementary test- bas1s postselectlon regions
with decoy setting j € '
th_est QH U QV
QF U] erp Qﬂ
Xjﬂ Set of rounds where Qj is postselected,
a basis match occurs, and a click is recorded
P Uj erp ')Gﬂ
My 1471
m Number of error counts in A
MY, Lower bound on the number Myey |
of single-photon counts in A’
(b U Upper bound on the rate ¢™
of single-photon phase errors in A%y
/ Secret-key length
AEC Error-correction leakage
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That is to say, Q]ﬂ W — p (click|R,— 1,0 ,B) and E‘3 @ _

p® (err0r|Ru,1,(;35 ,,8). Similarly, yjﬂ fl”) and eﬁ S‘) denote
the corresponding n-photon yield and n-photon error
probability, yjﬂ ,(,“) =pW (clicklRu_l,oj'ff »B) and e’6 W _

p® (error|R,_1, ff » B). Note that “error” refers here to the
joint event where a click is recorded and it triggers a bit
error.

A. Decoy constraints
From the photon-number decomposition of crj'3 , it fol-
lows  that Q}g(u) =20 opfyy/ﬂ;(zu) and E,ﬁ “ = Ziiopf[/
eﬁi,”) forallu=1,2...N,j eI'? and B € {key, test}. If
we now define the averaged quantities Qﬁ =, Qf-j w /N,
S EPN, = SN and o, = X,

’3 “ /N, and truncate the index 7 to a threshold photon
number neut, We derive the sets of constraints

Ncut

> any)’, n’

(14)
Reut Hcut
Qjﬂ anyyjn‘f'l_zpfua
n=0
and
p Ncut
B 2 D Py
15)

Hcut Ncut

B
Ej = anll /n

t1- prl/’
n=0

to be addressed numerically later on.

B. Trace-distance constraints

Next, we reproduce the TD constraints provided in
Ref. [36], to be combined with the above decoy con-
straints. For each basis 8 and photon number n, these
extra constraints restrict the differences |y;, — v ,| and
|e}3 n ef’n| for every pair of distinct settings (7, k).

1. Yields

Regarding the yields, Bob’s possible measurement
outcomes are “click” and ‘“no click,” such that his
measurement can be described by a positive-operator-
valued measure (POVM) with elements {Mgik, 150 clicky,
where M2 <k = 15 — Mk (note that this POVM is
basis independent due to the basis-independent detection-
efficiency assumption). Therefore, from the adversary

model described in Sec. I, we have that

=T [ DR of @], 6)

for DIk — {0 frelick {71 where £ and U, respec-
tlvely, denote the state of Eve’s quantum probe and Eve’s
unitary operation in round u.

Now, by virtue of the TD argument presented in
Appendix A, it follows that

P yf0| < D( ]n,g,fn), (17)

for all possible inputs 8, j, k, n and u, where D(p, 1) =
%Tr[ (p — 1)?] denotes the TD between p and t. In par-
ticular, we remark that akey =1/2 (ery =

all j e Tk and o5 =1/2 (/5" = Ivac) (vac]) for all

j € I'™ [see Egs. (9) and (1 3)] As a consequence, the
single-photon yield and the vacuum yield are independent
of both the intensity setting and the basis.

|[vac) (vac|) for

2. Test-basis error probabilities

In order to describe the test-basis error probabilities,
finer-grained measurement operators are required, in a
one-to-one correspondence with Bob’s possible outcomes:
“H,” “V,” and “no click”. As usual, double clicks are
randomly assigned to either “H” or “V” and this assign-
ment is straightforwardly incorporated in the POVM. In
short, error-wise, Bob’s measurement is described by a
POVM with elements {ML, My, Mok}, where ML +
My = Mg Moreover, since o/%' = (ol + 0 )/2 it
follows that

1
test(u) H
€ =3 [p @) <V|Ru_1,oj,n,test)

+p® (H|Ru_1,a,Yn,test)]

1 Ve (W)
T Dy ]
=3 { T ®§
+Tr [DH(“) ' ® g“”]} , (18)
for DY@ = f]g%Tﬂg U% with y € {H, V}. Next, by com-

bining the TD argument with the triangle inequality, one
can readily show that

1
< 12 (fott) + 0 (o))

test(u) _test(u)

e

j.n k.n
(19)
Moreover, because of the azimuthal symmetry of the out-
put state of the source, D(O’jIjIn,O'En) = D(Uan,akVn) and
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thus

test(u) _ test(w)
j.n ek,n

<D ( 0; n,cr,i) : (20)

In particular, etef)t(”) e for all j and k but etest(u) ”

e because crj + crkl 1f j #k.

Slnce the TD bounds in Egs. (17) and (20) are round
independent, the exact same bounds hold after aver-
aging over all protocol rounds (this is an immediate
consequence of the triangle inequality too). That is to

say, |y//3n ykn| < D( ]n,cffn) for B € {key,test}, and
|e}e’ff teSt| < D( o; n,ak’n) for all possible j, k and n. In

J

test
oS et

order to explicitly calculate these TD values, we use the
matrix representation described in Appendix B.

C. Noise-suppressing constraints

As shown in Sec. IV, the BER of the ideal states |H) and
|[V) is the relevant quantity to estimate the PHER of the
key-generating states aRl and aLl and one can target this
quantity directly in the LpP by harnessmg Eq. (13). This is
what we do next.

By plugging Eq. (13) into Eq. (18) and using (i) Dy

Dgl(;”) = Dg}f k) and (i) 1/2 = atebt one obtains

H(u)

Te[ Dy 1) (I @ £ | + Te [DE 1V) (VI @ £ ]

J.1 2

Tr [Dgg'> ® s“‘)} + Tr [Dgg”
}\‘test) 2 2

+ (1 =4 7

— jtestP @ (VIR,—1, [H) (HI, test) +p“ (HIR,—1,|V) (VI test)
=4

2

By definition, the first term is the contribution of the ideal
states |H) and |V) to the conditional bit-error probabil-
ity in round u, say, '™, and the second term is the
white-noise contribution from the fully mixed state. Noting
that p® <click|Ru,1,ajtflst,test> = ytelst(“) Eq. (21) reads
e]t.e?t(“) = A}eStelldeal(l’) +(1 - A}e“) ;eft(“) /2, which leads to

test
y/

test test ideal test
ey = A7 + (1= A7)~

e (22)

for the averaged quantities ¢/’ = 3" e jteft(”) /N, eldeal =

Y e ideal(u) /N and ytest 3. yjtelSt(”) /N. We remark that

u €1
the white-noise component yteSt /2 is setting independent
(just like the ideal component €i®d) due to the setting
independence of y;".

D. Linear programs

Here, we select an arbitrary reference setting o € Tk,
such that y Y becomes the target of the yield-related linear
program (LP) Of course, by virtue of the setting inde-
pendence and the basis independence of the single-photon
yield, one could select a different setting from I'*®Y or even
from "' for this purpose.

Combining the three types of constraints we have pre-
sented, one reaches final LPs for the estimation of the

® s(“)]
 p (clickIR,-1, 1% test)
(1= A . 1)
single-photon parameters ygely and eildeal given {Q }; erkey

and {E;*'};cres. Note, however, that the latter cannot
be determined with certainty in the protocol but only
estimated from the observed numbers of key-basis mea-

key .
sure counts, {Mj }ertey, and test-basis error counts,

{mtEb }jertest, using concentration inequalities for sums of
dependent random variables (RVs). In particular, we use
Kato’s inequality [44] for this purpose, which allows one

to establish that

N (g 0% 2 (K 041K, 0/,
(23)
Ngtest <1>Q]t_est E;es (KN (m teSt) KN (m te“)) ,

for known functions Ky (x) and Ky (x) given in
Appendix D, where the superscripts 2¢ over the “€” sym-
bols indicate that the corresponding intervals hold except
with probability 2¢ at most [49]. To be precise, in both
intervals of Eq. (23), each one-sided bound holds except
with probability € at most, which translates into an overall
error probability of 2¢ by virtue of the union bound [50].
As an example, for the explicit derivation of one of the
bounds in Eq. (23), see Appendix E.
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In conclusion, we can take {le-(ey}jerkey and {E']t-eSt}jEr‘test
to be additional variables of the LPs, as long as we fur-
ther incorporate the constraints set by Eq. (23) [51]. Putting
all this together, if one denotes |I'*Y| = dy., and || =
dest, 1t follows that

2ed| 2€ (dyey+diest) .
ke key key Tdtest
ya 1}’ - y{‘ and eldeal = elldealU (24)

(the superscripts upper bounding the error probabilities
again), where y{ is the solution to

key

min y,; such that

Ncut
z : key key
an y] n —

Ncut Acut

key key key key ki
anl/ Yin 1_anl/’] eI,

key key
‘yj n yk n

ki
-ey,j e ery

key key . ke
<D( n,akn) Jo ke, n=2... ne,

yjn _yllc(jly’]’ke ery, I’l:O,l,

0<yjy<1 ]eery,n—O Aeuts

L key U key
KNe(M' ) < jlfey< KNG(M' ) L Eery,
N ey (1) ok Niey (1) ol
(25)
and €i®Y is the solution to

max e such that

Hcut

test test test - test
anl/ € <E. J e,

Neut Ncut

Etest < Zprt:T/St jte;t +1— Zprtlevst’ je Ftest’

test test
ej no ek,n

H _H\ ; test
§D(Jj’n,ak’n),],ker‘es,n:l...ncut,

test test test
e =erg, . kel™,

= Ftest

test ideal test test
)\j e <e T —(1 k )

= 1
ideal
056‘1‘11ea <1, Ofejt-ff,tgl Jelr™ n=0...nu,

N . (mtest)

~ Nqtest <1)Q}e“ ’

L test
KN,G(ijS) < pest je [test
N (g~ |
(26)

Note that the error probability of the first LP is bounded by
2edyey because it relies on 2ed).y usages of Kato’s inequal-

ity for the measure counts {Mkey}jerkey, each of them

having a fixed error probability €. On the contrary, the sec-
ond LP has an error probability of 2¢ (diey + diest) because,
besides relying on 2edi.s usages of Kato’s inequality for
the error counts {m tes }jertest, it further uses the fact that,
forallj € I, y;elst =i e

Alternatively, running the first LP under a maximization
condition instead provides an upper bound y{’ on y;l(ely , such

2edye
thaltykey <" yV.

VII. SECRET-KEY PARAMETERS

In order to evaluate the secret-key-length formula, given
by Eq. (C2), one must estimate the secret-key parameters

My and egp " This is what we do next, using the decoy-
state bounds yF, y{ and eldealY.

For simplicity, a common error probability € will be
assumed for every usage of a concentration inequality in
what follows, matching the error probability presumed for

the Kato bounds in the previous section.

A. Bounds on the single-photon measure counts

Let us introduce the notation Qf = Ujerﬁ Q]ﬁ for B €
{key, test}. From the reverse Kato bounds of Appendix D
and an argument formally identical to that of Appendix E
(but applied to a different sequence of Bernoulli RVs), one
can show that

2e — _ ke
Mkey,l € (K]]\;,G (quey (e 1>ley yo{ ]y>
% — k
RY e (Naey €7 ey 9o )) 27)

for known functions Ky (x) and Ky (x) given in
Appendix D. As in Eq. (23), each bound in the interval
above holds except with probability € at most. Also, we
remark that Eq. (27) explicitly uses the fact that ykely = y:ely

ZEdke

2€dkey
>~y andy, v

key
< yl

forallj € T, Now, using yX

in Eq. (27), it follows that

€Qayey+1) _ L

Mkey 1 > (quey (e ])ley N ) = Mli‘ey,la

6(deey"!'l) — _
Mkey,l < K][\]J,e (NCIkey (e II)ley yP) = Mk[éy,l .
(28)

In a similar fashion, one can derive a lower bound on
the number of measure counts in X' triggered by the
perfectly prepared test states [H) and |V), say, M9

test,1°
This is so because (|H) (H| +[V)(V[)/2 =0, =1/2
and hence y[* provides a lower bound on the correspond-
ing average yield too (v lower bounds the round-averaged
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yield of any convex combination of single-photon states
that adds up to 1/2). In particular, we have

L €Qdiey )

RY (Nauos (e T)ggea M) =2 MEHE, (29)

where we have introduced A'*' = (e~/]sinf cos ¢)qn /
(e gn for Q" = (J; cpees .

B. Upper bound on the phase-error rate

Once again, from a reverse Kato bound of Appendix D
and an argument formally identical to that of Appendix E,
one can establish that the number migst"‘ll of single-photon
error counts in X' triggered by perfectly prepared states
satisfies

€[2(dkeyt+drest)+1]

ideal <

test,1

_ _ (30)
K][\/'j,e (NCItest (e_II)Qtest )\'teStelldealU) =: m;(eisetzflan
where the error term €[2(dyey + diest) + 1] arises from the
usual composition of errors.
Let us now derive an upper bound on the single-

photon PHER e(lph) = mgyl)l /Myey.1, where ml((zl;)l is the RV
describing the number of single-photon phase errors in
Xkey As found in Sec. IV, these errors would arise from
uniformly preparing |H) and |V) and measuring them in

the test basis, which means that the ratio m{gsef‘ll Mtie“‘setal1 is
(ph)
1

an unbiased estimator of e; = by virtue of the standard
random sampling argument invoked in the ideal BB84 pro-
tocol. To be precise, it follows from Serfling’s inequality
[52] that

o € ideal Miey.l ideal
mkey,l < Myest 1 Mideal +7 (Mkey,lvMest,ln 6) 5 (31)
test, 1

for T(y.2) =/ +x@ + DIn (=) /22 Now,
making monotonicity considerations separately for each
term in the right-hand side of Eq. (31), it follows that

(h) € [2(dkey+dtest)+4]
mkey,l < ’

MY
idealU " key,l U ideal L _. (U
test,1 MidealL + T (Mkey,lﬂjutest,l > 6) - mkey,l >

test, 1

where the usual composition of errors is applied as well.
Consequently, the desired bound on the PHER is

(phU
(ph) €[2Ukeytdies)+5] Myey |
el <
1

(ph) U
=", (33)
M]}ey,1

ML  being given in Eq. (28). To sum up, the error
bound in Eq. (33), which matches the overall PE error,

€pE = €[2(diey + dies) + 5], includes 2(diey + diest) direct
Kato bounds for the gains {le-(ey  erkey and the error gains

test L U
{Ej }jertest, four reverse Kato bounds for Mkey,l’ Mkey,l’

ideal L ideal U (phU
M 1 .

test,1 > and mtest,l >

and one Serfling bound for e

VIII. PERFORMANCE

In this section, we illustrate the rate-distance perfor-
mance of the proposed passive protocol. The secret-key
rate is defined as K = max{/,0}/N, where we recall that
the key length / is calculated according to Eq. (C2).

In the absence of experimental data, we consider a stan-
dard channel and detector model given in Appendix F,
specified by the overall detection efficiency of the sys-
tem, 1, and the dark count probability of Bob’s detectors,
pa. The n parameter factors as n = ngop7ch, Where ngop
denotes the detection efficiency of Bob’s detectors and 7y
stands for the channel transmittance, modeled as n¢, =
10~*/10 in terms of the attenuation coefficient of the
channel, ayy, and the transmission length, L. For compar-
ison purposes, we use the same values as in Ref. [36]:
Naet = 65%, @ = 0.2 dB/km, and pq = 107°.

The threshold photon number of the LPs is set to
ney = 4, resulting in a negligible loss in performance
according to our simulations. For illustration purposes,
the numbers of decoy settings are set t0 diey = drest =
4, in such a way that we can denote I'* = {«, 8, y, 8}
and ' = {a/, B/, ', 8'}. We observe that using four set-
tings instead of three provides a better robustness to loss
and we remark that, contrary to what happens with an
active setup, increasing the number of decoys does not
require to modify the hardware in the passive scenario.
To be precise, for the key basis, we select consecutive
intervals of the form 7s/4vt = [0,w), I, /4vt = [w,2w),
Ig/4vt = [2w,3w) and I,/4vt = [3w,1), w denoting a
fixed width parameter. For the test basis, we use over-
lapping intervals instead, i.e., Iy /4vt = [0,w), I,/ /4vt =
[0,2w), Ig /4vt = [0,3w) and [, /4vt = [0, 1), maintain-
ing the width parameter w for simplicity. Evidence based
on multiple numerical trials indicates that the use of over-
lapping intervals in the test basis seems beneficial but
apparently it is not so for the key basis. On top of this,
we perform a mild brute force optimization in the width
parameter, w, the test-basis measurement probability, Giest,
the output intensity value vt, and the angular widths of the
postselection regions, A6’, A@, and A¢. In this regard,
we recall that a minor advantage may be achieved by
using different—or even unconstrained—decoy widths in
each basis or further increasing the number of decoys.
Notwithstanding, a preliminary analysis seems to indi-
cate that there is not much room for improvement in this
respect.

As for the finite-key parameters (introduced in
Appendix C), we set the fixed error tolerance of the PE

014018-9



VICTOR ZAPATERO and MARCOS CURTY

PHYS. REV. APPLIED 21, 014018 (2024)

bounds to € = 102" and take epp = 8 = ¢, leading to
an overall PE error of epg = 21€ and a secrecy parame-
ter of €sec = +/€pE + €pa + 8 ~ 4.58 x 1071, The correct-
ness error probability is set to €. = € = 10720 as well.
Lastly, all the necessary guesses for Kato’s inequality
are selected under the assumption of a perfect charac-
terization of the experimental setup. Note, however, that
this assumption can be easily removed in practice with
a minuscule penalty on the key rate, by carefully mod-
eling the channel or by using the outcomes of previous
experiments.

Finally, in order to account for the EC leakage (which
would be quantified precisely in a real experiment), we
use a standard model described in Appendix F. The model
relies on an EC efficiency parameter, fzc, which we set to
a typical value of fgc = 1.16 in the simulations.

The rate-distance plots are shown in Fig. 3, contem-
plating different numbers of transmission rounds, N = 10°
with s € {9,10,11,12} (dashed light-blue lines) and the
asymptotic limit N — oo (solid dark-blue line) as well.
Since N — oo favors arbitrarily small test-basis regions
with the considered protocol, in that case we conserva-
tively assume finite minimum sizes A6 = A¢ = 0.1 and
w =15 x 1073 and optimize the key-basis regions via vt
and A6’ (also, the consideration of overlapping intervals
becomes essentially irrelevant in this regime). By doing
this, we observe that the asymptotic key rate K, is fairly
close to the perfect PE limit (dashed-dotted pink line), in
which the estimates of the LPs are replaced by the actual
values yielded by the channel model and the key-basis
regions are optimized as well. Importantly, the closeness
to the perfect PE limit is not a consequence of the noise-
suppressing constraints, which only have an (indeed mod-
est) impact in the finite-size secret-key rates—e.g., about a
4% increase for N = 10'2 and a 16% for N = 10° in our
simulations. Intuitively speaking, the bound on the PHER
estimated without any noise suppression at all is already
“low enough,” in the sense that further decreasing it (even
by orders of magnitude) does not have a great impact on
the secret-key rate. Because of this, it is the size of the
key regions—which govern the sifting and the BER of the
protocol—that essentially determines the secret-key rate.

10° ——
N — oo (active)
Perfect PE limit
—_— N>
- = =N=10%, s € {9,10,11,12}
< 02 ]
9]
4
=i
&
E
& 10
)
s
@
-
>y 1
5] 6 1
O1070F 1
1
1
1
1
1078 I L I I _
0 50 10 150 200
L (km)
FIG. 3. Rate-distance performance of the fully passive decoy-

state BB84 protocol. The finite-key settings, the experimental
parameters, and the optimization method are described in the
text. Dashed light-blue lines, finite-key regime (N = number of
transmission rounds); solid dark-blue line, asymptotic regime;
solid pink line, perfect PE limit; solid yellow line, asymptotic
performance of an active protocol with three common intensity
settings per basis.

For the sake of comparison, we have also plotted K.,
for a standard active decoy-state BB84 protocol with
three common intensity settings per basis (solid yellow
line), assuming the same channel model and experimental
inputs. The key rate is optimized in the signal and decoy
intensities, while the vacuum intensity is set to 10~ for
illustration purposes. The figure shows that with the con-
sidered protocol design and PE method, the key rate of the
active approach only exceeds that of the passive approach
by less than one order of magnitude. This feature is fur-
ther illustrated in Tables II and III, where we compare
the finite-key performance of the two approaches for dif-
ferent numbers of signals and transmission distances. For
this purpose, in the active protocol we also set epy = 6 =
€.or = € for a fixed error tolerance € of the PE bounds.
Nonetheless, since the overall security parameter €g. +

TABLE II. The active approach for the decoy-state BB84 protocol, as part of a finite-key comparison with the passive approach,
shown in Table III.

L (km) 10° 1010 10! 1012 00

0 1.5 x 107! 1.8 x 107! 2.0 x 107! 2.1 x 107! 23 x 107!
40 1.8 x 1072 24 x 1072 2.8 x 1072 3.1 x 1072 3.6 x 1072
80 1.9 x 1073 3.0 x 1073 3.9 x 1073 44 x 1073 5.8 x 1073
120 14 x 1074 32 x107* 4.8 x 1074 6.1 x 1074 8.8 x 107*
160 0 1.7 x 1073 4.2 x 1073 6.4 x 1073 1.3 x 1074
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TABLE IIl. The passive approach for the decoy-state BB84 protocol.
L (km) 10° 1010 10! 1012 00
0 2.1 x 1072 2.5 x 1072 2.8 x 1072 3.0 x 1072 3.1x 1072
40 1.8 x 1073 2.8 x 1073 3.6 x 1073 3.9 x 1073 43 x 1073
80 83 x 107> 3.0 x 1074 44 x 1074 55x107* 6.3 x 1074
120 0 1.7 x 1073 4.6 x 107 7.2 x 1073 9.9 x 1073
160 0 0 1.6 x 1076 5.4 x 107° 1.4 x 1073

€cor X (/€pg and epg = 11e (rather than 21¢) in the active
protocol, we take € =2 x 1072 (rather than 10~2°) for
the overall security to approximately match in both sce-
narios.

As already pointed out in Refs. [35,36], the drop in the
key rate is mainly due to the extra sifting and the higher
BER inherent in the passive approach.

IX. CONCLUSIONS AND OUTLOOK

Passive QKD replaces all active modulation in the QKD
hardware by a fixed quantum mechanism and postselec-
tion, in so doing, benefitting from a considerable simplic-
ity, immunity to modulator side channels, and conceivably
higher clock rates. In this work, we have derived finite-
key security bounds for a fully passive decoy-state BB84
protocol. For this purpose, we have sharpened the security
analysis of Ref. [36] and generalized it to the finite-key
regime, considering the postselection strategy originally
proposed in Ref. [35]. As a result, the secret-key rate per
pulse achievable with our passive scheme is closer than
previously reported to the corresponding key rate with an
active setup. On top of this, the bounds derived here have
been applied to a pioneering fully passive QKD demon-
stration [37], showing that passive QKD solutions are
ready for deployment.

On another note, different avenues could be explored
to improve this work. As an example, for moderate num-
bers of transmission rounds, a slight advantage might
be achieved replacing the TD constraints with tighter
nonlinear constraints provided by the Cauchy-Schwarz
inequality and running semidefinite programs—rather than
linear programs—for the parameter estimation (see, e.g.,
Ref. [14,53]). Interestingly as well, one could attempt
to meet existing experimental limitations by relaxing the
assumptions on the passive source, say, regarding the per-
fect visibility interference or the noiseless measurements
in Alice’s module.

On the experimental side, efforts should be made to
thoroughly understand the potential implementation weak-
nesses of a fully passive QKD source, together with
possible mitigation strategies and countermeasures. In par-
ticular, the immunity to modulator side channels comes at

the price of integrating a measurement unit in the QKD
source for postselection purposes. Naturally, Alice must
ensure that the photodetectors in this unit do not emit
signals to the channel containing information about the
prepared states. In fact, Alice’s measurement unit might
be subject to active tampering as well. For instance, Eve
could try to sabotage the postselection by injecting exter-
nal light in the passive source to alter the reading of the
detectors. In a similar fashion, a laser-seeding attack
[54-56] could modify the phase or the intensity of the
laser pulses generated in the passive source, potentially
compromising the estimation of the secret-key length.
As discussed in Ref. [36], the fact that strong coherent
light and classical photodiodes are used in the passive
source seems to indicate that incorporating less opti-
cal isolation at the output port than in the active case
may suffice to counter these problems, by rendering the
power of the intrusive light negligible with respect to
Alice’s signal pulses. Nevertheless, fully passive QKD is
an untested emergent solution and the elaboration of a
dedicated and complete risk profile is the secure path to
follow.
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APPENDIX A: TRACE-DISTANCE ARGUMENT

Let p and 7 be two density matrices of a quantum system
of dimension d. The TD argument states that

D(p,7) = méax {Tr [@(p — r)]} , (A1)

where the maximization is taken over all positive opera-
tors O <1 [57]. Notably, from the definition of the TD,
it follows that D(p,7) = Z;l:1|ki|, where the A; are the
eigenvalues of p — 7.

APPENDIX B: MATRIX REPRESENTATION OF
THE FOCK STATES

Here, we provide a matrix representation of the Fock
states prepared by the passive source, reproducing the
approach in Ref. [36] (see that work for more details).
Precisely, let

tn—k Tk
a a
|n - ka k> = R =

By = N

vac), k=0...n¢,

(BD)

where ag (a;[) is the creation operator of the right-
handed (left-handed) circular-polarization mode. B, is an
orthonormal basis of the Hilbert space of n indistinguish-
able photons distributed across two modes. Given B, one
can make use of the canonical isomorphism

n,0) — [10...0], |n—1,1) = [01...0] ..

- (B2)
1,n—1) = [0...10], [0,n) = [0...01]

to obtain the density matrices of the Fock states Ujk;y =

(e™*u"/n! |n) (n|e,¢)sz]‘.‘ey/(e_“ﬂ"/n!)ﬂfey and o, =

(e " /n! |n) (n|95¢)QF/(e’”M”/n!)Q/H (i.e., the
required for the LPs in the main text) by recalling that

1 0 . 0\ +]1"
|n)gp =—=|cos| = al + ¢ sin <— al | |vac).
' vn! 2 2
(B3)

ones

the (r,s)th entry of Ujk;y is
putedas (n —r+1,r — llajk’fly In—s+1,s —1)forr,s =
1...n+ 1, which in fact vanishes for the off-diagonal

terms ( # ).

For instance, com-

APPENDIX C: SECURITY CLAIMS

Definition 1 (correctness)—A pair of keys (Sa, Sg) is
€cor-correct if Pr[Sa #£ Sg] < €cor-

Proposition 1 (correctness claim)—The output keys of
the protocol are € o-correct.

Proof—Let L (T) denote the abortion (nonabor-
tion) event. Assuming that the protocol outputs two
identical default symbols in case of abortion, i.e.,
Pr[Sa # Sg A L] =0, and hence correctness follows if
Pr[Sa # Sg A T] < €cor- Let hgy (hpp) denote the two-
universal hash function deployed for EV (PA) and let Ka
(Kg) denote Alice’s sifted key (Bob’s error-corrected key),
such that Sy = hpa (Ka) (Sg = /pa (Kg)). We have

Pr[Sa #Sg A T]
< Pr[hpa(Ka) # hpa(Kp) A hev(Ka) = ey (Kp)]
< Pr[Ka # Kg A hgy(Ka) = hev(Kp)]
= Pr[Ka # K]
X Pr[heyv(Ka) = hev(Kp) | Ka # Kg]
< Prlhev(Ka) = hev(Kp) | Ka # Kg] < €cor. (C1)

The first inequality follows because {T} = {hgv(Ka) =
hev(Kg)}, the second inequality follows because {/pa (Ka)
# hpa(Kg)} = {Ka # Kg}, the third inequality fol-
lows because Pr[Ka # Kg] < 1, and the fourth inequal-
ity follows by the definition of two-universal hashing
[47]. |

Definition 2 (secrecy)—Let psg = ZSA Pr[Sa = sa]lsa)
(sala ® pg* be a bipartite classical-quantum (cq) state
describing a classical register A—modeling a RV Sp—and
a quantum system E. Sp IS €gc-secret from E if
mingy D (psg, ws ® 0r) < €gc, Where ws denotes the fully
mixed state on A.

Proposition 2 ((secrecy claim)).—Alice’s output key in
the protocol is (\/@ + epa + 5)—secret from E for

1
_ L _ emUY | _ -
I= LMkey,l |:1 h (el )] )\‘EC log <2€corE§A5>J P

(€2)

where § > 0 is arbitrary.

Proof—The secrecy claim is established here on the
basis of the quantum leftover hash lemma [48]. Below, we
recast the statement of the lemma provided in Ref. [58].

Theorem 1 ((quantum leftover hash lemma))—Let
oke = Y, PH{Ka = kallka) (kals ® 0" be a bipartite
cq state and let C be a publicly revealed classical RV.
Applying random two-universal hashing on the register A,
an (e + epa)-secret-from-E key of length

1
[= LHEin(KA|CE)a —log <F>J (C3)

PA

can be extracted, where H:; (KA|CE), denotes the e-
smooth conditional min-entropy of K, given access to £
and C, evaluated in okg.

For our purposes, ogg is a fully general description of

Alice’s and Eve’s cq state prior to PA, from which the
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final state psg is obtained in the protocol via random two-
universal hashing on the register A. According to Theorem
1, the goal is to derive a lower bound on HS. (Ka|CE),,
which is the purpose of the rest of the proof.

The RV C matches the information revealed by EC and
EV in the protocol. Since EC discloses Agc syndrome bits
at most and EV discloses [log(1/ecor)] < log (2/€cor) EV-
tag bits at most, it follows that

mln

m1n

2
min (KalCE)e > Hp (KA |E) s — Apc — log <€ ) ;
(C4)

by applying a chain rule for smooth min-entropies [58].
Next, we decompose the RV K, as Ky = K}%Kjfs‘, where
K describes those sifted key bits corresponding to single-
photon-detection events and K'$™ describes the rest of the
bits. From this decomposition and a generalized chain rule

given in Ref. [59], it follows that
1

for all § € (0,¢), and plugging Eq. (C5) into Eq. (C4)
yields

Cn(KalE), > HSP (KL E), —

l’nll’l — min

2
Hyin(Ka|CE)g > Hii (KA |E)y — Aec — log <6 5) :
(C6)

Thus, all that remains is to lower bound the term
H;lm‘s (K} |E),. For this purpose, we make use of the
entropic uncertainty relation [60], which we present below
in the restricted case of projective measurements (that
suffice for our analysis).

Theorem 2 ((entropic uncertainty relation))—Let Tagg
be a tripartite quantum state and let key = {|k) (k|5} and
test = {|f) (t|o} be two projective measurements on A, K
and T denoting the RV associated with their measurement
outcomes. Then, for all ¢ > 0,
min (KIE) ¢ + H

max(T|B)T 2 q; (C7)

Il’lll’l

where A, (K|E), denotes the e-smooth conditional min-
entropy of K given E evaluated in the bipartite cq state
ke = ) PHK = k] |k) (k|5 ® 7§, Hi,\(TIB):  denotes
the e-smooth conditional max-entropy of T given B evalu-
ated in the bipartite cq state Ty = ) _, Pr[T = 1] |£) (t[, ®
th,and ¢ = log% for ¢ = maxy, | (k[£)|>.

Let ‘EABE be the classical-quantum-quantum state
describing:

(1) The subregister A! of A that models the RV K}
(T)) via a projective measurement key (test) in the key
basis (test basis).

(2) Bob’s quantum side information on A!, say B'.
(3) Eve’s quantum side information on A!, say E!.

Crucially, this choice of T/iBE is such that ogg provides an
extension of T3y = u Pr[K}, = ky ] |kA) (k| ® té}*, as
the former is related to the latter by suitable partial tracing.
This will be relevant to link the entropies of both states.
Also, we have that key = {|k}) (k[u} and test =
{|t}\)<t}3‘|} for k}x € {R,L}Mkev1 and tix e {H, V}Miey.1 |
where M,y denotes the number of bits in the regis-
ter A' (i.e., the size of K}). It then follows that ¢ =
maxy|(kx }t}%)lz = 2"Miev1 and by virtue of Theorem 2 we
have that
(KA|E ) 1= Mkeyl

nax(TAIBD 1. (C8)

m1n max

Equation (C8) sets a fundamental trade-off between Eve’s
and Bob’s predictive powers on the outcomes of mutu-
ally unbiased measurements key and test performed on A'.
Importantly, this trade-off is established a priori of any
protocol execution.

Similarly, the PE procedure explained in Sec. VII also
provides an a priori statistical constraint on the RVs M.y |

and ml(f;l;)l on T,p; namely, that the event

_ L U (ph) (ph U
w = {Mkey,l ¢ (Mkey,iaMkey,i) U ey | Z Myey }

(C9)
(ph) U
(where the bounding RVs M, key 1> MY key,1 and my " are
defined in Sec. VII) satisfies Pr[a)] < epE. Th1s result
allows one to lower bound H¢, (K)|E"),1 for a suitably
chosen ¢ using the following lemma [61].

Lemma 1.—Let p be a quantum state and let w be an
arbitrary event. If p is such that Prw] < €, there exists
another state 5, /e-close to p in purified distance, i.e.,
verifying P(p, p) < /€, for which Pr{w] = 0.

By virtue of Lemma 1 (for a definition of the purified
distance, see Ref. [61]), there exists a quantum state 7.5
with P(‘L’ABE, ‘EABE) < J/epg for which Pr[w] = 0. In what
follows, we use this state as an artifact to lower bound
HYTE(KL|EY), .

mlérirst particularizing Eq. (C8) for 7.y in the limit case
& = 0, we have that
Hynin (K} |E)z1 > Miey1 — Hynax (T3 [B):1. (C10)
Next, we will derive an upper bound on the nonsmooth
max-entropy Hma (T |B);1. For this purpose, let us con-
sider the set of quantum signals that contribute to K}.
In particular, let Ty be the RV defined by the outcome
of measuring this set of signals in the test basis. Clearly,
maX(TA|B )zt < Hinax(TL|TL) ;1 because T} is accessi-
ble given B'. Moreover, Hpy (T |Tg);1 is quantified by

014018-13



VICTOR ZAPATERO and MARCOS CURTY

PHYS. REV. APPLIED 21, 014018 (2024)

the logarithm of the number of outcomes for T} with a
nonzero probability to occur. Precisely [61],

Hmax(T,lA,lT]lg)f =<

max

log
thprTh=rh ]>0

>

{t}x : Pr[TL =Ty = t]13] > O}
(C11)

ph U (ph)

and given an upper bound eg on the ratio of errors e,
between T} and Th—namely, the so-called phase-error
rate—this can be upper bounded via [62]

Hmax(T,lalT]lg)f = Mkey,l h (eﬁph) U) 5 (C12)

where /(x) is the binary entropy function. Plugging this
into Eq. (C10) we obtain

Huin (KA EDz1 = My [1 =1 (V)] (C13)

Crucially, for )., Mieys and ™Y can be related

to observables of the protocol because of the fact that

Pr[w] = 0. On the one hand, the latter implies that My 1 €
L 6] (ph)
(Mkey,PMkey,l key,1 =

h) U
ml((zy)l , such that one can choose

). On the other, it implies that m

m(ph)U 1
™Y = min | 2, (C14)
Mkey,l 2
for 715 As a consequence, it follows that
h
Hyin(KAED:1 = ML, [1 —h (e?’ >U)] . (C15)

Now, since Hg;, (X|Y), =maxp(, 5y < ¢ Hmin(X|Y)5,

it follows from Eq. (C15) that HY*(KL|E"), >
My, [1- h(e(lph)U)] by noting that P(tyg, Tpp) < P(Taggs
Tagp) < Jepp (in the penultimate inequality, we are

using the fact that the purified distance is nonin-
creasing under trace nonincreasing completely positive
maps [63]).

In fact, the exact same bound holds for Hr;/i;TE (K}AlE)g
directly—and not just for H%{;TE (KA|EY) 1—by virtue of
the following lemma [64].

Lemma 2—For any two states T and 7 and any extension
o of T, there exists an extension & with P(o,0) = P(t, 7).

In particular, since oxg is an extension of Tl
and P(réE, fﬁE) < J/€pe, there exists an extension
oxe of Ty such that P(okg,0kg) < \/épr, meaning

that Hﬁ(KyE)U > Hoin(KL\|E);. What is more, let
Pguess(X]Y),, denote the probability of guessing X given
access to Y in an underlying quantum state p. As any
other extension of fléE, ogg verifies pguess(K/UE)& =
Peuess(KAIE) ;1 by the ad hoc definition of E'—according
to which E! is the share of E correlated to A'
within the underlying state. Therefore, Hmin(K}%|E)(~, =
Hpin(KA\|EY):1 by definition of the nonsmooth min-
entropy [61].

In summary, the extension oxg provided by Lemma 2
allows one to establish that

HYTE (KA E)g > Huin (KA |E)s = Huin (KA|ED) 11

min
> ML, [1 ) (eﬁph)U)] ,

where the last inequality follows from Eq. (C15). Accord-
ing to Eq. (C6), this bound on Hﬁ (K. |E), implies the
bound

(C16)

HTE P (RAICE), = My, [1 1 ()]

min

2
- )"EC - IOg e s 5
cor

for all § > 0. Lastly, since psg is obtained in the pro-
tocol by applying random two-universal hashing on
the register A of ogg, the secrecy claim follows from
Theorem 1. [

(C17)

APPENDIX D: KATO’S INEQUALITY

Let &,&, ...&y be a sequence of Bernoulli RVs and let 7y C F; C ...

C Fy be an increasing chain of o-algebras

verifying E (§,|F,) = &, for v < u. Kato’s inequality [44] states that

u=1

2Ay

N
Pr |:ZPr(%_u = 1|fu71)_AN = |:b+a<

—2(b* — a?)

( >
3 kY N

I 1)]\@} < exp
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forany N € N, a € R and b € R* such that b > |a|, where we have defined A; = Zizl &,. Moreover, replacing & by
1 — & and a by —a in Eq. (D1), it trivially follows that

N Y7 V)
Pr |:AN_HX_1:PT(§14: 1F.i 1) = [b+a(2%—l)] «/ﬁ} < exp ﬁ . (D2)
3N

1. Direct Kato bounds

Equation (D2) provides a family of lower bounds on Zf:[:l Pr (¢, = 1|F,—1) given Ay and we want to reach the tightest
possible bound compatible with a certain error probability €. Hence, among all pairs (a, b) that fulfill the € error-probability
condition, we must pick the one that minimizes the deviation term. However, since the latter depends on the realization
Ay, this task requires us to come up with a preliminary guess, say, Ay, of Ay, with respect to which the minimization
can be carried out. In short, the problem to address is

. 2AN
argnllbn [b—i-a <T — 1>i| \/N

o (D3)
—2(p? —
such that exp (—a)Z =€, b>|al
{ 4_a)
3/N
Its solution is [65]
3 {9f2N (N - 2Z\N) \/— Ine [9[\N (N - [\N) _2N lne] F16N321In% e — T2AN /N (N - [\N) lne}
a = ~ ~ ,
49N —81ne) [9AN (N — AN) —2N lne] o
\/18Na2 — (16a2 —24Na+ 9N) Ine
b= ,
32N
leading to the bound
N
€
D Prg = 11Fn) > Ky (Ay), (D5)

u=1

for Ky . (Ay) = Ay —[b+a(Ax/N — 1)] V'N. Of course, the closer Ay happens to be from Ay, the tighter the bound
becomes, but it holds true in any case.

Analogously, one can tune @ and b in Eq. (D1) to reach the tightest possible upper bound on Zi:/:l Pr(&, = 1|1F.—1)
compatible with a fixed error probability €, should the guess Ay become true. The corresponding problem is

. 2Ax
argng’lbn |:b+a (T — 1>i| VN

(D6)
—2(b* — d®)

(1+55%)

such that exp =€, b>|al.
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Its solution is [65]

3 {9ﬁN (N _ 2Z\N> \/— Ine [9[\N (N _ Z\N) —2NIn e] —16N321n? € + T2ANVN <N _ Z\N) lne}

a —=

>

4 (9N — 81ne) [9[\N (N — Z\N> —ON lne]

(D7)
\/18Na2 . (16a2 +24+/Na + 9N> Ine
b= W :
leading to the bound
N
Y Prg, =11F ) < Ky, (Ay) (D8)

u=1
for Ky, (An) = Ay + [b+aQAy/N — D]VN.

2. Reverse Kato bounds

Similar arguments allow one to bound Ay given Sy = ZLVZI Pr (&, = 1|F,-1), based on a preliminary guess S’N of the
latter to pick suitable values of a and b.

On the one hand, from Eq. (D1) one can readily show that Ay < I_(]%,’e (Sy) for f(};,’ cSy) = [«/N Sy +N(a— b)] /Qa +
V/N), where (a, b) is the solution to

VNSy + N(a —b)

arg max
& a, 2a+«/ﬁ
D9
—2(b* — a?) B
such that exp el €, b>|al,
a
1+ —)
( 3JN
given by [24]
3VN {9 (v —23v) \/Nlné [Nlne — 185y (N - SN)] —4Nn?e — 9 (853 — 8N Sy +3N?) lne}
a= 2 2 < < < ’
_ 2 _
4{4N1n € +36 (2SN 2NSy + N )ln6+81N5N (N SN)} (D10)
2
1 (4a+3«/ﬁ) Ine
b=—-_9*— .
3 2N

On the other hand, from Eq. (D2) one can show that Ay < f(},{e (Sy) for I_(}Vj’6 (Sy) = [«/N Sy —N(a — b)] /(VN —2a),
where (a, b) is the solution to

VNSy —N(a —b)

arg min
g a,b J]V—2a
(D11)
—2(b* — a?)
such that exp — | =6 b > lal,
3VN
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given by [24]

3N {9 (N - zSN) \/Nlne [Nlne + 188y (SN —N)] FANIn? e +9 (85’12\, — 8NSy + 3N2) lne}

a =

4{ann? e +36 (253 — 2V8y + N2) Ine + 8INSy (N - 5y ) } | (D12)

\/18Na2 — (16a2 — 24/ Na + 9N) Ine
342N

b=

Finally, let us point out a minor technical issue. Although we have established that Ay S I_<]I;,,E Sy) (A < I_(][\,J,6 Sy)), if
only a lower (upper) bound on Sy were known—say, S (SU)—it would be of interest to guarantee that Ay > K Ve (SH)
(Ay < f(},{e (S¥)). In fact, this is indeed the case as long as I_(]I;,,E (x) (I_(}VJ,E (x)) is a nondecreasing function, which cor-
responds to the regime a > — /N /2 (a < +/N/2). Namely, the desired inequalities hold if we replace @ in Eq. (D10)
[Eq. (D12)] by ¢’ = max {a, —«/ﬁ/2} (a’ = min {a, \/N/2}>.

APPENDIX E: USE CASE FOR KATO’S INEQUALITY
To exemplify the application of Kato’s inequality [44], below we show that

Niey (1) gy O > K (M) (E1)
J

within the adversary model presented in Sec. II [note that Eq. (E1) is just one of the multiple usages of Kato’s inequality
in the main text].
For this purpose, let

(E2)

£, = { 1, if Alice postselects ajkey, Bob picks the key basis and a “click" occurs in round u,
u

0, otherwise,

foru=1,2...N (such that Ziv:l &, = Mjkey), and let 7y € F; C ... C Fy be the chain of o algebras induced by the
sequence Ry, (§1,R1), (5&2,R2), ..., (En,Ry). Here, we recall that R, denotes the state of Eve’s classical register at the
end of round u and Ry denotes an arbitrary initial state of the register (see Sec. II). From the definitions of &, and F,,, the
condition £ (§,|F,) = &, follows for all v < u and therefore Kato’s inequality applies. Hence, from Eq. (D5) we have that
ZL\; VPr(g, = 11Fm0) SK N e (M}(ey), such that the desired claim—Eq. (E1)—holds if

N
D Pr (G = 1F1) = Naiey (1) g 0. (E3)

u=1

This is what we establish next. On the one hand, by definition of le-(ey, the right-hand side of Eq. (E3) can be written as
S ey (I)Q}Keyp(”) (clicklRu,l,ajkey,key). As for the Lh.s., we have Pr (¢, = 1|F,_;) =p™ (ajkey,key, click| F—1) =

. ki
9xey <1>Qlfeyp(u) (CthLFu—la o; &
J

Giey (1) ey In short, Eq. (E3) follows if
J

,key), simply using the definition of &, and the fact that p® (qjkey,key|.7:u_1) =

p® (clickl}'u_l, ', key) —=p® (click|Ru_1, o, key) : (E4)
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Remarkably though, this condition is true by hypothesis in our adversary model, since by assumption the only influence
JF.—1 may have on round u is captivated by R,,_.

APPENDIX F: CHANNEL MODEL

For the simulations of Sec. VIII, the protocol observables are set to their expected values according to a standard channel
model thoroughly described in Ref. [36]. For simplicity, the model disregards any possible misalignment occurring in the
QKD link and an active QKD receiver is assumed for comparison with prior work.

Given the overall efficiency of the system, n (accounting for both channel and detection losses), and the dark-count
probability of Bob’s detectors, pq, for all possible intensity settings j the model yields

= [A/[Jkey] = Nley(l - —pd)zeim>gz‘_<ey , B [A/[J'teSt] - Nq“’s‘(l - _pd)zeilwgtﬁst (F1)
J J

for the numbers of counts and

1 _ 1 _ In(1—sinf cos¢) _ In(1+sinf cos ¢)
]E [m;eSt] =2 x qust <5 [1 - (1 —pd)ze 177] — 5(1 —pd) |:e 1 2 —e 1 2 :|> (FZ)
a

for the numbers of test-basis error counts. In a similar fashion, the size of the sifted keys, Myey = |X key| and the
corresponding number of bit errors—say, my.,—obey

E [Miey] = Ngiey (1 — (1 = pa)’e ") ey (F3)
and

20 2
2

1 1 . )
E [mey] = 2 x quey<5 [1 = (1= paPe ] = 501 = po) [e75° 5 — e reo ]> . (F4)
Q

where we recall that Q* = Ujerkey le-(ey and we have also introduced QR = Ujerkey QJR [note that Eq. (F4) explicitly

uses the fact that both polar caps contribute equally to the bit errors within the channel model]. Importantly, I [Mkey] and
E [mkey] determine the model that we use for the error-correction leakage in the simulations via

_ I [mke}’]
Aec = ficlE [Miey] (m) , (F5)

where frc describes the efficiency of the error correction.
Finally, in this simple model, the targets of the linear programs [Egs. (25) and (26)] fulfill

Va1 =1—(1—=pd*1 —n) (F6)
and

ideal __
el -_

1
+pa(l — pa)(1 —n) + pa(1 —pd)ni. (F7)

N —

Pi

While Eq. (F6) follows trivially, Eq. (F7) reflects the fact that, in the model, a perfect single-photon state (i.e., |H) or |V))
can only trigger an error if either both detectors experience a dark count—which happens with a probability of p3—or
only the wrong detector experiences a dark count—which happens with a probability of p4(1 — pq). Conditioned on the
first event, the error probability is 1/2, because double clicks are randomly assigned to a specific outcome. Conditioned
on the second event, an error occurs if either the photon is lost (corresponding to the (1 — 1) term) or the photon is not
lost and thus fires the correct detector but the resulting double click results in a bit error through the random assignment
(corresponding to the 1/2 term).

We remark that Egs. (F6) and (F7) provide the estimates that one would obtain in the perfect PE limit, which is plotted
in Fig. 3 of the main text for comparison purposes.
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