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Imperfect photon detection in quantum illumination
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In quantum illumination, various detection schemes have been proposed for harnessing the remaining
quantum correlations of the entanglement-based resource state. To date, the only successful implemen-
tation in the microwave domain [R. Assouly, R. Dassonneville, T. Peronnin, A. Bienfait, and B. Huard,
Nat. Phys. 19, 1418 (2023)] has relied on a specific mixing operation of the respective return and idler
modes, followed by single-photon counting in one of the two mixer outputs. We investigate the perfor-
mance of this scheme for realistic detection parameters in terms of the detection efficiency, dark-count
probability, and photon-number resolution. Furthermore, we take the second mixer output into account
and investigate the advantage of correlated photon counting (CPC) for a varying thermal background and
optimum postprocessing weighting in CPC. We find that the requirements for photon-number resolution
in the two mixer outputs are highly asymmetric due to different associated photon-number expectation
values.
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I. INTRODUCTION

Nonclassical correlations in propagating signals pro-
vide the essential ingredient for quantum illumination (QI)
[1,2]. In QI, a general application scenario is the pres-
ence detection of a low-reflectivity object embedded in a
bright thermal background. For that purpose, one mode
of the entangled resource state is sent as a probe sig-
nal, while the other mode is preserved for further use in
a joint detection step [2]. Most importantly, QI is robust
against entanglement-breaking background noise, which
results in an enhanced performance compared to the ideal
classical reference scheme based on coherent-state trans-
mission. Propagating two-mode squeezed vacuum states
represent an ideal resource for QI and can be routinely gen-
erated with various superconducting parametric circuits
[3–6]. An optimal detector layout remains an open ques-
tion, because the full 6-dB quantum advantage (QA) in
the error exponent requires very cumbersome and demand-
ing experimental setups [7,8]. However, a 3-dB quantum
advantage over the ideal classical radar can be achieved
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by using more practically accessible schemes. Among
those are the parametric mixer (PM) and phase-conjugate
receivers, both of which rely on single-photon detection
or counting as a final step [9]. Up to the present time, the
only experimental implementation of a microwave quan-
tum radar achieving a genuine quantum advantage relies
on the PM-type receiver [10].

In this work, we focus on the PM scheme [cf. Fig. 1(a)]
in the asymptotic regime with realistic microwave-photon-
detector properties. We start with an ideal scenario of
perfect photon counters (PCs). Next, we analyze the PM-
receiver performance with nonunity detection efficien-
cies, nonzero dark-count probabilities, and finite photon-
number resolution [cf. Fig. 1(b)]. Furthermore, we con-
sider a scheme with two independent PCs and compare
its performance with a postprocessing protocol, which
takes into account the correlated-photon-counting (CPC)
results of both PCs [11]. We find that the respective
expectation values of the two photon-number operators
are highly asymmetric. This is due to the fact that the
photon-number expectation value at PC1 is governed by
the number of signal photons per mode, NS � 1, while the
photon number at PC2 is dictated by the number of ther-
mal background photons, NB � 1. As a consequence, PC1
does not require a photon-number resolution, K > 1, even
for a thermal background of 1000 photons. Conversely,
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PC2 does not outperform the ideal classical radar in
individual detection, even with infinite photon-number res-
olution, K → ∞. Furthermore, we find that the receiver
based on CPC performs better than PC1 alone. This perfor-
mance enhancement is due to the highly correlated nature
of the detector (PC1 and PC2) outputs. Independent photon
counting shows a similar sensitivity toward finite detec-
tion efficiencies as the CPC approaches. We investigate a
weighting of the individual PC measurement results as a
function of the system parameters for CPC and identify an
optimum balance between the PCs.

II. QUANTUM ILLUMINATION PROTOCOL

The QI scheme relies on quantum-enhanced remote
sensing by exploiting quantum correlations between M
spatially separated pairs of signal and idler modes,
described by the bosonic operators âS and âI , respectively.
These quantum correlations are encoded in pure entangled
zero-mean Gaussian states that are fully characterized by
the corresponding covariance matrix

VSI = 〈[âS âI â†
S â†

I ]T[â†
S â†

I âS âI ]〉 (1)

=
[
(NS + 1) I2 Cq σ X

Cq σ X NS I2

]
, (2)

where NS is the mean photon number of the respective
signal and idler modes, I2 is the two-dimensional iden-
tity matrix, the quantity Cq = √

NS(NS + 1) encodes the
strength of the quantum correlations, and σ X is the Pauli-
X matrix. In this framework, the signal mode interrogates
a region of interest, while the idler mode is retained and
stored for a round-trip time of the signal. For the task of a
binary decision between hypothesis H0 (target absent) and
hypothesis H1 (target present), the return modes entering
the receiving unit are given by

âR|H0
= âB, (3)

âR|H1
= eiθ√κ âS + √

1 − κ âB, (4)

where âB represents a thermal state with mean photon
number NB = 〈â†

BâB〉 � 1, θ is an overall phase shift, and
κ � 1 is the round-trip signal loss. Note that under H1,
NB/(1 − κ) thermal photons are encoded in âB for equal
background photon numbers under both hypotheses [9].
Since we focus on QI and do not consider quantum phase
estimation, we set θ = 0 [8]. The resulting joint return-
idler state is again characterized by zero-mean Gaussian

states with

VRI = 〈[âR âI â†
R â†

I ]T[â†
R â†

I âR âI ]〉 (5)

H0=

⎡
⎢⎣

NB + 1 0 0 0
0 NS + 1 0 0
0 0 NB 0
0 0 0 NS

⎤
⎥⎦ (6)

H1=

⎡
⎢⎣

κNS + NB + 1 0 0
√

κCq
0 NS + 1

√
κCq 0

0
√

κCq κNS + NB 0√
κCq 0 0 NS

⎤
⎥⎦ .

(7)

The minimum error probability, Pe,min, for this binary deci-
sion task is upper bounded by the quantum Chernoff bound
(QCB), Pe,min ≤ 0.5 exp

(−RQM
)
, which is asymptotically

tight for M → ∞ and connected to the error exponent RQ.
A typical classical reference scheme is a coherent-state
(CS) transmitter with a mean photon number NS per mode,
which achieves an error exponent RC = κNS/(4NB). In the
weak-transmission (NS � 1), bright-background (NB �
1), and high-loss (κ � 1) limit, the QI protocol has an error
exponent RQ = κNS/NB that is 6 dB larger than RC [2].

The goal of various proposed receiver schemes is to
reach this theoretical 6-dB QA. From Eqs. (6) and (7), it is
obvious that the potential of the entanglement-assisted pro-
tocol does not stem from local properties of the individual
modes (i.e., the diagonal VRI entries) but, rather, from the
remaining nonlocal correlations (i.e., the antidiagonal VRI

entries) characterized by 〈âRâS〉 = 〈â†
Râ†

S〉 = √
κCq with[

âR, âS
] =

[
â†

R, â†
S

]
= 0. This fundamental result leads to

the intuition that a joint measurement of âR and âI is a
prerequisite for achieving the QA [2,9,11]. A potential
workaround for this joint measurement might be imple-
mented with a feed-forward heterodyne scheme, which
also avoids using single-photon detectors (SPDs) or coun-
ters [12]. Moreover, a variant of this scheme exploiting
reprogrammable beam splitters promises the full 6-dB QA
[8]. However, its experimental implementation remains
very challenging in the microwave regime, due to the
absence of required components.

The QI paradigm is closely related to quantum param-
eter estimation, e.g., for estimating the reflectivity κ of
the object [13]. In the realm of quantum parameter esti-
mation, the quantum Fisher information (QFI) represents
the central figure of merit and is connected to the Cramér-
Rao bound, which gives an upper limit for the obtainable
precision of the unbiased estimator κ̂ ,

�κ̂2 ≥ 1
MF , (8)
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FIG. 1. (a) An illustration of the considered quantum illumination scheme. One mode of a two-mode squeezed vacuum state
(TMSV), characterized by NS photons per entangled mode, serves as a signal source. While the idler mode can directly pass to
the PM receiver, the signal propagates through a bright thermal background characterized by the number of noise photons, NB. Under
the hypothesis H0 (no target present), the entire signal is lost and only NB thermal photons enter the receiver via the signal path. Under
H1 (target present), the signal is weakly reflected from the target (with reflectivity κ � 1) and NB + κNS photons enter the receiver
via the signal path. The receiver consists of a mixer, implementing an interaction between the retained idler and return signal modes,
followed by two single-photon counters, PC1 and PC2. (b) The PCs can be characterized by their detection efficiency, η, dark-count
probability, Pdc, and photon-number resolution, K . We analyze the performance of the overall scheme in terms of error probabilities
for realistic values of η, Pdc, and K in order to test the robustness of the QI quantum advantage in presently accessible experimental
settings.

where F denotes the QFI. In the framework of QI, the
enhancement of the QFI with respect to the optimal clas-
sical case is limited to 3 dB, i.e., FQI/FC ≤ 2, where FQI
denotes the QFI associated with the QI protocol and FC
represents the classical counterpart [13]. For Gaussian QI,
the QFI can be expressed as [13]

FQI = 4NS

(NB + 1)
(

1 + NS
NS+1

NB
NB+1

) . (9)

In principle, the QI task can be mapped onto quantum
parameter estimation via a corresponding error probability
[13,14]

Pe ∼ exp(−κ2FQIM/8), (10)

which is valid for pairwise joint measurements, as real-
ized in the PM-type receiver (cf. Sec. III A). For large
M , Eq. (10) converges toward the 3-dB QA for NS � 1,
NB � 1, and κ � 1, in accordance with the QI theory for
this class of receiver [9,11]. In this work, we are inter-
ested in the binary target-detection problem, as opposed to
the continuous-valued parameter estimation. Accordingly,
we use the QCB for the performance evaluation of various
receiver schemes. Nonetheless, Eq. (10) provides a useful
general illustration on the connection between the QFI and
the QCB.

III. RESULTS AND DISCUSSION

A. Ideal PM-receiver characteristics

As of the present time, the only successful experimental
implementation of a microwave quantum radar has relied
on the PM-type receiver, schematically shown in Fig. 1(a)
[10]. In this approach, the return and idler modes interact

nonlinearly, forming the input-output relations

b̂1 =
√

G âI + √
G − 1 â†

R, (11)

b̂2 =
√

G âR + √
G − 1 â†

I , (12)

where G = 1 + ε2 is the mixer gain and ε � 1. Origi-
nally, it was proposed to use an optical parametric ampli-
fier for implementing this input-output relation [9]. In
the microwave domain, a Josephson ring modulator or
a degenerate Josephson mixer realize the same transfor-
mation [10,15,16]. The optimal mixer gain, G∗, has been
derived in Ref. [8] as a function of the system parame-
ters, NS, NB, and κ . The mixer is followed by single-photon
counters, PC1 and PC2, with

N1 = 〈b̂†
1b̂1〉 = G〈â†

I âI 〉 +
√

G (G − 1)
(
〈â†

Râ†
I 〉 + 〈âRâI 〉

)

+ (G − 1) 〈âRâ†
R〉 (13)

and

N2 = 〈b̂†
2b̂2〉 = G〈â†

RâR〉 +
√

G (G − 1)
(
〈â†

Râ†
I 〉 + 〈âRâI 〉

)

+ (G − 1) 〈âI â
†
I 〉, (14)

as the respective photon numbers. As can be seen from
Eqs. (6) and (7), the return mode âR is characterized by
〈â†

RâR〉 = NB under H0 and 〈â†
RâR〉 = NB + κNS under H1.

The nonlocal correlations, 〈â†
Râ†

I 〉 = 〈âRâI 〉 = 0, vanish for
H0 and are given by 〈â†

Râ†
I 〉 = 〈âRâI 〉 = √

κCq for H1.
All detection protocols perform a maximum-likelihood

analysis of the photon-number statistics, which is based
on photon counting through M return-idler transmitted
modes. Irrespective of the detection scheme (individual or
CPC), it is assumed that for both hypotheses the condi-
tional distributions converge to a normal distribution for
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M � 1 according to the central limit theorem. The deci-
sion threshold for the maximum-likelihood test is given by
[17]

Nth = M
σ |H1 μ|H0 + σ |H0 μ|H1

σ |H0 + σ |H1

, (15)

where μ|H0,1 and σ 2|H0,1 are the mean and variance of
the photon-number distribution under the two hypotheses,
respectively. The obtained overlap of the two distributions
defines the error probability of the scheme. This overlap
depends on the difference of the means �μi = |Ni|H1 −
Ni|H0 | (i = 1, 2), as well as on the respective variances
σ 2

i |H0,1 = Ni(Ni + 1)|H0,1 , where both quantities scale lin-
early with the total number of transmitted modes [9].
Since N1|H0,1 � 1, it follows that σ 2

1 |H0,1 ≈ N1 � 1, which
results in a small overlap of the two distributions and a
low resulting error probability (cf. Fig. 2). Conversely, for
the same parameters, N2 ≈ 20.104|H0 (N2 ≈ 20.105|H1 ) is
dominated by G〈â†

RâR〉 ≈ NB and yields photon-number
distributions with variances σ 2

2 |H0,1 ≈ N 2
2 � 1 � σ 2

1 |H0,1 ,
while �N2 ≈ �N1. The associated error probability of N2
is much larger than that of N1 and clearly inferior to the
ideal classical reference scheme, as shown in Fig. 2. Note
that the considered maximum-likelihood test yields the
minimum possible error probability in a scenario where the
prior distribution of the two hypotheses is unknown and
is thus optimal [18]. To conclude, the PM-type receiver
shows a strong asymmetry of the detection performance in
individual detection, where only PC1 (in our convention)
shows a QA.

B. (Un)balanced difference detection

Las Heras et al. [11] have considered the PM-type
receiver exploiting both PCs by analyzing the operator
Ô = GN̂1 − (G − 1) N̂2. Note that this difference detector
(CPC in our convention) is unbalanced with weights G and
G − 1, such that the decisive nonlocal correlations persist
in Ô [cf. Eqs. (13) and (14)]. The PCR scheme also utilizes
the measurement outcome of both single-photon counters
in a balanced difference detector with N̂ = N̂1 − N̂2 [9].
In the following, we compare the performance of the PM-
type scheme in individual photon counting with the CPC
approach, which implements the operator Ô (see Fig. 3).
The benefit of the CPC with respect to individual detection
(PC1) is similar for NB = 20 [Fig. 3(a)] and NB = 1000
[Fig. 3(b)]. Note that for log10(M ) < 7 in Fig. 3(b), the
QCB lies above the performances of CPC and PC1 and
can only be interpreted as an upper bound to the associated
error probabilities [2,9]. Similarly, we observe a second
crossing of the QCB and the CS reference at an even
lower log10(M ) ≈ 6.5. These features can be explained
by the QCB reaching the asymptotic regime only when
M � NB/(κNS), corresponding to the error probability

6 7 8
–40

–30

–20

–10

0

lo
g 1

0(
P e

)

log10(M)

 CS reference

 PC1
 PC2

 QCB

FIG. 2. The error probability Pe as a function of the number of
transmitted modes M for individual single-photon counting with
PC1 (orange) and PC2 (purple) in an PM-type QI scheme. The
dot-dashed black line represents the error probability of the ideal
classical reference radar (a CS transmitter with a coherent pho-
ton number NS in combination with a homodyne detector), which
coincides with the Helstrom (lower) bound for classical state
transmitters [17]. The dot-dashed blue line depicts the quantum
Chernoff (upper) bound for entanglement-based QI schemes. The
employed system parameters are NS = 0.01, NB = 20, κ = 0.01,
and G = G∗.

converging toward zero, which occurs for M � 107 in
Fig. 3(b) [2]. For Fig. 3(a), this criterion yields M �
2 × 105 and is fulfilled for the entire range of M . Large
correlations between individual photon-counting events of
PC1 and PC2, illustrated by Eqs. (19) and (20), result in
the enhanced performance of the CPC. The operator Ô can
be more generally described as

Ô = w1N̂1 − w2N̂2, (16)

where w1 and w2 are the weights of the measured photon
numbers in postprocessing, such that they are not con-
stricted by the experimental conditions. The expectation
value and variance of Ô are given by

〈Ô〉 = w1〈N̂1〉 − w2〈N̂2〉 (17)

and

Var
(

Ô
)

= w2
1 Var

(
N̂1

)
+ w2

2 Var
(

N̂2

)

− 2w1w2Cov
(

N̂1, N̂2

)
, (18)

where Var(N̂i) = Ni (Ni + 1) for i = 1, 2. Under the
hypotheses H0 and H1, the corresponding covariances
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yield

Cov
(

N̂1, N̂2

)∣∣∣
H0

= G (G − 1) (NS + NB + 1)2 , (19)

Cov
(

N̂1, N̂2

)∣∣∣
H1

=
(
(2G − 1) Cq + +

√
G (G − 1)

× (NS (κ + 1) + NB + 1)
)2

, (20)

as detailed in the Appendix. Figure 4(a) shows the QA
of the CPC approach as a function of w1 and w2. Here,
the conventional weighting according to Ref. [11], w1 = G
and w2 = G − 1 (solid red line), has a large gradient with
respect to the optimal working regime (blue), such that a
small change or misestimation of G can lead to a com-
plete loss of the QA [white star versus black star; see also
Fig. 4(b)]. We identify an optimal weighting according to

w2 =
√

NS(NS + 1)(NB + κNS)(NB + κNS + 1)

(NB + (κ − 1)NS)(NB + (κ + 1)NS + 1)

+ NS(NS + 1)

(NB + (κ − 1)NS)(NB + (κ + 1)NS + 1)
w1

= (G∗ − 1) w1, (21)

shown as the dashed white line in Fig. 4(a), which relaxes
the requirements in terms of parameter precision and intro-
duces a degree of freedom in the choice of the postprocess-
ing weights.

C. Practical PM-receiver characteristics

Realistic quantum illumination implementations may
contain detection imperfections [10,19]. Here, we ana-
lyze the practical limitations of microwave PCs and their
impact on the PM-type receiver. Although single-photon
detection for propagating microwaves is challenging due
to the low photon energies, which are approximately 5
orders of magnitude smaller than for optical photons, var-
ious theoretical concepts [20–30] have paved the way to
successful experimental implementations [31–37]. Here,
most advanced schemes exploit Ramsey interferometry to
implement quantum nondemolition detection, or counting,
of incident microwave photons by measuring a photon-
induced phase perturbation of an ancilla qubit [33,34].
Since the qubit coherence time directly correlates with
the dark-count rate, the performance of Ramsey-based
detectors strongly depends on a sufficiently long qubit life-
time. Apart from the dark-count rate and the detection
efficiency, the photon-number resolution is another key
parameter in single-photon detection. Dassonneville et al.
[37] have realized a number-resolving photon counter of
up to three photons, which we consider in our analysis as
a reference (cf. Sec. III C 2). The dead time of SPDs [38]
represents a further important quantity, which we do not

–3

–2

–1

lo
g 1

0(
P e

)

6 6.5 7 7.5 8
log10(M)

–40

–30

–20

–10

0

lo
g 1

0(
P e

)

 N  = 20B

 N  = 0.01S

 κ = 0.01

(a)

(b)

 CS reference

 N  = 1000B

 N  = 0.01S

 κ = 0.01

 CPC

 PC1

 PC2

 QCB

FIG. 3. The error probability Pe as a function of transmit-
ted modes M for individual single-photon detection and CPC
with w1 = G and w2 = G − 1 for (a) NB = 20 coupled back-
ground photons and (b) NB = 1000. The black dash-dotted line
represents the error probability of the ideal CS radar. The blue
dash-dotted line depicts the corresponding QCB. The green line
depicts the ideal CPC performance, while the orange (purple)
line shows the results for individual detection with PC1 (PC2).
The employed system parameters are NS = 0.01, κ = 0.01, and
G = G∗.

discuss in detail in this work. Modern microwave detec-
tion schemes achieve dead times between 100 ns [33] and
several microseconds [37,39].

1. Finite detection efficiencies

State-of-the-art microwave SPDs achieve a click prob-
ability Pc = 0.93 for an incoming single photon with a
dark-count probability Pdc = 0.03 [37]. The dark-count
probability can be computed as the dark-count rate times
the duration of the detection window. Moreover, Pc = 1 −
P|1〉(0), where P|1〉(0) is the probability of measuring no
click for an impinging single photon. To date, the quality
of photon-number-resolved measurements, expressed by
the conditional probabilities P|k〉(l) of realizing a measure-
ment outcome l = {0, . . . , 3} for an incoming Fock state
|k〉 strongly depends on k, with P|1〉(1) = 76%, P|2〉(2) =
71% and P|3〉(3) = 54% [37]. For simplicity, we assume a
photon-number resolution corresponding to the SPD click
probability, i.e., P|k〉(k) = Pc = 0.93 for all k = 1, 2, . . .,
which effectively gives an upper performance bound. We
model the influence of finite dark-count probabilities and a
finite detection efficiency P|k〉(k) < 1 with a beam splitter
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FIG. 4. (a) The QA as a function of the weights w1 and w2.
The solid red line represents weighting according to w1 = G and
w2 = G − 1 [11]. While this relation (white star) can yield the
full 3-dB QA (blue color code), a slight variation or misesti-
mation of G on the order of 0.05% (black star) already leads
to inferior results with respect to the CS reference. The dashed
white line represents an optimal weighting according to Eq. (21).
(b) The resulting error probability as a function of the transmit-
ted modes for the optimal weighting (green line with white stars)
versus a misestimated weighting (green line with black stars) in
comparison with individual detection (PC1, orange) and the CS
reference (dash-dotted black line). The system parameters are
NS = 0.01, κ = 0.01, NB = 1000, and G = G∗.

before an ideal PC,

ĉi = √
η b̂i +

√
1 − η b̂c,i, (22)

where i = 1, 2, η = P|k〉(k) is the beam-splitter trans-
missivity, and the dark-count probability is modeled
with a coupled mode b̂c,i = 1/

√
1 − η âth,i character-

ized by 〈â†
th,iâth,i〉 = (1/(1 − Pdc) − 1) ≈ Pdc for Pdc � 1.

Accordingly, we do not take into account the influence of
P|k〉(l) for k �= l.

In Fig. 5, we plot the error-probability difference for
NB = 20 [Fig. 5(a)] and for NB = 1000 [Fig. 5(b)]. We
compare the ideal performance of individual and CPC
detection for a given CS reference in two realistic scenar-
ios: high efficiency and moderate dark-count probability
[37] versus moderate efficiency and low dark-count prob-
ability [34]. For NB = 20, both scenarios yield clearly
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Δl
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η = 0.84, P  = 0.014dc

0.2

FIG. 5. The error-probability difference �log10(Pe) =
log10(Pe) − log10(Pe,CS) as a function of the number of trans-
mitted modes M for individual photon counting (solid lines)
and optimal [according to Eq. (21)] CPC (dashed lines) for (a)
NB = 20 coupled background photons and (b) NB = 1000. The
black line represents the error probability of the CS reference.
The green lines depict ideal detectors, the orange lines corre-
spond to η = 0.93 and Pdc = 0.03, and the blue lines show the
performance for η = 0.84 and Pdc = 0.014. The purple line
shows the results for PC2, which are close to Pe = 0.5 in each of
the three considered cases. The mixer gain is set to G = G∗.

inferior results compared to the ideal case. We observe that
the scenario with a low dark-count probability outperforms
the high-efficiency counterpart, which underlines that for a
realistic implementation, the minimization of dark-count
probabilities plays a decisive role for photon detection in
QI. Additionally, the CPC approach only marginally beats
individual detection for all three scenarios in the low-
noise case of NB = 20. The high-noise regime, NB = 1000,
shows similar results, with the low-dark-count detector
performing slightly better than the high-efficiency case and
a consistent performance enhancement for the CPC. In
both noise regimes, PC2 does not exhibit a strong depen-
dence on the nonidealities, since Pe ≈ 0.5 already in the
ideal case.

Figure 6 illustrates the performance of various already
demonstrated microwave SPDs, in terms of Pdc and η,
for achieving a QA in individual detection with PC1. In
accordance with the successful microwave quantum radar
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FIG. 6. The QA for individual detection with PC1 as a function of the dark-count probability Pdc and the detection efficiency η for
(a) NB = 20 and (b) NB = 1000. The white stars indicate the performance of microwave SPD implementations from Refs. [32–37,39].
The gray color code illustrates a region without any QA. The other employed system parameters are NS = 0.01, κ = 0.01, and G = G∗.

realization [10], the underlying device investigated by
Dassonneville et al. [37] is situated in the region of a robust
QA. Importantly, the QA vanishes rapidly with increas-
ing Pdc, even for an ideal detection efficiency of η = 1.
Conversely, the scheme is robust against finite efficiencies,
η < 1, down to η ≈ 0.6 for NB � 1 [cf. Fig. 6]. These find-
ings suggest that the minimization of Pdc in combination
with a reasonably high η is desirable in order to achieve
the QA, in agreement with our results from Fig. 5. In accor-
dance with theory, the maximally reachable QA increases
with increasing NB, as can also be seen in Figs. 6(a) and
6(b). As a consequence, the area of QA > 0 increases and,
e.g., the 1-dB and 0-dB QA lines lean toward lower values
of Pdc and η. We would like to mention that the mapping
of existing SPDs onto the QA problem in Fig. 6 may be
limited to various simplifications of our theoretical model
and should not be considered as an overall evaluation of
the performance of those detectors.

2. Finite detection resolution

In principle, photon counters can provide full access to
the photon-number operator in Eqs. (13) and (14). How-
ever, existing state-of-the-art microwave single-photon
counters exhibit a rather limited photon-number resolution
[34,36,37]. To analyze the impact of this finite resolution,
we restrict the PCs in Fig. 1 to a resolution up to K photons.
Therefore, a single measurement has possible outcomes
of measuring 0, 1, . . . , K photons and we assume that the
measurement yields K if the number of photons in the
probe is larger than or equal to K . Under both hypotheses,
the state at the output of the mixer is a thermal state with
mean photon number Ni, i ∈ {1, 2}, given by Eqs. (13) and
(14) [9]. This yields a photon-number distribution at the

output of the photon counter,

p(n) =
{

(1 − qi)qn
i , 0 ≤ n < K ,

1 − (1 − qi)
∑K−1

k=0 qk
i , n = K ,

(23)

with qi = Ni/Ni + 1. For this distribution, the expectation
value is given by

μ
(K)
i = qi(1 − qK

i )

1 − qi
(24)

and the respective variance can be written as

σ
2,(K)
i = qi

1 − qi

(
1 − (2K + 1)qK

i + 2qi
1 − qK

i

1 − qi

)

−
(

qi(1 − qK
i )

1 − qi

)2

. (25)

Analogously to Sec. III A, the assumption of a large
number of transmitted modes, i.e., M � 1, leads to the
threshold given in Eq. (15) but with a mean and standard
deviation from Eqs. (24) and (25).

We plot the error probability for individual detection
with PC1 and PC2 in Figs. 7(a) and 7(b), respectively. We
compare ideal photon counters with values of K = 1, 2, 3.
For PC1 and both background scenarios of NB = 20 and
NB = 1000, all variants clearly outperform the CS refer-
ence and for a resolution of K ≥ 2, the resulting error
coincides with the full-resolution counter. The associated
low average photon number N1 ≈ 0.11 � 1 under both
hypotheses and for both background scenarios explains
why a binary SPD is close to being optimal. The reason
why a higher resolution does not become more relevant in
more noisy scenarios is that the optimal mixer gain, G∗,
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FIG. 7. The error probability Pe as a function of the number
of transmitted modes M for different resolutions K for individ-
ual detection with (a) PC1 and (b) PC2. The solid lines show the
performance for the low-noise regime, NB = 20, and the dashed
lines for the high-noise regime, NB = 1000. The mean signal
photon number is NS = 0.01 and the reflectivity κ = 0.01 in both
cases. The mixer gain is set to G = G∗.

decreases with increasing NB, such that N1 stays similar
for varying NB. This finding is important for real-world
applications with a naturally high number of noise photons.
Conversely, detection with PC2 alone is always inferior
in comparison to the optimum classical scheme due to the
large value of N2, which is governed by strong background
noise coupled to the return mode [cf. Eq. (14)].

IV. CONCLUSIONS

The experimental demonstration of a QA in quantum
sensing protocols is a demanding task due to the stringent
requirements on experimental imperfections. As a conse-
quence, successful implementations in the optical regime,
as well as at microwave carrier frequencies, have so far
achieved a QA of only around 0.8 dB [10,19] out of the
potentially obtainable 3 dB. Here, we have performed a
detailed analysis of particular experimental imperfections
on the QI performance for the PM-type receiver schemes.
In this context, we have focused on the performance of
single-photon counters, which represent one of the central

elements of QI protocols. We have compared individual
single-photon detection to correlated difference detection
and found that the latter performs slightly better for differ-
ent noise regimes. We have analyzed the role of respective
weighting of the individual detector outcomes and iden-
tified the adjusted ratio for the optimal QI performance
[cf. Eq. (21)]. While large NB ≈ 1000 theoretically gives
access to a larger QA and matches realistic noise values at
gigahertz frequencies, the detection unit needs to be able to
handle corresponding return signal powers. Respectively,
the mixer needs to operate at signal powers on the order
of NB�ω without suffering from compression effects; the
same applies to PC2 [cf. Eq. (14)]. As a consequence, cur-
rently available PCs with a photon-number resolution of
up to three photons already yield a clearly deteriorated per-
formance of PC2 for small NB ≈ 10, such that CPC does
not seem to be suitable for near-term implementations.
In contrast, individual detection with PC1 with limited
photon-number resolution, K ≤ 3, reaches a reasonable
QA even for large NB ≈ 1000. As we have noted, the max-
imum achievable QA with PM-type receivers increases
with increasing NB and saturates at 3 dB for large NB,
which imposes further restrictions on low-NB implemen-
tations [10]. Therefore, individual detection with PC1 for
large NB may be the simplest route toward the practical
3-dB QA with the currently available technology. Finally,
our presented results also provide valuable insights into
neighboring research fields, such as quantum communica-
tion [40–42]. While the fundamental hurdle of transmitting
quantum signals at microwave frequencies over free-space
channels remains an ongoing challenge, careful analysis
of suitable operation scenarios represents a decisive step
toward experimental realization.

ACKNOWLEDGMENTS

We acknowledge support by the German Research
Foundation (Deutsche Forschungsgemeinschaft, DFG) via
Germany’s Excellence Strategy (Grant No. EXC-2111-
390814868) and the German Federal Ministry of Educa-
tion and Research (Bundesministerium für Bildung und
Forschung, BMBF) via the QUARATE project (Grant
No.13N15380). This research is part of the Munich Quan-
tum Valley, which is supported by the Bavarian state
government with funds from the Hightech Agenda Bayern
Plus.

APPENDIX: COVARIANCES IN THE
(UN)BALANCED DIFFERENCE DETECTION

The covariance between N̂1 and N̂2 is given by

Cov
(

N̂1, N̂2

)
= Cov

(
b̂†

1b̂1, b̂†
2b̂2

)
=

= 〈b̂†
1b̂1b̂†

2b̂2〉 − 〈b̂†
1b̂1〉〈b̂†

2b̂2〉. (A1)
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For a complex random vector X = (X 1, . . . , X n), we intro-
duce the moment notation

mi = 〈X i〉, mij = 〈X iX j 〉, . . . (A2)

The fourth-order moment can be expressed as

mijkl = cijkl + cicjkl[4] + cij ckl[3] + cicj ckl[6] + cicj ckcl,
(A3)

where ci, . . . , cijkl denote the cumulants of order 1–4 and
the numbers in the square brackets indicate the number of
terms contained in each expression as the indices rotate,
i.e., i → j , j → k, etc. For Gaussian states, cumulants of
order ≥ 3 vanish and the fourth-order moment simplifies
to

mijkl
Gauss = cij ckl[3] + cicj ckl[6] + cicj ckcl. (A4)

The remaining first- and second-order cumulants are con-
nected to the moments via

ci = mi and cij = mij − mimj . (A5)

Since the first-order signal moments and the corresponding
first-order cumulants vanish for b̂1 and b̂2, the fourth-order
signal moment from Eq. (A1) simplifies to

〈b̂†
1b̂1b̂†

2b̂2〉 = 〈b̂†
1b̂1〉〈b̂†

2b̂2〉 + 〈b̂†
1b̂†

2〉〈b̂1b̂2〉 + 〈b̂†
1b̂2〉〈b̂1b̂†

2〉,
(A6)

where we have used the expressions from Eq. (A5). The
covariance between N̂1 and N̂2 reduces to

Cov
(

N̂1, N̂2

)
= 〈b̂†

1b̂†
2〉〈b̂1b̂2〉 + 〈b̂†

1b̂2〉〈b̂1b̂†
2〉. (A7)

The expressions from Eqs. (19) and (20) can be straight-
forwardly derived by the insertion of Eqs. (6), (7), and (11)
into Eq. (A7).
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