PHYSICAL REVIEW APPLIED 20, 064040 (2023)
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We point out a critical flaw in the analysis of quantum key distribution protocols that employ the two-
way error-correction protocol Cascade. Specifically, this flaw stems from an incomplete consideration of
all two-way communication that occurs during the Cascade protocol. We present a straightforward and
elegant alternative approach that addresses this flaw and produces valid key rates. We exemplify our new
approach by comparing its key rates with those generated using older, incorrect approaches, for qubit
BB84 and decoy-state BB84 protocols. We show that, in many practically relevant situations, our rectified
approach produces the same key rate as older, incorrect approaches. However, in other scenarios, our
approach produces valid key rates that are lower, highlighting the importance of properly accounting for

all two-way communication during Cascade.
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I. INTRODUCTION

Quantum key distribution (QKD) [1-3] can provide
information-theoretic security of secret keys between two
communicating parties, Alice and Bob. Since the quan-
tum channel connecting Alice and Bob is not perfect in
any practical realization, QKD protocols implement an
error-correction step to correct errors in the measurement
data collected by Alice and Bob. This involves classical
communication between the two parties, and leaks addi-
tional information to the eavesdropper Eve, which must be
accounted for when calculating the achievable secret key
rate. Cascade [4] is one of the most widely used two-way
error-correction protocols for QKD. A lot of work has been
done optimizing various parameters of the Cascade proto-
col, such as its block sizes, number of rounds, efficiency,
etc. [5—12]. Cascade has also been used in a large number
of QKD experiments [13—17].

Our main result is to rectify a flaw in the analysis
of QKD protocols using Cascade, which stems from an
incomplete consideration of the two-way classical com-
munication during Cascade. We observe that, in past lit-
erature, only the communication from Alice to Bob has
been accounted for when considering information leakage
about the key to Eve. For a rigorous security proof, the
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communication from Bob to Alice must also be included
when bounding the information leaked to Eve.

We propose a straightforward and elegant alternative
approach that produces valid key rates. The main idea is
to compute key rates for a protocol that leaks all the com-
munication from Alice to Bob during Cascade, along with
all location of errors in Alice and Bob’s raw data to Eve, in
the information reconciliation step. We show that this leaks
more information to Eve than Cascade, and thus any key
rate for such a protocol is a valid key rate for the original
protocol that uses Cascade.

We apply our solution to the qubit-based BB84 proto-
col, and to the polarization-encoded weak coherent pulse
(WCP) BB84 with decoy intensities, for a variety of chan-
nel models and constraints. We use the numerical frame-
work from Ref. [18] for our calculations. In this work, we
restrict our attention to the asymptotic regime for simplic-
ity, where one can assume an independent and identically
distributed collective attack without loss of generality [19,
20]. However, our solution can be directly adapted to the
analysis of finite-size protocols. This is because many such
analyses ultimately involve the optimization of the same
objective function [21-24] (with different constraints), and
our approach modifies only the objective function.

This paper is organized as follows. In Sec. II we explain
the steps in a generic QKD protocol and explain the Cas-
cade protocol briefly. In Sec. Il we explain the problem
with past analysis of QKD protocols using Cascade, and
present our arguments for correcting it. We also review the
numerical framework that we used to compute key rates in
this work. In Secs. IV and V we apply our solution to the
BB84 protocol implemented using qubits, and using WCP
states with decoy intensities, respectively. In Sec. VI we
present concluding remarks.

© 2023 American Physical Society
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II. BACKGROUND

A. Protocol description

In this subsection, we give a description of the asymp-
totic formulation of a typical QKD protocol that can use
Cascade in the information reconciliation step.

(1) Quantum phase. In an entanglement-based protocol,
Alice and Bob receive states from a source and perform
measurements on them. In a prepare-and-measure proto-
col, Alice prepares and sends signals to Bob, who mea-
sures them. The security analysis of a prepare-and-measure
scheme can be reduced to that of an entanglement-based
scheme using the source-replacement scheme [25].

(2) Acceptance test (parameter estimation). Alice and
Bob announce the measurements obtained, and signals
sent, for a small fraction of signals. They then perform a
test to decide whether to abort or continue the protocol.
This step is modeled as Alice and Bob performing some
measurements given by positive operator-valued measures
(POVMs) {I'y}, obtaining expectation values {y;}. The
POVMs and expectation values depend on whether the
protocol implements “fine-graining” or “coarse-graining”
during the acceptance test [26], and the exact nature of the
coarse-graining.

(3) Classical processing. For the remaining signals,
Alice and Bob perform some blockwise processing of
data. This involves operations such as public announce-
ments and sifting to remove unwanted signals. Alice then
implements a key map that maps her local data and the
information exchanged in the blockwise processing to her
raw key.

(4) Error correction and verification. Alice and Bob
implement error correction by exchanging classical infor-
mation. Cascade can be used in this step. Alice and Bob
then compare a randomly chosen hash of their raw keys
for error verification, and abort the protocol if the hashes
do not match.

(5) Privacy amplification. Alice and Bob choose a com-
mon two-universal hash function and apply it to their raw
keys to generate their final secret key.

If A and B denote announcements made by Alice and Bob
in the blockwise processing step, Z denotes the result of the
key map implemented by Alice, and £ is Eve’s quantum
system, then the key rate is given by [19,27]

R= min S(Z | EAB) — ppassSieak-
peSY)

©)
Here the minimization is over all states p belonging to
S(y) ={p € Hy | Tr(Typ) = yx} where H, denotes posi-
tive semidefinite operators, ppass denotes the probability of
the signal to pass sifting, and Jjeqx 1S the number of bits
used during error correction per bit of raw key.

B. Cascade

In this subsection we briefly describe the error-
correction protocol Cascade [4]. Cascade is a simple and
efficient error-correction protocol, and its principal limi-
tation is the requirement for highly interactive communi-
cations, as compared to approaches such as low-density
parity-check (LDPC) codes (which suffer from a high com-
putational cost in iterative decoding) [28]. To understand
Cascade, we first look at a subprotocol called BINARY,
which corrects a single error in bit strings that contain an
odd number of errors.

(a) BINARY. If bit strings X and Y have odd numbers of
errors, then Alice divides her string into halves and sends
the parity of the first half to Bob. Bob divides his string the
same way, and announces whether the parity of the first
half is wrong, or the parity of the second half is wrong.
Alice and Bob repeat the operation on the half whose parity
was wrong.

(b) The process terminates when Alice reveals the sin-
gle bit that contains an error, and Bob corrects that error.

(c) This process involves sending = log(k) bits from
Alice to Bob, and ~ log(k) bits from Bob to Alice, where
k is the length of the strings X and Y. The process corrects
one error.

Cascade. The Cascade protocol consists of several passes
and proceeds as follows.

(1) Alice and Bob divide their bit strings X; - - - Xy and
Y; -+ Yy, where N is the total number of sifted bits, into
blocks of size k;. In pass 1, Alice and Bob reveal the parity
of each block to determine the blocks with an odd number
of errors. For each block with an odd number of errors,
Alice and Bob run BINARY to correct one error. At the
end of pass 1, all blocks have an even number of errors.

(2) Inany passi > 1, Alice and Bob choose a block size
k; and random function f; : [l ---N] — [l --- N /k;], which
assigns each bit to a block in round i. The bits whose posi-
tion belongs to K/ = {/ | fi(/) =} form the jth block in
the ith round.

(3) Alice sends the parity of each block Py, =
D, 1<]’Xl to Bob, who computes his parity for the same

block and announces it. For each block where P4;;) #
P, ), Alice and Bob perform the following operations.

(a) Alice and Bob perform BINARY on the block
defined by Kj’ and correct one error, say at position /. Now,
all blocks in previous rounds which contained / have an
odd number of errors. In this way, a single error corrected
in each block in later rounds leads to the identification of
several error-containing blocks in earlier rounds. Let the
set of such blocks be K.

(b) Alice and Bob choose the smallest block from /C
and run BINARY to correct one error. They again compute
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the set of blocks containing an odd number of errors K.
This process is repeated until /C contains no blocks.

(4) At the end of pass i, all blocks generated in all
rounds contain an even number of errors. Alice and Bob
then move to the next pass.

Remark 1.—The main ingredient of Cascade that we will
use is the fact that, for every parity bit Alice sends to Bob,
Bob sends the corresponding parity bit to Alice. There are
several variants of the Cascade protocol, which vary in the
manner in which blocks are created, block sizes used, and
number of passes. Such variations do not change the fact
that Bob announces the same set of parities as Alice, and
thus our claims will hold for all such variants.

We note that the details of the blocks generated in a
given pass have to be communicated between Alice and
Bob. However, the blocks are generated randomly and
independent of the QKD protocol. Therefore, the act of
communicating the details of these blocks does not provide
any additional information to Eve about the key [29].

I11. USING CASCADE IN QKD PROTOCOLS
A. The problem

In the original proposal for Cascade [4], an analytical
upper bound &1, on the number of bits sent from Alice
to Bob per bit of raw key is obtained. In an actual experi-
ment, an upper bound Sfiak can also be chosen empirically
by running multiple iterations of Cascade for the expected
error rate. For the purposes of this work, it does not mat-
ter how 5féak is obtained. For convenience, we will denote
the upper bound as &, = fh(e), where e is the error rate
in the raw key, 4 is the binary entropy function, and f* is
a number that denotes the efficiency. Typical values of f
for Cascade are between 1 and 1.5, and can be found in
Refs. [4,7,8,10].

The original Cascade paper [4] provides only an upper
bound on the number of bits sent from Alice to Bob, i.e.,
it ., and defines the “efficiency” of Cascade as the ratio
of the actual number of bits per signal sent from Alice to
Bob, and /(e), where e is the error rate and / is the binary
entropy function.

Therefore, it has been erroneously assumed that ;% , is
the true value of §j,x in Eq. (1) when Cascade is used in
QKD. It is assumed incorrectly that

Rincorrect = minﬁ S(Z | Egé) _ppasssfiak (2)
peSY)

is the expression for the key rate. However, all clas-
sical communication must be assumed to be known to
Eve, and the above equation does not account for the
communication from Bob to Alice during Cascade. In
fact, since Bob’s data are correlated with those of Alice,
it is entirely possible for Bob’s communication to leak
additional information about Alice’s raw key to Eve.

B. A naive approach

One naive approach to fix Eq. (2) is to include 82, , an
upper bound on the number of bits leaked during the Bob-
to-Alice communication, in §iex in Eq. (1). Therefore, a
naive but correct expression for key rate would be

Ruive = min, S(Z | EAB) = ppass Sjac + Sea)- -~ )

Here §;,, can be replaced with fh(e). Cascade requires Bob
to send a bit to Alice for every bit Alice sends to Bob.
Therefore, 85, = &L, leading to (5, + 82,,) = 2fh(e),
which doubles the cost of error correction. Using this value
in Sjeax in Eq. (3) will yield valid key rates. However, the
values obtained will be far worse than those obtained for
any one-way error-correction protocol, therefore making

Cascade typically unsuitable for QKD.

C. Our solution

We show that one can do better than Eq. (3). Recalling
Remark 1, we note that the communication from Bob to
Alice can be computed from two pieces of information: (1)
the communication from Alice to Bob, and (2) the knowl-
edge of the location of errors W; = X; @ Y; for each bit
of Alice and Bob’s data. This is because, for any parity
bit P4,y sent by Alice during Cascade, Bob sends a bit
P, ;) that is the parity of the same set of bits of his data.
Therefore, Piij) @ Pipij) = 2iex] X ® Y =Xy xi Wi,

where we recall that K is the set of positions of the bits
that made up the j th block in the ith pass of Cascade.

This property implies that a modified protocol that leaks
all communication from Alice to Bob, and additionally
leaks W, can only leak more (or equal) information to Eve
than Cascade. Thus, to lower-bound the key rate fora QKD
protocol using Cascade, we can lower-bound the key rate
for the QKD protocol that announces ¥, and only involves
the Alice-to-Bob part of the communication from Cascade.
Therefore, we can compute

R= min S(Z| EWAB) — ppassSit 4)
peES(Y)

as a valid key rate for any QKD protocol using Cascade.

We note that Eq. (2) will always produce a key rate that
is greater than or equal to that produced from Eq. (4), since
S(Z | EAB) = S(Z | EWAB) from subadditivity. We show
that both the equality and inequality can occur, therefore
proving that using Eq. (2) can produce key rates that are
not justified. In some cases, we obtain equality, which indi-
cates that announcing W gives Eve no new information. In
such cases, although the valid key rate does not change, the
argument that properly addresses the communication from
Bob to Alice is lacking in the literature and is provided by
this work.
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Note that a valid key rate for any QKD protocol involv-
ing Cascade can be obtained by considering the additional
announcement of the location of errors along with the
Alice-to-Bob communication, as explained above. How-
ever, depending on the choice of proof technique, analyz-
ing the protocol with the additional announcement may
or may not be straightforward, and should be done care-
fully. In this work, we demonstrate our solution in the
case of proof techniques that analyze single-round entropic
quantities.

D. Computing key rates

We are interested in the difference between the incor-
rect key rate from Eq. (2) and the key rate from our
proposed approach from Eq. (4). Therefore we com-
pute two quantities, /' = min, ¢ s S(Z | EATE) and F' =
min, c 57 S(Z | EWAB).

We use the numerical framework from Ref. [18] to
perform these optimizations. This framework equivalently
describes the steps in the QKD protocol via Kraus opera-
tors {K;}, which represent measurements, announcements,
and sifting done by Alice and Bob, and {Z; }, which imple-
ment a pinching channel on the key register. Our solution,
which requires the computation of F’ instead of F, can
be easily implemented by a suitable change in the Kraus
operators for the optimization problem for F.

The numerical framework equivalently describes the
optimization problem for F as

F= p?g?;)f (p)s (5)
where
£ (p) =D(G(p) | Z(G(p))),
mm=Z&M; ©

ZG(p) =267,
J

and where D(X || Y) = Tr(X log(X)) — Tr(X log(Y)) is
the quantum relative entropy with log as the matrix log-
arithm.

Let « and B be announcements (such as basis choice)
made by Alice and Bob, and let Alice and Bob’s POVMs
be given by P! = {P(, )} and P® = {P{; )}, where x and
y denote bits that represent measurement outcomes. Let
A be the set of announcements (o, 8) that are kept after
sifting. Furthermore, let r(«, 8,x) be the key map that
Alice implements. Then, the Kraus operators for Eq. (2)

are given by

Ka’ﬁ = Z |}"(Ol, ﬂ:x))z ® \/m
Xy

® [X)x @ )y ® |, B) 35> (7)

and the set of operators generating the G map is given
by {Ki} = {Kup | (o, B) € A} [18]. The Z map is imple-
mented by operators {Z;} given by Z; = |i) (il; ® L zvvis-
Notice that the output state G(p) is classical in «, 8, which
reflects the fact that the basis choices are announced and
known to Eve.

To compute F’, we must include an additional
announcement that announces w = x @ y. This is imple-
mented by

Kipw=2_ D IMe.p0);® VPl ®Plsy)

w X,y
x@y=w

QX)xy )y ®la,B)iz @ Wy, )]

where the set of operators generating the new G’ map can
be given by {K{} = {K 4, | (@, ) € A}. The Z’ map is
implemented by {Z]} given by Z/ = |i) (il; ® I ,zvyisw-

In the remainder of this paper, we compute both F' =
min, c s f (p) and F’ = min, ¢ s, f ' (p) for the various
implementations of the BB84 protocol. If we find that
F = F’, then this indicates that the previous analysis of
Cascade is wrong but gives correct answers. In this case,
Egs. (2) and (4) will give identical key rates. If we find
that /' > F’, then this indicates that the previous analy-
sis was wrong and gave incorrect answers. The difference
between the key rates obtained from Egs. (2) and (4) is
equal to F' — F’. Note that F' — F”’ is the difference in the
key rates measured in terms of secure key bits per signal
sent. The difference in key rates in terms of secure key
bits per second is given by R,.(F — F'), where R, is the
repetition rate.

Note that the above formulation applies to situations
where Alice and Bob generate a bit string from their
measurements (x, y, and x @ y are bits). Events such as
no-detection either need to be discarded during sifting, or
should be mapped to bits. This assumption is necessary to
use Cascade, since it is a protocol that corrects errors in
bit strings. We also remark that, since many finite-size key
rate analyses involve the optimization of the same objec-
tive function (F) over different constraints, our solution
can be easily applied to such finite-size analyses as well,
by simply changing F to F".

IV. QUBIT BB84

A. Protocol description

In this section, we present our results for the standard
qubit-based BB84 protocol, where Alice prepares each of
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TABLE I. Format of fine-grained statistics obtained for qubit
BB84. The rows denote the state sent by Alice, and the columns
denote the measurement outcome measured by Bob. The A and
+ correspond to measurement outcome 0, while the V" and —
correspond to measurement outcome 1; and yx,, denotes the prob-
ability of Alice obtaining outcome x and Bob obtaining outcome

y.

Bob measures

H A\ + -

_ H VHH Yav VH+ VH-
Alice \ VYVH Yvv Yr+ Yv—
sends + Y+H Vv Vit Vi

- Y-H V-r Y-+ Y——

the four signal states {|0), |1}, |+),|—)} with equal prob-
ability, and Bob chooses the Z or X basis with equal prob-
ability. Alice and Bob then implement an acceptance test
on their observed statistics. If the protocol accepts, Alice
and Bob announce their basis, and throw away signals
where they measured in different bases. Alice maps her
measurement outcome to the raw key, and then proceeds
to perform error correction (Cascade) and privacy amplifi-
cation. For the descriptions of the exact Kraus operators of
the protocol, we refer the reader to Appendix A 1.

Alice and Bob obtain statistics shown in Table I dur-
ing the acceptance test. There are a variety of ways they
can use these statistics to perform the acceptance test.
We use the phrase “fine-grained” constraints to refer to
the case where all the entries in Table I are used for the
acceptance test, and therefore in the constraints for S(y).
We use “sifted fine-grained” to refer to the case where
only the entries marked in red are used. We use “coarse-
grained” constraints to refer to the case where only the
(unnormalized) quantum bit error rate (QBER) and gain
constraints for each basis (given by Q, = ygy + yym and
Qx = v4— +v—y, and gaing = yuy + yuv + yvu + yov
and gainy =y, + Y4 + y_4 + y—_) are used. The gain
sets the constraints on the probability of choosing each
basis for measurement, while the QBER in each basis sets
the constraints on the observed error rate. We note that this
is a departure from the nomenclature of Ref. [26], where
the “coarse-grained” case refers to the “sifted fine-grained”
case as defined above. Additionally, we use the constraints
from source replacement that characterize Alice’s system
for prepare-and-measure protocols.

We consider a channel with misalignment and depolar-
ization to compute statistics in Table I, which is described
in Appendix A 1. We also consider a channel model that
includes a “replacement” channel ®cpjace, Which replaces
the state leaving Alice’s lab with the fixed signal state |0)
(|H)) with probability A = 0.2. The output of the replace-
ment channel is then sent through a channel with mis-
alignment and depolarization. The replacement channel is

interesting because it breaks symmetries in the observed
statistics. If the replacement channel is also included in the
channel model, then the new statistics can be obtained by
replacing each row ¥; of Table I by (1 — A)y; + Ay (since
Alice sends each state with equal probability).

B. Reduction to Bell-diagonal states

In certain cases, the optimization of f (p) over all states
pinS ();) can be reduced to that over all Bell-diagonal
states in S(y), denoted by Sge(y). That is, it can be
shown that

min _ f(p) =
p € Spell(¥)

min_f (p). ©)

peSF)

For Bell-diagonal states shared between Alice and Bob,
Eve’s state E is always block-diagonal in the parities W
(see Appendix B), and therefore the additional announce-
ment W gives Eve no new information. In such cases,
F=F.

There are several such arguments in the literature, which
are identical at their core, but differ only in details of the
protocols (such as type of constraints, number of bases
used for key generation, and type of classical processing).
Ref. [30] proves Eq. (9) for the case where f (p) is the total
key rate including the information leakage term, and the
states are constrained in S only by the average QBER over
all bases. The analysis is done for d-dimensional systems
in general. Ref. [31] proves Eq. (9) for BB84 and six-state
protocols, where f (p) is the uncertainty of Eve about the
raw key (with a modified classical processing), and the
states are constrained in S by each individual QBER, but
only the Z basis is used for key generation. Ref. [32] gen-
eralizes this to a wider variety of classical processing in
£ (p), while still constraining S with separate QBERs, but
using only the Z basis for key generation. In this work, we
will attempt to present a coherent unified picture of all such
arguments for the convenience of the reader. We also point
out how symmetry in observed values can help in proving
the reduction to Bell-diagonal states.

We start by defining the “twirling map” [33] as

- -
T(p) = 1 ;Pi =72 ;(Ui ®a)plo; @',  (10)

where o; for i € {0,1,2,3} denotes the identity and the
Pauli X, Y, and Z operators. The map 7 (p) is often
referred to as the “twirled” state, and can be shown to be
always Bell-diagonal [30,33]. The proof of Eq. (9) now
proceeds in two steps.

Step 1: 1t is shown that

ST () =f(p) VYop. (11)
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Step 2: 1t is shown that
peS = T(p) € Spen- (12)

The proof of Eq. (9) then proceeds as follows. Clearly
min, ¢ s )./ (0) = min, e 53, f (p), since Spen(¥) S
S(y). To show the other direction of the inequality,
let p* be the state that achieves the minimization on
the right-hand side of Eq. (9). Then, from Eq. (11),
we obtain 1 (7 (p*)) <f (p*). From Eq. (12), we know
that 7 (p*) € Spen(y¥). Therefore, min,c s, i)/ (p) <
f (T (p*) < min,c 55/ (0).

Thus, to obtain Eq. (9) for a protocol of interest, one
must show the validity of Egs. (11) and (12). We prove
that Eq. (11) holds for qubit protocols where key gener-
ation is done in all the X, Z (and, if applicable, Y) bases
in Appendix C. Thus, to reduce the optimization to Bell-
diagonal states and obtain /' = F’, we now only need to
check the validity of Eq. (12). This has to be considered
separately for every choice of constraints, and observed
values, and is done in the next section.

C. Results

We numerically check the difference between F and F”.
The results are summarized in Table II. Since the numeri-
cal method is capable of producing both an upper bound
and a lower bound for F and F’, it is straightforward
to determine when F' > F’. We claim F = F’ when the
bounds for F and F’ overlap. In some cases, F' = F’ can
be analytically argued, by proving the validity of Eq. (12)
(see Sec. IV B), as we do below.

To check the validity of Eq. (12), we need to look at
the constraints that define S(y). There are two types of
constraints. First, we have the constraint obtained from the
source-replacement scheme, which is of the form Trz(p) =
o4 and represents the fact that, in prepare-and-measure
protocols, Alice’s state is known and never leaves her lab.
For the qubit BB84 protocol, one can take o4 = I4/2 (see
Appendix A 1). Since Trg(p5) = 14/2 is always true for
a Bell-diagonal state, this constraint is always satisfied by

7 (p).

The remaining constraints are obtained from the accep-
tance test, and are of the form Tr(I'yp) = yx. Thus,
to check the wvalidity of Eq. (12), we check whether
Tr(Tx7 (p)) = Te(TT(Tw)p) = i for all p.

(a) Coarse-grained statistics. In this case, [y is the
POVM element corresponding to QBER and gain in each
basis. It is therefore easy to check with a simple cal-
culation that 77(I"y) = Ty, which implies Tr(I'v7 (p)) =
Tr(I'xp). Thus, for coarse-grained constraints, the state
shared between Alice and Bob can be assumed to be Bell-
diagonal, and F = F’. This explains the coarse-grained
row in Table II.

(b) Sifted fine-grained statistics. Let us turn to the case
of “sifted fine-grained” constraints. For the Z basis, let the
POVMs that make up the constraints be given by ['yy,
Ty, Tyy, and Tpy (with similar expressions for the X
basis). In general, these POVMs are not invariant under
77, and thus Tr(T'v7 (p)) # Tr(I'xp). However, one can
find that

T'TCun) = T Tw) = §Tun + Tiy),
T'Cwy) = T'Tv) = 3Ty + Twy),
Ty =T () = 2Ty +T0),
T () =TI = 1T +T_).

(13)

Therefore, in this case, one can claim a reduction to Bell-
diagonal as long as the statistics obey certain symmetries.
That is, if one obtains statistics satisfying yyy = vy,

Yav = Vv, Vi+ = V-— and y, = y_y, then

Tr(Cp) =y = Tr(Ti7 (0)) = v,

(14)

even when 71 (I') # Iy
The statistics obey this symmetry when the channel con-
sists of any combination of loss and misalignment, and
therefore for these channel models we again obtain F = F’
due to the reduction to Bell-diagonal states. Introducing
the additional replacement channel ®cpjace destroys this
symmetry, and we obtain F' 7 F’. This explains the sifted
fine-grained row in Table II.

TABLE II. Relation between F and F’ for qubit BB84 protocol. Results are based upon the upper and lower bounds to the opti-
mization obtained from the numerical method [18]. All equality cases can be explained by arguing a reduction to Bell-diagonal
states.
Channel
Misalignment Depolarization Misalignment + Misalignment +
depolarization depolarization +
cbreplace
Coarse-grained = = = =
Constraints Sifted fine-grained = = = >
Fine-grained = = > >

064040-6
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(c) Fine-grained statistics. In this case, in addition to
Eq. (13), it is possible to show that each POVM in the
off-diagonal block of Table I is mapped to the same
off-diagonal block by 7 '. That is,

T'Cu) =T Ty =T Ty =T (Tr)
=1y + Ty + Ty + Ty,

T T =T T =T 'T_y) =TTy
= %(F+H + 0+ g +Ty).

(15)

That is, if one obtains statistics satisfying ygy = v,
Yuv = Yvi, V++ =y--, and y,_ =y, along with
YH+ = VH— = Yy+ = Yy— and Y+H = V+V =V-H = V-V,
then we again can claim that

Tr(Typ) = y = Tr(Tv7 (p)) = v,

(16)

even when 77 (') # Iy
This is the case when the channel contains only depolar-
ization.

For only misalignment, it has already been shown that
fine-grained constraints allow us to show that Eve factors
off and holds a state that is independent of the Alice—Bob
state [26]. Since Eve’s quantum system factors off, the
F = F' follows from the fact that W and Z are indepen-
dent random variables for each basis, i.e., S(Z | ABW) =
S(Z | AB). For the remaining two cases, we find that the
optimal values of the two objective functions are unequal,
and no reduction to the Bell-diagonal case is possible. This
explains the fine-grained row of Table II.

We plot F and F’ corresponding to the last two columns
of Table IV in Figs. 1 and 2. Note that we always find
that the fine-grained F (F”) is higher than the sifted fine-
grained F (F"), followed by the coarse-grained F (F’), as
has already been pointed out in Ref. [26].

o
w
o

Z0.34
.20
2032
5
030
o
&
5
Ry
o Fine-grained, F
'+ Fine-grained, F'
0.24 1
0.00 0.05 0.10 0.15 0.20 0.25 0.30
Misalignment angle ¢ (radians)
FIG. 1. Plot of F and F’ for a channel with misalignment

and depolarization. We find that F = F” for coarse-grained and
sifted fine-grained constraints, while F > F’ for fine-grained
constraints. The plot corresponds to depolarization probability
q = 0.1, and is plotted against the misalignment angle 6.

o
N}
o

o
©

(secure key bits / signal)

o
©

Garse-grained, F
" Coarse-grained, F'
+Sifted Fine-grained, F
+Sifted Fine-grained, F’
o Fine-grained, F
+Fine-grained, F’

& 047

5

~0.16
0.15

L y
0.00 0.05 0.10 0.15 0.20 0.25 0.30
Misalignment angle ¢ (radians)

FIG. 2. Plot of F and F’ for a channel with misalignment,
depolarization, and replacement channel. We find that F' = F’
for coarse-grained, while F > F’ for sifted fine-grained and fine-
grained constraints. The state leaving Alice’s lab is replaced with
the signal state corresponding to H, with probability A = 0.2.
The plot corresponds to depolarization probability ¢ = 0.1, and
is plotted against the misalignment angle 6.

V. WCP DECOY-STATE BB84

In this section, we present results for the WCP decoy-
state BB84 protocol [3440] in the same manner. The
key rate calculations, protocol description, channel simula-
tion, and decoy analysis are exactly identical to those from
Ref. [26]. Therefore, these aspects will be described only
briefly in this work. The only difference lies in the mod-
ification of Kraus operators according to Eq. (8), and the
inclusion of the replacement channel ® pjac in the channel
simulation.

A. Protocol specification

Alice prepares and sends a phase-randomized weak
coherent pulse in the polarization mode H, V, A, D with
equal probability, choosing to use the “signal intensity”
with probability close to one, and some “decoy intensi-
ties.” Bob implements passive basis choice with equal
probability. We use a squashing model on Bob’s side
[41] to describe his measurements, and Bob’s squashed
POVMs can be found in Appendix A 2. Alice and Bob
announce a small fraction of their data, and perform the
acceptance test. If the protocol accepts, Alice and Bob
announce their basis, and throw away the signals where
they measured in different bases, or where Bob got a
no-detection event. Alice then maps her measurement out-
comes to the raw key, followed by error correction (Cas-
cade) and privacy amplification. For the descriptions of the
exact Kraus operators of the protocol, we refer the reader
to Appendix A 2.

The fine-grained statistics obtained by Alice and Bob
are given in Table III. Again, as in Sec. IV, we use the
phrase “fine-grained” constraints to refer to the case where
all the entries in Table I are used for the acceptance test,
“sifted fine-grained” when only the entries marked in red

064040-7
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TABLE III. Format of fine-grained statistics obtained for
decoy-state BB84 protocol. The rows denote the state sent by
Alice, and the columns denote the measurement outcome mea-
sured by Bob. One such table is obtained for each intensity used
by Alice. The H and + correspond to measurement outcome 0,
while the V" and — correspond to measurement outcome 1; and
yis denotes the probability of Alice obtaining outcome x and
Bob obtaining outcome y, given intensity p; was used.

Bob measures

H A% + — %)
i i i i i
H Yut Yuy Vi Vir- Yo
. bt it “ o "
Alice Vv Vi Vv Vit Vit Vg
i i i Iz Wi
sends + Vir Vi Vit Vs Vig
i Wi i i Wi
- Y H Yoy Yo Yol Yoy

are used, and “coarse-grained” constraints when only the
(unnormalized) QBER and gain constraints for each basis
are used. Additionally, we use the constraints from source
replacement that characterize Alice’s system for prepare-
and-measure protocols.

The exact manner in which statistics from a channel con-
sisting of misalignment and loss are computed is identical
to the procedure described in Appendix C of Ref. [26].
We will not repeat those calculations here. We include an
additional “replacement channel” ®cyjace, Which replaces
the state leaving Alice’s lab with the signal state corre-
sponding to A with probability A = 0.2. This is interesting
since it breaks symmetries in observed statistics. If we
include the replacement channel, then each row 77/‘ " of
Table 111 (computed for loss and misalignment) is replaced
by (1 — 1)¥/" 4 Ay’ (since Alice sends each state with
equal probability).

B. Results

The optimization problem for decoy protocols is solved
by obtaining bounds on the single-photon yields as
A7)

LL 1 LU
Yk = Ve Vs VX

where yyllx denotes the probability of Bob obtaining out-
come y, given Alice sent signal x and 1 photon. One can

then compute lower and upper bounds on yxl,y, by using
yxl’y = Pr(x)yyllx, where Pr(x) denotes the probability of
Alice sending signal x.

The optimization problem [26,35,37,39] is then given by
(see Appendix D)

F = min 1 (p),

peSl

(18)
S; =1{p eH |yt <Tr(Tp) < v, V&),

where H_. denotes positive semidefinite operators, S is the
set of density operators compatible with observed statis-
tics, and k depends on the exact nature of coarse-graining.

We numerically compute the difference between F' =
minpesif(p) and F' = minpesif’(,o) for all our chan-
nel models, and various types of constraints. The results
are summarized in Table IV.

Since after squashing, the single-photon contribution to
the objective function involves both Alice and Bob hav-
ing qubits (or vacuum), our intuition from the qubit BB84
picture can be used to understand the results in Table IV.
We believe a more rigorous justification can be made along
the same lines as for the qubit case; however, that is not a
contribution of this work. For coarse-grained constraints,
we expect symmetry arguments to allow us to restrict to
Bell-diagonal states, in which case announcing W provides
no new information to Eve. For the “sifted fine-grained”
and “fine-grained” cases, we expect symmetry arguments
not to work in general, but to allow a restriction to Bell-
diagonal states if observations are also symmetric, as seen
in Sec. IV. We plot F and F’ corresponding to the last two
columns of Table IV in Figs. 3 and 4.

Effect of zero-photon contribution. The above analy-
sis is done for the case where we only keep the single-
photon contribution to the key in Eq. (18) (see Eq. (D8)).
Let us consider the zero-photon contribution to the key.
In this case, note that, since no signal left Alice’s lab, Eve
cannot know anything about Alice’s key bit. Therefore, the
zero-photon contribution to F is equal to p0), where p )
is the probability of zero-photon event leading to detection
and passing sifting.

TABLE IV. Relation between F and F” for decoy BB84 protocol. Results are based upon the upper and lower bounds to the opti-
mization obtained from the numerical method [18]. Note that this table is similar to Table II obtained for qubit BB84, suggesting the
fact that similar arguments can be made for understanding this table in both cases.

Channel
Loss Misalignment Loss + Loss +
misalignment misalignment +
(I)replace
Coarse-grained = = = =
Constraints Sifted fine-grained = = = >
Fine-grained = = > >

064040-8
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FIG. 3. Plot of F and F’ for a channel with misalignment

and loss. We find that F = F’ for coarse-grained and sifted
fine-grained constraints, while F > F’ for fine-grained con-
straints. The plot corresponds to a misalignment angle 6 given
by sin?(#) = 0.06, and three intensities u; = 0.5, u, = 0.1, and
n3 = 0.001, with the first intensity used to generate the key.

Moreover, if Alice sends zero photons, the state giving
rise to Bob’s detection must be assumed to be known to
Eve. Therefore, Eve has perfect knowledge of Bob’s data.
In this case, if W is announced, Eve has perfect knowl-
edge of Alice’s data as well. Therefore, the zero-photon
contribution to F" is always zero.

Therefore, in this case F > F’ always, regardless of the
type of constraints used.

VI. CONCLUSION

In this work, we pointed out a critical flaw in the anal-
ysis of QKD protocols using Cascade, which stems from
an improper consideration of the classical communication
during Cascade. This leads to the computation of secret
key rates that are not justified. We proposed a simple and

o
o

Coarse-grained, F

Coarse-grained, F”’
+Sifted Fine-grained, F
«Sifted Fine-grained, F’
«Fine-grained, F

g
o
©

o
o
@©

< Fine-grained, F’

g
o
N

or F' (secure key bits / signal)

% 0.04}
¥ 0.03
0.02"
0.0 0.5 1.0 15 2.0 25 3.0
Loss (dB)

FIG. 4. Plot of F and F’ for a channel with misalignment,
loss, and replacement channel. We find that F = F’ for coarse-
grained, while F' > F’ for sifted fine-grained and fine-grained
constraints. The state leaving Alice’s lab is replaced with the sig-
nal state corresponding to A with probability A = 0.2. The plot
corresponds to a misalignment angle 0 given by sin(8) = 0.06,
and three intensities u; = 0.5, u, = 0.1, and u3 = 0.001, with
the first intensity used to generate the key.

elegant fix, involving the construction of a convenient vir-
tual protocol that cannot leak less information to Eve than
the one using Cascade. Therefore, its key rate can be safely
used in any protocol using Cascade. Our approach is easy
and straightforward to implement in the numerical frame-
work of Ref. [26]. We applied our solution to various
implementations of the BB84 protocol, and compared our
results with those of earlier, incorrect approaches. In many
cases, we found that the numerical value of the key rate
does not change, indicating that the communication from
Bob to Alice does not leak additional information to Eve.
A number of such cases were shown to arise due to sym-
metries in the protocol, and in the observed statistics. All
code used in this work will be made available soon.
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APPENDIX A: PROTOCOL DESCRIPTIONS
1. Qubit BB84

Using the source-replacement scheme [25], the protocol
can be equivalently described as Alice creating the Bell
state |Y) . = |$4) = (|00) + |11))/+/2, and sending A’
to Bob. We model misalignment as a rotation of angle 6
about the Y axis on 4’, with

_ cos(f) —sin(H)
vo)=Le® (sin(e) cos(8) ) (Al
Emisalign(0) = U®)pU®)".
Depolarization is modeled as a map
s
Eaepol () = (1 =) (p) +qTru(p)® 7. (A2)

The state on which statistics are computed is given by
048 = Edepol (Emisalign(19+) (@+1)). The entries in Table I
can be computed via y; = Tr(I";p45)-

Both Alice and Bob perform measurements on qubit
systems, and their POVMs are given by {Pzo =
pz10) 0], Pz1y = p- 1) (1], Px o) = px |+) (+|, Py =
px =) (=}, with p, = p, = 1/2. In addition, Alice imple-
ments the key map by simply copying the measurement
outcome to the key register. From the discussion in
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Appendix A of Ref. [42], we can remove certain regis-
ters created by the generic form of the Kraus operators in
Eq. (7). In particular, we do not need to consider the reg-
isters that store Alice and Bob’s outcome, and we need
only one copy of the announcement register. In this case,
the general form for the Kraus operators from Eq. (7) now
becomes

K=Y Irean), @ \/Z Pl ®PL @),
y

X

(A3)
while Eq. (8) becomes
K;’W = Z Ir(a,a,x)); ® Z Pfa,x) ® Pfa,y)
i x@;zw
Q) 1 ® W)y, (A4)

where «, 8 denotes basis choice, and x,y denotes mea-
surement outcomes. Alice and Bob’s POVMs are given

by P* = {P(, )} and P’ = {Pf, |}. Since Alice and Bob

throw away all signals that have basis mismatch, the set of
operators generating the G map can be given by {K,}, and
the set of operators generating G’ is given by {K/, ,}. The Z
map has Kraus operators {Z;} given by Z; = |i) (f|Z ®1pi-
Therefore, the final Kraus operators for F are given by

)0 ).+ 0,0
o ()20,

S ORTAR)
(e )00,

and

1
Z) = ( O) ® HdimA x dimp X2
(A6)

0
Z) = ( 1) ® HdimA x dimp x2-
The operators for F’ can be constructed from Eq. (A4).

2. WCP decoy BB84

Along with source replacement, we use the squash-
ing model from Ref. [41] to squash Bob’s system
to three dimensions. Since we generate key only

from the single-photon pulses, Alice’s POVMs are
given by {Pz0) = p- 10) (0], Pz1) =p- 1) (1], P =

PelH) (+l, Py =pel=) (=1}, with p, =p,=1/2.
Bobs POVMs are given by
0 0 0 0 0 0
Plo=p-[0 1 0|, PL,=p.[0 0 O],
0 0 0 0 0 1
o (000 o 000 0
B X B X
Pho =5 01 1], Py =5 0 1 —1],
0 1 1 0 —1 1
1 00
Pi=10 0 0], (A7)
0 0 0

with p, = p, = 1/2. Here, the first column corresponds to
the vacuum subspace, while the second and third columns
make up the qubit subspace. Again, from the discussion
in Ref. [42], we can remove certain registers created by
the generic form of the Kraus operators in Eq. (7). After
removing these registers, the form of the Kraus operators
is given by Eq. (A3). Therefore, the final Kraus operators
for F are given by

K, = [((l))z® */‘TZC 0>A ! <(1)>Z® @(0 I)A}

0 1
Vo 1 ®(0),
1

=[O0 ().
o5 (7))

and

1
Z) = ( O) ® Ldim, x dimp x2,
(A9)

0
Zy = ( 1> ® HdimA x dimpg x2-
The operators for F’ can be constructed from Eq. (A4).

APPENDIX B: BELL-DIAGONAL STATES

For Bell-diagonal states, we can show that the
announcement of the location of errors W leaks no new
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information to Eve, by showing that Eve’s state is block-
diagonal in W anyway. In the Bell-diagonal case, the state
shared between Alice and Bob can be written as

P8 = ro |P+) (P4 4 A1 [¢-) (@]

+ X2 V) (Wl + 23 1Y) (W-I,  (BI)
where |¢p,,_) and |y, ,_) are the Bell states, and the A;s
are related to the quantum bit error rate via Q7 = A3 + A4,
Ox = Ay + A4, and Qy = Ay + A3. We can assume Eve
holds a purification of the form

V) ae = VAo 194) leo) + VA1 19-) ler)
VA W) lea) + VA3 1Y) les)

(B2)

where |e;) are orthonormal basis vectors for Eve’s system.
Let us suppose Alice and Bob measure in the basis o €
{X,Z}. The (unnormalized) state after the measurement is
given by

P =Y. @) Wl s,
x,y €{0,1}

(B3)

(o) x,y

where pp " = Tt[(P, , ® Pp, ) ® Ie) V) (W l4pp]. A

simple calculation shows that the support of (p(oooo,

(“) 1) is orthogonal to the support of (p(“) ! O,p‘(ga)o h.
Thus we can conclude that Eve can be assumed to always
know the value of x @ y for the entire raw key, if the state
shared between Alice and Bob is Bell-diagonal. In fact,
the above discussion is also true when Alice and Bob mea-
sure in the Y basis, and is therefore also applicable to the

six-state protocol.

APPENDIX C: TWIRLING REDUCES KEY RATE

For our protocol, f (p) = S(Z | E/IE) »- One can always

expand
S(Z | EAB)

= Prob(a, f)S(Z | E,A = o, B = B)
a.p

= > Prob(@)S(Z | E.A = ), (C1)

where we have used the fact that Z = L for basis mis-
match, and those signals are thrown away. Now, let

4
1
1 Z(Ui ® 01)p(0; ® o)l

i=1

T(p) = (C2)

=
Z;pi=

Then,

. 1 .
S(Z | E,A=da)r( < 2 ;S(Z |E,A=a),

4
1 ~
=1 Y SZ|EA=a),
i=1

=S(Z|E,A=a), (C3)
where we have used the linearity of 7 and the concavity
of conditional entropy in the first inequality. The second
line follows from the fact that the action of the Pauli oper-
ators on p either leave the measurements performed (X, ¥,
or Z) unchanged, or flip the outcomes, neither of which
can affect the entropy. Combining Egs. (C1) and (C3),
we obtain Eq. (11), which is required for the reduction to
Bell-diagonal states.

APPENDIX D: DECOY ANALYSIS

The decoy analysis in this work is similar to that from
Ref. [26], with small changes in notation, and is included
here for the sake of completeness. For a phase-randomized
weak coherent pulse, the state is diagonal in photon num-
ber and follows the Poisson probability distribution

(D1)
For any statistic ), one can then write

Vie = Pu v (D2)

where y ! denotes the probability of Bob obtaining out-
come y glven that Alice sent signal x and intensity u;.
If one uses multiple intensities, then one can use the
following set of equations,

Vo < Zpu,- My, + (1

n<N n<N

- Zpﬂ,(n)) :
(D3)

yle)IC Z Zpu, (n)y)ﬁxa

n<N

to obtain upper and lower bounds on yyllx:

1L 1 LU
Ve =Vl Vx> V5. (D4)

Noting that we can now compute bounds on yxl,v =

Pr(x) yyllx, we obtain bounds on all the single-photon statis-
tics for any particular coarse-graining, which we refer
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to as

={p € Hly, " <Tr(Thp) < 9%, YA, (D)
where y,! means the kth statistics obtained from one-
photon signals, and the range of k& depends on the exact
nature of the coarse-graining. Objective function. The
state shared between Alice and Bob after source replace-
ment can be assumed to be block-diagonal in the photon
number of Alice’s signal, given by

P444B = an |72) ”|AS fﬁgh (D6)

where 4 and B are Alice and Bob’s systems, and Ag is a
shield system. In such cases, the objective function can be
shown to satisfy [43]

(D7)

: ).
minf (p) = an (n)nn 1

P4B

For polarization-encoded phase-randomized pulses, Eve
can perform a photon-number-splitting attack [44]. This
implies that no key can be generated for » > 1 in the above
equation. Therefore, we have

(1)

minf (p) =po min f (pgp) +p1 min f (o)
re pius2 €S p/(m) €s)
>pr min f(p\y). (D8)
Pip s

In this work, we will use the second expression above.
Since one does not know the exact single-photon statistics,
but rather knows bounds on them due to decoy analysis,
the optimization problem is then given by

F_ mln f(p)’

p€S1(G)

(D9)

S; ={p e Hily," < TrTup) < v,°Y, V&)
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