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Integrating measurement-device-independent quantum key distribution (MDI QKD) with classical net-
works guarantees security and economy. Unfortunately, the performance of MDI QKD, suppressed though
it is by network asymmetry, is further degraded by the addition of integration noise. As a consequence,
symmetric systems are always believed to be better for a higher key rate. However, we reveal a coun-
terintuitive fact that asymmetric MDI QKD has better performance in integrated systems. Modeling the
mechanism of the asymmetric effect in integrated MDI systems and analyzing the noise-suppression effect
of asymmetric structures, we observe an unanticipated increase of the key rate up to 260%, giving a
conclusion diametrically opposite that for the original system. The phenomenon found and the proposed
analytical model provide a method for noise suppression and performance improvement, permitting high
adaptability for realistic asymmetric networks.
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I. INTRODUCTION

Quantum-key-distribution (QKD) networks aim at real-
izing multiuser secure key sharing [1–14]. Traditional
communication integrated with QKD systems will effec-
tively increase the security level, and the economic cost
of deploying reliable QKD networks based on integrated
systems will be cheaper. The core concept of integration
is transmitting quantum and classical signals in the same
optical fiber, which was first realized by Townsend and
coworkers [15]. After dealing with the impact of cross-
channel noise from classical channels, we construct the
QKD networks economically. Previous work was based
mainly on the BB84 protocol and its variants [15–21].
However, the measurement-side security of the BB84 pro-
tocol is an annoying shortcoming, although the systems
are mature enough for a high key rate. In 2012, with
the aim of fighting against an attack on the measurement
side [22–26], a measurement-device-independent (MDI)
QKD protocol was proposed [27,28]. The special struc-
ture of MDI QKD determines that this protocol is suitable
for building star-type QKD networks. Therefore, promot-
ing the integrated deployment of the MDI protocol is
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imperative. In 2019, an integration scheme for an MDI
QKD protocol was proposed [29], and this establishes
the basic framework of an integrated MDI system. The
research that followed focused mainly on field tests
[30] and long-distance systems [31]. Differently from the
BB84 protocol, the MDI protocol, inserting extra nodes,
introduces new problems for the integration scheme;
for instance, asymmetric structure and more-complicated
analysis for noise.

To construct a practical integrated MDI system, one
must face two obstacles, noise and asymmetry. For noise,
the power for classical signals is about 7–9 orders of
magnitude higher than the power for quantum signals.
Quantum subsystems are sensitive to the influences of
noise from classical channels. Because of the nonlin-
ear effect of optical fiber, signal photons will generate
additional photons in other channels, which become the
main component of cross-channel noise. Spontaneous-
Raman-scattering (SPRS) noise [32], the spectral width of
which is wide enough to cover the whole communication
band of a QKD system, is the dominant noise. Cross-
channel noise will increase the background noise level,
causing higher key-rate consumption during the error-
correction process. For asymmetry, to adapt a complex
communication environment, the integrated MDI sys-
tem needs to be designed with an asymmetric structure
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[33–36]. There is no reason for two senders (Alice and
Bob) to have the same distance from Charlie, on the
measurement side. In other words, the transmission effi-
ciency may not always be the same. According to previ-
ous research on the original MDI system, the deviation
between transmission efficiency can increase the quantum
bit error rate in signal states [33]. Use of an asymmetric
protocol [33] can mitigate the impact; however, symmetric
systems are regarded to be better under a severer integrated
environment. Most studies are based on symmetric-fiber or
symmetric-attenuation systems to perform integration for
the MDI protocol [29,30].

It seems that all the characteristics are negative for the
performance of a QKD system. This conclusion is decep-
tive because we treat these characteristics in their own
environment. However, the integrated MDI system is more
than a trivial addition of two systems. The cross-channel
noise can be regulated by the channel length, which is the
object of asymmetric allocation. That means it is possible
to suppress the noise level by adjusting the asymmetry of
the integrated MDI system. The asymmetric effect brings
about noise suppression for the integrated system and a
key-rate decrease for the original MDI system. Balanc-
ing this trade-off is positive for proposing integrated MDI
schemes with better performance and practicability. We
describe this concept as two negatives make an affirmative.

In this work, we observe a higher key rate in an asym-
metric integrated MDI system than in a symmetric one.
This paper is organized as follows. The model of an
asymmetric integrated MDI QKD system is introduced in
Sec. II. We are surprised to observe that the asymmetry
has the potential to suppress the SPRS noise; therefore,
we expected that there would be a key-rate increase in the
asymmetric structure. A relative demonstration and fur-
ther discussions are given in Sec. III. Two opposite factors
caused by asymmetry are discovered that quantitatively
explain the key-rate increase in asymmetric systems. Fur-
ther calculations considering finite-size effects are given
in Sec. IV, and they demonstrate that our conclusions
are still valid in practical scenarios. The conclusions and
expectations are presented in Sec. V. Suitable use of the
asymmetric effect will effectively optimize the integrated
MDI schemes. Our study reveals an opposite key-rate
evolution in integrated MDI systems compared with the
original system, making practical and high-performance
systems possible, which is beneficial for the construction
of practical QKD networks.

II. THEORETICAL MODEL OF AN
ASYMMETRIC INTEGRATED MDI QKD SYSTEM

In Sec. II A, we determine the structure of the
asymmetric integrated MDI system and integration
scheme. Necessary modeling information is given in
Sec. II B.

A. Structural framework of the asymmetric integrated
MDI QKD system

The structural framework of the asymmetric integrated
MDI system is shown in Fig. 1. The users, Alice and
Bob, execute the MDI QKD protocol by sending quan-
tum signals (blue arrows) to Charlie, and they also transmit
classical signals (red and orange curves) to each other.
Quantum and classical signals are transmitted in the same
single-mode fiber (SMF). Aiming at making full use of
untrust advantage in MDI systems, we relaxed the restric-
tions on the location assignment of untrusted Charlie in
the system. The measurement nodes have lower secu-
rity requirements, which gives them greater maneuver-
ability. Moreover, in future quantum-classical integrated
MDI networks, operators will need to choose the optimal
measurement-node layout schemes for a fixed customer
distribution in advance. For the considerations above, we
fixed Alice and Bob, permitting Charlie to be flexible,
so as to realize the asymmetric allocation. The classical
communication function of Charlie is canceled for simplic-
ity. Only Alice and Bob execute classical communication.
(Strictly speaking, Charlie still needs communication for
service function, but those signals are too weak to have a
considerable influence compared with the original classical
signals.)

We discuss two integrated cases. The first one is uni-
directional, which permits only Alice to send classical
signals, with launch power PA. This case corresponds to
the red arrows in Fig. 1. The other case permits bidi-
rectional transmission for classical signals, which means
Bob also sends classical signals, with launch power PB, as
the orange arrow in Fig. 1. Classical signals pass Charlie
without any modulation.

B. Asymmetric model of the integrated MDI system

Here we give the key-rate formula for the original MDI
QKD scheme [31,37,38]:

Roriginal = 1
2
{Q11[1 − H(e11)] − feQrectH(Erect)}, (1)

where Q11 and e11 denote the gain and quantum bit
error rate of a single-photon event; Qrect and Erect denote
the gain and quantum bit error rate in a rectilinear
basis; H(x) is a binary Shannon function, whose form
is H(x) = −x log2(x) − (1 − x)log2(1 − x); and fe is the
error-correction efficiency. The specific forms of the gain
and error rate are given in Appendix A.

Referring to previous work [33–36], we rewrite the
transmission efficiency ηA and ηB by introducing the chan-
nel asymmetric index θ = LAC/LBC as

ηA = ηm10
−αLθ

10(1+θ) , ηB = ηm10
−αL

10(1+θ) , (2)
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FIG. 1. Framework of the asymmetric integrated MDI QKD system. The whole system of Alice and Bob can be divided into
quantum subsystems and classical subsystems. The quantum subsystems send modulated quantum signals to Charlie, and the classical
subsystems transmit classical signals with launch power PA or PB and receive incoming signals. Quantum channels and classical
channels are coupled into the same SMF through DWDM. Signals received by Charlie are divided by demultiplexers, and the quantum
channels are filtered by a narrowband filter (NBF) placed in front of the Bell-state-measurement device. To facilitate the calculation, we
denote the classical power at Charlie as PAmid and PBmid. The dialog boxes display the SPRS-noise formation process in two different
fibers. BS, beam splitter.

where ηm is the efficiency of the measurement side, includ-
ing the insertion loss and the detection efficiency of the
single-photon detector (SPD), α is the attenuation coeffi-
cient of the SMF, and L = LAC + LBC, where LAC (LBC)
is the fiber length between Alice (Bob) and Charlie. The
transmission efficiencies contained in the gain and the
error rate are directly influenced by asymmetric allocation.

FIG. 2. Key rate of the asymmetric original MDI QKD system
with different asymmetric structures. Secure-key-rate curves with
different θ (different degrees of asymmetry) are given in different
colors.

Replacing the transmission efficiencies with new forms
in Eq. (2), we can analyze our model with asymmetric
channels.

Simulations of key rate in the original MDI system are
shown in Fig. 2. The performance of the original MDI sys-
tem is obviously suppressed by asymmetric channels. The
parameters we used in this paper are listed in Table I.

The background count rate, Y0, comes mainly from the
response to the dark count of the detectors and background
noise. It plays a critical role in integrated processing.
Y0 = 2pd [31,37] in the original MDI system, where pd is
the dark count rate of the SPD. The noise description of
Y0 is the key to our integrated model. In integrated MDI
systems, Y0 is written as [29–31]

Y0 = 2pd + px. (3)

TABLE I. Parameters used in this paper.

Parameter Value

ηm 20%
fe 1.15
ed 2%
pd 5 × 10−8 per window
ρ 1.59 × 10−9 km−1 nm−1

Td 0.5 ns
λq 1550 nm
�λ 0.2 nm
α 0.2 dB/km
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The SPRS noise is treated as shot noise with a Poisson
distribution. Considering weak intensity approximation,
the noise photon count rate px is equal to the detected
average photon number N x. The subscript x represents
unidirectional and bidirectional cases.

In the unidirectional case, quantum signals and classi-
cal signals propagate in the fiber between Alice (Bob) and
Charlie in the same (a different) direction, which results
in forward (backward) noise (the definitions are given in
Appendix B). Therefore, we should treat these types of
noise with different parameters. For example, the launch
power of forward noise is PA, while the launch power
of backward noise is PAmid, which is the attenuation of
PA due to the channel loss. The fiber length for forward
(backward) noise is LAC (LBC). The same discussion can be
used in the bidirectional case. The bidirectional integrated
scheme will cause another asymmetry, power asymme-
try. For convenience, we introduce the power asymmetric
index γ = PA/PB to describe it.

We can now calculate the noise photon number per
window Nx with the formulas

Nuni = Nforward(LAC, PA) + Nbackward(LBC, PAmid),

Nbi = Nforward(LAC, PA) + Nbackward(LBC, PAmid)

+ Nforward(LBC, PB) + Nbackward(LAC, PBmid). (4)

Details of the methods for calculating Nforward and Nbackward
are given in Appendix B.

Specifically, we propose three noise models: a unidirec-
tional model, a bidirectional model with symmetric power,
and a bidirectional model with asymmetric power. Figures
3(a)–3(c) show the noise level in the different noise mod-
els. We find that the noise photon number increases in the
early stage and then decreases with the extension of fiber
length.

Without loss of generality, we discuss Fig. 3(a) in detail.
The noise level reaches a maximum at about 20–40 km,
and the asymmetry causes a left shift of the peaks. The
value of 40 km comes from the basic noise model intro-
duced in Appendix B. For forward and backward noise, the
highest level is reached at 20 km. The asymmetry makes
the forward noise dominant, which changes the typical
value to 20 km. The more intense the asymmetric effect
is, the lower is the noise we get in the unidirectional case.
However, in the bidirectional case, we find that at long dis-
tances, the asymmetric structure cannot suppress the noise.
A more-extreme asymmetric structure (both in fiber length
and in power) has greater potential to suppress the noise.
The three models can be connected by the index γ : γ =
+∞ corresponds to the unidirectional case, γ = 1 corre-
sponds to the bidirectional case with symmetric power, and
other values of γ correspond to the bidirectional case with
asymmetric power. The relationship is displayed in Fig.

(a) (b)

(c) (d)

FIG. 3. Noise models considering the asymmetric effect. The
total launch power is −13 dBm. (a) Unidirectional noise model.
(b) Bidirectional model with symmetric power. (c) Bidirectional
model with asymmetric power, γ = 4. (d) Relationship between
the three models: L = 40 km and θ = 5.

3(d), and we also observe the noise-suppression potential
of power asymmetry.

After rewriting Y0 and ηA (ηB), we establish the model
of an asymmetric integrated MDI system. According to
the results, the noise can be suppressed by the asymmetric
structure, which is a positive factor for the integrated sys-
tem. Naturally, we expect that the asymmetric integrated
MDI system could obtain a higher key rate, but the accu-
racy still needs to be verified (see Sec. III) for the key-rate
suppression in Fig. 2.

III. ASYMMETRIC EFFECT IN THE
INTEGRATED MDI SYSTEM

For convenience, we discuss the unidirectional inte-
grated system as an example. We start by answering the
question proposed at the end of Sec. II. A simple verifica-
tion of key-rate increase is done in Sec. III A. The question
of why the asymmetry increases the key rate is answered
in Sec. III B.

A. Feasibility analysis of higher performance with an
asymmetric structure

If we fix the system parameters given in Table I, the
key rate will be a function of θ , L, and PA. A criterion
is required for judging whether an increase is possible.
The derivative value of the key-rate function when θ =
1, ∂R/∂θ

∣
∣
θ=1, is suitable. It reveals the potential of our
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FIG. 4. Value of the derivative function when θ = 1. The
transmission length is scanned from 0 to 200 km, and the max-
imum power is 5 × 10−5 W (−13 dBm). The maximum length,
200 km, is determined from the results in Fig. 2. The maximum
power, −13 dBm, is close to the maximum power the MDI sys-
tem can tolerate at 200 km with the parameters in Table I. Thus,
all the points we scan can produce a positive key rate.

scheme in different integrated environments. A positive
value means the asymmetry can be used to get higher
performance. A nonpositive value brings about trivial
results.

We show the derivative value with different integration
environments in Fig. 4. Fortunately, if we ignore the preci-
sion of the algorithm, all the values are non-negative and
the points show positive values occupy a wide range in the
scanning area. The results in Fig. 4 indicate that the expec-
tations in Sec. II are verified. Another conclusion from Fig.
4 deserves mention. The definition of the derivative tells us
that ∂R/∂θ

∣
∣
θ=1 contains the evolution law along the direc-

tion where θ > 1. For the reverse direction, −∂R/∂θ
∣
∣
θ=1

tells us the behavior of the key rate when θ < 1. Nega-
tive values indicate the key rate will decrease when θ < 1.
Obviously this structure makes the backward noise, which
maintains a high level of saturation over a long-enough
distance, dominant. Therefore, we find a higher SPRS-
noise level. To explore the key-rate increase in asymmetric
systems, we discuss only the situation where θ > 1.

B. Two competitive factors in the asymmetric
integrated system

We now propose two vague concepts whereby the asym-
metry brings about positive and negative factors for the
integrated system. A quantitative description is required so
that we can have better understanding of the improvement.
The questions would be difficult if we focus only on the
formula for the key rate, for the two factors are strongly
coupled. However, if we instead search in the space of

FIG. 5. Different terms of the derivative function. The blue
curve represents the gain term and the red curve represents the
suppression term in the derivative function. The transmission
length and power are set as 200 km and 5 × 10−5 W (−13 dBm),
respectively. Here we use the blue and red curves to represent
∂Y0
∂θ

C1(θ , L, PA) and − ∂ηA
∂θ

C2(θ , L, PA), respectively, for intuitive
comparison.

the derivative function, the question above will be solved
easily.

The quantity ηAηB has nothing to do with the channel
asymmetric index θ , so we can derive the relationship

∂ηAηB

∂θ
= ηA

∂ηB

∂θ
+ ηB

∂ηA

∂θ
= 0. (5)

Then the derivative function for θ can be written as

∂R
∂θ

= ∂Y0

∂θ
C1(θ , L, PA) + ∂ηA

∂θ
C2(θ , L, PA). (6)

The factors are decoupled in Eq. (6). More details can be
found in Appendix A.

Equation (6) can be regarded as a gain-suppression
function, for it reveals the relationship between gain and
suppression for the asymmetric effect. We call the first
term, which contains ∂Y0/∂θ , the “gain term,” for it shows
the suppression of noise. The second term contains ∂ηA/∂θ

and is called the “suppression term,” for it shows the
unbalance of transmission efficiencies. The two factors are
combined by two coefficients C1 and C2, which will be
confirmed by the system parameters. The detailed behav-
iors of the gain term and the suppression term are shown
in Fig. 5.

With a higher asymmetry level, the gain term always
decreases, and the suppression term increases in the early
stage and then decreases. The intersection of the two
curves represents the optimal asymmetric structure of the
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(a) (b)

FIG. 6. Behavior of θmax in different conditions. (a) Behav-
ior of θmax for different transmission distances; the power is
5 × 10−5 W (−13 dBm). (b) Behavior of θmax for different
powers; the transmission distance is 200 km.

integrated system. We use θmax to note the intersection. For
convenience, we divide the θ space into two zones by θmax.
The zone before the intersection is called the “gain zone,”
for the gain term is the dominant quantity, and the key
rate maintains an upward trend. The zone after the inter-
section is called the “suppression zone.” The suppression
term is slightly stronger than the gain term even though
they evolve with the same level in the suppression zone, so
the key rate starts to decrease. The range of the two zones
will vary with different integrated environments.

In practical applications, it is worth analyzing the behav-
ior of θmax. We simulate θmax with different integration
environments in Fig. 6. The behavior of θmax shows dif-
ferences. Figure 6(a) shows a decrease of θmax with longer
distances, while Fig. 6(b) shows an increase of θmax with
higher power. According to Fig. 2, the suppression will
be stronger at long distances. A conservative asymmetric
structure has more potential to balance two factors, and the
best performance will be located at low θmax with long dis-
tances. Because of the proportional relationship between
power and noise level, higher power brings about intense
suppression of noise, and thus a radical asymmetric struc-
ture is helpful, and that is why we see an increase in the
power domain.

In this section, besides the verification of improvement
feasibility, we introduced the gain term and the suppres-
sion term to explain why and how asymmetry increases
the performance. The discussion was for the asymptotic
case, and more consideration for practicability is provided
in Sec. IV.

IV. PRACTICAL EXPANSION OF THE
ASYMMETRIC INTEGRATED SCHEME

In practical MDI QKD systems, it is necessary to con-
sider the finite-key effect and decoy-state method [39–42].
Here we use the four-intensity decoy MDI QKD method to
analyze the performance of our scheme in a practical com-
munication environment. The key-rate formulas are given

(a) (b)

(c) (d)

FIG. 7. Asymmetric key rate in a practical environment. (a)
Key rate of the original asymmetric MDI system. (b) Key-rate
ratio of the integrated MDI system with different transmission
lengths; the classical power is −13 dBm. (c) Key-rate ratio of
the integrated MDI system with different classical powers; the
transmission length is 40 km. (d) Key rate of the integrated MDI
system with different power asymmetry; the transmission length
is 40 km, the classical power is −11.7 dBm, and θ = 3.

as [42]

R∗(H , M ) = pZApZB

{

aZ
1 bZ

1 sL
11,Z

[

1 − H
(

eph,U
11

)]

− feSzzH(Ezz)
}

− 1
N

(

log2
8

εcor
+ 2 log2

2
ε

′
ε̂

+ 2 log2
1

2εPA

)

,

R = min R∗(H , M ),

H ∈ [H L, H U],

M ∈ [M L, M U]. (7)

All quantities given in Eq. (7) are explained in Ref. [42].
With the same parameters as in Table I, we simulate the
key rate of the original MDI system in Fig. 7(a). The total
pulse number N is set as 1011 and the total secure efficiency
εtotal is 10−10. The key rate decreases greatly compared
with the case in Fig. 2 because of the finite-key effect.

We also simulate the key rate with different integration
environments in the unidirectional case in Figs. 7(b) and
7(c). For intuitive presentation, we replace the key rate
with the key-rate ratio, R(θ = x)/R(θ = 1). As expected,
we observe a prominent key-rate increase in asymmetric
systems, and θmax has the same behavior as in Sec. III.
Typically, the highest increase we achieved is about 260%
with −10.5-dBm launch power at 40 km. The parameters
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are determined by Fig. 7(a) so as to guarantee positive key
production in all simulation conditions.

According to the discussion above, we note that the
key-rate increase is environment related. The increase can
be evaluated by the maximum increase and the cover-
age interval. Figure 7(b), with different distances, shows
typical examples. Systems with 60 km can result in
greater maximum increase but the coverage interval is rel-
atively limited. The results change in systems with 40 km.
Higher sensitivity to noise and stronger suppression from
asymmetry of long-distance systems can explain this phe-
nomenon. More details and further discussion are provided
in Appendix C. Exploration of the bidirectional case is
shown in Fig. 7(d). This case introduces power asymme-
try. As expected in Sec. II, the key rate evolves with a trend
opposite that of noise. The asymmetric power scheme can
also increase the key rate effectively. These results confirm
the discussion about the relationship among different noise
models we mentioned in Sec. II.

All the results in Fig. 7 demonstrate the feasibility of our
scheme in a practical integrated MDI system.

V. CONCLUSION

In summary, we observe a higher key rate in asymmetric
systems through investigation of the asymmetry in inte-
grated MDI systems. Starting with the noise suppression
of asymmetry, we predict a higher key rate in asymmetric
systems. Moreover, we verify our expectation and answer
the question of how the asymmetry affects the systems. A
finite-size effect is considered to prove the practicability of
our conclusion. At the same time, our analysis is also appli-
cable to other protocols with untrusted nodes; for example,
twin-field QKD [43,44]. The integrated works of those
protocols will not concern the asymmetric effect anymore
if we use it reasonably. Constructing practical integrated
QKD networks based on untrusted nodes will become a
reality soon.
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APPENDIX A: SPECIFIC FORMS OF GAIN AND
SUPPRESSION TERMS IN THE

GAIN-SUPPRESSION FUNCTION

In this appendix, we give the specific form of the
gain-suppression function. For simplicity, we derive the

formulas on the basis of Eq. (1). Firstly, we give the spe-
cial forms of the gain and error-rate terms contained in Eq.
(1) as

Y11 = (1 − Y0/2)2[
ηAηB

2
+ (2ηA + 2ηB − 3ηAηB)Y0/2

+ 4(1 − ηA)(1 − ηB)(Y0/2)2],

e11 = e0 − (e0 − ed)[1 − (Y0/2)2]
ηAηB

2Y11
,

Q11 = μAμBe−μA−μBY11,

QC
rect = 2[1 − (Y0/2)]2exp(−ηAμA + ηBμB

2
)

× [1 − (1 − Y0/2)e−ηAμA/2]

[1 − (1 − Y0/2)e−ηBμB/2],

QE
rect = Y0(1 − Y0/2)2exp(−ηAμA + ηBμB

2
)

× [I0(
√

ηAμAηBμB) − (1 − Y0/2)

× exp(−ηAμA + ηBμB

2
)],

Qrect = QC
rect + QE

rect,

Erect = [edQC
rect + (1 − ed)QE

rect + (1 − ed)]/Qrect, (A1)

where Y11 (Y0) is the response possibility of single-photon
states (background noise), ηA (ηB) is the transmission effi-
ciency of the Alice-Charlie (Bob-Charlie) channel, e0 =
1/2 is the error rate of background noise, ed is the misalign-
ment error rate of the MDI system, μA (μB) is the average
photon number of the weak coherent pulse launched from
Alice (Bob), and I0(x) is the modified Bessel function of
the first kind. μA and μB will be optimized to achieve a
higher key rate.

Considering the specific form of the binary Shannon
function, we can rewrite the key-rate formula as

R = 1
2
{Q11 + Q11e11 log2(e11)

+ Q11(1 − e11) log2(1 − e11) + feQrectErect log2(Erect)

+ feQrect(1 − Erect) log2(1 − Erect)}. (A2)

For simplicity, we use different letters to replace each term
in Eq. (A2), where

A = Q11,

B = Q11e11 log2(e11),

C = Q11(1 − e11) log2(1 − e11),

D = feQrectErect log2(Erect),

E = feQrect(1 − Erect) log2(1 − Erect).

(A3)
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The derivative functions are written as follows:

∂A
∂θ

= ∂Q11

∂θ
,

∂B
∂θ

= ∂Q11

∂θ
[e11 log2(e11)]

+ ∂e11

∂θ

{

Q11

[

log2(e11) + 1
ln 2

]}

,

∂C
∂θ

= ∂Q11

∂θ

[

(1 − e11) log2(1 − e11)
]

− ∂e11

∂θ

{

Q11

[

log2(1 − e11 + 1
ln 2

)

]}

,

∂D
∂θ

= ∂Qrect

∂θ
[feErect log2(Erect)]

+ ∂Erect

∂θ

{

feQrect

[

log2(Erect) + 1
ln 2

]}

,

∂E
∂θ

= ∂Qrect

∂θ
[fe(1 − Erect) log2(1 − Erect)]

− ∂Erect

∂θ

{

feQrect

[

log2(1 − Erect) + 1
ln 2

]}

.

(A4)

Then we need to calculate the derivative functions of the
response rate and the quantum bit error rate:

∂e11

∂θ
= (ed − e0)ηAηB

2

×
{

−Y0
∂Y0

∂θ
Y−1

11 −
[

1 −
(

Y0

2

)2
]

Y−2
11

∂Y11

∂θ

}

,

∂Q11

∂θ
= μAμBe−μA−μB

×
{

∂Y0

∂θ

(

1 − Y0

2

) [

ηAηB

(

−2 + 17
4

Y0 − 2Y2
0

)

+ (ηA + ηB)

(

1 − 7
2

Y0 + 2Y2
0

)

+ 2Y0(1 − Y0)

]

+ ∂ηA

∂θ

[(

1 − Y0

2

)2

Y0(1 − Y0)

]

+ ∂ηB

∂θ

[(

1 − Y0

2

)2

Y0(1 − Y0)

]}

= μAμBe−μA−μB
∂Y11

∂θ
,

∂Erect

∂θ
= ∂QC

rect

∂θ

× [

edQ−1
rect − edQC

rectQ
−2
rect − (1 − ed)QE

rectQ
−2
rect

]

+ ∂QE
rect

∂θ

× [−edQC
rectQ

−2
rect + (1 − ed)(Q−1

rect − QE
rectQ

−2
rect)

]

,

∂Qrect

∂θ
= ∂QC

rect

∂θ
+ ∂QE

rect

∂θ
,

∂QC
rect

∂θ
= 2

(

1 − Y0

2

)

exp
[

−ηAμA + ηBμB

2

]

×
{

∂Y0

∂θ

[

−XY + 1
2
(1 − Y0

2
)
(

e− ηAμA
2 Y

+ e− ηBμB
2 X

)]

+ ∂ηA

∂θ

[

−
(

1 − Y0

2

)
μA

2
XY

−
(

1 − Y0

2

)2
μA

2
e− ηAμA

2 Y
]

+ ∂ηB

∂θ

[

−
(

1 − Y0

2

)
μB

2
YX

−
(

1 − Y0

2

)2
μB

2
e− ηBμB

2 X
]}

,

∂QE
rect

∂θ
=

(

1 − Y0

2

)

exp
[

−ηAμA + ηBμB

2

]

×
{

∂Y0

∂θ

[(

1 − 3Y0

2

)

Z

+ 1
2

Y0

(

1 − Y0

2

)

e− ηAμA+ηBμB
2

]

− ∂ηA

∂θ
Y0

(

1 − Y0

2

)
μA

2

×
[

Z −
(

1 − Y0

2
e− ηAμA+ηBμB

2

)]

− ∂ηB

∂θ
Y0

(

1 − Y0

2

)
μB

2

×
[

Z −
(

1 − Y0

2
e− ηAμA+ηBμB

2

)]}

, (A5)

where the auxiliary variables X , Y , and Z are given by

X = 1 −
(

1 − Y0

2

)

exp
[

−ηAμA

2

]

,

Y = 1 −
(

1 − Y0

2

)

exp
[

−ηBμB

2

]

,

Z = 1 + ηAμAηBμB

4
−

(

1 − Y0

2

)

exp
[

−ηAμA + ηBμB

2

]

.

(A6)

The derivative functions of ηA (ηB) and Y0, ∂ηA/∂θ

(∂ηB/∂θ ) and ∂Y0/∂θ , are easy to derive, and are
written as
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∂Y0

∂θ
= Psystem

×
{

10
[

−1− αLθ
10(1+θ)

]

10 + θ(10 − αL ln 10)

(1 + θ)3

}

− Psystem

2(1 + θ)2

×
{

10
[

− αLθ
10(1+θ)

]

+ 10
[

− αL(2+θ)
10(1+θ)

]}

,

∂ηA

∂θ
= ηd10

[

− αLθ
10(1+θ)

]

10(1 + θ)2 ,
∂ηA

∂θ
= −ηB

ηA

∂ηA

∂θ
,

Psystem = ρTdλqηd�λPAL
2hc

. (A7)

After rearranging the equations above, we can derive Eq.
(6), and thus we reveal the gain-suppression relationship.

APPENDIX B: SPRS-NOISE MODEL AND
EXPERIMENTAL VERIFICATION

The SPRS-noise model is the core of our asymmetric
noise model; thus, its accuracy and the rationality of its
parameters determine the validly of our conclusion. Here
we provide a simple demonstration by studying the Raman
coefficient, an intrinsic property of SMF.

SPRS noise can be divided into forward and backward
noise by the direction. The noise-photon-number functions
Nforward and Nbackward can be written as [32]

Nforward(L, P) = ρTdλqηd�λPL10−αL/10

hc
,

Nbackward(L, P) = 5ρTdλqηd�λP(1 − 10−αL/5)

hcα ln 10
,

(B1)

where ρ is the Raman coefficient, Td is the window time of
the SPD, λq is the wavelength of the quantum channel, �λ

is the bandwidth of the narrowband filter, h is the Planck
constant, and c is the speed of light in a vacuum. In this
work, we analyze the integration in the C band, and quan-
tum and classical channels are both set at around 1550 nm,
so we regard all the channels as having the same attenu-
ation efficiency α. A typical value of around 20 km can
be extracted from the equations above, where the genera-
tion and attenuation of noise photons are equal, producing
noise peaks or a noise platform as shown in many previous
studies [19].

The accuracy of the SPRS-noise model has been tested
hundreds of times in previous studies [18–20], but the
problem remains of whether the value of ρ is effective. We
designed a simple experiment for the test (Fig. 8).

A tunable laser emits continuous light according to
the channel frequency set by dense wavelength division
multiplexing (DWDM) to simulate classical optical com-

Laser

90:10 BS
PM
A�

50-km SMF

1550.12 nm

DWDM DWDM

SNSPD

TDCPC

FIG. 8. Experimental setup for studying the Raman coeffi-
cient. A tunable laser simulates classical optical channels. Att,
variable optical attenuator; BS, 90:10 beam splitter for power
monitoring; PC, polarization controller; PM, power meter; TDC,
time-to-digital converter.

munication; the wavelength of light is chosen so as to
avoid it coinciding with 1550.12 nm, which is reserved for
the quantum channel. A 90:10 beam splitter separates some
of the light intensity for power monitoring. Before the light
enters DWDM, we use a variable optical attenuator to con-
trol the power of the incident light. After 50 km of SMF
and DWDM, we connect superconductor nanowire single
photon detector (SNSPD) at the output of the quantum
channel to detect the Raman noise generated by the clas-
sical channel. By adjusting the variable optical attenuator,
we obtain a series of noise counts at different incident pow-
ers to calculate the Raman coefficient. The experimental
parameters are listed in Table II.

By scanning different powers, we obtain the corre-
sponding noise count and extract the specific value of
the Raman coefficient from the slope using a linear-fitting
method in Fig. 9. The Raman coefficient ρ we measured
is 1.68 × 10−9 km−1 nm−1, which is close to the value in
previous work [32], and we chose the value as 1.59 ×
10−9 km−1nm−1 in our simulation.

FIG. 9. Measured SPRS-noise count and linear-fitting line.
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TABLE II. Parameters used for the experimental test.

Parameter Value

Classical channel frequency 1547.72 nm
Quantum channel frequency λq 1550.12 nm
Fiber attenuation coefficient α 0.19 dB/km

Total insertion loss of DWDM

(2.48 +
3.63) dBm =

6.11 dB
Bandwidth of DWDM �λ 0.48 nm
Channel spacing of DWDM 100 GHz
Detection efficiency of SNSPD ηd 80.48%
Accumulation time of SNSPD Td 1 s
Dark count rate of SNSPD 2.4 × 10−8 per window

APPENDIX C: CONCLUSIONS WITH
FINITE-SIZE EFFECTS

The finite-size effect affects the performance of QKD
significantly, while our discussion concerns N = 1011. The
relationship between our conclusion and the finite-size
effect deserves to be explored for deeper understanding.
The fiber length and power are set as 40 km and −10.5
dBm, respectively, in the calculation with different N . The
behaviors of the maximum-increase ratio are displayed in
Fig. 10.

It seems that the finite-size effect affects our conclu-
sion significantly, with small N bringing about greater
improvement. The discussions above are limited by a spe-
cific integration environment, an absolute environment,
whereas our conclusion depends on a relative environment,
where the system is sensitive to noise. A key-rate-versus-
launch-power diagram is shown in Fig. 11 to show the
relative position of a particular environment in differ-
ent systems. Obviously, −10.5-dBm launch power (9 ×

FIG. 10. Evolution of the maximum ratio with different total
pulse numbers in a typical integration environment.

FIG. 11. Relative position of a particular environment in dif-
ferent systems. Orange and blue curves represent the key-
rate–power relationship in systems with N = 1 × 1020 and N =
1 × 1011. The total fiber length is set as 40 km.

10−5 W) is located in different regions of the curves. The
noise causes only a weak decrease for the orange curve,
but the blue curve suffers a key-rate drop of 1–2 orders
of magnitude. Connected with the results in Fig. 10, the
enhancement of our conclusions depends only on whether
the system is sensitive to noise in a given integration envi-
ronment, and we can predict that if the launch power is
high enough (2.1 × 10−4 W), a significant improvement
should also be observed in systems with a pulse number of
1 × 1020. The finite-size effect can affect the absolute key-
rate level. However, for our conclusions, this effect is the
same as with other factors such as distance and power that
influence the noise sensitivity of QKD systems. Smaller
N makes the system more sensitive, where the asymmetry
works efficiently in key-rate increase.
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