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Nowadays quantum key distribution (QKD) represents the most mature quantum technology, and multi-
ple countries as well as private institutions are building their quantum network. However, QKD devices are
still far from representing a product within everyone’s reach. Indeed, limitations in terms of compatibility
with existing telecom infrastructure and limited performances in terms of secret key rate, using noncryo-
genic detection systems, are still critical. In this work, we implemented a quantum key distribution link
between Sicily (Italy) and Malta utilizing two different single-photon avalanche diode (SPAD) detectors.
The performances of a standard commercial SPAD have been compared with the results achieved with an
alternative prototype of fast-gated system in a package (SIP) SPAD; the SIP detector has shown to be able
to accomplish a 14 times higher key rate compared with the commercial device over the channel showing

20 dB of losses.
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I. INTRODUCTION

Quantum key distribution (QKD), a method for
exchanging symmetric cryptographic keys exploiting the
laws of physics, is the most mature technology among
the ones that appeared within the second quantum revo-
lution [1-5]. Several experiments, both in physics labora-
tories and in field trial links, have shown QKD potential
and readiness. Today, QKD links connecting cities among
different continents are already a reality [6,7] and are
employed in commercial applications as well as in gov-
ernments. Many alternative protocols have been developed
as well, allowing optical fiber-based QKD to achieve rates
exceeding hundreds of MHz [8] and a record-breaking
distance of up to 830 km [9]. Nevertheless, many chal-
lenges still need to be faced in order to make QKD an
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everyday consumer technology. A useful and very prag-
matic example is the necessity to build QKD devices
that are portable, scalable, and can guarantee a high key
generation rate in long-distance links. Indeed, today the
current record in terms of key generation rate over a long-
distance link has been achieved using superconducting
nanowire single-photon detectors (SNSPDs) [6,7,10,11],
which present ultralow dark-count rates and high quan-
tum efficiencies. The main drawback of this technology is
its ultralow operational temperature (below 4 K), which
makes it difficult to integrate into deployable systems.

In contrast, single-photon avalanche diodes (SPADs)
working at room temperature or at temperatures achievable
with a compact cooling system offer high integrability in
current telecommunication networks and have been proved
to show impressive performances while remaining safe
against coherent attacks [12].

However, SPADs are affected by the after-pulsing effect
(APE), which leads to false extra detections within a

© 2023 American Physical Society
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certain time interval following a real photon detection.
When the SPAD is employed in free-running mode, APE
makes it necessary to keep the device inactive after each
detection event (hold-off time). A long hold-off time
reduces the maximum count rate of the detector. There-
fore, InGaAs/InP SPADs, which are employed in fiber
communications, are often operated in gated mode. Short-
ening the gate duration ensures lower dark count rates,
whereas extending the time intervals between consecu-
tive gates decreases the after-pulse events. Two recently
introduced techniques act on suppressing APE by strongly
decreasing the gate duration (to few hundreds of picosec-
onds), which subsequently reduces the avalanche charges.
However, distinguishing tiny avalanche pulses from back-
ground noise is challenging, so the primary objective of
these techniques is to enhance the signal-to-noise ratio.
The sine gating (SG) method employs sine waves as gate
signals and band-stop filters (BSFs), or other cancellation
techniques, to eliminate the background noise due to gate
feed through [13—15]. The self-differencing (SD) technique
utilizes square-wave gate signals and a differencing circuit
to subtract the output signals during two consecutive peri-
ods, enabling the detection of the weak avalanche signal
[16]. Furthermore, several variations of these approaches
have also been proposed [17,18], each with its own advan-
tages and disadvantages. Unfortunately, the filters required
for sinusoidal-wave gating distort the waveform of the
avalanche [19]. On the other hand, the self-differencing
technique, which allows the use of arbitrary waveforms,
has the not-trivial constraint that the attenuation and dis-
persion of two delay lines remain constant across the entire
detection bandwidth [20].

In this work, we realized a QKD link in the middle of
the Mediterranean Sea, connecting Italy to Malta through
a 100-km fiber-based underwater optical channel. The
transmitter was located in a telecom center in the city of
Pozzallo (Sicily, Italy), while the receiver was placed in
the Melita Limited data center of Madliena (Malta). This
link, which can be considered another step in the frame of
a European Quantum Network [21], has been used to test a
system in a package (SIP), including an InGaAs/InP SPAD
[22]. This detector (hereafter called SIP SPAD) features an
integrated fast-gated active quenching circuit that allows
it to synchronize with a gate signal locked to the quan-
tum state generation clock [23]. Thanks to the capability to
generate short gates (even few hundreds of picoseconds), it
is considerably less affected by dark counts and afterpuls-
ing compared to many commercially available InGaAs/InP
SPAD modules, whose minimum gate duration is longer.
Simultaneously, by not relying on SG or SD techniques,
it is not affected by the issues connected to those sys-
tems. In detail, the SIP SPAD detector is a much simpler
system, since the SPAD gating and avalanche detection
are performed by a small ASIC. Therefore, we believe
that, even if it operates at lower repetition rate and shows

performances that are lower than GHz-gated systems,
it is still an interesting approach to evaluate for large-
scale QKD systems, since the disadvantages are counter-
weighted by the simplicity and lower per-unit cost. We
also compared the SIP SPAD with a standard commercial
InGaAs/InP SPAD module (ID221 by ID Quantique [24]).
The alternative SPAD system achieved a 14 times higher
key rate with respect to the commercial device over the
entire link, whose attenuation is 20 dB. We also investi-
gated the behavior of the detector emulating a shorter link,
showing that the SIP SPAD guarantees a high secret key
rate up to 25 kbit/s at 3-dB channel loss.

Finally, we report a comparison of the detectors’ per-
formances in controlled laboratory conditions. We added
to the comparison a second SIP SPAD, similar to the first
one but with a larger sensor area, intended for free-space
applications.

II. QKD PROTOCOL

The implemented protocol is the three-state efficient
BB84 with time-bin encoding and one decoy method [25—
28]. In this protocol, one basis is used for sharing the
key, while the second basis is reserved for security checks.
This choice allows to simplify the setup and to generate
only one of the two eigenstates of the second mutually
unbiased basis. The key generation basis is the computa-
tional Z basis, whose eigenstates, according to the time-bin
encoding, are characterized by the emission time of a
pulse into a time-slot frame. The eigenstates of the secu-
rity check basis, X basis, are formed by the superposition
of the Z basis with a relative phase (0 or 7). It is worth
pointing out that, even if the photon wave function is
spread over two pulses, each state is supposed to contain
no more than one photon; states with more photons (i.e.,
multiphoton states) introduce security issues and should
be avoided. Unfortunately, multiphoton events cannot be
totally suppressed, therefore, the decoy-state method has
been introduced to overcome the vulnerabilities deriving
from the lack of a real single-photon source [29,30]. In
this method, randomly switching intensity levels helps to
detect an eavesdropper that intercepts and resends only
multiphoton states and blocks the rest and hence, can-
not keep the photon-number statistics stable. It has been
proven that two different intensity levels are enough [26],
a technique that is known as the one-decoy method.

For one-decoy three-state BB84 protocol, in the finite-
key regime, the key length / is bound to [25]
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with SIZ,O and slz,1 being the lower bounds for the vacuum
and the single-photon events, ¢, the upper bound of
the phase error rate, Agc the number of disclosed bits
in the error correction stage, Hy(x) = —xlog,(x) — (1 —
x)log,(1 —x) the binary entropy and €g. = 10712 and
€corr = 10712 the secrecy and correctness parameters. The
€ parameters are defined as [31]

P[SA 7& SB] < €corrs
]l(SA,SB;Z,C) < 6sec:

where S; and Sp are Alice’s and Bob’s sifted keys, P[x]
the probability of x, 1(-) a generic information measure,
Z is the eavesdropped sequence owned by a potential
eavesdropper, and C is a random variable representing
the exchanged information. The second term denotes the
probability €y of having a stronger correlation between
Alice’s and Eve’s strings than Alice’s and Bob’s ones. In
the standard BB84, the phase error rate in the Z basis ¢,
corresponds to the bit error rate in the X basis éy, however,
since in this protocol Alice sends only one state in the X
basis, ¢, cannot be directly measured and it needs to be
estimated from the X basis quantum bit error rate QBER
[32]; it is connected to the visibility visy of the receiver
interferometer by QBERy = (1 — visy)/2.

III. EXPERIMENTAL SETUP

A. Network architecture and QKD devices

The link is made by two 96-km-long optical fibers
deployed under the Mediterranean Sea and connecting
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FIG. 1.

Malta to Sicily; the same channel has already been
employed for a demonstration of entanglement distribu-
tion in 2018 [33]. The fibers show an attenuation of around
20 and 21 dB, hence, we reserved the former for dis-
tributing the quantum states while the latter was used as
a service channel (distribution of a synchronization signal,
parameters estimation, etc.).

The experimental setup is illustrated in Fig. 1, while
Table 1 reports some important setup parameters. The
pulses encoding the states are generated by carving a
continuous-wave C-band laser with an intensity modula-
tor controlled by a field-programmable gate array (FPGA);
after the carving stage, the pulses are attenuated down to
single-photon level by a variable optical attenuator (VOA).
More details about the transmitter device are reported in
Ref. [34]. The SIP SPAD can accept a gate trigger signal
where the subsequent gating time (the ON and OFF times)
of the detector can be set by the user.

The qubit generation rate has been fixed to 119 MHz
for both detectors to acquire comparable data. However,
the SIP SPAD detector can accept up to a 150-MHz gate
signal.

Alice and Bob select equal probabilities to generate and
measure in the computational basis (Z basis), Pz4 = Pz =
0.5; such choices for P74 and Pz are in accordance with
a simulation model that takes into account the channel
properties and the detection-stage performances.

On the service channel, two classical signals are shared
between the two parts: a synchronization signal at 145 kHz
and another signal at 119 MHz that is used as the gate
signal for the detector. The mean numbers of photons per

Bob MARLIENS

BS 50:50 £ basis P

Sketch of the setup. Alice produces the states by carving (intensity modulator stage, IM) and attenuating (variable optical

attenuation stage, VOA) a continuous-wave laser. Bob makes the basis choice with a beam splitter (BS 50:50), then directly reads the
arrival time of the photons (Z basis) or makes an interferometric measurement with a delay-line interferometer (DLI) for the X basis.
A second fiber is used to share a synchronization and a gate signal, multiplexed and then divided again by a dense wavelength division
multiplexer (DWDM). The single-photon detectors are connected to a time-to-digit converter (TDC) that produces the timestamps to

be elaborated by Bob’s computer.
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TABLE 1. Setup parameters. 7o is the hold-off time of the
detectors, Rpc the dark-count rate, PDE the photon detection
efficiency, nz is the block size, pz4 and pzp the probabilities
of choosing the Z basis for Alice and Bob, respectively, vy, is
the repetition rate, €5, and €. are the security and correctness
parameters, 7z and 7y are the losses of Bob for the Z and X basis.
SIP SPAD detector has an active area diameter of 10 pm.

SIP SPAD 1D221
Toff (ILS) 1 20
Rpc (kHz) 10.8 2.5
PDE 20%
nz 109
Pz4 50%
pZ,B 50%
Vrep (MHz) 119
€sec 10712
€corr 10712
7, (dB) 1
7y (dB) 3

pulse are chosen such that they maximize the key rate in
our simulation model, and are reported in Table II.

After traveling through the underwater fiber channel, the
photons arrive at the receiver setup; there they impinge
on a 50:50 beam splitter, which acts as a passive basis
choice. The Z-basis output brings the photons directly
to one single-photon detector (SPD), while the X -basis
output lets the photons pass through a delay-line interfer-
ometer (DLI) before reaching the detection part. The DLI
is a Mach-Zehnder interferometer with one arm 800 ps
longer than the other, so that the two pulses characterizing
the wave-function states in the X basis overlap and their

TABLE II. Chosen parameters and measured values: wi, U2,
and p3 are the numbers of photons per pulse according to the
decoy method, €; and ey are the qubit error rate in the two
bases and finally, SKR is the secure key rate. The probabilities
of choosing each p have been chosen such that it maximizes the
key rate.

3dB 5dB 10dB  15dB 20dB
SPAD by Polimi
“1 0.36 0.41 0.46 0.46 0.41
2 0.16 0.16 0.16 0.16 0.16
M3 0
€2(%) 0.7 0.8 1.1 1.8 4.6
ex (%) 2.8 3.0 3.1 3.4 6.4
SKR (kbps)  24.65  21.75 13.10 5.80 1.50
ID221 SPAD
i 0.21 0.31 0.31 0.36 0.41
75 0.06 0.11 0.11 0.16 0.16
M3 0
€z(%) 4.4 44 5.0 6.0 9.3
€x (%) 4 2.9 32 4.0 7.2

SKR (kbps) 3.25 3.05 2.10 1.05 0.11

relative phase can be measured. The interferometer is sta-
bilized by a phase-lock loop (PLL), which adjusts a phase
shifter to compensate for phase fluctuations. The feedback
for the loop is provided by sending a weak classical laser,
counterpropagating with respect to the quantum signal, and
monitoring its phase fluctuation. Finally, the synchroniza-
tion and the gate signals traveling in the service channel
are demultiplexed and sent to the corresponding modules.

B. Detecting stage

The employed research-product SIP SPAD is based on
a state-of-the-art InGaAs/InP SPAD developed at Politec-
nico di Milano (PoliMi) and designed to operate with low
dark-count rate, competitive photon-detection efficiency,
and contained timing jitter. The primary feature of this
detector is its time-gating capability. A conventional gated
circuit often uses a simple passive quenching circuit, which
cannot be gated at high frequency and requires a long
dead time to limit the afterpulsing effect (APE). APE hap-
pens when carriers generated in an avalanche are trapped,
and after a certain time (up to a few microseconds for
InGaAs/InP SPADs operating at 220240 K), are ran-
domly released, resulting in a secondary avalanche without
any real photon impinging on the SPAD. By implementing
a fast active quenching circuit in place of a simple passive
one, the after pulses are strongly reduced. The tested detec-
tor implements a recently developed circuit able to fast
gate the detector at frequencies up to 150 MHz, with ON
time as short as few hundreds of picoseconds. When a pho-
ton is detected, this circuit enforces a hold-off time to the
SPAD by skipping a programmable number of gate peri-
ods, resulting in a suppression of the after-pulses impact
[23]. The photosensitive area of the SPAD has a diam-
eter of around 10 wm, making it the perfect choice for
fiber-based applications. A second detector with identical
characteristics except for a bigger sensitive area (25 pm)
has been tested utilizing the same optical setup. The paper
[35] reports a detailed description of the detector and an
accurate characterization of its specifications in laboratory
conditions.

IV. RESULTS

A. Field trial

The described setup has been utilized for establishing
a QKD protocol from Sicily to Malta. The operating con-
ditions of a field test are radically different from those in a
laboratory scenario. When installing the devices in telecom
data centers, the primary concern is to fit the entire setup
into rack boxes that comply with safety standards. Addi-
tionally, a data center area lacks stable temperature control
and is subject to mechanical disturbances from device
cooling fans, which generate both vibrations and airflow.
These factors pose a significant challenge, particularly
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for the receiver setup, which includes an interferometer.
Precise and accurate fine tuning of the phase lock loop
PID has been necessary to counteract these issues. Fur-
thermore, the fibers have been previously characterized to
ensure they are not susceptible to crosstalk or other pro-
cesses resulting in dark counts in quantum communication.
We have performed the experiment and data acquisition
with both the ID221 detector from IDQuantique and the
described SIP PoliMi SPAD. For the ID221, a hold-off
time of Topr = 20 s has been set in order to keep the
after pulses within manageable values. The hold-off feature
keeps the SPAD turned off for topfp after each detection
event to empty the active area from possibly trapped car-
riers. For the fast-gated detector, we have been able to set
7orF = 1 us thanks to the limited after-pulse probability.

With the hold-off time set to 1 s, the SIP PoliMi
detector shows a higher dark-count rate compared to the
commercial SPAD (10.8 kHz vs 2.5 KHz). However, the
maximum count rate CR;,x = 1/7opr allows detection
of a higher rate of events than the commercial SPAD. It
should be noted that a high topf also limits the SPAD
performance by reducing its saturation threshold, resulting
in lower detection efficiency. The low topF setting allows
for avoiding such conditions in the SIP PoliMi detector.
Since the temporal duration of a quantum state is 1.68 ns,
an ON time TN = 1.68 ns is selected. Figure 2 reports
the histogram of photon detections during a gate ON time.
ToN = 1.68 ns proves to be a good choice considering the
shape of the pulses.
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FIG. 2. Histogram of photon detections. The figure shows the
histogram of photon detections during a gate ON time, which
corresponds to the temporal duration of a quantum state. The
histogram, referring to a 5S-min-long acquisition in the case of a
5-dB attenuation channel, has been normalized in order to show-
case only the shape of the pulses. The first peak is higher than the
second one due to the fact that in the preloaded sequence of states
in the FPGA, there is an imbalance in generating the Z basis |0)
and |1) states for characterization purposes.

In comparison, ID221 shows a dark count rate of around
200 kHz for o = 1 ps. A specially designed quenching
circuit that manages the fast-gate signal allows consider-
ably improved performances for the SIP PoliMi SPAD at
low Ty

Successively, to evaluate the performance of the detec-
tor at different channel losses, we repeat the experiment
on shorter segments of the channel. To simulate that, we
gradually compensated for the losses encountered by pho-
tons traveling at different channel lengths by increasing the
input power. This is equivalent to placing Alice’s transmit-
ter in the corresponding loss-compensated location on the
link.

The measured quantum bit error rates (QBERs) and the
achieved key rates are reported in Table II and are shown
in Fig. 3. We said that the ID221 detector, due to its hold-
off time settings, has a saturation threshold 20 times lower
than the SIP PoliMi detector. This implies that the D221
detector is more susceptible to a series of effects that occur
in the saturation regime, such as an increase in timing
jitter, while the SIP SPAD detector has been specifically
designed to minimize the increase in timing jitter even at
saturated count rates. These effects are more pronounced
in the Z basis than in the X basis, due to the higher losses
introduced by the interferometric apparatus that reduce
the impinging photons. When comparing the two detec-
tors based on QBERs, it is evident that the SIP SPAD
exhibits a more significant improvement in the Z basis
than in the X one. The value of QBER, represents the

257 *  SIP PoliMi SPAD
_ * - D221
Z 20
2
%
215+
g *
>
()
.Mlo_
8
)]
g *
$ s
,}, *
O_
25 50 75 100 125 150 17.5 20.0

Channel attenuation (dB)

FIG. 3. Key rate results (field trial). The plot shows the secure
key rates achieved by the commercial detector (ID221) and the
tested SIP detector fabricated by the research group of Politec-
nico di Milano (SIP Polimi SPAD). Thanks to the fast-quenching
circuit applying the gate signal, the SIP PoliMi SPAD outper-
forms the commercial device by a factor of 7 in terms of key rate
for a small attenuation link, and up to 14 times when the entire
channel is considered (20 dB).
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TABLE III.  Secure key rate extracted with the two SIP PoliMi
detectors in laboratory conditions. The detector with 10-pm sen-
sitive area has been set with a hold-off time of 1 s and has been
tested for 2 and 3 V of excess bias. For the detector with a sensor
area of 25 pwm, the set parameters are 10 s of hold-off time and
3 V of excess bias. The ID221 has been kept on 20 s of hold-off
time and 20% of detection efficiency.

3dB 5dB 10 dB 15dB 20 dB
10 wm SPAD, 1 s, 2 V (kbit/s)

24.83 21.19 12.89 5.80 1.38
10 wm SPAD, 1 ps, 3 V (kbit/s)

28.42 23.62 13.39 4.72 0.47

25 wm SPAD, 10 ws, 3 V (kbit/s)
3.34 3.10 2.42 1.61 0
1DQ, 20 ws, 20% eff. (kbit/s)
3.32 3.00 2.07 1.10 0.15

visibility of an interferometer operating in an environment
that deviates from optimal laboratory conditions. In a non-
saturation regime, the measurement obtained with ID221
closely approximates the actual value.

B. Laboratory test

The detector has successively been tested in controlled
laboratory conditions. The second SIP detector with a sen-
sitive area diameter of 25 pm has been added to the
comparison. Since a bigger sensitive area entails a higher
dark-count rate, a hold-off time of 10 ws has been pre-
ferred for this detector. We performed the test for different

10 um, Top=1us, 3V
10 pm, Tor=1us, 2V
+ 25 um, Tog=10 us, 3V

N
[9)]

@
=
£ 20 X ID221, T =20 Us
8
g 15+
> +
A4
© 10
=]
(@]
[«)]
wn 5_ *
X
X % |
0 X

25 50 7.5 10.0 12.5 15.0 17.5 20.0
Channel attenuation (dB)

FIG. 4. Secret key rate extracted in laboratory conditions with
the different detectors for different channel attenuation values. 10
and 25 pm are the two SIP PoliMi SPAD and the value is referred
to the relative photosensitive active area diameter. The selected
detector settings are reported in the legend (hold-off time, excess
bias voltage), the photon-detection efficiency is 20% for ID221
and around 20% and 15% for the SIP SPADs with 3 and 2 V of
excess bias, respectively [35].

channel losses introduced by a tunable attenuator between
Alice’s and Bob’s setups. The results are reported in
Table I1I and Fig. 4. The second SIP PoliMi detector does
not show a significant improvement over the commercial
SPAD. We observed a small-scale increase in SKR up to 15
dB of channel loss, however, due to excess noise and low
SNR, SKR falls to zero at higher channel losses. Finally,
the SIP detector with the smaller active area (10-pm diam-
eter) was tested under different excess bias voltages. While
increasing excess bias improves the detector’s efficiency,
it also increases the afterpulsing effect and the dark-count
rate. The test results show an improvement in low chan-
nel losses, while the performance dropped with excess bias
voltage increase due to the reduction of SNR.

V. DISCUSSION

Boosting the key rate on long-distance links is the pri-
ority for the widespread deployment of QKD technology.
Many alternative protocols are being experimented and
are showing their potentialities: twin-field QKD [36,37]
and high-dimensional protocols [38—42] are just a few
examples that go in this direction. Simultaneously, with
the appearance of SNSPDs [43,44] and photon-number-
resolving detectors [45,46] much attention has been paid
to the detection stage. Although InGaAs/InP SPADs estab-
lished their place as the most common technology for
single-photon detection in C band because of their porta-
bility and cost effectiveness, compared to other technolo-
gies, they present limited performance in terms of quantum
efficiency, dead time, and timing jitter. In addition, they are
considerably more affected by dark counts and afterpulsing
phenomenon.

In this paper, we enabled quantum communications
between two European countries. Although several works
already demonstrated a limited European quantum net-
work, a full-scale deployment faces many open challenges
regarding range, cost, etc. [34]. This work, introducing a
more cost-effective approach, represents an additional step
toward a European quantum infrastructure.

We demonstrated that in a real QKD scenario, with-
out a key technological replacement and only improving
the detection stage, an improvement of up to a factor
of 14 in terms of key rate is achievable thanks to an
advanced sensor design and an active quenching circuit
implementation.

The advanced innovative built-in quenching circuit
together with the adaptive gating technique allows for
increasing the detection rate as well as reducing the effect
of afterpulsing by minimizing the ON time of the detec-
tor to the expected optical pulse width. Thanks to the fast
quenching, a gating of up to 150 MHz is achievable, which
contributes to the final key rate in significant amounts. In
comparison, in the old technology, a long hold-off time was
necessary to overcome the effect of afterpulsing, which

044052-6



QUANTUM KEY DISTRIBUTION OVER 100 KM. ..

PHYS. REV. APPLIED 20, 044052 (2023)

in turn reduces the detection rate. Besides, the two SIP
SPADs have been engineered and designed in order to
show state-of-the-art performances in terms of intrinsic
dark counts, timing jitter, and detection efficiency.

This work also provides a comparison of performance
with the sensitive area dimensions. The second SIP PoliMi
detector featuring a 25-pm-diameter active area and sim-
ilar circuitry shows greater susceptibility to dark counts
and after pulsing. In comparison, the alternative detector
produces results slightly better than the commercial detec-
tor. It should be noted that the 25-pum detector has been
designed and intended for free-space applications where a
larger sensitive area is desirable.

Our demonstration proves the effectiveness of the
recently introduced detector technology in reducing cost
per secure bit and increasing the final key generation
rate, and will help to make QKD a more user-accessible
technology.
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