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The local oscillator in a practical continuous-variable quantum key distribution system fluctuates at any
time during the key distribution process, which may open security loopholes for the eavesdropper to hide
her eavesdropping behaviors. Based on this, we investigate a more stealthy quantum attack where the
eavesdroppers simulate random fluctuations of local oscillator intensity in a practical discrete-modulated
continuous-variable quantum key distribution system. Theoretical simulations show that both communi-
cating parties will misestimate channel parameters and overestimate the secret key rate due to the modified
attack model, even though they have monitored the mean local oscillator intensity and shot noise as com-
monly used. Specifically, the eavesdropper’s manipulation of random fluctuations in LO intensity disturbs
the parameter estimation in a realistic discrete-modulated continuous-variable quantum key distribution
system, where the experimental parameters are always used for constraints of the semidefinite program
modeling. The modified attack introduced by random fluctuations of local oscillator can only be eliminated
by monitoring the local oscillator intensity in real time, which places a higher demand on the accuracy of
monitoring technology. Moreover, similar quantum hacking will also occur in a practical local local oscil-
lator system by manipulating the random fluctuations in pilot intensity, which shows the strong adaptability
and the role of the proposed attack.
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I. INTRODUCTION

Quantum key distribution (QKD) [1] relies on quantum
mechanical properties to ensure communication security,
which allows two remote parties to generate uncondi-
tionally secure keys despite the presence of potential
eavesdroppers in quantum channels [2,3]. Depending on
the dimension of coding, it can be divided into discrete-
variable QKD (DVQKD) and continuous-variable QKD
(CVQKD) [4,5]. Between them, CVQKD uses coherent
detection technology to replace single-photon detection
technology, which can be well compatible with classical
optical communication systems [6]. In addition, the trans-
mission distance achieved recently can support the require-
ment in metropolitan distances [7–9], which facilitates the
large-scale application of QKD [10–16].

CVQKD based on Gaussian modulation (GM) [17–27]
is widely used, where the quadratures of quantum states
are modulated according to the Gaussian probability dis-
tribution. Moreover, discrete-modulated (DM) CVQKD
[28], where the quadratures of quantum states are modu-
lated discretely, has also been gaining a lot of attention.
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Due to the simplicity of state preparation [9,29,30] and
lower complexity of classical error correction [31,32], the
unconditional security of DM CVQKD protocols (e.g.,
two-state and three-state protocols [33,34]) has been suc-
cessively proved. Recently, one of its security analysis
theories is using the semidefinite program (SDP) model to
give the lower bound of the secret key rate [35–39], and
related experiments have also been carried out [9,31,40].
With the tremendous progress in theory and experiment of
DM CVQKD in recent years, its practical system security
has received increasing attention. Different from theoret-
ical analysis, the transmission of the local oscillator in
the practical DM CVQKD system would leave Eve with
vulnerabilities to perform quantum hacking.

The local oscillator (LO) is required for stable coher-
ent detection, whose nonideality within practical envi-
ronments is usually ignored in the security analysis of
CVQKD. Due to the imperfection of practical blocks and
devices, researchers have proposed many quantum hack-
ing models aiming at practical LO, such as local oscillator
calibration attack [41], local oscillator intensity fluctuation
attack [42], wavelength attacks [43,44], polarization attack
[45], and so on. Particularly, the transmission of LO opens
a security vulnerability, which gives eavesdropper (Eve)
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advantages to exploit the fluctuation of LO intensity [46].
We note that in the previous studies [42], Eve is assumed
to reduce the intensity of LO overall using variable atten-
uators, which can easily be defended by commonly used
monitoring technology such as monitoring the LO inten-
sity mean and optical power or monitoring the shot noise.
In other words, the above manipulation and monitoring of
LO intensity is carried out on its overall mean. When Eve
simulates random fluctuations in LO intensity with invari-
ant mean value, a more serious security loophole appears
because the above-mentioned monitoring techniques will
fail.

In this paper, we propose a modified local oscillator
intensity attack (LOIA) with random fluctuations. Eve can
exploit the random fluctuating properties of LO intensity
to launch a more stealthy attack by attenuating a part of
LO pulses while amplifying another part of LO pulses.
The security of the practical DM CVQKD system under
this attack is considered, which mainly includes the effect
of random fluctuations in LO intensity on the estimation
of experimental parameters in the SDP security analysis
model. Quantitative theoretical simulations support that
Eve’s manipulation of random fluctuations in LO inten-
sity would cause insecure final keys to be shared between
legitimate parties. Remarkably, the fluctuating variance of
LO intensity is found to be the core character and even
no secure key could be generated when the fluctuating
variance is relatively large. While seriously affecting sys-
tem security, the modified attack model has the advantage
of evading traditional commonly used monitoring tech-
niques. Therefore, the communication parties must employ
real-time LO intensity monitoring with higher accuracy to
evade such an attack. The study complements the research
of quantum hacking of the practical DM CVQKD system.

This paper is organized as follows. In Sec. II, we first
introduce the modified LOIA with random fluctuations,
then we perform the practical security analysis of DM
CVQKD under the modified attack model in Sec. III. The-
oretical simulations prove the feasibility of the attack in
Sec. IV. The discussion is shown in Sec. V, and finally the
conclusion is given in Sec. VI.

II. THE MODIFIED LOIA WITH RANDOM
FLUCTUATIONS

The practical DM CVQKD system mainly includes
optical source, discrete modulation, quantum channel, het-
erodyne detector, and so on, as shown in Fig. 1. The
coherent light generated by the laser is amplitude modu-
lated to obtain optical pulses that meet the requirements
of the certain extinction ratio and duty cycle, and then
Alice divides them into two parts using the optical BS,
one part includes LO pulses with strong power and the
other part includes the signal pulses with weak power. Fur-
thermore, Alice encodes the key information on the signal
pulses through discrete modulation, where the prepared
coherent state is selected from a finite number of constel-
lations in phase space. Time-multiplexing technology and
polarization multiplexing technology allow modulated sig-
nal pulses and LO pulses to be transmitted in the same
channel without interference in the scheme. Bob demul-
tiplexes the received pulses and then obtains the outcomes
using the heterodyne detector. As can be seen from the
constellation plot of two different kinds of discrete mod-
ulation (i.e., QPSK and QAM) in Fig. 2, each coherent
state represents a constellation. In phase space, the regu-
lar components x and p of the coherent state are discretely
distributed. For the more commonly used QAM modula-
tion method, the mutual information decreases compared
with the Shannon capacity when its constellations are uni-
formly distributed. Probability constellation shaping (PCS)
was therefore introduced to address this limitation, with the
idea of using a nonuniform distribution on a QAM lattice.
The probability distribution for such a PCS MQAM is

px,p ∼ exp(−ν(x2 + p2)). (1)

This distribution depends on ν > 0 and the spacing
between the possible values of x (or p). The parameter, ν
allows changing the shape of the Gaussian-like distribution
on the constellation, which can be optimized to maximize
the key rate.

Before the setup of such a CVQKD system, the com-
munication parties will calibrate the LO intensity value in

FIG. 1. The practical block diagram of a discrete-modulated CVQKD system. AM, amplitude modulation; BS, beam splitter; DM,
discrete modulation; PBC, polarization beam coupler; DPC, dynamic polarization controller; PBS, polarizing beam splitter; PD,
photodiode.
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(a) (b) (c)

FIG. 2. The constellation plots of different discrete modulation schemes are presented. The regular components of the coherent state
are no longer continuous, but discrete. The first corresponds to the constellation plot of quadrature phase-shift keying (QPSK). The
latter two correspond to the constellation plots of 16 quadrature amplitude modulation (16 QAM) with ν = 0.085 and 256 quadrature
amplitude modulation (256 QAM) with ν = 0.035 where ν is the Gaussian-like distribution parameter. Colors indicate the probabilities
corresponding to each coherent state.

advance to obtain the shot-noise unit (SNU). The trans-
mission process of LO is always ideally assumed safe
in the theoretical security analysis while there are some
imperfections in the practical system. During the transmis-
sion of LO pulses on the quantum channel, Eve simulates
the random fluctuations in LO intensity around its mean
value to cover up her attack on signal pulses that success-
fully steals final keys, which can be called the LOIA with
random fluctuation. The modified attack LOIA with ran-
dom fluctuations can be carried out in many ways where
one of the implementations is presented in Fig. 3(a). Eve
may actively open a security loophole: she intercepts the
signal pulses and the LO pulses, replacing the imperfect
channel between the communication parties as her own
quantum channel. The LO pulses are transmitted on the
attacked channel with attenuation factor αattack and the
signal pulse are transmitted on the normal fiber channel
with attenuation factor αstd. Without changing the phase of
LO, Eve can manipulate LO intensity to simulate random
fluctuations by changing the attenuation factor αattack. Eve

then couples the fluctuating LO pulses and signal pulses
together and sends them to the receiver. The attack effect
is shown in Fig. 3(b). The calibrated SNU in advance is
defined as uS = A2a2

LO where LO is considered immutable
during the key distribution process. Here A represents the
amplification within the heterodyne detector and ILO =
a2

LO represents the intensity of LO. However, LO inten-
sity fluctuates randomly around its mean value at any time
during the key distribution process due to Eve’s manipu-
lation. Whereas the previous LOIA model considered the
overall attenuation of LO, here Eve carries out the mod-
ified LOIA model where the fluctuation in LO intensity
is a random variable with invariant mean to evade the
LO intensity mean monitoring and shot-noise monitor-
ing. The accurate description of LO intensity fluctuations
will be directly related to the upper limit of the amount
of final keys that Eve could steal. Therefore, the practi-
cal LO intensity |ak

LO|2 = k|aLO|2 where the attack factor
k is introduced to indicate the random fluctuation of LO
intensity. To simplify the analysis, we can describe the

(a) (b)

FIG. 3. (a) The implementation of the modified LOIA with random fluctuations. Due to Eve’s manipulation, the LO and signal
pulses pass through fibers with different attenuation factors. The LO received at the receiver end fluctuates randomly around the mean
value. (b) The details of Eve’s quantum hacking attack on LO. The line at the left side (black) refers to initially calibrated LO intensity;
the line in the middle (blue) is the instantaneous LO intensity under the previous LOIA model where Eve attenuates the LO intensity
overall; the line at the right side (red) is the instantaneous LO intensity under the modified LOIA model. Eve simulates the random
fluctuations of LO intensity to launch the LOIA.

024073-3



LU FAN et al. PHYS. REV. APPLIED 20, 024073 (2023)

attack model through some following conditions:

(a) k is an independent random variable with the same
distribution.

(b) k follows some probability distributions with a
mean of Ek = 1 and variance Vk.

(c) k is independent of the LO intensity ILO.
(d) The probability distribution function (PDF) of k will

not change during CVQKD process.

The practical SNU in the presence of the attack will be
uk

S = kuS which is different from the previous calibrated
SNU. If Alice and Bob still use the calibrated SNU for
parameter estimation, the system’s excess noise will be
misestimated and insecure secret keys will be generated.
As a result, this attack model reveals a more serious loop-
hole that cannot be avoided by commonly used monitoring
techniques.

III. THE MODIFIED LOIA AGAINST A
PRACTICAL DM CVQKD SYSTEM

Unlike the particularity of Gaussian modulation, the
covariance of Alice and Bob for discrete modulation with
finite constellations cannot be constructed, so there is
no way to directly obtain a corresponding covariance
matrix that conforms to entanglement-based (EB) model.
Recent studies have shown that the security analysis of
DM CVQKD can be performed using the SDP model-
ing, which represents the calculation of secret key rate as
a convex optimization problem. The difference of SNU
in the modified LOIA from the calibration SNU affects
the normalization of the experimental parameters used for
constraints in the SDP modeling.

A. The SDP modeling of DM CVQKD protocol

In the prepare-and-measure (PM) version of the DM
CVQKD protocol, a set of coherent states {|αk〉} are pre-
pared, where Alice chooses one of the states |αk〉 to be sent
with the probability pk. The average state sent by Alice
can be represented by the density matrix τ given by the
weighted mixture of coherent states,

τ :=
∑

k

pk |αk〉 〈αk|. (2)

We define the quadrature operators x̂ and p̂ in phase
space as x̂ := â + â† and p̂ := −i(b̂ + b̂†), where â and
â† (respectively, b̂ and b̂†) are the annihilation and gen-
eration operators of Alice’s register A (respectively, Bob’s
register B) on Fock space. In the EB version of the DM
CVQKD protocol, Alice prepares the bipartite state |�AA′ 〉
and makes local POVM measurements of the reserved

mode A,

|�AA′ 〉 =
M∑

k=1

√
pk |ψk〉 |αk〉 , (3)

where the {|ψk〉} form an orthonormal basis and M stands
for the number of constellations. Then another mode A′
to be sent collapses to the corresponding coherent state.
Alice sends A′ through the quantum channel NA′→B and
Bob obtains the received mode B. The quantum state
shared by communication parties is denoted as ρAB =
(idA ⊗ NA′→B)(|�AA′ 〉 〈�AA′ |), where idA stands for the
identity operator acting on mode A.

When Eve performs the collective attack, the secret key
rate for reverse reconciliation can be calculated using the
Devetak-Winter formula,

R = βIAB − sup
NA′→B

χBE , (4)

where β is the reconciliation efficiency [47]. IAB is the
mutual information between Alice and Bob, and χBE is
the Holevo bound, which describes the mutual informa-
tion between Bob and Eve. The covariance matrix between
Alice and Bob is assumed to be in general form [38],

γAB =
(

V · I2 Z · σz
Z · σz W · I2

)
, (5)

where

I2 =
(

1 0
0 1

)
, σz =

(
1 0
0 −1

)
.

The parameter V, Z, W can be given by V :=
1 + 2 tr(ρâ†â), Z := tr(ρ(âb̂ + â†b̂†)), and W := 1 + 2tr
(ρb̂†b̂). The Holevo bound can be given by

χBE =
2∑

i=1

G
(
λi − 1

2

)
− G

(
λ3 − 1

2

)
, (6)

λ1∼2 represent the symplectic eigenvalues of γAB, and λ3 =
V − [Z2/(1 + W)] [4]. Both V and W can be observed by
Alice and Bob locally, there is left unknown Z := tr(ρC)
with C = âb̂ + â†b̂† in the covariance matrix, which needs
to be bounded using some constraints to obtain the secret
key rate.

In the security analysis method of SDP modeling, the
objective function is the minimum value of the covariance
Z := tr(ρC). The first constraint merely says that ρAB is
obtained by applying the channel NA′→B to |�AA′ 〉:

trB(ρAB) = trB((idA ⊗ NA′→B)(|�AA′ 〉 〈�AA′ |)) = τ̄ , (7)

where we define τ̄ to be the complex conjugate of τ in
the Fock basis. The other constraints come from observa-
tions from the PM scheme: the second moment constraint
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and two first moment constraints. The second moment con-
straint is that defining the operator ⊗ b̂†b̂ where  :=∑

k |ψk〉 〈ψk| is a projector and observing that

tr(ρ(⊗ b̂†b̂)) = nB, (8)

where nB can be measured in the protocol. An operator is
introduced to define the first moment constraints,

ατ := τ 1/2ατ−1/2. (9)

Then the constraints are obtained:

tr(ρC1) = 2c1, (10)

tr(ρC2) = 2c2. (11)

The operators C1 and C2 are defined by

C1 :=
∑

k

〈αk|ατ |αk〉 |ψk〉 〈ψk| ⊗ b̂ + h.c., (12)

C2 :=
∑

k

ᾱk |ψk〉 〈ψk| ⊗ b̂ + h.c. (13)

The correlation coefficients c1 and c2 can be estimated
experimentally, and h.c. stands for Hermitian conjugate.
The last constraint is that the quantum state is semidefinite.
Then the SDP can be listed [38], min tr(ρC),

such that

×

⎧
⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎩

trB(ρ) = τ̄ ,

tr(ρ(⊗ b̂†b̂)) = nB,

tr
(
ρ
∑

k 〈αk|ατ |αk〉 |ψk〉 〈ψk| ⊗ b̂ + h.c.
)

= 2c1,

tr(ρ
∑

k ᾱk |ψk〉 〈ψk| ⊗ b̂ + h.c.) = 2c2,
ρ 	 0.

(14)

Based on the SDP modeling, the analytical lower bound of
Z can also be obtained directly as

Z∗ := 2c1 − 2
((

nB − c2
2

〈n〉
)

w
)1/2

[38], (15)

where the average photo number 〈n〉 and the quantity w is
defined by the protocol

〈n〉 :=
M∑

k

pk|αk|2 (16)

w :=
M∑

k

pk(〈αk| a†
τaτ |αk〉 − | 〈αk| aτ |αk〉 |2). (17)

The quantities c1, c2, and nB are estimated from exper-
iments whose values are related to SNU. Therefore, the

impact of our proposed attack on SNU will also affect the
parameter estimation of c1, c2, and nB in DM CVQKD.

B. The parameter estimation against the modified
LOIA with random fluctuations

It is assumed that N symbols of the original key are
used for parameter estimation. The estimation of the three
parameters is expressed separately by estimators ĉ1, ĉ2, and
n̂B [48],

ĉ1 = 1√
uS

√
2

N

N∑

k=1

akyk, (18)

ĉ2 = 1√
uS

√
2

2N

N∑

k=1

xkyk, (19)

n̂B + 1 = 1√
uS

1
N

N∑

k=1

|yk|2, (20)

where a2k−1 = Re(〈αk|ατ |αk〉), a2k = Im(〈αk|ατ |αk〉), xk
is the transmitted symbols with variance VA from Alice,
yk is the measurement of Bob. The three parameters c1,
c2, and nB can be inferred from the expected value of
estimators, and there are such relationships:

c1 + 3
4N

c1 = E
[
ĉ1
] = E

[
1√
uS

]
E
[√

2
N

∑N
k=1 akyk

]
,

(21)

c2 + 3
4N

c2 = E
[
ĉ2
] = E

[
1√
uS

]
E
[√

2
2N

∑N
k=1 xkyk

]
,

(22)

N
N − 2

(nB + 1) = E
[
n̂B + 1

]

= E
[

1√
uS

]
E
[

1
N

∑N
k=1 |yk|2

]
. (23)

Suppose Eve carries the proposed attack and randomly
fluctuates LO intensity, the practical parameters ck

1, ck
2, and

nk
B should be

ck
1 + 3

4N
ck

1 = E
[

1√
kuS

]
E
[√

2
N

∑N
k=1 akyk

]
, (24)

ck
2 + 3

4N
ck

2 = E
[

1√
kuS

]
E
[√

2
2N

∑N
k=1 xkyk

]
, (25)

N
N − 2

(nk
B + 1) = E

[
1

k
√

uS

]
E
[

1
N

∑N
k=1 |yk|2

]
. (26)

In order to obtain the explicit expression for the relevant
parameters, we need to evaluate the unknown quantities
E[1/

√
k] and E[1/k]. The attack factor k can be written

as k = 1 +�k where �k follows some probability with a
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mean of E[�k] = 0 and variance V[�k] = Vk. According
to the definition of E[1/

√
k],

E
[

1√
k

]
= E[(1 +�k)−

1
2 ] = 1

M

M∑

i=1

(1 +�ki)
− 1

2 . (27)

The LO pulses with large fluctuations are usually dis-
carded in practical environments and �ki refers to a small
quantity. Therefore,

(1 +�ki)
− 1

2 ≈ 1 − 1
2
�ki + 3

8
�ki

2. (28)

Substituting Eq. (28) into Eq. (27),

E
[

1√
k

]
≈ 1

M

M∑

i=1

(1 − 1
2
�ki + 3

8
�ki

2) = 1 + 3
8

Vk.

(29)

where

E[�k] = 1
M

M∑

i=1

�ki, (30)

V[�k] = 1
M

M∑

i=1

�ki
2. (31)

The same reasoning leads to the fact that E[1/k] = 1 + Vk.
After the attack, the change in SNU makes for correspond-
ing changes in the values of experimental parameters.
When the communicating parties perform the parameter
estimation without the SNU being calibrated again, the
estimated value c1, c2, and nB will be different from the
practical value ck

1, ck
2, and nk

B,

ck
1 = E

[
1√
k

]
c1 ≈

(
1 + 3

8
Vk

)
c1, (32)

ck
2 = E

[
1√
k

]
c2 ≈

(
1 + 3

8
Vk

)
c2, (33)

nk
B + 1 = E

[
1
k

]
(nB + 1) ≈ (1 + Vk)(nB + 1). (34)

From the above analysis, it can be seen that Eve could
exploit the random fluctuation in LO intensity to cause
incorrect parameter estimation between the communicat-
ing parties, which leaves security vulnerabilities for Eve.

IV. SIMULATIONS AND RESULTS

To observe the performance of the practical DM
CVQKD system under the proposed attack more clearly,
the quantum channel between Alice and Bob is modeled

as a phase-insensitive Gaussian channel characterized by
transmittance Tc and excess noise ξc. Against such a Gaus-
sian channel, the practical parameters ck

1, ck
2, and nk

B can be
described as the following form [38]:

ck
1 =

√
Tctr(τ̄−1/2aτ̄ 1/2a†), (35)

ck
2 =

√
Tc 〈n〉 , (36)

nk
B + 1 = Tc 〈n〉 + Tcξc/2 + 1. (37)

When the communicating parties perform incorrect param-
eter estimation, the equivalent estimated channel parame-
ters Te and ξe will be

Te = 1
(1 + 3

8 Vk)2
Tc, (38)

ξe =
(
1 + 3

8 Vk
)2

1 + Vk
ξc −

(
1 −

(
1 + 3

8 Vk
)2

1 + Vk

)
VA

−
(

1 − 1
1 + Vk

)
2
Te

. (39)

It can be easily seen that the estimated excess noise ξe of
Gaussian channel is lower than the practical excess noise
ξc on small random fluctuations of LO intensity, which
means that there is a certain probability that the key rate is
overestimated, resulting in the security of final secret keys
not being guaranteed. The numerical simulations under the
Gaussian channel assumption will be given next.

Figure 4 compares the estimated key rate Ke and the
practical key rate Kp of QPSK-modulated CVQKD pro-
tocol under the modified LOIA with random fluctuation.

FIG. 4. The estimated and practical secret key rate versus
transmission distance for the QPSK-modulated protocol against
the attack with different fluctuation variances. The modulation
variance VA = 0.456, the estimated channel excess noise ξe =
0.007 and β = 0.95.
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The modulation variance VA = 0.456, the estimated chan-
nel excess noise ξe = 0.007 [9] and β = 0.95 [49]. The
solid lines are the secret key rates estimated by Alice and
Bob without monitoring the instantaneous LO intensity
while the dashed lines reveal the practical secret key rates.
Curves of different colors correspond to different degrees
of fluctuation in LO intensity with the fluctuation vari-
ance Vk = 0, 5 × 10−4, 10−3, 2 × 10−3. It can be seen that
the practical maximum transmission distance will decrease
dramatically if the variances is 2 × 10−3. However, the
estimated key rate obtained by both parties through param-
eter estimation is still close to the key rate without attack.
Therefore, this attack will significantly cause both parties
to overestimate the secret key rate.

Figure 5 clearly shows the amount of overestimated
secret key rate by communication parties due to Eve’s
modified LOIA with the fluctuation variance Vk = 2 ×
10−3 and the estimated channel excess noise ξe = 0.01.
The practical maximum transmission distance is reduced to
less than 10 km, while the maximum transmission distance
estimated by both communicating parties can still reach
more than 20 km. The secret keys generated over a com-
munication distance of more than 10 km are insecure. It is
worth noting that it can be seen from Eq. (38) that the com-
municating parties underestimate the transmittance due to
the LO intensity random fluctuations. Therefore, the esti-
mated secret key rate is slightly lower than the ideal one
without attack as shown in the simulation plots.

Figure 6 shows the minimum fluctuation variance when
Eve could steal all the keys without being detected. Two
different solid lines correspond to the case with the esti-
mated channel excess noise ξe = 0.007 and ξe = 0.01,
respectively. The minimum fluctuation variance is main-
tained at a low value (lower than 10−2), which indicates
that even a small fluctuation around initial calibrated LO

FIG. 5. The estimated and practical secret key rate for the
QPSK-modulated protocol against the attack with the fluctuation
variance Vk = 2 × 10−3. The modulation variance VA = 0.456,
the estimated channel excess noise ξe = 0.01 and β = 0.95.

FIG. 6. The minimal fluctuation variance of LO intensity for
the QPSK-modulated protocol where Eve could acquire all keys
without being detected. The modulation variance VA = 0.456
and the β = 0.95.

intensity will severely affect the security. Once the fluctua-
tion variance of LO intensity exceeds the minimum value,
no secret key can be generated. It can also be seen that
as the distance increases or the excess noise increases, the
minimum fluctuation variance is getting smaller and the
attack effect is better.

Figures 7 and 8 show the performance under the 256-
QAM-modulated protocol against the modified LOIA
with random fluctuations. The modulation variance VA =
6.332, ν = 0.039 [31], and β = 0.95. Similar to QPSK,
the fluctuation variance of LO intensity plays a role in
the attack model. The greater the fluctuation variance,
the more underestimation of practical excess noise on
both the communication sides, and the more insecure keys

FIG. 7. The estimated and practical secret key rate versus
transmission distance for the 256-QAM-modulated protocol
against the attack with different fluctuation variances. The mod-
ulation variance VA = 6.332, ν = 0.039, the estimated channel
excess noise ξe = 0.029 and β = 0.95.
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FIG. 8. The estimated and practical secret key rate for the 256-
QAM-modulated protocol against the attack with the fluctuation
variance Vk = 2 × 10−3. The modulation variance VA = 6.332,
ν = 0.039, the estimated channel excess noise ξe = 0.05 and β =
0.95.

generated. This demonstrates the permeability of the mod-
ified LOIA with random fluctuations under DM CVQKD
protocols.

Figure 9 shows the minimum fluctuation variance when
Eve could steal all the keys without being detected. We
consider the case with the estimated channel excess noise
ξe = 0.029 and ξe = 0.05, respectively. Eve could mask
the attack to steal the secret keys by simply making the LO
intensity fluctuate randomly with a very small fluctuation
variance.

As can be seen from the above, within the DM CVQKD
system under the modified LOIA with random fluctua-
tion, both Alice and Bob overestimate certain areas of the
secret key rate so that Eve could hide her attacks on the

FIG. 9. The minimal fluctuation variance of LO intensity for
the 256-QAM-modulated protocol where Eve could acquire all
keys without being detected. The modulation variance VA =
6.332, ν = 0.039, and β = 0.95.

FIG. 10. The practical setup of the real-time monitoring of the
LO intensity. It consists of monitoring the intensity of each LO
pulse by splitting a small part of the LO pulses and calibrating
the instantaneous intensity. The dotted line diagram depicts the
schematic diagram of the LO monitoring module.

signal pulse. The effect of the attack is closely related to
the fluctuation variance of LO intensity. The greater the
fluctuation variance, the more the communication parties
overestimate the secret key rate. As long as Eve chooses
the appropriate fluctuation variance, she can obtain all the
key information without being detected. The attack effect
is more pronounced at high channel noise and long range.

V. DISCUSSION

In the practical environment, it has been analyzed that
the LO intensity level during key distribution process in
the presence of Eve’s manipulation cannot be determined
directly using the initial calibrated LO intensity. Moreover,
in the modified LOIA model with random fluctuations,
the statistical mean of LO intensity is consistent with the
calibrated LO intensity value. Traditional commonly used
defense countermeasures, including monitoring the mean
intensity and optical power of LO or monitoring shot noise
will fail. We must carefully monitor the instantaneous
fluctuations in LO intensity and the corresponding coun-
termeasure is to design modules that allow the real-time
monitoring of LO intensity. Figure 10 gives a schematic
setup of the countermeasure. It involves the LO intensity
monitoring module, which splits a small portion with an
asymmetric splitter and monitors the instantaneous value
of LO intensity. Then communication parties use the moni-
tored LO intensity to scale the environment measurements.
If the intensity of each LO pulse is calibrated to obtain the
outcomes during the key distribution, Eve’s attack on LO
can be avoided, making the practical DM CVQKD sys-
tem more robust. However, the countermeasure requires
a higher degree of accuracy for the real-time monitoring
technology. Moreover, we think that other schemes are also
effective, such as the local local oscillator (LLO) CVQKD
system, the measurement-device-independent (MDI) QKD
protocol and so on. But the introduced security vulnera-
bilities and the difficulty of experimental implementation
should also be carefully considered.
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In a previous LOIA model, Eve hides the excess noise
introduced by her eavesdropping behavior by overall atten-
uating the LO intensity. In this paper, we focus on the
random fluctuating property of LO intensity and propose
a modified LOIA model with random fluctuations with
invariant mean value. The manipulation of LO intensity
avoids detection by LO intensity and power monitor-
ing technology or shot-noise monitoring technology. The
theoretical parameter estimation model constructed in a
practical DM CVQKD system suggests that the underesti-
mation of excess noise leads to key leakage without being
detected by both communicating parties. From the simu-
lation results, it is found that the fluctuation variance Vk
affects the excess noise and key rate estimated by both
communicating parties greatly. If the fluctuating variance
is relatively large, Eve can secretly steal all the keys, thus
seriously compromising system security.

Similarly, not only the transmitted local oscillator (TLO)
CVQKD system, the modified attack model also poses a
serious challenge to the security of the pilot in the LLO
CVQKD system. Traditionally, the communication parties
use the mean intensity of the pilot to quantify the trusted
phase noise, and then calculate the system secret key rate.
Eve could exploit the loophole of the random fluctuations
in pilot intensity to reduce the trusted phase noise [50,51],
thereby hiding her attack on signal pulses.

VI. CONCLUSION

In conclusion, we propose a modified LO intensity
attack with random fluctuations that can successfully mask
Eve’s eavesdropping behavior and evade commonly used
monitoring technologies. To analyze its attack effect, mod-
ified LO intensity attack is carried out to observe the
parameter estimation of semidefinite program modeling
against a practical discrete-modulated CVQKD system.
The theoretical simulation results under the Gaussian chan-
nel show that even very small random fluctuations in
modified LO intensity attack will cause no secure keys to
be generated. The stealthy quantum hacking can also be
launched in the practical LLO CVQKD system with ran-
dom fluctuations in pilot intensity. Therefore, in a realistic
CVQKD system, the LO intensity should be well mon-
itored and stabilized. The modified LO intensity attack
model with random fluctuations in this paper places greater
demands on current real-time intensity monitoring tech-
niques. The related study will be of great significance to
the practical security analysis of CVQKD.
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