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The measurement-device-independent quantum key distribution (MDI QKD) can resist all attacks
against measurement devices. However, its practical performance is still limited due to very low coin-
cidence counting rates in Bell-state measurements. In this paper, we propose a practical memory-assisted
MDI QKD protocol by cooperating the heralded single-photon sources and an all-optical quantum mem-
ory. By making use of the heralding characteristic of heralded single-photon sources, the earlier photon
will be stored in the Sagnac optical quantum memory, and then released till another photon’s arrival.
Moreover, by combining with the decoy-state method, the present work exhibits significantly improved
key rates and transmission distances compared with all existing MDI QKD protocols without using quan-
tum memories. Therefore, this work can provide valuable references for practical implementation of

long-distance quantum communications.
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I. INTRODUCTION

Quantum key distribution (QKD) [1], in principle, can
provide secure and effective communication between two
legitimate users (Alice and Bob), even under the exis-
tence of a malicious eavesdropper, Eve. Unfortunately, the
theory of QKD sometimes has conflicts with its actual
performance, since some assumptions have been made in
its security proofs, which are not always valid. Indeed,
by exploiting security loopholes in practical realizations,
especially imperfections in the measurement part, different
attacks have been successfully launched against commer-
cial QKD systems [2—4], highlighting the vulnerabilities in
practical QKD systems.

Compared to the prepare-and-measure QKD protocols,
the MDI QKD [5—7] shows excellent performance in the
immunity to attacks directed on the measurement part
[8,9]. And many MDI QKD schemes and experiments
have been proposed and demonstrated [10—12]. In the
MDI QKD system, two legitimate users, Alice and Bob,
send their signals to the middle station, Charlie, where a
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Bell-state measurement (BSM) will be performed. Based
on the measurement results, Alice and Bob can infer cer-
tain correlations between their transmitted bits. Moreover,
its security can be equivalent to a time-reversal BBM92
protocol [13], which means, Charlie does not need to be
trusted, nor does the BSM need to be perfect. Besides, the
twin-field QKD also has the MDI character and can over-
come the rate-distance limit [14], significantly improving
the performance of QKD [15—17].

However, present MDI QKD protocols are suffering
from worse influence from the channel loss, resulting in
quite poor key rates and transmission distances. Because
it needs photons from both Alice and Bob to survive
before performing the BSM. In order to improve the per-
formance of MDI QKD, the idea of quantum memory
(QM) assisted MDI QKD protocols were proposed [18—
22]. However, most of them did not take photon-number-
splitting (PNS)[23] attacks into account, and did some
assumptions. Here in this work, we implement practical
decoy-state methods [24—26] into QM-assisted MDI QKD
protocols, and compare their performance with existing
MDI QKD protocols.

This paper is arranged as following, we first describe the
theory of decoy-state QM-assisted MDI QKD protocols in
Sec. I, and then carry out numerical simulations in Sec. III,
finally, conclusions are given in Sec. [V.

© 2023 American Physical Society
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II. THEORY

The schematic of the experimental setup in our proto-
col is shown in Fig. 1, there are three participants in our
scheme, i.e., Alice, Bob, and Charlie, where Alice and
Bob are two legitimate users, and Charlie represents the
untrusted third party. Alice and Bob independently gener-
ates the heralded-single-photon sources (HSPSs) and send
to Charlie; In Charlie’s side, it mainly consists of one QM
module and one BSM module.

In either Alice or Bob’s side, a laser is implemented
to pump a nonlinear crystal (NC) to generate correlated
photon pairs through the spontaneous parametric down-
conversion (SPDC) process, and an intensity modulator
(IM)) is utilized to modulate the pump light into three dif-
ferent intensities in the decoy-state method. The correlated
photon pairs are then separated by a dichroic mirror, where
the idler photons (/) are sent into a local detector (Dy),
and the signal photons (S) are collected into the encoding
module to encode different states. The photon-number dis-
tribution of HSPS [27] can obey different types according
to different experimental conditions [28]. Here for sim-
plicity, we take the thermal distribution as an example,
Le, P =u"/((1 + )", here p represents the aver-
age photon number per pulse, n denotes the number of
photons.

In our scheme, we apply the time-bin encoder [29-31]
by using a Faraday Michelson interferometer (FMI). When
passing through the short arm (s) and the long arm (g) of
FMI, the photon pulse can be modulated into the states
|£) = 1/«/§(|s) =+ |g)), by adjusting the phase modulator
(PM), constituting the X basis. Then we can generate the
Z-basis states, |s) and |g), by the IM;. When two pulses
from Alice and Bob come into the measurement part, a
BSM will be carried out, and here we record only the pro-
jection results on |@*) state as the successful event. Here,
lpt) = l/ﬁ(lsg) =+ |gs)). The |¢~) denotes a click in
either Wy, W, or Wy, Wi, and the |¢F) denotes a click
in either Wy, W5, or Wy, Wy, . Here, Wy, represents a click
at window ¢ of the detector D; in the BSM, where ¢ € (s, g)
and refers to the detection window.

The QM module consists of one Pockels cell (PC) mod-
ule [32], one polarization beam splitter (PBS), and two
reflecting mirrors. Usually, the PC has two modes includ-
ing “on” and “off.” When the mode is “off,” no voltage is
applied to the PC and the polarization of the pulse remains
the same. In contrast, when the mode is “on,” a high volt-
age is applied to the PC and the polarization of the pulse
will switch between horizontal (H) and vertical (7). Before
the arrival of any pulses, the mode of the PC is kept as
“off.”” When the early pulse with (H) arrives in the QM,
which is heralded by the clicking of local detector, the
mode of the PC will immediately switch to “on.” Once
the polarization state of the arriving pulse switches to V,
the PC returns to mode “off.” Accordingly, the pulse will
be stored in the loop due to the continuous reflecting of the
PBS. As long as the later pulse comes, heralded by the cor-
responding local detector, the mode of the PC will switch
to “on” again, the polarization state of the early pulse
will be returned back to H. Consequently, both pulses are
released from the QM module. Particularly, if the later
pulse still comes from the same user, we discard the for-
mer pulse and keep the latest pulse to reduce the loss in
QM and improve the successful probability. Finally, the
successful probability of projection measurements can be
written as [18]

M

PI® = Pika| Py (kg| D) + D [Pi(kalj)Pe(ksl))
j=2

+ Pi(kplj )Pe(kali) + Pi(kqlj)Pi(kgli)], (1)

where M is the maximum storage round of the QM.
Py(k|) is the probability that an HSPS initially heralds and
generates a k-photon state at the j th time slot, given by

Pyklj) = [1=Py(i — D] PPy )P(kIK j ), (2)
k' =k

while P.(k|j) is the probability of heralding at least one
time within the j—1 time slots and then emitting a k-photon

FIG. 1. Schematic of the measure-
ment setup. IM, intensity modulator;

NC, nonlinear crystal; DM, dichroic
mirror; PM, phase modulator; FM,
Faraday mirror; Cir, circulator; D and

D, are two single-photon detectors; PC,
Pockels cell; BS, beam splitter; PBS,
polarization beam splitter.
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state at the j th time slot, given by

j—1
Po(klj) =Y [l —=PaG —j = D]

j'=1

x Y [PK Py )P(kIK j.j ") (1 = Py(1))
=1

+ PG — 1) Y PEPaGKOPKIE . ))], (3)
=1

where P;(j) is the probability that one HSPS heralds at
least one single-photon pulse within the jth time slots,
shown as

Py()=1—-[1-Py()Y, 4)

where P;(1) = Y7° Pd(k)PlkL. P,(k) is the probability that
a detector clicks when the source emits a k-photon state,
which is expressed as

k
1
Patk) =) g (1 =) "Gl ()

m=1

And P,(k'|k,j,J') is the probability that &’ photons can pass
through the channel and the QMs to the j th time slot. It can
be written as

P(K|k.j,j") = (TcTog T (1 = TeTog THEFCE, (6)

where 74 is the detection efficiency. Tom and 7¢ are the
transmission efficiency of the QM and the optical chan-
nel [18], respectively. D is the number of detectors in a
trigger-photon mode. Considering the QM itself will intro-
duce polarization errors, we should quantify the change of
a state before and after the QM. Supposing imputing a per-
fectly prepared state |H), the misalignment probability of
the optical system is defined as e;. The state outgoing the
QM can be written as

Pour = (1 — esc)[(1 — eq) |H)(H| + eq| V) (V]
GIH)(HI + NV

+ e 5 ,

()

where epg refers to the probability that our QM has been
loaded by a background (unpolarized) photon conditioned
on a successful releasing. Therefore, the storage fidelity F

can be written as [33]

Fz=(1—epa)(l —eq) + %G )
RN —eBZle —2e:). o)

Considering the practical value of epg is usually quite
small, it can be ignored [19,34], then we can simplify it as

(10)

Once both QMs are loaded and the pulses are success-
fully interfered, the rest of our scheme is similar to that of
the original MDI QKD in terms of key-rate analysis [34].
Charlie performs BSM on the pulse pairs released from the
QMs.

In Z basis, a correct event corresponds to the situation
that Alice and Bob send out different time-bin state (|sg)
or |gs)), and a wrong event corresponds to the situation
that Alice and Bob send out the same time-bin state (|ss)
or |gg)). While in X basis, the correct event corresponds
to the following situations:

1. Alice and Bob send out the same time-bin state
(4+, ——), and Charlie detects o™ (W}, W, , Wy, W5, );

2. Alice and Bob send out different time-bin states
(+—,—+), and Charlie detects @~ (W}, W, , Wy, W ).
The rest correspond to the wrong events.

Based on the above, we can calculate the conditional
probabilities for various correct and wrong events in K €
{Z, X} basis when Alice (Bob) sends &, (kp)-photon pulses
with intensity x(v) [35] as

F:FZIFle—ed.

Kx,y k4.kp pky.kp DK ka.kp
qr " (kg kp) = Pyl B P B Py ,

)
(12)

where P¥4*2 represents the probability of clicks in the
detection part and Pg’kA’kB (Pf’k“ *8) denotes the conditional
probabilities corresponding to the correct (wrong) events
in K basis.

By referring to Ref. [26], we can model the gains and the
error rates with the three-intensity decoy-state MDI QKD
method. Assuming that Alice (Bob) has three identical
intensities (u, v, 0) in their source preparation, we could
estimate the lower bound of the yield for the single-photon
pulse pairs and their upper bound of the phase-flip error
rate as

Koxy kaskp phaks pK kasks
qc" " (ka, kp) = PGP PP,

PLP2(OX, — OF") — PLP2(OK, — OF")

K M 5
Yﬁ)h_ Plpl(PIPZ_PIPZ) >
viou vt o nt v
(13)
A Ky
__ QEXf —QE
o < = =, (14)
PP Y
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A A K .
where Q([)( ~ and QEO’X each represents the gain and the
quantum bit errors of events including vacuum states,

?: _QKoﬂ QK,X:
OX, + 0% — OF, and ciEff = QEX, + QEX, — QEF,

Due to the implementation of the QM. QM the ove overall gain
and the quantum bit errors of quantum states under K
basis when Alice sends the intensity x and Bob sends the
intensity y can be written as

Q)If,y:z[

ky ky

respectively. Here,

an’ (kas kg) + g (ks kg)l,  (15)

= OF EL, (16)

where E; K ,, refers to the modified error rate in K basis, and
it should be written as
EX, =eq(1 —2EX) + EX,, (17)

E"f,y denotes the bit-flip rate and is calculated as

K.,
B _ Do Ar” (ki k)

Xy X ,C . (18)
N Y lan™ kaks) + q¢ ™ (ks kg)]
Considering the finite-size effect [36], we apply the Cher-
noff bound method [37] on parameter estimations. The
overline and the underline each corresponds to the upper
bound and the lower bound of the variables. For a variable
X> X=X — A1 < x < x+ Axy=X. More details about
A1 and A, can be seen in Ref. [37]. With the above, we
could calculate the final key rate as [5,35]
5 _
R=(P) Y, (1 -H(e)) —fO. HE. ), (19
where f is the factor of the error correction efficiency,
H(x) = —xlog,(x) — (1 —x)log,(1 —x).

ITII. NUMERICAL SIMULATION

In the following, we carry out corresponding numeri-
cal simulations with reasonable system parameters [18], as
listed in Table I.

To show the validity of our present work, we perform
comparisons between our present memory-assisted MDI
QKD and other existing QKD protocols, including the
BB84 QKD using either WCS or HSPS [24,25], and the
MDI QKD using either WCS [26] or HSPS [35] under
the asymptotic case, i.e., without considering the finite-size
effect, as shown in Fig. 2. In the simulation, we set reason-
able parameters for the QM utilized in our scheme, i.e.,
the storage round is M = 40; the transmission efficiency

TABLE 1. List of experimental parameters used in numeri-
cal simulations. Here, Pd and Pd, denote the dark count rate
of detectors in measurement and local part; e; is misalignment
probability of the optical system; 1, and 7, is the efficiency of
detectors in measurement and local part; f* is the error correction
inefficiency; & is the failure probability of statistical fluctuation
analysis; « is the fiber loss coefficient (dB/km).

eq Pd Pd, Nd
0.015 1077 1077 0.6
N § f o (dB/km)
0.75 10710 1.16 0.2

of the QM is Tom = 98 %; the state fidelity is /7 = 98.5 %.
We can see from Fig. 2 that, at short transmission dis-
tance (< 220 km), the BB84 QKD presents the highest key
rate; while at longer transmission distance (> 220 km), our
present scheme exhibits outstanding performance in either
key rates or transmission distances. For example, its trans-
mission distance is more than 100 km longer than the MDI
QKD with HSPS, 170 km longer than the MDI QKD with
WCS, and 300 km longer than the BB84 QKD. Besides,
its secure key rate is more than one order of magnitude
higher than all other schemes at the transmission distance
of 400 km.

We further carry out investigation on the performance
influence of the system parameters on the memory-assisted
MDI QKD, e.g., the storage round (M) is changing from
5 to 40, or the transmission efficiency of the QM (Tom)
is ranging from 80% to 98% , as shown in Figs. 3(a)
and 3(b), individually. We can see from Fig. 3(a) that,
the key rate and the transmission distance will increase
with the increasing of the storage round, while the trend
slows down when M is larger than 20, and almost can
be neglected when M is over 30. From Fig. 3(b), we find
that, the key rate and the transmission distance will decline

10~" T T .
PR FRNTS . —— MDI-HSPS with QM ]
2 LN . — - MDI-WCSnoQM 1
= 1074 NG N - = MDI-HSPSnoQM 3
& F 3 — - BB84-WCS no QM 1
= E N BB84-HSPS no QM {
< 1074 ) E
% 1 Y . 1
- 1 (R . 3
5 10104 : N, 1
1 | 3
5 10_13 1 . . 1
2 ] | | E

. '

1 . | 1

108 T T :

0 200 400 600

Transmission distance (km)

FIG. 2. Comparisons of the key rate between our present
scheme and other existing QKD methods, including MDI QKD
and BB84 QKD protocols. Here, Ty = 98 %, F' = 98.5% and
M = 40.
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FIG. 3. The variation of the key rate with the transmission
distance for different storage rounds (a), and different storage
efficiencies (b).

their values when the transmission efficiency of the QM is
reducing from 98 % to 80 %.

Next, we explore the inner correlation between the key
rate and some system parameters including the storage
round M and the efficiency of the quantum memory Tom.
In Fig. 4, we choose the transmission distance at 150 km,
the solid line, the dot dash line and dot line depict the rela-
tion between key rate and storage rounds when the Tom =
75 %, Tom = 90 %, Tom = 98 %, individually. In general,
the larger storage round corresponds to the higher key rate.
However, when M reaches some threshold value i.e., 18
rounds in 75 %, 24 rounds in 90 %, 34 rounds in 98 %,
the key rate will start to decrease. The threshold comes
from the compromise between the cavity enhancement and
the cavity leakage. Therefore, in practical applications, an
appropriate transmission efficiency of the QM should be
designed according to practical experimental conditions.

We also perform investigations on how the storage
fidelity affects the key rate and the transmission distance,
see Fig. 5. From the top to the bottom, the first three lines
correspond to the storage fidelity at 98.5 %, 95 % and 90 %,
respectively, with the fixed storage round at 20; the fourth

53x1075

Secure key rate (bit/pulse)

2.4x1075- -
‘ 3 LT,y = 98%
. : oM
/ : C e T = 90%
. . oM
25510 f-imeoe o o 00 T Teu=T75%
T T T T
0 18 24 34 50

The number of storage round

FIG. 4. The variation of the secure key rate with the number
of storage rounds under different transmission efficiencies of the
QM.

and fifth lines each refer to the storage fidelity at 98.5 %
and 95 % with the fixed storage round at 5. Obviously, the
key rate only slightly declines its value with the decreasing
of the storage fidelity when the storage round is relatively
higher, e.g., at 20; while the key rate drops significantly
with the decreasing of the storage fidelity when the storage
round is relatively lower, e.g., at 5. Therefore, the storage
round seems a primary influencing factor among several
parameters, and should be given more attention. Further-
more, we also take the finite-size effect into account and
do comparisons between our present work and conven-
tional MDI QKD protocols using either WCS or HSPS, as
shown in Fig. 6. We can see from Fig. 6 that, first, for our
present scheme, there is only a small difference between
the line with the storage fidelity at 40 and the one at 20,
while a big gap between the one with the storage fidelity
at 20 and the one at 5, which is consistent with the above
without considering finite-size effects. Second, the key rate
of using our present method completely surpasses all con-
ventional MDI QKD protocols using either WCS or HSPS

T T T T T
—-=M =20, F = 98.5%
—=-=M =20, F = 95.0%
—=-=M =20, F = 90.0%
—M =5,F = 98.5%
M =5, F = 95.0%

Secure key rate (bit/pulse)

3
3
3
1
1
1
1
1
3
3
3
3
1

L
0 100 200 300 400 500 600
Transmission distance (km)

FIG. 5. The variation of the key rate with the transmission
distance under different storage fidelities. Here, Tom = 98 %.
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FIG. 6. Comparisons of the key rate between our present
memory-assisted MDI QKD and conventional MDI QKD proto-
cols using either WCS or HSPS by taking finite-size effects into
account. Here, Tom = 98% , F' = 98.5%, and N = 10'2.

at any transmission distance under practical experimental
conditions.

Besides, there still exists some challenges on exper-
imental realizations of the memory-assisted MDI QKD
scheme. The first challenge is to maintain a high trans-
mission efficiency Tom. To solve it, we need to focus
on enhancing the efficiency of all components within
the quantum memory (QM) system. For instance, we
can achieve a reflection efficiency of over 99.5% for
mirrors (10Q20UF.42PAIR in Newport), a transmission
rate exceeding 99.28 % for the PC (PCR4-1560-NW in
EKSMA OPTICS). These improvements make it feasible
to achieve a total efficiency Tom = 98 %. The second chal-
lenge is to keep a high state fidelity after quantum storage.
To solve it, a high extinction ratio of the PBS and the PC
should be implemented. Effectively controlling the multi-
ple memory rounds M is the third challenge. On one hand,
a fast and precise synchronization among the devices of
Alice, Bob, and Charlie is needed. On the other hand, we
should carefully control the light dispersion and adjust the
beam-waist position inside the cavity to get good spacial
overlap of different modes.

IV. CONCLUSION

In conclusion, we suggest a practical proposal on the
memory-assisted MDI QKD, constructed the model, and
further carried out systematic investigations on its per-
formance influence by a few factors. We also perform
comparisons between our present work and conventional
QKD protocols without QM, including MDI and BB84.
Simulation results demonstrate that, the storage round
plays a pivotal role in the key rate and transmission dis-
tance for our scheme. Moreover, no matter if considering
the finite-size effect or not, our present work can sur-
passes the conventional MDI and BB84 protocols. It thus

seems a very promising candidate for practical applica-
tions of long-distance secure communications in the near
future. Next, we have a plan to construct some imple-
mentations on experiment and an experimental scheme
has been designed. Therefore, our present work may pro-
vide another way for the practical implementation of
long-distance quantum communications.
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