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The side-channel-secure (SCS) quantum key distribution (QKD), SCS QKD has attracted much atten-
tion due to its higher security compared to the measurement-device-independent protocols. It is not only
measurement-device-independent secure, but also secure against source-state side channels provided that
Eve has no access to Alice’s or Bob’s setups inside their labs. In the original protocol for SCS QKD,
the side channels and the intensities of the coherent sources are allowed to be different in different time
windows, but the vacuum sources of Alice and Bob have to be perfect, which is impossible in practice
due to the finite extinction ratio of the intensity modulators. In this paper, we present a method that does
not need the perfect vacuum source requested by the original protocol and assures the result as secure
as the original protocol. With the upper bounds of the amplitudes of the nonvacuum part of the sources,
the secure key rate of our SCS QKD protocol here with imperfect vacuum and unstable sources can be
calculated. The numerical results show that, the secure distance of the SCS QKD protocol exceeds 150
km, provided that the intensity of the imperfect vacuum source is less than 1078, which can be achieved in
the experiment by a two-stage intensity modulator, where we also show that the active odd-parity pairing
method and standard pairing method using two-way classical communication can be applied to the SCS
QKD protocol to improve the key rate. Given the side-channel security based on the existing technological

level, this work makes it possible to realize side-channel-secure QKD with real devices.

DOI: 10.1103/PhysRevApplied.19.064003

I. INTRODUCTION

Quantum key distribution (QKD) can provide
information-theoretical secure symmetric keys between
two remote parties [1-5]. Since the BB84 protocol was
proposed in 1984 [1], much progress has been made in
eliminating the actual security threat with imperfect QKD
devices [6—10]. In particular, the decoy-state method [11—
13] can beat the possible photon-number-splitting attack
to an imperfect single-photon source; the measurement-
device-independent (MDI) QKD [14,15] and its practical
optimization protocol [16], the twin-field (TF) QKD [17],
which breaks the linear bound (PLOB bound) of secure key
rate [ 18], and its variants [ 19-25] are immune to all attacks
to measurement devices.
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However, in the source side, there could be side chan-
nels, which might leak extra information to Eve, such as
basis-dependent source flaws [3,26]. Aiming for security
with side channel, the side-channel-secure (SCS) QKD,
SCS QKD was studied recently. In the original SCS QKD
protocol [26], there are only two source states: the vac-
uum state and the coherent state in Alice’s (Bob’s) side,
and Alice (Bob) encodes the bit 0 and bit 1 (bit 1 and bit
0) into the choice of not sending, i.e., the vacuum state,
and sending, i.e., the coherent state. Using the fact that
there is no side channel in the vacuum state, the orig-
inal SCS QKD protocol is proved to be secure against
the source-state side channels, provided that Eve has no
access to Alice’s or Bob’s setups inside their labs. And
by introducing a third party as a measurement station,
it is also immune to all attacks to the detectors [14,15].
Its secure distance can exceed 200 km even with 20%
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misalignment error [26]. Recently, the SCS QKD proto-
col was experimentally demonstrated in 50-km fibers [27],
which shows the potential of the SCS QKD protocol in
practical applications.

In the original SCS QKD protocol [26], if Alice (Bob)
decides not sending, a perfect vacuum pulse is assumed
to send out to the measurement station. But due to the
finite extinction ratio of the intensity modulators, the per-
fect vacuum pulse is impossible in practice. Although the
recent experiment [27] has verified the most impressive
advantage of the promised long distance by the SCS QKD
protocol [26], the major problem in the original SCS QKD
protocol requesting perfect vacuum source is still open. In
this paper, we present a method that does not need the per-
fect vacuum source assumption and assures the result as
secure as the original SCS QKD protocol, i.e., it is not
only MDI secure, but also secure against to source state
side-channels provided that Eve has no access to Alice’s
or Bob’s setups inside their labs.

The paper is arranged as follows. We first introduce the
procedure of the SCS QKD protocol with imperfect vac-
uum sources in Sec. I[I A. We then show how to estimate
the phase-flip error rate of a certain time window in Sec.
II B. With the conclusion in Sec. II B, we further general-
ize the estimation method of the phase-flip error rate to the
whole protocol and get the key rate formula. The numeri-
cal simulation results are shown in Sec. III. The paper ends
with some conclusion remarks.

II. METHODS
A. The protocol

For the time window i, Alice (Bob) randomly chooses
the weak source, i.e., the imperfect vacuum source oy
(o), or the strong source x4 (xz) with probabilities py and
prx = 1 — po, respectively. If the weak source o4 (0p) is
chosen, a WCS pulse with intensity v/, (v}) is prepared, and
Alice (Bob) takes it as bit 0 (1). If the strong source x4 (xp)
is chosen, a WCS pulse with intensity u/, (%) is prepared,
and Alice (Bob) takes it as bit 1 (0). Alice and Bob send
the prepared pulses to a untrusted third party, Charlie, who
is assumed to first compensate the phase difference of the
received pulse pair and then perform the interference mea-
surement. The model of Charlie’s measurement equipment
is shown in Fig. 1. Charlie would publicly announce the
measurement results to Alice and Bob. If only one detec-
tor clicks, Alice and Bob would take the i-th window as an
effective window, and this event is also called an effective
event whose corresponding bit is called an effective bit.

After Alice and Bob repeat the above process for N
times and Charlie announces all the measurement results,
they perform the data post-processing. For each time win-
dow, Alice randomly decides whether it is a test window,
which is used for decoy analysis with probability 7, or a key
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FIG. 1. Model of Charlie’s measurement equipment. BS, the
50:50 beam splitter.

generation window, which is used for the final key distilla-
tion with probability 1 — 7. For the effective test windows,
Alice and Bob publicly announce the sources they use in
each time window. For the effective key generation win-
dows, the corresponding bits are used to distil the final
keys.

For a time window, if only one of Alice and Bob decides
to send out a pulse from strong sources, it is a Z window.
For a time window, if both Alice and Bob decide to send
out a pulse from strong sources (weak sources), it is a 5
(O) window.

The corresponding effective bits of the effective events
of Z key generation windows are untagged bits. The Z key
generation window means it is a Z window and chosen
for key generation. Through decoy-state analysis, we can
get the upper bound of the phase-flip error rate of those
untagged bits, ™. The key rate formula is

1
R= S {m[l — H@")] — fnH (Ex)), (1

where H (x) = —xlog, x — (1 — x) log, (1 — x) is the entropy
function; n, is the number of untagged bits; n, is the
number of corresponding bits of effective key generation
windows; f* is the correction efficiency factor; Ex is the bit-
flip error rate of the effective bits from the key generation
windows.

To calculate the secure key rate, we need to know the
relationship between n,, 2*" and the observed values. With
the methods presented in the following, we result in Egs.

(18)~(22).

B. The phase-flip error rate of a certain time window

We first consider the phase-flip error rate of a certain
time window. For simplicity, we omit the superscript i of
v, vh, i1y, 1 and all other physical quantities and states
appeared in this section.
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In a real experiment, instead of simply living in the oper-
ational space (Fock space), the sent out pulses actually
live in the whole space including all side-channel spaces
such as the frequency, the polarization, the spatial angu-
lar momentum, and so on. Yet the vacuum state has no
side-channel space and therefore we need only to consider
the side-channel space for the nonvacuum parts. The states
can be decomposed in two parts, vacuum and nonvacuum.
Explicitly, if Alice (Bob) chooses the weak source, she (he)
actually prepares the state:

) = e "4210) + V1 — e~V |yr4),
lag) = e7"B/210) + V1 — e~ |rp). )

If Alice (Bob) chooses the strong source, she (he) actually
prepares the state:

log) = e #47210) + VT — e ta|y),
lag) = e #8/210) + /T — e8| ¢p). 3)

Here |0) is the vacuum state and |V4), |Vg), |d4), |0B)
are the corresponding nonvacuum parts of each states.
Obviously, we have

(Ol¥.4) = (Olvrp) = (Olg4) = (Olpz) = O, 4)

which would be used in the calculation of phase-flip error
rate.

As shown, our protocol does not request any specific
photon-number distribution of its sources, it needs only
a linear superposition of vacuum and nonvacuum for the
source state in whole space.

In this certain time window, if only one of Alice and Bob
chooses the strong source, it is a Z window. To prove the
security, we consider the virtual protocol where Alice and
Bob preshare

_ L
7

Also, we have

|¥) (log, ) ® |01) 1 + loe, ) ® [10) ). (5)

1
W) = §(N+|x+> ® 2% + N [x ) @2, (6)

where
1
|0%), = EGOI)I +110) ),
1
|®'), = ﬁuonz —[10)7), (7)

and

1
IxT) = — (oY, ap) + |ag, ),

+

1
Ix™) = AT(Iag,am — log, @), ®)

where NV and NV_ are normalization coefficients.

Here |01); and |10); are local states that are stored in
Alice’s and Bob’s labs. If Alice and Bob decide to mea-
sure their local states in Z basis, i.e., {|01), |10);} before
they send out the pulse pair, it is equivalent to a proto-
col where Alice and Bob randomly send out a pulse pair
in state o, ap) or |y, @) with 50% probability. If Alice
and Bob decide to measure their local states in X basis,
ie., {|®°);,|®");} before they send out the pulse pair,
it is equivalent to a protocol where Alice and Bob ran-
domly send out a pulse pair in state |x™) or |x~) with
probabilities N7 /4 and N2 /4, respectively.

In this protocol, a phase error occurs in either of the
following two kinds of effective windows: (1) the effec-
tive window while Alice and Bob send out a pulse pair in
state |x ), i.e., the measurement result of their local state
is |®%);, and Charlie announces the right detector click-
ing; (2) the effective window while Alice and Bob send
out a pulse pair in state |x ~), i.e., the measurement result
of their local state is |®') 7, and Charlie announces the left
detector clicking.

We denote S? as the probability that Charlie announces
an effective event with detector d clicking in a time win-
dow when they have sent out state from source ¢. Here
d e {L,R}and ¢ € {O, B, Z}; L represents the left detector
and R represents the right detector. We denote S)df+ (8¢ )as
the probability that Charlie announces an effective event
with detector d clicking in a time window when they have
sent out state |x ) (|x 7).

With all those definitions, we can express the probability
that Alice and Bob detect a phase error in the Z window,
Ty, as the following form:

N? N? N?
Ty = =Sy, + - Sc = % —Sg) +55. )
Here we use the fact that density matrices of the sent out
pulse pairs are the same when Alice and Bob measure their
local states in X basis and Z basis, and thus N? /4S)L(+ +

N2/ASy = SE.
We also have the phase-flip error rate in the Z window

NE R L L
ph _ T_X i T(SX+ _SX+) +SZ

= = 10
5 5 )

where §; = S% 4 S%.
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As shown in Appendix A, we have the upper bound of
S%, and the lower bound of S§

1
S§, < N2 (chR + 2SR 4¢3+ 2coc1,/ SB SR

+ 2cocay/SE + 2c1c2,/5§> , (1)
1
S%, = e (céSé + iS5 — 2‘7001\/@
+
- 26‘002,/5%9 - 2016’2\/5'[3‘) ’ (12)

where ¢y, c1, ¢, are real positive values, coc; = 1 and

= (CO +op — 2P L 2T —ea/T — e—uA)

X (co 4 ¢ —2eVBRPTIE2 L 2 /1 — e vBA/1 — e—“3> .
(13)

With the above formulas, we can get the upper bound of
Tx.

(cg)2 < E% = (co +c — eV /212 + 2\/1 —e”

X (co +c — 267"1[3]/27"5/2 —}—2\/1 — e“’g\/l — e‘“g> ,

C. The phase-flip error rate in the whole protocol

In Sec. II B, we get the phase-error rate of a certain Z
window. But in practice, the sources are usually unsta-
ble in the whole spaces, which means the intensities of
the sources and the actual states in different time windows
might be different. Thus we cannot directly take Eq. (10)
as the formula of the upper bound of the phase-flip error
rate in the whole protocol. However, Eq. (10) holds for
any certain Z window, provided that we replace all val-
ues including the intensities 1, the probabilities S¢, and

Tx, co,c1, o by the corresponding values in this certain 7
window.

Recall that T is the probablhty that a phase error occurs
if the i-th w1ndow is a Z window, we have

N
P = " 2pop.(1 — 1Ty, (14)

i=1

where n*" is the number of phase errors in the Z key
generation windows of the whole protocol.

Equations (11)—(13) always hold provided that cj¢} =
1. Thus we take the same value of ¢; and ¢} for all time
windows and denote by ¢y, ¢, respectively. The valve of
¢’ is upper bounded by Eq. (13). Furthermore, we have

W1 - )

(15)

where vY, nY, vf, u§ are the upper bounds of v, i/, vi, u%, respectively, and we assume those bounds are known
values in the protocol. ¢, is the upper bound of ¢;, for all time windows. We have

N
= 2pops(1 = N T
i=1

N
1 i i i i i i, i
<> Spope(l = 1) [cgmg — S+ ASE = S + 8+ 2¢0c1 (\/SORSBR + \/S SBL>
i=1

+20002<\/> \/»>+20102<\/7 f)] ZZpopxl—r)SiL

1

-2
i=1 i=1

< —pops(1=7) COZ(S’R—S’LH 22(5 — S5 4+ 2 + 2¢qc4

N N N N

iR iR iL i,L
256 2S5+ | 286 ) 8
i=1 i=1 i=1 i=1

+20052 + 2C152

N N
N> So+ |NY Sy
i=1 i=1

N N
NY S5+ |[NY Sy
i=1 i=1

N
+ > 2pops(1 = 1)SE
i=1
(16)
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Here we use the Cauchy inequality in the second
inequality

N 2 N
(Za,-b,) <Y @) b anbeR. (17
i=1 i=1

i=1

Denote n‘! as the number of observed effective events
caused by the detector d in the ¢-test-windows (those
¢ windows chosen for test) where d € {L,R} and ¢ €

With those observed values, we have

1
nPh < 7Pt — Epopx(l — 7N [cg(Slé’A

(O, B,Z}. We have

N N
d _ 2 qid d _ 2 qid d
ny = E porSH, np = prrSB .

N
= 2pop.rSy’. (18)
i=1
We define
d n‘f
"5 g - __Z (19)
NpZr 24 2 Npop<r

— S50 + CHSE,( — Sk + 3+ 2c0e (/55,458 4+ /S iS5 4)

20 (y/SBa +y/Sha) + 2012 (/B0 + Sk ) +45%, ] (20)

And the number of untagged bits n,, satisfies

N
ne=Y_2pops(1 — r)(S5" + S5°)

i=1

= 2pope(1 = IN(SS , + S5 ). @1)
Then, we get the upper bound of the phase-flip error rate
of the untagged bits in the key generation windows

o= (22)
nll

With Egs. (18)~22), we can calculate the key rate by Eq.
(1).

Remark: Although we use the model of WCS sources
in the calculation above, it is quite obvious that our
method here can apply to any type of source since we
can always express the states of any sources into the lin-
ear superposition of the vacuum part and the nonvacuum
part:

= Jay|0) + /1 — ap|nonvacuum), (23)

where a( is the probability of the vacuum part of the
state and |nonvacuum) is a whole-space nonvacuum state.
As shown in Eq (15), our method depends only on
e V1,e vy ,e iy ,e “g i.e., the lower bounds of the proba-
b111tles of vacuum state, thus Eq. (15) holds for any sources

(

provided that we replace those lower bounds by the corre-
sponding lower bound of ay. We can get the lower bound
of ay by partially characterizing states in Fock space. Spe-
cially, for the WCS sources, we can get the lower bound of
ao by measuring the upper bound of the intensities v or u.

II1. RESULTS AND DISCUSSION

We consider the symmetry case here. In the symmetry
case, the distance from Alice to Charlie is the same as the
distance from Bob to Charlie. And Charlie’s two detectors
are assumed to have the same properties such as the dark
counting rate and the detection efficiency. Without loss of
generality, we assume the source parameters of Alice and
Bob are the same, i.e., v/ =vy =v and u{ = pnY = pu.
In the calculation of key rate, ¢y, c; can be taken as any
positive real values provided that coc; = 1, and we can
optimize ¢, | to achieve the highest key rate. For simplic-
ity, we set ¢y = e"/>7"/2 ¢ = e*/*>7V/2, The experiment

TABLE 1. List of experimental parameters used in numeri-
cal simulations. Here p; is the dark counting rate per pulse of
Charlie’s detectors; 1, is the detection efficiency of Charlie’s
detectors; E, is the misalignment error; f is the error correction
inefficiency; oy is the fiber loss coefficient (dB/km).

Dd E, Na f ay
1.0 x 107° 4% 60.0% 1.1 0.2
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FIG. 2. Comparison of the key rates of the SCS-QKD protocol
under different v. The experiment parameters here are listed in
Table I.

parameters are listed in Table 1. While the intensity of
strong source can be controlled by the intensity modula-
tor, the intensity of the weak source is due to the finite
extinction ratio of the intensity modulators, i.e., gener-
ally uncontrollable. Thus in the numerical simulation, v is
a fixed value and the other source parameters, including
Do, Px, 0 are optimized. Different values of v represent the
maximum extinction ratio of different systems. Since the
asymptotic case is considered here, we ignore the influence
to the key rate of r, i.e., we take r ~ 0.

Figures 2 and 3 are the key rates of the SCS QKD pro-
tocol under different v. The experiment parameters listed
in Table I are used here, except for we set £; = 10% in
Fig. 3. By setting v = 0, the key rate formulas in Egs.
(1) and (18)~22) are the same with those of the original
SCS QKD protocol [26]. Thus lines “v = 0” in Figs. 2

107

107F

100

Key rates
3
~

1078
107
—10 I I I
10 0 50 100 150
Distance (km)
FIG. 3. The comparison of the key rates of the SCS QKD pro-

tocol under different v. We set E; = 10%. The other experiment
parameters are listed in Table 1.

—AOPP ]
Standard TWCC|.
—Original :

Key rates
3

l()—l[) L

10712 ‘ ‘ ‘
0 50 100 150
Distance (km)

FIG. 4. The comparison of the key rates of the SCS-QKD pro-
tocol with or without TWCC. Here we set E; = 10%, v = 0. The
other experiment parameters are listed in Table 1.

and 3 are the results of the SCS QKD protocol with per-
fect vacuum sources, i.e., the original SCS QKD protocol.
Results in Figs. 2 and 3 show that the imperfect vacuum
sources, i.e., the weak sources have little affect on the key
rates if the upper bound of the intensities of the imperfect
vacuum sources are lower than 1078, But when the upper
bound of the intensities of the imperfect vacuum sources
is as large as 107°, the key rates and secure distances are
drastically decreased compare with those of the original
SCS QKD protocol. In experiments, the intensity of the
imperfect vacuum sources can be controlled in the level of
10~8 by two-stage intensity modulator [27], thus we can
expect little affect on the key rates in experiment due to the
imperfect vacuum sources.

The active odd-parity pairing (AOPP) method [25,28]
can greatly improve the key rate and secure distance of
the sending-or-not-sending (SNS) protocol [19]. Since the
encoding method of the SCS QKD protocol is similar to
that of the SNS protocol and there are no errors in the
untagged bits of the SCS QKD protocol with or with-
out perfect vacuum sources, we can directly apply the
AOPP method to the SCS QKD protocol and expect a
great improvement in the key rate and secure distance.
Besides,the standard two-way classical communication
(TWCC) methods [25,28] can also be applied to the SCS
QKD protocol. The calculation methods are shown in
Appendix C.

Figures 4 and 5 are the comparison of the key rates
of the SCS QKD protocol with or without TWCC. The
“Original” lines are the results calculated by Eq. (1). The
“Standard TWCC” lines are the results calculated by Eq.
(C1). The “AOPP” lines are the results calculated by Eq.
(C4). We set E; = 10%, v = 0 in Fig. 4, and v = 1073 in
Fig. 5. The other experiment parameters are listed in Table
I. Results in Figs. 4 and 5 show that both the standard
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FIG. 5. Comparison of the key rates of the SCS QKD proto-

col with or without TWCC. Here we set v = 1078, The other
experiment parameters are listed in Table 1.

TWCC method and the AOPP method can improve the
secure distance by about 40 km. The AOPP method can
improve the key rates in all distances by about 2 times,
while the standard TWCC method can improve only the
key rates at long distance.

IV. CONCLUSION

In this paper, we make the SCS QKD protocol side-
channel secure with real source device, which does not
emit perfect vacuum pulses. The numerical simulation
shows that the key rates and secure distance are only
slightly decreased if the upper bound of the intensities of
the imperfect vacuum sources are less than 1078, which
can be achieved in experiment by two-stage intensity mod-
ulator [27]. As noted in the end of Sec. II, the sources
of the protocol does not have to be WCS. What we only
need is the bound values on some of the the photon num-
ber distribution coefficients. We also show that the TWCC
methods including the standard TWCC method and the
AOPP method can be directly applied to the SCS QKD
protocol to improve the key rates and secure distance. Our
numerical simulation results show that the AOPP method
can improve the key rates in all distances by about 2
times and improve the secure distance by about 40 km.
Given the side-channel security based on imperfect vac-
uum, this work makes it possible to realize side-channel-
secure QKD with real devices. Our protocol can also apply
to efficient quantum digital signature by taking the data
post-processing method such as Refs. [29,30]. This will be
reported elsewhere.
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APPENDIX A: THE CALCULATION METHOD OF
THE UPPER AND LOWER BOUNDS OF § )’§+ AND

L
SX+
For a certain Z window, we have
colal, af) + ciloy, ap) + c2l¢)

Ix") = N, ; (AD)

where

calpa) = oS, ag) + louy, o) — colad, @) — cilowy, ag).
(A2)

Without loss of generality, we assume co,cj, ¢, are real
positive values. In principle, we can determine the values
of ¢y and ¢; as we want and ¢, |¢,) are determined by
¢p, c1. For the convenience of the later calculation, we take
cocy = 1.

Denote (V4|¢4) = B4 and (¥p|¢pp) = Bp. Using the nor-
malization condition, we have

A=24E++Guyi+vive) — (co+ )i+ v,

+ va +y8) + coc1 (Vi v + vave), (A3)
where
ya=e AR L T —emva /1 —e By,  (A4)
yp = e B2THBI2 L /T — e/l —e BBy (A5)
With the condition ¢cyc; = 1, we have
G=(co+tci—yva—vco+ec—ys—vs). (A6)

It is easy to check that the worst case of the phase-flip error
rate is achieved when 8, = Bz = —1, while the condition
V4, U4, VE, g < 0.7 holds for any time window. Note that
the optimized intensities of the strong sources are usually
weaker than 0.02, thus this condition can always hold. And
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we have
C% < (Co +c1 — 2eVal271al? 4 D /1 — e /1 — e—MA)
X (co + ¢ —2e7B2THB2 L 2/1 — e vBy/1 — e*“B> .
(A7)

Finally, applying the input-output theory proposed in Ref.
[26], we can get the upper and lower bounds of S§+ and
S)L(+ shown in Eqgs. (11) and (12). To ensure the com-
pleteness of the paper, this theory is briefly introduced in
Appendix B.

APPENDIX B: THE INPUT-OUTPUT THEORY

The key idea of the input-output theory is that in a cer-
tain time window, we can regard Charlie uses the same
measurement process to measure the received quantum
state no matter what the quantum state is. This theory is
proposed in Ref. [26], here we just simply introduce its
content.

Suppose at the beginning of a certain time window,
Alice and Bob send out pulse pairs in state |¢). Charlie,
who is assumed to control the channel and measurement
station, then combines this state with his ancillary state
|«). Charlie’s instrument state £ is included in the ancillary
state |« ). The initial state is

Wini) = [¥) ® [ic). (B1)
At time ¢, Charlie observes his instrument £ to see the
result. His instrument £ is observed by Alice and she can
find the result from {/;} accompanied with its eigenstate
|l;) then. Most generally, after state |y) is sent to Char-
lie, Charlie’s initial state |Wj,) = |¢) ® |«) will evolve
with time under a quantum process. Here we assume a uni-
tary quantum process Y. Even though Charlie presents a
nonunitary quantum process, it can be represented by a
unitary process through adding more ancillary states. So,
given the general ancillary state |« ), we can simply assume
a unitary quantum process for Charlie. At time #, the state
is now
(@) =UD Vi) =UDOY) Q k). (B2)
In general, the state at time ¢ can be written in a bipartite
form of another two subspaces, one is the instrument space
L and the other is the remaining part of the space, sub-
space L. Given the initial input state |) to Charlie, the
probability that he observes the result /; at time 7 is

11

= (hltrz (W ONYOD |Ih). (B3)

We omit (#) in the following formulas. Suppose the space
L is spanned by basis states {g;}, we can rewrite Eq. (B3)

by
Sty = 1w, (B4)
k
where [7,"") = |gi)|1)).
Suppose state |¢) has the form of
|#) = Eoldo) + &11¢1) + &21¢2). (BS)

Without loss of generality, we assume &,&;,&, are real
positive values. With Eq. (B4), we have

Z| g (B6)
Sty Z| "V 1g0) 1P (B7)
Sip) =2l Vlg (B8)

where Sll;> is the probability that Charlie observes the result
[, at time ¢ if Alice and Bob send out a pulse in state |t) in
a certain time window for T = ¢, ¢, ¢1.

With Egs. (B5)«(B8), we have

[ [
< Sy + E1Sib + 1 + 260811/ S0 St

+ 28052 |¢0 ) +2616,/S ‘¢1 (B9)
and
2 2l I ol
SOSwm +E Sy — (25051 Sig0)Sien)
+ 26062 /S)h +2glgz,/sl’;l>). (B10)

APPENDIX C: THE TWCC METHODS

Before Alice and Bob perform the error correction, they
can first perform the TWCC methods to reduce the bit-
flip error rate in the raw keys. Both the standard TWCC
method and the AOPP method can be applied to the SCS
QKD protocol [25]. And the iteration formulas of the lower
bound of the untagged bits and the upper bound of the
phase-flip error rate after TWCC are also holds here [25].

To perform the standard TWCC, Bob first randomly
pairs his bits two by two and then announces all the paired
sequences to Alice through the public channel. Then Alice
and Bob compare the parity of these bit pairs, they keep
one bit from the bit pairs with the same parities and dis-
card the rest. The survived bits form an alternative bit
string and would perform the error correction and privacy

064003-8



SIDE-CHANNEL-SECURE QUANTUM KEY DISTRIBUTION...

PHYS. REV. APPLIED 19, 064003 (2023)

amplification to distil the final keys according to the
following key rate formulas:

/ 1 —
R = ML = H @' O] = f [na H (E)
+ npH (Ey) + nzH(E3)]}. (C1)
Here nIW<C is the number of untagged bits after TWCC
and

2

powee — M

u 2n,’

(€2)

Egﬁ’v C is the upper bound of the phase-flip error rate after

standard TWCC and

STWCC _ 5> >
en = 2epn(l —epn).

(C3)
ns, Ny are the number of survived bits from the bit pairs
containing two 0 bits, two 1 bits after standard TWCC, and
ng 1s the number of survived bits from odd-parity bit pairs.
E1, E,, E5 are the corresponding bit-flip error rates. Those
values can be directly observed in the experiment.

To perform AOPP, Bob actively random pairs the bits 0
with bits 1, and Bob gets n, = min(#n0,n51) pairs where
npo, np1 are the number of bits 0 and bits 1 in the raw
keys before AOPP. Then Bob announces all the paired
sequences to Alice through the public channel. Alice
would announce all the positions of the pairs with odd
parities and Alice and Bob keep only one bit from those
announced pairs. The survived bits form another bit string
and would perform the error correction and privacy ampli-
fication to distil the final keys according to the following
key rate formulas:

1 _
R' = S (my (1 = H (@™ = fin! " H (Exope) )
(C4)
Here n22OP? is the untagged bits after AOPP and
n;\OPP = @@n . (C5)

npo Myt ©
n*OPP is the number of survived bits after AOPP and Eaopp
is the corresponding bit-flip error rate. In the asymptotic
case, we have [25]

SAOPP _ -TWCC
eph == eph

(Co)
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