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The alternative variant of measurement-device-independent quantum key distribution (MDI QKD),
called asynchronous MDI QKD or mode-pairing MDI QKD, offers similar repeaterlike rate-loss scaling
but has the advantage of simple technology implementation by exploiting an innovative postmeasurement
pairing technique. We herein present an evaluation of the practical aspects of decoy-state asynchronous
MDI QKD. To determine its effectiveness, we analyze the optimal method of decoy-state calculation and
examine the impact of asymmetrical channels and multiuser networks. Our simulations show that, under
realistic conditions, aynchronous MDI QKD can furnish the highest key rate with MDI security as com-
pared to other QKD protocols over distances ranging from 50 to 480 km. At fiber distances of 50 and
100 km, the key rates attain 6.02 and 2.29 Mbps, respectively, which are sufficient to facilitate real-time
one-time-pad video encryption. Our findings indicate that experimental implementation of asynchronous
MDI QKD in intercity networks can be both practical and efficient.

DOI: 10.1103/PhysRevApplied.19.054070

I. INTRODUCTION

Quantum key distribution (QKD) [1,2] enables two
remote parties to share secret keys protected from eaves-
dropping by the laws of physics. In the last 40 years,
QKD has achieved rapid development in terms of secret-
key rates [3—6], transmission distance [7-9], and net-
work deployment [10—13]. Although the security of QKD
has been proven in theory, the imperfections of realis-
tic devices lead to various security loopholes [14—16],
especially in detection [15].

Fortunately, measurement-device-independent (MDI)
QKD is proposed [17], which assumes an untrusted inter-
mediate node to perform two-photon Bell-state measure-
ments, thus solving all security issues at the detection side
[18]. Extensive work demonstrates the potential of MDI
QKD, including experimental breakthroughs [19-25], on-
chip implementations [26—28], and continuous theoretical
developments [29-34]. Moreover, users in a MDI QKD
network can share expensive detectors, and the topol-
ogy of MDI QKD is naturally suitable for deployment
in star-type networks. Additionally, side-channel-secure
QKD has recently been experimentally realized, which is
not only MDI but also immune to potential source imper-
fections [35,36]. However, the key rates of most forms of
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QKD are fundamentally bounded by the secret-key capac-
ity of repeaterless QKD [37—40] due to photon loss in
the channel. A rigorous theorem, the absolute repeater-
less secret-key capacity (SKCyp), expresses this limit as
R = —log,(1 —n) [39], i.e., the key rate R scales linearly
with the channel transmittance 7. Despite some progress
in overcoming this bound [41—44], such devices remain
elusive.

Twin-field (TF) QKD [45] and its variants [46-51]
are proposed to break this bound. The protocols make
the untrusted intermediate node use Bell-state measure-
ments based on single-photon interference, rather than
two-photon interference. Numerous works have advanced
theory with finite-key analysis [52—55]. Reference [56]
applies entangled coherent-state sources as untrusted
relays to further increase the transmission distance of TF
QKD by reducing the signal-to-noise ratio at the mea-
surement nodes. Several experimental achievements have
shown the performance of twin-field QKD over large
loss [57-70], and the maximum distance of TF QKD
has been experimentally increased to 830 km [68]. The
idea of single-photon interference has also been imple-
mented in device-independent QKD [71]. Nonetheless, as
TF QKD requires stable long-distance single-photon inter-
ference, phase-tracking and phase-locking techniques are
indispensable [45]. These techniques are complicated and
expensive, and usually impose a negative impact on the
system performance. For example, phase-tracking technol-
ogy requires sending strong reference light, which reduces
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the effective clock frequency of the quantum signal and
increases background noise [61,62,67,68].

Recently, the alternative variant [72,73] of MDI QKD,
called asynchronous MDI QKD [72] (also called mode-
pairing MDI QKD [73]), is proposed. It asynchronously
pairs two successful clicks within a long pairing time
to establish a two-photon Bell state, thereby breaking
SKCy. Asynchronous MDI QKD is highly practical and
has a noteworthy advantage over TF QKD in intercity-
distance quantum communications, owing to its imple-
mentation simplicity and performance. Several exciting
experiments have successfully verified the superior per-
formance of asynchronous MDI QKD with accessible
technology. Reference [74] realizes the experiment with a
maximal distance of 407 km without global phase locking.
Reference [75] demonstrates the first asynchronous MDI
QKD that overcomes SKC, without global phase tracking
and extends the maximal distance to 508 km. However,
before asynchronous MDI QKD can be applied in real
life, many issues of practicality necessitate resolution, such
as identifying the optimal number of decoy states, deter-
mining the optimal calculation method of decoy states,
and assessing the performance in asymmetric channels and
networks.

In this work, we address these issues by introduc-
ing the joint-constraints technique [76] and alternative
methods for phase-error-rate estimation to enable higher-
rate asynchronous MDI QKD. By employing the three-
intensity protocol alongside an additional click filtering
operation—which is the known best choice for perfor-
mance—we simulate the key rate of asynchronous MDI
QKD in multiuser networks. For a network of five users,
asynchronous MDI QKD result in the key rates of all links
surpassing the secret-key capacity. Furthermore, using a 4-
GHz repetition-rate system [68], secret-key rates of 6.02,
2.29, and 0.31 Mbps can be achieved at fiber distances
of 50, 100, and 200 km, respectively. Asynchronous MDI
QKD can achieve the highest key rate in the range of
170 to 480 km, compared with decoy-state QKD [77—
79] and TF QKD [45]. What is more, our work provides
conceptual differences between asynchronous MDI QKD
and its synchronous version (original time-bin MDI QKD)
[80] in Sec. V. Asynchronous MDI QKD holds the most
promising potential as a solution for intercity-distance
quantum communication in the future, owing to its min-
imal detector requirements and absence of strong light
feedback.

II. PROTOCOL DESCRIPTION

Here, we consider an asymmetric asynchronous MDI
QKD protocol using the three-intensity setting, which is
similar to the protocol described in Ref. [75], but offers the
option to use click filtering or not. The intensity of each
laser pulse is randomly set to one of the three intensities

Ha (signal), v, (decoy), and 0,44y (vacuum), and the
intensities satisfy pqp) > vap) > 04 = 0. A successful
click is obtained when one and only one detector clicks in a
time bin, and we refer to (k,|k;) as a successful click when
Alice sends intensity &, and Bob sends k;. The notation
[£%", k;*'] indicates an asynchronous coincidence where the
combined intensity in the two time bins Alice (Bob) sent
is K (k)"). The details of the protocol are presented as
follows.

1. Preparation. For each time bin, Alice chooses a
phase value 6, = 2xM,/M with M, € {0,1,..., M — 1}
at random. Then, she selects an intensity choice k, €
{ta, va,0,} with probabilities p,,, p,,, and p,, =1 —
Pu. — Dv,» Tespectively. Alice prepares a weak laser pulse
le% /k,) based on the chosen values. Similarly, Bob pre-
pares a weak coherent pulse |el% /ky) (ky € {1y, Vb, 0p}).
Finally, Alice and Bob send their optical pulses to Charlie
via the quantum channel.

2. Measurement. For each time bin, Charlie performs a
first-order interference measurement on the two received
pulses, and he publicly announces whether a successful
click is obtained and which detector (D; or Dy) clicked.
The first two steps is repeated N times.

3. Coincidence pairing. The clicks that Alice and Bob
retained for further processing depend on whether click
filtering is applied. If they perform click filtering, Alice
(Bob) announces whether she (he) applied the decoy inten-
sity v, (vp) to the pulse sent for each event. Then they
discard clicks (uq4|vp) and (v,|up), and keep all other
clicks. Otherwise, they keep all clicks.

For all kept clicks, Alice and Bob always pair a click
with the nearest one within a time interval 7, to form a suc-
cessful coincidence. They discard the lone click that failed
to find a partner within 7,. For each coincidence, Alice
(Bob) computes the total intensity used between the two
time bins £ (k") and the phase differences between the
early (e) and late (/) time bins, @,y = Gé(b) — O5p)-

4. Sifting. Alice and Bob announce their computa-
tional results and then discard the data if &' = pu, + v,
or ki = wup + vp. When there is a click-filtering opera-
tion, we define l}a(b) = Wap); otherwise, we define l}a(b) €
{lap)> Vap)}- For [l}a, l}b] coincidence, Alice (Bob) extracts
a Z-basis bit 0 (1) if she (he) sends l}a(b) in the early
time bin and o, in the late time bin. Otherwise, Alice
(Bob) extracts an opposite bit. Note that we use four inten-
Slty groups ([/’Laa /’Lb]a [/’La’ Ub], [Vaa Vb], [Vaa /’Lb]) for the key
generation when click filtering is not applied, while exist-
ing MDI QKD protocols typically use only one intensity
group. For [2v,,2vp] and [2u,, 2145] coincidences, Alice
and Bob calculate the relative phase difference ¢, =
(¢a — ¢p) mod 2. They extract an X-basis bit 0 if ¢, =
0 or m. Afterwards, Bob flips his bit value, if ¢, =
0 and both detectors clicked, or ¢,;, = w and the same
detector clicked twice. The coincidence with other phase
differences is discarded.
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5. Parameter estimation. Alice and Bob group their
data into different sets S[k‘tzot,kzm] and count the correspond-

ing number Aot ot By using all the raw data they have

obtained, Alice and Bob estimate the necessary parameters
to calculate the key rate. They estimate the number of vac-
uum events, sj, the number of single-photon pair events in
the Z basis, 57, the bit-error rate of the single-photon pairs
in the X basis, €], and the phase-error rate associated with
the single-photon pair events in the Z basis, ¢7,

6. Key distillation. Alice and Bob perform an error-
correction step that reveals at most Agc bits of information.
Under the condition of passing the checks in the error cor-
rection and privacy amplification steps, a gt-secure key of
length [75,81]

=55+ [1 —H, (5211)] — Agc log,

SCOI'

1
~2logy 5, (1)

21 2

08 /%
can be extracted, where x and X are the lower and upper
bounds of the observed value x, respectively; H,(x) =
—xlog, x — (1 —x)log,(1 —x) is the binary Shannon
entropy function. Using the entropic uncertainty relation
[75], the total secure coefficient g, = 2(s' + 2¢, + &) +
g0 + &1 + &g + &pa + Ecor, Where g¢ is the failure proba-
bility of error correction; epa is the failure probability of
privacy amplification; £ and ¢’ are the coefficients while
using a chain rule for smooth entropies; €, €], and &, are
the failure probabilities for estimating the terms of s, s7,,
and ¢7,, respectively.

III. THE KEY-RATE FORMULA

In the following description, let x* be the expected value
of x. In the asynchronous MDI QKD protocol, [k,, k5] coin-
cidence can be used to generate keys. Since the binary
Shannon entropy function is concave, we can correct errors
for each group [l}a, l}b] separately to reduce the consump-
tion of information, which does not affect the security of
the protocol. Hence the amount of information consumed
in error correction can be written as

hee = 2 e (B i) | @

]}a jfb

where f is the error-correction efficiency and E; ;- is
[kaakb]

the bit-error rate of [l}a, I}b] coincidence. Because vacuum
states contain no information about their bit values, in the
asymmetric case we can separately extract higher-valued
vacuum components in each group [k, k5] to obtain higher
key rates. The total number of vacuum components in the
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FIG. 1. Secret-key rates of the three-intensity asynchronous

MDI QKD protocol with click filtering using different phase-
error-rate estimation methods. Here /,(/;) is the distance between
Alice (Bob) and Charlie. The horizontal axis represents the total
transmission distance / = [, + [,. The relative difference between
the secret-key rates of the alternative method Ry, and that of
the original method R is shown with the y axis on the right.
A = (Ryew — Rori) /Rori. The numerical results here show that
the alternative phase-error-rate estimation method has a notable
advantage.

Z basis can be given by

P[k Kyl
* as’ bl x
So = Z max { I’l[ a]‘b]

ka,kb p[oaakb]

P[ka,kb] -

Pli.o] LT

&)

Here pyyuor o1 is the probability that [, k'] coincidence
occurs given the coincidence event, which is

PiePre PPyl
Pty = Z Z —— ¥

Ps Ds
KE+kL =k kg +kL =t

When click filtering is not applied, p; = 1, otherwise p; =
1= pualvy = Pualuy-

Next, we need to estimate the number and phase-error
rate of the single-photon pairs in the Z basis, s7, and ¢7,.
Because the density matrices of single-photon pairs are
identical in the Z and X bases, the expected ratio of dif-
ferent intensity settings is the same for all single-photon
pairs [17,31]; namely,

,/}b o
P[ka,kb])
4vavbe_2va_2vbp[2vm2vb]

(7 kK
R

¥ T X% =
§)lcl fll

.

where £, represents the number of errors of the single-
photon pairs in the Z, while 57, and #]; denote the number
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of single-photon pairs and their corresponding error count
in [2v,, 2] coincidence, respectively.

T To—ka—kp, . .
DY (kakbe bp[ka,kb]>
211 —

VaVp g by () — V')

3
_eva n[Va,Ob]

Plvaop]  Ploa.opl

where

/o ! . Ha Vg
= vi=vy if be<a

M Ma’ as Hb f— vb) (7)
I = V=, if La s
n = Up, — Vb, b v

We can use the technique of joint constraints [76] to obtain
the tighter estimated value of s7}. The details of the ana-
lytic results of joint constraints are shown in Appendix A.
Then we can obtain the lower bound of 577 with Eq. (5).

The upper bound of the single-photon pair errors in the
X basis is

0
1= M2vg2v5] = M2y, 20,1 ®)

where my,,,,] is the observed error bit number in the
X basis, and m%%zyb] is the error bit number in the X
basis given that at least one of Alice and Bob sends vac-
uum component. The lower bound of the expected value

N [Maub// (evmb Bvgvp)

nt nr
—loa,0, 5
. Hou b]> oy <eﬂa+w, was] _

Then we estimate the lower bound of s7] using the
decoy-state method [77—79], which can be given by

* —k
el)b n[oa,vb]

p[”asvb] p[oa,vb]
* * *
mp Q[Oa,l/-h] . eua Q[Ma’oh] + ﬂ[Ousob] >i| , (6)
Plua.ms] Ploa.ip) Plua,op]  Plog,op]

(
m?;va,2vb] can be given by

e—2va

-2
&Pl . € Pvean]
M1200,205] sz eadnl T T op 0 T Havior]
—2v4—2vp
e Pl2va,2vp] —
— [2va,2vp] n>[k0 o] (9)
2p[0a,0b] oo

Using similar arguments, we obtain the tighter value of
M3, 2,1 Under the joint constraints [76].

For single-photon pairs, the expected value of the phase-
error rate in the Z basis equals the expected value of the
bit-error rate in the X basis, and the error rate &, = 7, /s,
There are two methods for estimating 5? 1- The first method
involves using the random sampling method to estimate
#,, from &, [75]. Explicitly [82],

vk re) =

with 4 = max{n, k}
2w nki(l — L)e>.

and G=m+k)/nkiIn(n+k)/

5?1 =, +v(.9.60.8) (10)
where
|
[(1 =20)AG/(n+ k)] + \/[A2G2/(n + k)2 + 411 - VG (11
2+ 2[42G/(n + k)?] ’
[
7,1 with Eq. (5) and
?1{7 = mFZva,va] - m?;va,va]‘ (13)

On the other hand, following Ref. [31], an alternative
approach involves using the observed values of £, to
estimate the upper bound for ¢7,. Specifically,

¢y =, (12)

19, | =

where the upper bound of #, and the lower bound of s7,
can be estimated by 7;; and s3% with the Chernoff bound
[see Egs. (E1) and (E2) in Appendix E]. We can calculate

TABLE 1. Simulation parameters. Here nys = n5 = n%, p; =
ph=pk, and n5(n%) and pi(pk) are the detection efficiency
and the dark count rate of the detector D, (Dg), respectively; o
denotes the attenuation coefficient of the fiber; wgp is the fiber
phase drift rate; Eyowm is the interference misalignment error rate;
f is the error-correction efficiency; Av is the laser frequency dif-
ference; and € is the failure probability considered in the error
verification and finite data analysis.

EHOM f Av €
0.04 1.1 10Hz 10710

Nd Pd o Wfib
80% 0.1 Hz 0.16 dB/km 5900 rad/s
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FIG. 2. Comparison of the secret-key rates of asynchronous MDI QKD with and without click filtering under two types of channels:
(a) symmetric channel /, = [, and (b) asymmetric channels /, — /[, = 100 km. The horizontal axis represents the total transmission

distance [ = I, + [p.

IV. PERFORMANCE
A. Optimal decoy-state method

For the evaluation, we numerically optimize the secret-
key rate R := £F /N of asynchronous MDI QKD with Eq.
(10) (original method Ref. [75]) and Eq. (12) (alterna-
tive method), which is shown in Fig. 1. Here F is the
system clock frequency. In this work, we set failure param-
eters Ecor, &', €, €, €, and epa to be the same value: €.
The experimental parameters are set to the values used
in the state-of-the-art system, as shown in Table I. We
denote the distance between Alice (Bob) and Charlie by
l.(lp). In Fig. 1, we set F =1 GHz and /, = /;, and the
source parameters of Alice and Bob are all the same. The
genetic algorithm is exploited to globally search for the

User A
| 125 km
@ 200km 200km @
User B Untrusted /‘\”/ User E
Relay / \Ys km
175km/ =)
| 4 User D
User C
FIG. 3. Example of a scalable QKD network setup consisting

of numerous users who may freely join or leave the network.
Each user node has an asymmetric channel connected to an
untrusted relay, through which it can establish a QKD link to
others.

optimal value of light intensities and their corresponding
probabilities. The black line is the results of SKCy. We
denote the relative difference between the key rate of the
alternative method R, and that of the original method
Ry as A = (Ryt — Rori) /Rori- The results show that as the
distance increases, the influence of statistical fluctuations
becomes increasingly significant, and the key-rate advan-
tage of the new phase-error-rate estimation method is also
increasing. For example, at a fiber length of 600 km with
N = 10", the secret-key rate obtained by the new phase-
error-rate estimation method is approximately 1.49 times
that of the original method. In the following key-rate calcu-
lations, we use the alternative phase-error-rate estimation
method by default.

B. Optimal protocol

Figure 2 shows a comparison of the secret-key rates
of asynchronous MDI QKD with and without click filter-
ing under symmetrical /, = [, and asymmetrical channels
l, — I, = 100 km. The parameters are listed in Table I.
F =1GHzand N = 10" are used. The green dotted line
is a result of using only [, 4] coincidence to form the
secret key without click filtering. In the symmetric chan-
nel, Fig. 2(a), we can see that the key rate of asynchronous
MDI QKD with click filtering is always higher than that
of asynchronous MDI QKD without click filtering based
on the [y, up] group. This is expected since the filtering
operation corresponds to a higher number of valid pairs
and smaller statistical fluctuations in the estimation pro-
cess. And the key rate of asynchronous MDI QKD with
click filtering is higher than that of asynchronous MDI
QKD without click filtering based on four intensity groups
at short and medium distances. At a fiber length of 300
km, the secret-key rate obtained with click filtering is
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TABLE II. Simulated secret-key rates per second for asynchronous MDI QKD, SNS QKD with the AOPP method, and PM QKD in
the QKD network shown in Fig. 3 using the parameters in Table I'V. The system clock frequency is 4 GHz and the transmission time
is 22 h. Here, link 4-B represents that user A communicates with user B. The sending intensities and corresponding probabilities are
selected by the users to obtain the optimal key rate for each link. Note that here we consider a 50% duty cycle for the TF-type protocols
[57,67,70].

Link A-B(4-E)  B-C(C-E)  B-D (D-F) B-E A-C A-D C-D

SKCy 577 x10° 480 x 10>  145x10* 230x 10> 121x10* 3.64x10* 3.03 x10*
Asynchronous MDI QKD 1.47 x 10* 136 x 10*  2.05x 10* 946 x 10> 236 x 10*  4.04 x 10*  3.56 x 10*
SNS QKD (AOPP) 1.18 x 10*  1.09 x 10*  1.64 x 10* 753 x 10> 178 x10* 3.05x 10*  2.72 x 10*
PM QKD 256x 100 240x10° 322x10° 171 x10° 419x10° 691 x10° 6.0 x 10°

approximately 1.11 times the one without click filtering
based on four intensity groups, and 1.29 times the one
based on [u,, 1p] group. At longer distances, the effec-
tiveness of click filtering is diminished by a decrease in
coincidence pairing efficiency due to less frequent pho-
ton clicks. Therefore, in scenarios where click filtering
is not utilized, incorporating additional intensity groups
([1as vol, [Vas b], [Vas vi]) for key generation can lead to
higher key rates at longer distances than using click filter-
ing alone. The same trend is observed for the asymmetric
channel [Fig. 2(b)].

C. Asynchronous MDI QKD networks

We provide a figure about a scalable QKD network setup
consisting of numerous users who may freely join or leave
the network in Fig. 3. Each user node has an asymmetric
channel connected to an untrusted relay, through which it
can establish a QKD link to others. The users will adjust
the sending intensities and corresponding probability val-
ues so that each link can obtain the optimal key rate. The
experimental parameters used here are listed in Table V.

Table II shows simulated secret-key rates per second for
asynchronous MDI QKD, sending-or-not-sending QKD
(SNS QKD) with actively odd-parity pairing (AOPP) [83],
and phase-matching QKD (PM QKD) [84] in the QKD
intercity network. Assuming a clock rate of 4 GHz [68] and
a transmission time of 22 h, which corresponds to approx-
imately 3.2 x 10'* quantum pulses for asynchronous MDI
QKD. We further assume that the quantum transmission
duty ratio for the SNS QKD and PM QKD systems is 50%
[57,67,70]. Note that duty cycle ratios are lower in many
important TF QKD experiments, for example, the duty
ratio at 402 km is 22.4% in Ref. [61], 45% in Ref. [62],
and 40% in Ref. [68]. The duty cycle has two effects on the

key rate. Firstly, the total number of quantum pulses trans-
mitted per second depends on the system clock frequency
and the duty cycle. Secondly, the key rate per second is
obtained by multiplying the key rate per pulse with the
total number of quantum pulses transmitted per second. We
can see that asynchronous MDI QKD enables the key rates
of all links to exceed SKC,. Additionally, asynchronous
MDI QKD always enjoys higher secret-key rates per clock
than SNS QKD (AOPP) and PM QKD.

D. Practical advantages of asynchronous MDI QKD

We simulate the performance of our protocol assuming
a 4-GHz clock rate and 22-h transmission time. Figure
4 presents the key rate per second versus fiber distance
for asynchronous MDI QKD, together with four-intensity
time-bin MDI QKD [76], SNS QKD (AOPP) [83], PM
QKD [84], four-phase TF QKD [68], and four-intensity
decoy-state QKD. For SNS QKD (AOPP), PM QKD, and
four-phase TF QKD, we set the duty cycle to 50%, Char-
lie’s transmission loss at Alice’s (Bob’s) side to 2 dB, the
angles of misalignment to 20°, which contributes to an
interference error rate of approximately 3%. We assume
an insert loss on Bob’s side of 2 dB and a misalignment
error rate of e, = 0.02 for decoy-state QKD. The inter-
ference misalignment error rate of decoy-state MDI QKD
is set to 0.04, which corresponds to 27% error rate in the
X basis. Device parameters are shown in Table IV. The
simulation formulas of MDI QKD and decoy-state QKD
are detailed in Appendix D2 and D 3, respectively. We
also include SKCj to prove the repeaterlike behavior for
asynchronous MDI QKD. Simulation shows that the key
rate of our protocol surpasses that of the decoy-state QKD
protocol when / > 170 km, and it exceeds SKCy, when
[ > 330 km. In the 170483 km range, the performance

TABLE III.  Secret-key rates of the three-intensity asynchronous MDI QKD protocol with click filtering. Here the fiber loss is 0.16
dB/km; the clock rate is 4 GHz; the dark count rates is 0.1 Hz; and the detection efficiency is n;, = 80%.

Data size 1012 5 x 1012 101 101 5x 101 5x 101
Distance (km) 50 100 200 250 300
Secret-key rate 6.02 Mbps 2.29 Mbps 855.40 kbps 305.05 kbps 129.60 kbps 46.671 kbps
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FIG. 4. Simulated secret-key rates for asynchronous MDI
QKD, original time-bin MDI QKD, decoy-state QKD, SNS QKD
with the AOPP method, PM QKD, and four-phase TF QKD
under the state-of-the-art system. The horizontal axis represents
the total transmission distance [ = [, + I.

of our protocol is better than that of the other five proto-
cols, especially in the range of 200300 km. We observe
that, in the simulations, the key rates of decoy-state QKD
surpass those of original time-bin MDI QKD due to the
influence of the dark rate and finite key analysis. At short
distances (less than 45 km), asynchronous MDI QKD has
a slightly lower key rate compared to the original time-bin
MDI QKD. This is attributed to the stronger light intensity
of the signal state in the original MDI QKD, approaching
1, which results in a higher number of single-photon pairs
in the Z basis. In Table 111, we present the bits-per-second
(bps) values of asynchronous MDI QKD at various typical
distances, employing device parameters identical to those
employed in Fig. 4. Our protocol can generate secret-keys
rate of 0.31 Mbps at a fiber length of 200 km, thereby ren-
dering it adequate for secure key-demanding applications
such as real-time one-time-pad secure audio encryption in
intra- and interurban areas.

V. DISCUSSION AND CONCLUSION

Here, we point out two conceptual differences between
asynchronous MDI QKD and original MDI QKD.

i. In original MDI QKD, the total number of sent
pluses allows for a direct measurement of the “gain”, while
the “yield” of single-photon pairs in the Z and X bases can
be estimated using decoy-state methods [29]. However, in
asynchronous MDI QKD, where postmeasurement coinci-
dence pairing is utilized, there is no concept of the total
sent pair number. Therefore, the terms “gain” and “yield”
are not applicable.

ii. In asynchronous MDI QKD, the terms “three-
intensity” and “four-intensity” refer to the number of light
intensities used, and the intensities at different bases after
pairing are associated. Specifically, in three-intensity asyn-
chronous MDI QKD, there are two intensities in each of
the Z and X bases after coincidence pairing. These intensi-
ties are associated as follows: in the Z basis, the intensities
are n and v, while in the X basis, the intensities are 2 and
2v, and the nonbasis intensity is 0. In contrast, in the orig-
inal three-intensity MDI QKD, there is only one intensity
in the Z basis.

In the original MDI QKD protocol, a useful idea is
to consider the double-scanning method [76]. We apply
the double-scanning method to asynchronous MDI QKD.
The derivation details of double scanning are shown in
Appendix B. However, numerical results show that the
method does not work for the three-intensity asynchronous
MDI QKD protocol [85]. We remark that this phenomenon
may be caused by the above two characteristics. In asyn-
chronous MDI QKD, the number of single-photon pairs in
the Z basis can be accurately estimated using Z-basis data,
without the need for inefficient X-basis data. Additionally,
there is a correlation between the intensities used to esti-
mate the number of the Z-basis single-photon pairs and
the intensities used to estimate the X-basis phase-error rate
in asynchronous MDI QKD. In contrast, the intensity and
decoy-state estimation in the Z and X bases are indepen-
dent in original MDI QKD, which makes double scanning
an effective strategy.

Furthermore, in the original MDI QKD protocol, we can
improve the performance of the protocol by increasing the
number of decoy states, such as four-intensity MDI QKD
[31]. We also calculate the key rate of the four-intensity
asynchronous MDI QKD protocol, in which the intensity
of each laser pulse is randomly set to one of the four inten-
sities () (signal), wqpy (decoy 1), vy (decoy 2) and
04 (vacuum), and the intensities satisfy ) > wap) >
Vapy > 0qpy = 0. The detailed calculation of the protocol
is presented in Appendix C. Comparing secret-key rates of
the three-intensity and four-intensity asynchronous MDI
QKD protocol with click filtering, we find that the opti-
mal key rates for the four-intensity decoy-state method are
nearly equal to the results for the three-intensity decoy-
state method [85]. We remark that this situation is also
due to the correlation between intensities at different bases.
Therefore, the three-intensity asynchronous MDI QKD
protocol is a good trade-off between the performance of
key rates and the ease of implementation.

In this work, we present an analysis of the practical
aspects of asynchronous MDI QKD. We provide refined
decoy-state methods that enable higher-rate asynchronous
MDI QKD. The numerical results of different asyn-
chronous MDI QKD protocols demonstrate that the three-
intensity protocol, with a click-filtering operation, can
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provide a favorable balance between performance and ease
of implementation. We introduce the decoy-state method
for the asymmetric situation, which permits the direct
application of our protocol to asynchronous MDI QKD
experiments with asymmetric channels. Our work also
provides useful insights into asynchronous MDI QKD:
the decoy-state analysis for the Z and X bases of asyn-
chronous MDI QKD are correlated, rendering the intro-
duction of double scanning and additional decoy states
ineffective for key-rate improvement. With its superior per-
formance and straightforward design, asynchronous MDI
QKD holds strong potential in future quantum networks
spanning 200 to 400 km. We anticipate the application
of the asynchronous concept to MDI multiparty quantum
communication tasks, such as quantum conference key
agreement [86], quantum secret sharing [86], and quantum
digital signatures [87].
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APPENDIX A: ANALYTIC RESULTS OF JOINT
CONSTRAINTS

Here, we introduce the joint-constraints method to
bound tighter values. Without loss of generality, we take
Eq. (6) as an example. Similar operations can be applied to
other parameters. We can rewrite Eq. (6) as

75 —ka—k
2k (kakbe hp[/za,zzb]) —
s> (ST -5), @D
VaVpatp (' — V')
where
Sl — Ma,ufbﬂ/eva+vb [ a;Vp] + Ual)bl)/elj“b n[Oa,l/-b]
Plva,vp] Ploa.up]
' jia Mia.0p) Nog, o]
+ vgvp/ et ey (Hattppt” — vaupv") —==
Plua,op] Ploa, Ob]
(A2)

and
n*
Sy = vvpv e“a"'“bM + apts it € [0a;vp]
Plua.mspl Ploa,vp]
+ pappi'e” Mva.0p] . (A3)
[va,0p]

For S}, we define

Sii=aiy1 + aya +azys + asys, (A4)
where ay = pappit' € /Pl VI = Pvauply 42 =
VaVpV' € [P0y p]s V2 = Pogppls @3 = VaVhV "€t I Plyig.0p]>
V3 = Alug,0p)> 44 = /fLa:u*b/'L — VaVpV /p[oa opl> V4 = Nog,0p]-
Denoting {by, by, b3,b4} as the ascending order of
{a,a;,a3,a4}, and &1, &, &3, &4 as the corresponding rear-
range of {y1, 2, ¥3, ¥4} according to the ascending order of
{ai1,as, a3, a4}, then we have the lower bound of S} [76]:

Sti=biE+&E+E+E) 4+ by —b)(E+ & + &)

+ (b3 — b)) (& +84)" + (bs — b3)E. (AS)

For Ez, we define
Sy i= c1K1 + Caky + C3K3 + Caka, (A6)
where a1 = paptpi' € Prognyls Vi = Alug], G2 =
VaVpV' € [Plog.pls V2 = Mloguyls @3 = VaVpV € [Plug.041,
Y3 = Aug,0p]> ay = (Hatpit' — Uavbv/)/p[Oa,ob]’ V4 =

Nog.0,]- Denoting {di,d>,ds} as the ascending order of
{c1,¢2,c3}, and x», x3, as the corresponding rearrange of
{k1, k2, K3} according to the ascending order of {cy, ¢z, c3},
then we have the upper bound of S5 [76]:

Syi=dy x (1 + 12+ x3) +(do—dy)

X (2 + x3) + (ds — dy) x 3. (A7)
APPENDIX B: DECOY-STATE ESTIMATION

WITH THE DOUBLE-SCANNING METHOD

Here we apply the double-scanning method to asyn-
chronous MDI QKD. Using the decoy-state method, we
can estimate the lower bound of the number of single-
photon pairs in the X basis

—2v,—2vp

e __

§F = PRea2n] (ot _§F_FY), (Bl)

! Maltp (L — V')

where
~ ~r ‘o g Vg
= 2ptq, V' =20, if 78 < 8, (B2)
~1 ~0 f Ha Va
wo=2up, V= 2vp, lfu_b>ﬁ’
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and
n*
S — Ma#bﬂ/ezvu+2l)h [2Va,zvb] + Val)bf)/ezﬂb =loa,2p]
D12va.2vp) Ploa.2up)
+ v, 3 e2MHa [2Ma50b]
a >
P1214,00]
7 n*
S =y vbv/eZMu—O—Zub [zﬂa 2up] + Uavbﬁ/_[oa,Ob] ,
p[2;1.a,2/u,] p[oa,ob]
* * —k
H* = pp il ( 2 Hoa2v) | ou, Mvacr) _ ”[oa,oh]) '
Ploa,2vy] Pl2vg,0p]  Plog,o]
(B3)

The upper bound of the bit-error rate of single-photon pairs
in the X basis €] satisfies

o 1 (M il ezva+zu,,—[2va 2v) ﬁ)
11 — ~ a — .

Kaltp[V' € at2vesTy Prui2v) 2

(B4)

Denote ;Z[ZVa,ZVb] = N[2v,,20] — M[204,205]- We can divide the
effective [2v,,2v,] coincidence into two kinds of events,
the right effective events whose total number is 72,, 21,1,
and the wrong effective events whose total number is
M[2v4,2v]- Denote M = pu pupft’ e2va+2vbm[2va 2vb]/p[2va 2vp]-
We can rewrite Eq. (B1) as
G e 2Py, a0
=11 = ~/ ~
Mallp (1" — V')

ST -5+ M —H), (BS)

n*
S =, va/62ug+2ﬂb [2ua 2up] + v,y [Oa,Ob]’
Pl2pa2mp] Ploa.op]
n’ ne nt
H* = pupii (eZU;, foa2v] | v, "2va0p) _ [oa,ob]>_
Ploa2vs] P2vaos]  Ploasos]
(B6)

For each group (H, M), we can calculate ¢}7 with Eqs. (B4)
and (B5)

e (W —=V)M — H/2)
a1 = (St —S—+M — H)’ (B7)

By scanning (H, M) [76], we can get the worst case for
e}, e,

max e} (B8)

H<H<H,

M<M=M.

such that (B9)

With the formulas in Egs. (2), (3), (5), (6), and (12), we
can get the final key rate.

APPENDIX C: FOUR-INTENSITY
ASYNCHRONOUS MDI QKD PROTOCOL

Here, we provide the decoy-state method for four-
intensity asynchronous MDI QKD with click filtering. The
core difference in the parameter estimation steps between
the four-intensity protocol and the three-intensity protocol

where is to estimate the lower bound of the number of single-
photon pairs in the Z basis. In the four-intensity protocol
ST = s M’e2Va+2VbM T+ vvpie ZMbM with click filtering, s3% is bounded by
P12vg,2v] Ploa,211p]
+v Ubl)/ezua [2ﬂa>0b]
a >
p[zﬂasob]
J
oty (kv opy 1) \ -
s = Zka,kb ( - ) p[f{a,kb] |:a)aa)bw/ <€V”+Vbﬂ[ua’vb] e'r Pioa-vp)
Ve Vp@awp (@' — V') Plva,vp) Ploa,vpl
—* * —k * * *
Mlaos] ﬂ[oa,ob]) vy (ewa+wb”[wa,wb] _ oo Mowon) _ o, Bowonl ﬂ[oa,ob]ﬂ , 1
p[”asob] Ploa,0] p[wa’wb] p[aa’wb] p[wu,ab] p[oa,ob]
where
0 =w, V =y, if2% <
/ I 1 217 Ub (CZ)
o =wp, V = 1fa7‘;>i,
and Pt o is defined in Eq. (4). When click filtering is not applied, p; = 1, otherwise p; = 1 — p.Dewy, — Pualv, —

PPy — PwaPvy — PvaPuy, — PvaPoy- Similarly, we use the technique of joint constraints to get the tight estimated value
of 57. The calculation of the remaining parameter values can directly utilize Eqs. (2), (3), and (8)—(12).
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TABLE IV. List of experimental parameters used in numerical simulations. The spectral filtering loss results from the use of dense-
wavelength-division-multiplexing in dual-band TF-type QKD implementations [67,70], whereas asynchronous MDI QKD does not
require the dual-band method. Additionally, the asynchronous MDI QKD system and the decoy-state QKD system do not require a

reference pulse, allowing their duty cycle for quantum transmission to be 100%.

Asynchronous MDI QKD Decoy-state QKD SNS QKD & PM QKD Four-phase TF QKD
Fiber loss 0.16 dB/km 0.16 dB/km 0.16 dB/km 0.16 dB/km
Charlie loss e 2 dB e .
Detector efficiency 80% 80% 80% 80%
Dark count rate 0.1 Hz 0.1 Hz 0.1 Hz 0.1 Hz
Spectral filtering loss 0dB 0dB 2 dB at Alice-Charlie 2 dB at Alice-Charlie

2 dB at Bob-Charlie 2 dB at Bob-Charlie

Duty cycle 100 100 50 50
Laser frequency difference 10 Hz
Drift rates 5.9 x 103 rad/s . ..
Number of phase slices 16 16 4

APPENDIX D: SIMULATION FORMULAS

The experimental parameters used for performance
comparison of these protocols, asynchronous MDI QKD,
decoy-state QKD, SNS QKD (AOPP), PM QKD, and
four-phase TF QKD, are listed in Table IV.

J

Qikalky) = Yk 10 (775\/ nukanbkb> + Vit 1o ('75\/ Tlakaflbkb) = 2V itk el J0 [(775 — v Tlakaflbkb] ,

(kalkp) —

and pj (pjf ) are the detection efficiency and the dark-count
rate of the detector D; (Dg), respectively; n, = 10~@a/10
and n, = 107@b/19; [ (x) refers to the zero-order modi-
fied Bessel function of the first kind.

We define Ny, = FT, as the number of time bins within
time interval 7,. The total number of valid successful
pairing results is [Eq. (C24) in Ref. [75]]

LR
where yL(R) — (1 —pﬁ(R)) e~na " (akatnpky) /2], ”5 (775)

Ngtot

= o D2
1+1/qr, (b2)

Nitot

where ¢ is the probability of having a click event,
and g7, = 1 — (1 — i) is the probability that at least
one click event occurs within the time interval 7. after
a click time bin. When using the matching method
without click filtering, gior = Zka,kb Dkalhyq (kalky); When
using the matching method with click filtering, gt =
Zka,kbpkapkbq(ka|kb) = Pualvp(alvy) = PvaPupd(valuy)- The
average of the pairing interval can be given by [Eq. (C25)
in Ref. [75]]

1 —Nr.q(1/q7, — 1)
thot .

(D3)

Tmean =

1. Simulation formulas for asynchronous MDI QKD

In asynchronous MDI QKD, suppose Alice and Bob
send intensities k, and k, with phase difference 0, the
overall gain is given by [Eq. (C22) in Ref. [75]]

(D1)

(

The total number of set S[k‘tlotijot] (except set Spy,20,7) 18
[Eq. (C26) in Ref. [75]]

}’l[kbot’k};ot] = Ntot E E

KE+kL =k kg +kL =kt
(Pkspk§q<ks k) PrlPrl 9 kb1 )
X .
qtot Gtot

(D4)

The total number of set Spyy, 21,7 i [Eq. (C27) in Ref. [75]]

do.

n[2Va>2Vb] =

0 0
Aot /2” PvaPrvp (vy1vy) Pralvp9 (vg)vy)
Mm 0 qtot qtot

(D5)

The total number of errors in the X basis can be written as
[Eq. (C28) in Ref. [75]]
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6,L 0+68,R
Ntot

9 walvy)valvp) T 9alvp) D valvy)

m[2va,2vb] =

27 [

2 2
Dy, Dy / {(1 — Enom)
Mzt | ron

where Eyom is the interference misalignment error rate,
and 6 = Tmean(2T Av + wygp) 1s the phase misalignment
resulting from the fiber phase drift rate wg, and laser
frequency difference Av.

2. Simulation formulas for four-intensity MDI QKD

We denote the number and error number of detection
event when Alice sends intensity &, (k, € {ita, Vo, @4, 04}),
and Bob sends k&, (k; € {up, vi, wp, 0p}) in the Z(X) basis
as nii’;)b and misz)b, respectively. The key rate of time-bin
MDI QKD is [29,76]

1 2
R= N {Hf) +nj, [1 — H, @11)] — AEC

2 1
—Zlogzﬁ —210g2E}, (D7)

2
— log,

Ecor

where Agc = nj, ,, fH) (mfla#b/ nfm%)'

Here we use the decoy-state analysis to consider the
complete finite-key effects and apply the double-scanning
method to MDI QKD [76]. The corresponding parameters
in Eq. (D7) can be given by

—u —1up
ne* = max ¢ apMa Z% ¢ Py W
=0 - =oqlip’ —Haop |
04 Poy
Haptpe e op, Dy -—* Ak
ni = L (PP 4+ M —H ),
Vavbwawb(a) -V )
7o 1 N H
1n= ! oVg 4V, M-,
wawpw' evatVh 2
FAg :Uvaﬂbeiuaillbpuapua 7
11 — Vv, — 11°
VgVpe Va prvapva
— _ h
¢11 = = (D8)
nyy

J

O.R  648.L 0L  6+8.L O.R  O+8.R
] [q(vawb)q(vawb) +‘1<va\vb)‘1<va\vb>]
Enom 3 de,
Gtot
(Do)
[
where
.~ Wy Va
o =w, vV =y, if—<-—,
wp  Vp
o v (D9)
/ / . a a
o =wp V=, if—>—
wp  Vp
and
X X *
P+* —w wbw/evaJrub (nVaVb m”a”b)
- a
pVapVb
Xk Xk
WqO, OqW,
+ Ual)bl)/ewa a%b + vavbv/ewb a®h ,
waPop PoyPuwy,
Xk Xk
— Waq®, 0qO0,
P = v upv/e®et o 2aCh 4y —220
PwPawy PouPoy,
X3k
O VgV,
M* = w,wp e’ —1
PviDvy
Xk Xk n.x*
IA_I* - w (,()b(,()/ (eub 0aVp s VaOh  "0a0p )
= w, .
PouPv, PviPoy PoPoy,
(D10)

By scanning (I:I M ), we can obtain the secret-key rate

min R (D11)
suchthat A < A <A, (D12)
Vo< ¥ <N

Because of the dead time of the detector, only one of
the four Bell states can be identified. In the simulation,
we set

Bty = N Prapiapa(l = paye W om 2L o (Jlmakons) = (1= paye™(Uanehomr2

+ [1 —-Q _pd)e—(kana/Z)] [1 - _pd)e—(kbnb/2)]} ,

(D13)

miakb — N/Pkapkbpd(l _pd)Ze*[(kanaJrkbnb)/Z] {[]0( /kaﬂakbﬂb) - _pd)e*[(kana+kb77b)/2]i|} ,
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and

x ’ kanakens
oty = N'DkDrYio, |:1 + 2k, — Hkaky 0 < + Lo(v/ kanakpnp) |,

2
— (D14)
x ’ v Kalla’pTlb
Mg, = N'DrPiYi, {1 + iy = Whaky 1o ( 5 ) + Enom [10(\/ kanakenp) — 1]}
(
where we have yy 1, = (1 — pg)e~[kanatkm)/4] and Eyyoy = - required. It is given by
0.04. Note that in time-bin MDI QKD, two pulses form one
bit,i.e., N' = N/2. fn=m —m, (D20)

3. Simulation formulas for four-intensity decoy-state
QKD

The key rate of decoy-state QKD is [82,88]

1 2
R= N{Ef)-kﬂi [1 - H, @1)] — AEC

23 2

— 6log, — 2log, } , (D15)
8SCC 8cor
where Apc = (%, + m)fH, [(m3, 4+ m3)/(n3, 4+ 13)], and
nf((x) and mf((x) are the number and error number of inten-
sity pulse k (k € {u, v, w,0}) measured in the Z(X) basis,
respectively.

First, we extend the decoy-state analysis to finite-size
cases. The number of vacuum events in the Z and X bases

satisfy

—u _y
pue " +pre
e = [ ne*

By =" o (D16)
and
ny = l%_wni*, (D17)
respectively.

The number of single-photon events in the Z and X
bases are

S (pupe™ +pyve")u
Z1 wv — V2

V_,Z%
" (e n' o
DPv
and

o pwa)e—a)u (evﬁ)‘c)* B V_Zeuﬁ;;* B M2 V2 nx*)
=2\ p, w2 opy 1w po
(D19)

—Zk
v2 eﬂn /’L _ 1)2 nz*

w* pu wr o po

>, (D18)

respectively. In addition, the number of bit errors 7, asso-
ciated with the single-photon events in the X basis is also

where my* = (p,e”/po)nt,*. Second, the formula for the
phase-error rate of the single-photon events in the Z basis
can be written as

=z _x z X Z)lc
¢1:_+V Hp@pn_x,ge .

n =1

(D21)

In the simulation, we set

mi= 2 [1— = ppreter] [+ (- ppreten],
i = % (14 (1= ppetoer]

X {(eo —&)[1— (1 —p3)?|eter

+e, :1 —a- pfl)ze_qu"z]} : (D22)
and
mp= 2 [1— = ppreter | [14 = pipreoer ],
= % [1+ = pireter]

(o — i) [1 — (1 = p))*]efor
e, [1- = ppreter]l, (D23)

where ey = 1/2 is the error rate of the background
noise, e, =e, =ey, p;=p;=ps and P> =n"=ny
10-T@H1m0/100" The code of decoy-state QKD and decoy-
state MDI QKD has been uploaded to the open-source code
website [85].

APPENDIX E: STATISTICAL FLUCTUATION
ANALYSIS

In this Appendix, we introduce the statistical fluctuation
analysis method [82] used in the simulation.
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1. Chernoff bound

For a given expected value x* and failure probability ¢,
we can use the Chernoff bound to estimate the upper and
lower bounds of the observed value

2
¥ =V = x* + g + 4/ 2Bx* + %, (El)

x =" (x*) =x* — 2Bx*, (E2)

and

where 8 = Ine™ L.

2. Variant of Chernoff bound

The variant of the Chernoff bound can help us esti-
mate the expected value from their observed values. One
can apply the following equations to obtain the upper and
lower bounds of x*

X=x+B+V2Bx+ B2 (E3)

- B g B
X _max{x > 2B8x + 4,0}. (E4)
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