PHYSICAL REVIEW APPLIED 19, 054060 (2023)

Hybrid High-Dimensional Quantum Key Distribution for a Composable
Quantum Network

Fang-Xiang Wang®,'? Qi-Hang Lu,'> Wei Chen,">" Shuang Wang,!> Haiyang Fu,"? Yinjie Lu,!?
Penglei Hao,'? Jia-Lin Chen,"? Wenjing Ding,!? Jianyu Ma,"? De-Yong He,'> Zhen-Qiang Yin,'
Zheng Zhou,"? Guang-Can Guo,!> and Zheng-Fu Han'>

'cas Key Laboratory of Quantum Information, University of Science and Technology of China, Hefei 230026,
China
*CAS Center for Excellence in Quantum Information and Quantum Physics, University of Science and Technology
of China, Hefei, Anhui 230026, China

™ (Received 31 October 2022; revised 28 February 2023; accepted 14 April 2023; published 18 May 2023)

High-dimensional quantum key distribution (HD-QKD) possesses a higher noise-tolerance ability and
secure key rate. In the work presented here, by developing a mapping method for multiple degrees of
freedom (DOFs), we propose and implement a HD-QKD system with a quantum bit error rate as low as
0.57%. Our HD-QKD system can stably achieve high secure key rates and is composable, allowing one
to build HD quantum networks compatible with multiple DOFs. The results indicate that the proposed
scheme could bridge HD and two-dimensional terminals encoded in different DOFs and could support
large-scale deployment of quantum networks with high performance. Our work significantly enhances the
performance of HD-QKD and strengthens the practical applications of large-scale quantum networks in a

hybrid way.
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I. INTRODUCTION

Quantum key distribution (QKD) and quantum net-
works [1—7] enable users to transfer information securely
by utilizing fundamental principles of quantum mechan-
ics. They offer information-theoretic security to users who
need to share private information [8—10], and play a
key role in the networking of quantum nodes remotely
[11-13]. Hence, quantum networks are a promising tech-
nology for the next generation of communication net-
works. QKD systems and quantum networks are com-
monly built using two-dimensional (2D) quantum states
encoded in polarization (spin) [14], time bins, and phase
[15]. So far, several encoding and decoding systems
have been developed significantly for quantum networks
[4-7]. Each of these systems has its own advantages, and
networking of nodes with different degrees of freedom
(DOFs) has rarely been considered. For example, time-bin
(phase) [4,6] and polarization-based [ 7] quantum networks
have been deployed on a large scale. However, these quan-
tum networks cannot be interconnected, due to the differ-
ences between DOFs with different encodings. Addition-
ally, the relatively low secure key rate is another obstacle
to practical applications. Thus, issues of performance and
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compatible networking need to be addressed together, so
that low-cost large-scale deployment of quantum networks
could be accessible.

In order to improve the performance of QKD,
researchers are pursuing new 2D protocols [16—18], as
well as high-dimensional QKD (HD-QKD) systems that
manipulate multiple dimensions of photon states [19,20].
Photons, the carriers of information, are particles that
show wave-particle duality and possess multiple DOFs,
such as the time-bin, spin, spatial, and frequency domains.
As a result of encoding information in high-dimensional
photon states, HD-QKD systems possess a much higher
noise-tolerance ability and a much higher secure key rate
[21-25]. HD-QKD systems usually prepare HD photon
states either in a single DOF, such as that of the time
domain [21] or of spatial modes [26], or in multiple DOFs
[23,27-29]. In a single-DOF scenario, the fidelities of all
HD states may be affected by the level of manipulation of
the DOF and may suffer from a relatively high quantum
bit error rate (QBER) [22,26]. In the second scenario, most
multi-DOF schemes realize the preparation of HD states
by utilizing DOF coupling, and the fidelity is limited by
the levels of manipulation of all DOFs [28,30,31]. Addi-
tionally, these HD-QKD systems with DOFs with different
encodings are compatible neither with each other nor with
2D-QKD terminals. These experimental difficulties limit
the application of HD-QKD on a large scale.
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In the work presented in this paper, we realize a hybrid
HD-QKD system by simultaneously manipulating three
DOFs (time bins, polarization, and spatial modes) of pho-
tons. The prepared HD state is in the form of a direct
product of substates in different DOFs. By using a DOF-
mapping method, the system decouples the preparation
procedures of the HD quantum states in different DOFs
and prevents the spread of experimental errors among
the DOFs. Hence, we can manipulate HD photon states
with high fidelity, and we implement an eight-dimensional
(8D)-QKD system with a 0.57% average QBER for a 3-
h running time. We also demonstrate the composability
of the HD-QKD system, which allows us to connect it
to QKD terminals encoded in different DOFs. Our experi-
mental results show that an HD-QKD terminal can be used
as both a backbone and an intermediary in building a gen-
eral hybrid quantum network compatible with deployed
quantum networks.

II. HYBRID HD QUANTUM NETWORK

Quantum networks with different encoding schemes
coexist side by side. Because of the orthogonality of dif-
ferent DOFs and the differences between different physical
implementations, it is impossible to compatibly connect
different QKD terminals and quantum networks together.
This increases the cost of building a general quantum
network and prevents secure communication between ter-
minals using DOFs with different encodings. HD-QKD

@
(a) & HD transmitter

FIG. 1.

utilizes multiple DOFs of photons simultaneously and
offers the potential to bridge the gap between terminals and
networks with different DOFs. However, how to bridge this
gap is still an open question.

A. The general scheme

Here, we propose a high-performance hybrid HD-QKD
scheme. It is composable so that it can be adapted to
QKD terminals and quantum networks encoded in differ-
ent DOFs. The encoding (and decoding) procedures for the
state spaces in different DOFs are designed to be indepen-
dent. That is, the HD quantum state is proposed to be in the
form of a direct product of different DOFs,

|state) = Upor - - - ® Upor2 ®UD0F1 [initial). (1)

If we adopt the decoy-state [9,10] BB84 protocol for both
2D [1] and HD [19] systems with two mutually unbi-
ased bases (MUBs), the orthogonal nature of the state
spaces in different DOFs makes it convenient to realize a
composable HD-QKD system.

As shown in Fig. 1(a), a HD-QKD transmitter encoded
in three DOFs (time, spatial, and spin domains) accord-
ing to Eq. (1) is able to be connected to different QKD
receivers. It can be connected to a HD receiver directly.
When the state space of the receiver is in a subspace,
such as in a sub-HD (larger than 2D) or 2D space, the
HD transmitter closes the modulation of the subspaces

Concept of a hybrid HD-QKD system that is composable with different QKD terminals. (a) The HD-QKD transmitter is

composable so that it can be connected to a corresponding HD-QKD receiver directly or to a sub-HD or 2D-QKD receiver by closing
the state spaces in several DOFs. (b) A composable HD-QKD receiver can be adapted to different QKD transmitters in a similar way.
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FIG. 2. Concept of composable quantum network. The HD
and sub-HD QKD terminals act as important intermediaries for
building a general quantum network compatible with different
encoding systems.

in particular DOFs to build a compatible connection. For
example, when the state space of the receiver is in a sub-
space of DOFs of time and spin, the HD transmitter closes
the state modulation in the DOF of spatial modes to build
a QKD connection to a sub-HD receiver (where the state
space is larger than two dimensions). For a HD receiver,
following Eq. (1), connections to different transmitters are
realized in the same way [see Fig. 1(b)].

By using the strategies proposed in Fig. 1, we are able
to build a general quantum network that is compatible
with QKD terminals encoded in different DOFs. An exam-
ple of a general quantum network is shown in Fig. 2. A
HD-QKD terminal (user A, with three DOFs and eight
dimensions) can either establish a high-noise-tolerance and
high-secure-key-rate quantum link with another HD-QKD
terminal (user T) or communicate with a sub-HD termi-
nal (user C, with two DOFs and four dimensions) or a
2D terminal (user F, with one DOF and two dimensions).
This HD-QKD terminal can also act as a trusted repeater to
establish a secure quantum link between user C (encoded
in the DOFs of spin and spatial modes) and user F (encoded
in the DOF of time bins), who cannot communicate with
each other directly, due to the encoding gap (see Sec. IV
for further discussion).

B. DOF-mapping method

In order to realize a hybrid quantum network scheme,
the modulation procedure needs to be divided into inde-
pendent modules according to the DOFs. These modules
should be stable enough to manipulate and easy to switch
(i.e., open or close). A DOF-mapping method makes it pos-
sible to bypass difficulties of modulation in one DOF by
the use of mature technologies in another one, and hence
to realize high-quality manipulation of HD quantum states
[23]. We design a sophisticated setup here to implement
DOF mapping among the time, spin, and spatial-mode
domains.

1. Path selection

Figure 3(a) shows the structure of a fiber-based Sagnac
interferometer, which is immune to feedback and has good
performance [32,33]. When a phase modulator (PM) is
inserted into the Sagnac loop asymmetrically, the Sagnac
interferometer performs active path selection with different
modulation voltages (or phases). As shown in the figure,
the photon states of the forward and backward loops go
through the PM at different times and hence experience
phases ¢ and ¢, respectively. The output amplitudes for
paths 1 and 2 are then determined by the phase difference
A¢ = ¢r — @p. Then, DOF mapping can be achieved by
rational utilization of these paths.

2. Time-domain encoding module

By cascading an asymmetric Mach-Zehnder interferom-
eter after the Sagnac interferometer, two sets of 2D MUBs
in the DOF of the time domain are prepared according
to Fig. 3(b). When the phase difference of PM1, Agp =
@r — @p, equals 0 or 7, the photon state goes via path 1
(the short arm) or path 2 only and is output, correspond-
ingly, from the AMZI as |t;) or |t;). When Agp = /2
and the phase of PM2 is set to 0 or m, the output state
from the AMZI becomes |#;) &£ |5;). We define {|y;)} €
{It1), 1)} and {|&)} € {|t1) £ |t,)} as the first and second
sets, respectively, of MUBs in the DOF of time bins.

3. Spatial-domain encoding module

When the AMZI is replaced with symmetric paths and
a polarizing beam splitter, the Sagnac-MZI structure is
able to map path selection into polarization selection and
then into spatial modes [Fig. 3(c)]. In this structure, when
Ag@ = 0, the photon output from the PBS is linearly polar-
ized (|H), aligned with the slow axis). When A¢ = 7,
the corresponding polarization becomes |V) (aligned with
the fast axis). The orthogonal linear polarization states are
then coupled to free space, where the path consists of a ¢-
plate, a half-wave plate (HWP), and a free-space PBS. The
operator of a g-plate is

O = cos(@/2)1 + isin(® /2)[|L) (RI® Y |1 —2g)(
I}

FIRNLI® Y |1+2q><l|}, )
1

where 1 is a unit matrix, [L) and |R) are the left and right
spins, |/) is a Laguerre-Gaussian mode with zero radial
index and azimuthal index / [34], 2¢ = 1 is the azimuthal
number modulated by the g-plate, and the coupling coeffi-
cient 6 is determined by the voltage applied to the g-plate.
The free-space part here realizes the passive DOF map-
ping between the spin and the spatial modes as follows.

054060-3



FANG-XIANG WANG et al.

PHYS. REV. APPLIED 19, 054060 (2023)

(a) Path selection: Sagnac interferometer

Voltage

FIG. 3.

Fiber-based
circulator

A Fiber-based BS

% Phase modulator

‘@SB riber-based PBS

Q_ Fiber-based delay

& Coupler

\ g-plate

[t1) +[t2)  |t1) — |t2)

Elemental DOF-mapping manipulation modules. (a) Path selection using an active Sagnac interferometer. (b) Time-domain

encoding module. An asymmetric Mach-Zehnder interferometer (AMZI) is cascaded after the Sagnac interferometer. (c) Spatial-
domain encoding module, where a symmetric Mach-Zehnder interferometer based on a polarizing beam splitter (PBS) is cascaded

after the Sagnac interferometer.

The coupling coefficient 6 is equal to m, so that the g-
plate fully couples the DOFs of the spin and spatial modes
into the radial vector vortex (1/\/5)(|L)|—2q) + [R)|2g)).
Then, the HWP and PBS project the the vector vortex
into a spatially homogeneous linearly polarized Laguerre-
Gaussian mode [23,29]. We take one case as an exam-
ple below. When both Ag and the rotation angle of the
HWP « equal zero, the spatial-domain encoding module

works as follows: |initial) L= |path 1) — |H) 2q—:l>
Sagnac PBS g-plate
a=0
(1/V2(RD + 1LY —1) ———— (1/vV2)IH)(|]) +

"7 HWPand PBS o
|—1)). As shown in Fig. 3(c), the parameter combination

{Ag@, a} realizes the preparation of two sets of 2D MUBs
in the DOF of spatial modes, where we define {|,)} €
{I) £ -0} and {|&)} € {I)) £il-])}.

The DOF-mapping modules above are based on a highly
stable Sagnac interferometer; only the basis {£} needs
feedback to compensate for the phase drift between path
1 and path 2 of the AMZI [Fig. 3(b)]. Thanks to the high
extinction ratio of the Sagnac interferometer, HD state
preparation with ultralow errors can be expected. This also

means that we are able to implement a HD-QKD system
using three DOFs that is as stable as a 2D-QKD system.

1. EXPERIMENTAL DEMONSTRATION

By fully exploiting the DOF-mapping technologies pro-
posed in Sec. II B, three demonstrations are implemented
to verify a high-performance (ultralow QBER) hybrid HD-
QKD system and its composability so that it can be used
to build a general HD quantum network. The first demon-
stration implements an 8D-QKD system. The second and
third demonstrations show the composability of HD-QKD
terminals.

A. Demonstration 1: The 8D-QKD system

Three DOFs, of time bins, spin, and spatial modes, are
used to implement the 8D-QKD system. The two sets of
MUBsS are constructed in the following form:

[W2) = 190 ® |¥,) ® 1Y),

3)
%) = 16) ® I5,) ® I&),
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where |) € {|H),|V)} and |&) = |H) £ |V) are the two
sets of MUBs in the DOF of spin. The bases {|Z)} and
{|€%*)} are named the Z and X bases, respectively. The Z
basis is used to share a secure key, and the X basis is for
eavesdropper monitoring.

The experimental setup of the 8D-QKD system is shown
in Fig. 4. In the transmitter [Fig. 4(a)], the laser pulse
first goes through an attenuator (Att) and a Sagnac inter-
ferometer to prepare decoy states with variable intensities.
The signal state is |u;), and the two decoy states are |u;)
and |u3), where @y, uo, and us are the corresponding
average photon numbers, and @; > @y > 3. Then, the
time-domain encoding module prepares |v;) and |&;) in
the DOF of time bins. Afterwards, three cascaded Sagnac
interferometers implement an active 1 x 4 optical switcher
[in the dashed black box in Fig. 4(a)]. Each of the four
paths is followed by a spatial-domain encoding module
to prepare |,) and |£,). Then, each of these four paths
is rotated into one particular polarization by HWPs. As
shown in the green dashed box in Fig. 4(a)), the two
upper paths prepare |Y,) (in the Z basis) and the lower
paths prepare |&) (in the A basis). Finally, these paths
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RS ORI
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are merged into a single path by two PBSs and one BS.
The prepared 8D photon states are then incident into the
quantum channel. Because of the preparation procedure of
the HD photon states in the transmitter, the modulations of
different DOFs are independent.

In the 8D receiver in Fig. 4(b), the decoding modules
for the spin (in the green dashed box) and the spatial
modes (in the blue dashed box) are the inverse trans-
forms of the corresponding encoding modules. For the
MUBSs in the DOF of time bins, the Z basis {|y,)} is
directly detected by gated-mode (In,Ga)As-type single-
photon detectors (SPDs) (in the purple dashed box), and
the X basis {|&)} is decoded by an AMZI (in the purple
dashed box again). After decoding, all states are detected
by SPDs. Obviously, the independence of the decoding
procedures of different DOFs always holds. The length
difference among all AMZIs in Fig. 4(a) is 2 m, corre-
sponding to a time interval of 10 ns.

An additional intensity i, is used to feed back the phase
drift of {|&;)} caused by the AMZI of the time-bin encod-
ing module. The feedback pulses are randomly inserted
into the encoded pulse sequences. In other words, the first
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FIG. 4. Setup of the 8D-QKD system. (a) The 8D transmitter. This uses the DOF-mapping method and independent manipulation
of subspaces in different DOFs. The laser pulse is attenuated to the single-photon level by an attenuator. The Sagnac interferometers
are used to prepare decoy states and to select paths. (b) The 8D receiver. The green, blue, and purple dashed boxes are the decoding
modules for the DOFs of spin, spatial modes, and time bins, respectively.
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Sagnac interferometer after the laser source generates four
intensities. Three intensities are used to execute the QKD
procedure, and the fourth intensity, us, is for phase-drift
feedback. All of these four intensities go through the time-,
spatial-, and spin-domain encoding modules. The transmit-
ter sends the position of the feedback pulses to the receiver
every 200 ms. The receiver then calculates and compen-
sates for the phase drift of {|€*)} according to the QBERs
(calculated from the detected counts of these feedback
pulses). This feedback mode gives detailed phase drifts for
all states of the X basis ({|€*)}). Thus, we can perform
accurate phase compensation for all AMZIs. The average
photon number pr in a feedback pulse varies from 0.75 to
8 as the channel loss increases from 0 to 25 dB. The corre-
sponding feedback duty cycle varies from 0.05% to 20%.
The detection efficiency and dark count rate (DCR) of the
gated-mode (In,Ga)As SPD are 21% and 1 x 10~%/gate,
respectively. 13 is fixed at 1 x 10~*, while the other decoy
parameters are optimized depending on the value of the
channel loss. The repetition rate of the system is 10 MHz.

B. Demonstration 2: The 8D-QKD transmitter
broadcasts to two four-dimensional (4D)-QKD
receivers

In this scenario, bases {,} in the DOF of spatial modes
are used as two orthogonal multiplexed channels, and the
bases {|&,)} are closed. The HD quantum states prepared
and measured are

[WEP =y ® 1Y) ® (1) + |-1)),

)
92 = 1) @ 1) ® (1) — |-1),
4D _ _ “)
59 = 18) @ 1&) ® (ID) + =1,
)

1550 = |&) ® |&) @ (|I) — |—1)),

where the subscripts 1 and 2 represent the first and sec-
ond 4D receivers, respectively. The 8D-QKD transmitter
randomly prepares and sends quantum states according to
Eq. (4) to both 4D-QKD receivers in a broadcast way.
The 4D-QKD terminals filter, decode, and measure photon
states accordingly.

In Demonstration 2, the decoding modules of the 8D-
QKD receiver are recomposed to implement 4D-QKD
terminals. The recomposition is performed by setting the
rotation angles of the HWPs adjacent to the couplers to
zero. This means that the demonstration requires no hard-
ware change in the 8D-QKD terminals. In fact, the rotation
of the HWPs can be achieved in software by using motor-
driven rotators. In this demonstration, the 8D transmitter
randomly prepares photon states according to Eq. (4). A
nonpolarizing beam splitter is used to route the photon
state passively. The photon state is then sent to the 4D
receivers. If the photon state is prepared in |) (or |£;¥))
and is received by the first 4D receiver, the detection result

is suitable for secure key extraction. If |y F) (or |§;Y)) is
passively routed to the second 4D receiver, the photon state
is filtered out by the demultiplexing module. Unexpected
detection results (due to the limited signal-to-noise ratio)
are rejected in the basis-choice confirmation step of the
QKD procedure. If the photon state is prepared in |y7)
(or |&")) and is passively routed to the first 4D receiver,
the photon state will be filtered out by the demultiplexing
module of the 4D-receiver 1. The states |l) + | — ) and
|l) — | — 1) are used for multiplexing the channels of the
4D users 1 and 2, respectively.

C. Demonstration 3: The 8D-QKD transmitter
broadcasts to four 2D-QKD receivers

Here, MUBSs of {|y;)} and {|&;)} in the DOFs of both spa-
tial modes and spin are used as four multiplexed channels.
The Z basis {|y,)} and the X basis {|&;)}, in the DOF of
time bins, are used to execute the 2D-QKD protocol. The
quantum states used are

1200 = 190 ® [Ysha ® Vo),

22D _ ®)
E90° = 18) @ 1¥)n © [Yobns

where the subscript # denotes the nth 2D user, |;), ®
Vo) € {IH),IV)} @ (1) £ 1=1), (Wslny (Doln [Ws)n,
[Vo)n, = 8(n1,n2), and §(ny, ny) is the Dirac function.

In Demonstration 3, the 2D-QKD receiver is also com-
posed from the 8D-QKD receiver. In this demonstration,
the passive router consists of one BS and two PBSs. Sim-
ilarly to Demonstration 2, we need only to set the rotation
angles of all HWPs in the receiver to zero, and neither the
8D-QKD transmitter nor the receiver needs any change
in the optical or electrical hardware. [H)(|l) + | — 1)),
INAD + 1= D), IH)(l) =1 = 1)), and |V)(|]) — | — 1)) are
the multiplexed channels for the 2D users 1-4, respec-
tively.

It should be noted that all demonstrations above are run
in real time. The transmitter prepares photon states ran-
domly (using pseudorandom numbers) in each round. In
both Demonstration 2 and Demonstration 3, all receivers
work independently and simultaneously. Only a single
pulse is prepared and sent by the transmitter in each round,
to avoid unexpected security loopholes.

IV. RESULTS AND DISCUSSION

In Demonstration 1, we verify the performance of the
8D-QKD system for channel losses of 0, 10, 20, and 25 dB.
The channel loss is adjusted by use of a variable optical
attenuator. For each loss value, the decoy-state param-
eters are reoptimized, and the system runs continuously
for nearly 3 h (10* s). Figure 5 gives the QBERSs of the
8D-QKD system for losses of 0 and 25 dB. For a 0-dB-
loss channel, the online running QBERS of the system are
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FIG. 5. Performance of the point-to-point 8D-QKD system. Real-time running QBERs for (a),(d) Z and (b),(e) X bases, and (c),(f)
probability distributions of QBER of signal state. The first and second columns correspond to 0- and 25-dB-loss channels, respectively.
The blue circles, red triangles, and black squares represent | ;), |(42), and |i3), respectively. The orange and purple bars represent the

signal states for Z and X, respectively.

shown in Figs. 5(a) (Z basis) and 5(b) (X basis). The
QBERs are evaluated every 10 s, with 1000 points in total
for each intensity. For the Z basis, the QBERs for | ) are
all within [0.51%, 0.64%], according to the statistical prob-
ability distribution shown in Fig. 5(c) (orange bars). The
average QBERs for all intensities are (QBER) 51 = 0.57%,
(QBER)7 = 0.64%, and (QBER)”, = 62.68%. For the X
basis, the statistical-probability-distribution data show that
the running QBERSs for the signal state are mostly smaller
than 2.5% [purple bars in Fig. 5(c)]. The average QBERs
for all intensities are (QBER)7 = 1.66%, (QBER);, =

1.87%, and (QBER)ff3 = 70.68%. The results demonstrate
that we implement an ultralow-QBER and highly sta-
ble 8D-QKD system, which improves the performance
of HD-QKD significantly compared with previous work
[21,22,30,35,36].

For the 25-dB-loss channel, the high loss results in a
low effective photon count rate and requires a longer time
to feed back the phase drift of |&,). However, the DCR
does not change with the channel loss. Considering these
downsides, we find that the QBER in the X basis increases
faster than that in the Z basis. Figures 5(d)-5(f) show
the performance of the 8D-QKD system with a 25-dB-
loss channel. The effective count rate is around 2 x 107>,
and the average QBER for |i;) in the X basis is 15.19%
with a feedback duty cycle of 20%. However, it is still

possible to share keys securely with the 8D-QKD system
(see Sec. IV A). By increasing the time consumption of the
feedback or using SPDs with a lower DCR, the QBER for
the X’ basis can be significantly suppressed further for a
high-loss channel.

In Demonstration 2, we run the quantum network
by broadcasting quantum states from the 8D trans-
mitter to two 4D receivers simultaneously. Accord-
ing to the experimental data (for a 0-dB-loss chan-
nel) given in Figs. 6(a)-6(c), we can see no signifi-
cant crosstalk between these two channels during sev-
eral hours of running. The average QBERs of the signal

states for both quantum links are (QBER) f((’;]?ﬂ] = 0.30%,

(QBER)}'* = 1.57%, and (QBER)); " = 1.07%. The

subscripts 1 and 2 denote the first and second 4D terminals,
respectively. The probability distribution of the QBERS in
Fig. 6(c) demonstrates the consistency of the performance
(with ultralow QBER and high stability) of the quantum
network with multiple QKD terminals.

In Demonstration 3, the QBERs are even lower due to
the lower total DCR in each 2D-QKD receiver. The perfor-
mances of all four quantum links are consistent; two exam-
ples, for a 0-dB-loss channel, are shown in Figs. 6(d)—6(f)
(the first quantum link, 2D user 1) and Figs. 6(h)-6(i)
(the fourth quantum link, 2D user 4). For the Z basis, the
average QBERs for |u;) of these two quantum links are
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FIG. 6. Performance of the compatible HD quantum network. Real-time running QBERs for (a),(d),(g) Z and (b),(e),(h) X bases,
and statistical probability distributions of QBER of signal state for 0-dB channel loss in (¢) Demonstration 2 and (f),(i) Demonstration
3. The blue circles, red triangles, and black squares show the real-time QBERs for u1, t2, and w3, respectively. The orange and purple

bars represent the Z and X bases, respectively.

all about 0.18%. For the X’ basis, (QBER)*° = 1.22%

Ly
and (QBER)fi1 D — 1.12%. Figures 6(f) and 6(i) show that
the quantum network is stable with multiuser connections,
and no conspicuous crosstalk between different channels
occurs.

A. Secure key rate

When finite-length effects are considered, the secure key
rate of the HD quantum network is given by the following
formula [21,37]:

1 L
R < Sy max | 2520 + 5z, [logod — Hy (e%1)]

— leakEc + AFKJ ) (6)
where N = 10!! is the number of pulses sent by the trans-
mitter, 5z and 5z; are the numbers of vacuum and
single-photon detections, respectively, in the Z basis of
the raw key, d is the dimensionality of the HD quan-
tum system, %, | is the upper bound of the single-photon
phase error rate 7according to the observed QBER in the X
basis, Hy(x) = —(1 —x)log,(1 —x) — xlog,(x/d) is the
d-dimensional Shannon entropy, leakgc is the number of

bits used during the error-correction process, and Apg =
—1og[32/(B3€cor)]- The correctness and secrecy parame-
ters €cor and €qc are set to 10712 and 10717, respectively.
The secure key rate R is maximized numerically over
values of g satisfying 4e.o + 188 < €cor + €sec-

The decoy-state parameters of the 8D-QKD system in
Demonstration 1 are numerically optimized according to
Eq. (6) and are shown in Fig. 7(a). The optimized choice
probabilities and the intensities of the decoy states increase
to support accurate security estimation for a high-loss
channel. Figure 7(b) shows simulated and experimental
secure key rates. The blue dashed line shows the potential
secure key rate that can be achieved by the 8D-QKD sys-
tem when superconducting nanowire single-photon detec-
tors (SNSPDs) are used. This indicates that a secure key
rate of over 1 Mbps can be obtained using SNSPDs with
a 10-MHz repetition rate. The experimental data (blue tri-
angles) obtained using (In,Ga)As SPDs are consistent with
the simulated expectations (blue solid line). This demon-
strates that the 8D-QKD system achieves a secure key rate
of 24.76 kbps for a 10-dB channel loss and performs better
than a recent time-bin-based 4D-QKD system with a 300-
MHz state-preparation rate [36]. In fact, the secure key
rate of the 8D-QKD system achieved (217 kbps for a 2-
dB channel loss) is comparable to that of typical gigahertz
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(a) Optimized decoy-state parameters of the 8D-QKD system, where the blue and red lines correspond to the left and right y

axes, respectively. Py is the probability of the Z basis being chosen, and P, is the probability of |i1;) being sent by the transmitter. (b)
Secure key rates of the 8D-QKD system and the HD quantum network. The blue dashed and solid lines are the simulated secure key
rates of the 8D-QKD system when superconducting nanowire single-photon detectors (with 70% detection efficiency and 10~8 DCR)
and (In,Ga)As-type SPDs (21% detection efficiency and 10~¢ DCR), respectively, are used. The blue triangles are experimental data

obtained from Demonstration 1 (§D-QKD) using (In,Ga)As SPDs.

2D-QKD systems [7,38,39]. As the Sagnac interferometer
has been verified to have an extinction ratio of over 30 dB
in a 2-GHz system [40], the 8D-QKD system implemented
here has the potential to achieve a secure key rate of 48
Mbps for a 4-dB channel loss, much higher than that of
state-of-art HD-QKD systems [21,22,35], if it is updated
to a gigahertz repetition rate.

The total secure key rates achieved by the broadcast
quantum network implemented in Demonstrations 2 (black
circles) and 3 (red squares) are given in Fig. 7(b). This
shows that the composable quantum network can support
secure key distribution via a quantum channel with a loss
of over 20 dB. Both the 8D transmitter and the receiver are
recomposed in a “software” manner in these two demon-
strations. Thus, the composability and compatibility of
the HD-QKD scheme are verified clearly. The decline of
the secure key rates is attributed to the reduction of the
dimensionality of the QKD process from eight to four
and two dimensions. By replacing the 8D receiver with
optimized 4D and 2D-QKD terminals, the corresponding
decoy parameters and insertion losses could be optimized
further to maximize the performance of the composable
HD quantum network.

The QBERs for the A basis are higher than those for
the Z basis. This is due to the phase drifts resulting from
the long AMZIs, which are fixed on an optical table with
neither temperature control nor active vibration isolation.
Another reason for the QBERs for the X basis being dis-
tributed on a larger scale is the unbalanced basis-choice
probability. This leads to a much smaller effective count
rate for the X basis, and the fluctuations of the correspond-
ing QBERs are larger. If the system were updated to a
higher repetition rate, the length of the AMZIs could be
shortened significantly. If this was combined with active
environment control, the phase drift for the X" basis would
be much slower. Our feedback system would then show

promise to reduce the corresponding optical QBERs to less
than 1%.

In Demonstrations 2 and 3, the 4D (sub-HD) and
2D receivers are implemented by recomposing the 8D
receivers. This arrangement allows us to verify the com-
posability of both the HD transmitters and the receivers
simultaneously. It is certain that the HD-QKD system can
also be recomposed to connect it to QKD terminals that
cannot manipulate the multiplexed DOFs. Take the quan-
tum link between user T and user F in Fig. 2 as an example.
When the receiver is a time-bin-encoded 2D-QKD ter-
minal (user F), the 8D-QKD transmitter (user T) can be
recomposed into a time-bin-encoded 2D-QKD transmit-
ter by fixing the 1 x 4 optical switcher to select the upper
path and adjusting the coupling coefficient 9 so that it is
equal to 0. Similarly, we can “erase” the time-bin manip-
ulation module of the 8D-QKD terminal by applying a dc
voltage to PM1 in Fig. 3(b) to connect it with QKD termi-
nals encoded in the other DOFs (such as the quantum links
between user T and user C, or between user B and user
D). The 8D receiver can be recomposed in a similar way.
Hence, the 8D-QKD system is composable so that it can fit
different QKD terminals (HD, sub-HD, and 2D) and quan-
tum networks. Although the broadcast quantum network
here can establish a secure link between only two users
in any particular round, it can share a secure key between
multiple users simultaneously if the number of encoding
modules in the HD transmitter is increased.

Additionally, the (sub-)HD terminals here can also play
a role as trusted repeaters that can connect QKD termi-
nals encoded in different DOFs. In this mode, as shown in
Fig. 2, the HD terminal user T opens the encoding mod-
ule only in the DOF of spin (time-bins) when connecting
with user D (user F). Then, by applying the trusted-
repeater protocol, user D and user F are able to share a
secure key. Additionally, our composable proposal may
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have potential applications in some other HD quantum
networks [41].

V. CONCLUSION

In conclusion, we propose and implement a hybrid HD-
QKD system. The HD-QKD system has an ultralow QBER
and is stable during long-time running. Hence, its secure
key rate is comparable to that of typical gigahertz 2D-QKD
systems, the cost of which is much higher. Furthermore,
the HD-QKD system is composable, so that it is com-
patible with both HD and 2D-QKD terminals encoded in
different DOFs. These merits allow one to establish a gen-
eral quantum network to connect QKD terminals based
on polarization, phase, time bins, and spatial modes with
quantum networks. This will significantly enhance the per-
formance and accessibility of a composable hybrid HD
quantum network.

The data from this work are available on reasonable
request.
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