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Lithium niobate (LiNbOj3, LN) devices play critical roles in quantum information processing. However,
for special applications like quantum key distribution (QKD), the characteristics of materials and devices
and their impact on practical systems must be intensively explored. For the first time, we reveal that the
photorefractive effect in LN can be utilized as a potential loophole to carry out malicious attacks by the
eavesdroppers. We take a commercial LN-based variable optical attenuator as an example to demonstrate
the method we name the induced-photorefraction attack (IPA) and propose two techniques to enable con-
trollable attacks. Our results show that eavesdroppers can fulfill an efficient source-side attack by injecting
an optimized irradiation beam with only several nanowatts, which is realistic when accessing commer-
cial fiber channels. These measures and techniques can be employed for all individual and on-chip LN
devices. Our work opens a new window for the security research of real-life QKD and contributes to

designing QKD systems with higher security.
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I. INTRODUCTION

The photoinduced index change procedure in lithium
niobate (LN) is known as the photorefractive effect (PE),
which causes a phase shift between the illuminating pro-
file and the index pattern [1]. As an inherent property of
LN [2], PE can remarkably change the index of the LN
waveguide, which further influences a series of modula-
tion results such as phase, intensity, polarization, or the
extinction ratio [3,4] according to different device struc-
tures, making them no longer reliable. Although many
studies have been conducted on the imperfections of LN
devices [5,6], in-depth research on the security problems
associated with the index change of a material has not been
carried out from the perspective of practical security in
quantum key distribution (QKD) systems.

For the first time, we propose that PE can be utilized
by eavesdroppers (Eve) to actively modify the parameters
of QKD systems and manipulate the results of quantum
state preparation, which, at worst, may result in totally
broken security. We analyze the mechanism of PE and
the effect of the induced-photorefraction attack (IPA). We
remark that PE is a new mechanism to cause loopholes
and can be applied to affect almost all LN devices, such
as intensity modulators, phase modulators, polarization
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controllers, variable optical attenuators (VOAs), and chop-
pers since PE is an inherent property of LN material.
The implementation methods of attacks may differ for dif-
ferent types of LN devices. Here, a LN-based VOA in
QKD transmitters is used as an example to verify IPA and
two techniques are proposed to enable precisely controlled
attacks. Simulation results show that Eve can completely
steal the secure key without being perceived if she can con-
trol the attenuation of VOA. The experiment demonstrates
that Eve can commit private hacking with just 3-nW irra-
diation power, which is 9 orders of magnitude lower than
the laser-damage scheme [7]. This indicates that IPA can
be executed from the available accessing points in real-life
fiber channels.

In addition to fiber devices, PE is also present and
more evident in chip-based LN devices owing to the
stronger confinement of the optical mode in lithium-
niobate-on-insulator (LNOI) waveguides [8—10]. As we
know, LNOI-based high-speed modulators not only have a
higher modulation bandwidth [11,12] but also do not have
modulation-dependent loss [13,14] thanks to the Pockels
effect [15]. It matches the requirements of QKD very well
in terms of both the modulation and security. We believe
that LNOI has great potential and application prospects
in integrated QKD in the future; thus, PE-related issues
should not be ignored. According to our results, the pres-
ence of PE should be seriously considered when designing

© 2023 American Physical Society
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FIG. 1. Schematic diagram of the PE procedure.

QKD systems, and this work can give essential inspiration
to enhance their practical security.

II. THE MECHANISM OF IPA

As shown in Fig. 1, the PE procedure can be described
in three stages.

(i) Charge-pair generation: the irradiation beam
excites photogenerated charge pairs from impurities and
defect centers.

(i) Charge transfer and redistribution: the charges are
driven by the carrier concentration distribution, the electric
field, or the photovoltaic effect; thus, they move out of the
waveguide and get trapped in dark areas.

(iii) Space-charge field formation: the inhomogeneous
charge distribution causes a space-charge field, which
modulates the index of LN waveguides through the Pock-
els effect [16].

Under irradiation power [j;, the photoinduced index
change can be derived from the Kukhtarev equation [17]:

3
nr
An(l, 1) = 237

Ey(Iy, ) = Ang(ly)(1 —e7/7). (1)

Here E(I;, t) is the space-charge field induced by PE; n is
the waveguide refractive index at the signal wavelength;
r33 is the Pockels coefficient; y is the overlap integral
of the optical mode profile and E;; and t is the build-up
time constant [18], which determines the response speed
of PE and can be expressed as 7 = €,€9/ (04 + opn), Where
€, and ¢, are the relative and vacuum dielectric constants,
respectively, oy is the dark conductivity, and oy, is the pho-
toconductivity positively correlated with ;. The saturated
photorefractive index change An (/) is [19]

3
Ang(ly) = %( - GaihEapp + %Iir), (2)

where E,, is the applied electric field, « is the absorption
coefficient of the donor or acceptor centers, o = 0y + opp,
and « is the Glass constant. See Appendix A for more
details about PE.

As mentioned above, this index change causes the sig-
nal phase to change by 6pg = 2w AngLeg/ o, Where Leg 1S

the effective interaction length and X is the wavelength
of signal photons, and then a series of modulation devi-
ations in LN devices for signal photons. For example,
the signal quantum state passing through a Mach-Zehnder
interferometer (MZI) is

|V = liy/r(1 — ) (e’ + 1)/ Itin), 3)

where wi, is the mean photon number (MPN) of the
input signal pulses, 7 is the beam-splitting ratio (BSR) of
two beam splitters (BSs) in a MZI. The phase difference
between the two arms is expressed as A8 = Oy — Bam2-
We can see that the index change of the LN waveguide
under IPA influences both » and A@ and then the signal
quantum state | //t).

Some researchers consider that PE in a MZI only comes
from the change of  because the PE on each arm can can-
cel each other [4]. But, in fact, since the fabrication error
and the applied modulation electric fields Eyp, (j = 1 for
the upper arm and j = 2 for the lower arm) are both dif-
ferent for the two arms of a MZI, their working conditions
are not identical. Additionally, the I{r in these two arms are
also different because » deviated from 0.5 at the irradiation
wavelength. According to Eq. (2), the differences in both
Elyp and ;. on each arm leads to the inconsistent PE so
that they cannot cancel each other. In contrast, the effect
of r caused by PE is almost negligible at low irradiation
power (I < 100 mW) [16]. Hence we conclude that A9
dominates the attenuation change.

The phase difference A6 can be divided into three parts
[19,20], which can be described as

A6 = A6y + Abg + Abpg, ()

including a geometrical phase A6y, an electro-optic phase
A6g, and a PE phase Afpg, which correspond to the struc-
tural difference coming from the fabrication error due to
technological imperfections on each arm, the difference in
modulation voltages applied to each arm, and the differ-
ence in the photoinduced index change between the two
arms, respectively. The electro-optic phase Afg can be
expressed as

Af AV (5)
= ]'[—,
E V;-[

where V7, is the driving voltage required for the phase
modulator to provide m phase, and AV = Vymi — Varma
refers to the modulated voltage difference between the two
arms. We assume that Vymi = —Vamz = Vapp for electrode
working at the push-pull mode.

The PE phase Afpg is equal to 05 (I1) — 63 (12). Then
we can calculate the total phase difference between two
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arms as

C

2 _
AO = Aby + Vapp[V— - A (A»] + DA (Iy).
(6)

This equation applies to any MZI-based LN devices and
has been simplified by introducing C = 2awLg/kXy and
D =2nL/\y, where a is a constant [18], Ay is the free-
space wavelength of the signal laser, and L is the length
of arm. We also define a function /' (F,) = AF,/(1 + BL,),
which is the index changed only depending on 7;; [18],
where 4 = n’ry3yka/20, and B = aa/o,. Because of the
different PEs on each arm, we have

AFf ) =f (I £ 1D, (7)

Therefore, when we use a MZI-based VOA to analyze the
effect of IPA, the i in Eq. (6) is the MPN of signal pulses
after attenuation and we can see that it is affected by both
I and V. This enables Eve to control the attenuation and
execute [PA.

1. EXPERIMENT

As shown in Fig. 2, we design experiments to verify the
effect of IPA on VOA. A 1550-nm laser (laser 1) exports
the signal pulses and 1% of its output is routed by the 1:99
beam splitter (C2) to the optical power meter A (PM A)
to monitor its stability. The LN device we test is a com-
mercial MZI-based VOA (iXblue MXAN-LN-10) and its
temperature is kept stable at 30 °C within an accuracy of
0.01 °C by a temperature control module (TCM) to avoid
the effect of temperature drift on our test. The attack mod-
ule (see Appendix B for more details) is used to insert the
channel and execute IPA. In this module, the irradiation
laser (laser 2) is selected at 405 nm because LN has higher
photorefractive sensitivity at a shorter wavelength [21] and
its power is tunable from 0 to 20 mW. Here we achieve the
inverse injection of the irradiation beam into VOA through
a fiber 50:50 BS (C2). The optical power meter B (PM
B) is employed to monitor the effect of IPA. Given that
the irradiation beam causes a small response of PM B, a
fiber circulator is used here to block the reflected irradia-
tion beam and avoid its influence on our test because the
circulator can isolate the irradiation beam very well (see
Appendix D).

To analyze how IPA impacts QKD, the signal inten-
sity change is represented by magnification M obtained by
dividing the attacked signal intensity by the original ones
and we test it for different irradiation powers [Fig. 3(a)].
Here we set the original state of VOA at its maximum
attenuation (i.e., its minimum output /, at working volt-
age Vy = 5.8 V) to demonstrate IPA more clearly. Under
IPA, the VOA'’s attenuation decreases and this process cor-
responds to the change from the green point to the blue

one along the dotted line of V in Fig. 3(b). As shown
in Fig. 3(a), the index change gradually saturates as the
injection duration increases and then we get saturated M.
As we analyzed, both the saturated M and response speed
increase at higher irradiation powers, which corresponds to
increases in Ang([;;) and 1/7, respectively.

In Fig. 3(a), the saturated M decreases slightly when the
irradiation power is larger than 6.26 wW. This essentially
stems from the saturation property of PE, i.e., Any(f;;) also
tends to saturation [18]. Since /! # I2, with the increase
in [, the index change of the arm with higher irradiation
power reaches saturation first while that in another arm
still increases. This results in a decrease in phase difference
between the two arms and, consequently, a decrease in the
saturated M. We can see that the VOA’s attenuation can
even be impacted at only 3-nW irradiation power. We note
that these powers are measured at the connection between
the VOA and C2. Therefore, the irradiation power actually
entering the LN waveguide is lower than what we measure
considering the couple loss between the fiber and the LN
chip inside the VOA package.

Considering more general cases, the VOA’s output may
not be the minimum value while some intermediate value
[such as /; in Fig. 3(b)] is more common. In this case,
there are two working states of VOA that can output /;,
corresponding to working on the falling (V) and rising
(V) edges of its voltage curve. Under IPA, the voltage
curve of VOA shifts from the initial (green) line to the
attacked (blue) one. Our attack is working (e.g., V') as long
as the attacked voltage curve is above the initial one (the
blue-shaded area). However, the working state of VOA is
sometimes unsuitable for attacks. For example, the attenu-
ation increases instead when the working voltage (e.g., V'p)
is outside the blue-shaded area.

FIG. 2. Sketch of the experimental setup. Laser 1, a 1550-
nm signal laser (Agilent 81960A). C1, coupler 1, a fiber 1:99
polarization-maintaining BS. PM A, power meter A (Dwin
BD613C). VOA, schematic diagram of the internal structure
of the variable optical attenuator (iXblue MXAN-LN-10). The
blue lines and yellow blocks are LN waveguides and modulat-
ing electrodes, respectively. TCM, a temperature control module
(Oeshine TCM-M207). C2, coupler 2, a fiber 50:50 BS. Cir, a
fiber circulator. Laser 2, the 405-nm irradiation laser (Max-Ray
FL-405-20-SM-B). PM B, power meter B (Thorlabs PM100D
with S132C). Since the LN-based VOA is polarization depen-
dent, the polarization-maintaining fibers are used here to connect
laser 1, C1, and VOA.
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FIG. 3. (a) Variation of M obtained by dividing the attacked signal intensity by the original one is shown here in logarithmic

coordinates on the y axis. (b) Schematic of IPA at different working voltages. (c) The result of the pretreatment technique with 12-uW
irradiation power under different applied electric fields. (d) The result of the pulse-injection technique with 12-pW peak power and

10-s period pulses.

To make IPA available, the user-calibrated working
voltage should be located in the blue area. In addition,
since PE is voltage dependent [Eq. (2)], it is better to
have a working voltage as high as possible to produce
larger PE. These objectives can be achieved by the pre-
treatment technique. According to Eq. (2), we treat LN
devices by injecting the irradiation beam until saturation
under appropriate E,p, and /i and then turn off the applied
electric field and irradiation beam simultaneously. Consid-
ering the PE in LN always persists for several weeks or
longer (in the absence of the applied electric field or any
other treatments) [2], the pretreatment results can remain
in LN devices long enough to affect their working states in
QKD systems. As shown in Fig. 3(c), by using the irradia-
tion laser at the continuous-wave mode and applying /j; at
12 wW with different V,,,, we can shift the static bias of
the VOA'’s voltage curve to any position of the entire 27
range. Based on this technology, Eve can preset the origi-
nal state of VOA to the most beneficial state for IPA before
delivering it to users.

Furthermore, we propose the pulse-injection technique
to enable fast, accurate, and arbitrary controllable attacks.
This technique is performed by operating the irradiation
laser at the pulse mode. In this technique, fast response
(small 7) and significant index change [large An(fi;)]
can be achieved by utilizing sufficiently high peak power

pulses, while arbitrary precision manipulation can be
ensured by controlling the duty cycle and frequency of
injected pulses. In our experiment, the peak power of
pulses is 12 wW. To better demonstrate this technique, we
use 10-s period pulses and deliberately perform multiple
injections. During the injection, we use 1-s width pulses
to change the output of VOA. When the desired extent of
IPA is reached, we decrease the duty cycle of pulses to sta-
bilize the effect of our attack, which is essentially to offset
the decay behavior of PE [22].

As shown in Fig. 3(d), by finely tuning the duty cycle
of pulses, the extent of IPA can be controlled at will and
the effect of IPA can be well stabilized. To demonstrate
the effect of pulse injection technology more clearly, the
maximum attenuation state of VOA is processed to around
0 V through the pretreatment technique at —15-V applied
electric field with 12-wW irradiation power. According to
Fig. 3(c), the effect of IPA would be further enhanced if an
applied electric field is present during this test. Therefore,
to demonstrate only the effect of the irradiation beam itself,
here we do not apply any external electric field; hence,
the output of VOA cannot be modulated to its maximum
attenuation state exactly and this is why the starting point
of Fig. 3(d) is slightly deviated from the minimum value.
In other words, under the current conditions, here we show
only the lower limit of the effect for IPA. In practical attack
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scenarios, faster and more accurate attacks can be achieved
by programmed automatic feedback control of the irradia-
tion laser. More details about the experiments are given in
Appendix C.

IV. IPA AGAINST THE BB84 QKD

We use the decoy-state Bennett-Brassard 1984 (BB84)
protocol [23] to analyze the security suffering from IPA
(i.e., M). In our simulation, the overall transmittance of
Bob’s detection apparatus is 0.1, the fiber loss is 0.2
dB/km, the probability that a photon hit the erroneous
detector is 0.5%, and the dark count rate is 6 x 1077. At
the transmitter, Alice sends weak laser pulses with Pois-
sonian photon-number distribution and the MPN of these
signal pulses and decoy pulses are attenuated to p and
v, respectively. The total transmittance between Alice and
Bob is 1, which can be regarded as the product of the trans-
mission of the quantum channel nag = 107210 and 7z
(the internal efficiency of Bob). When there is no eaves-
dropper, the MPN of signal pulses at Bob is nu and still
Poissonian. The response rate of the signal state at Bob
is O, =Yy +1—e ", where Y is the dark count rate.
Under the IPA, the attenuation of VOA is degraded so
that the attacked MPN of the signal state is u, = Mpu,
namely, the MPN is amplified M times for both signal and
decoy states. Then Eve intercepts all pulses from Alice
and resends each photon to Bob with probability p. The
remaining photons not sent to Bob are stored in quantum
memory. Note that there is no need for Eve to be able to
distinguish the photon number in each pulse. The proba-
bility of a successful attack can be defined as Eve storing
and resending at least one photon that can be detected by
Bob, that is,

00 n—1
pe= Pum)Y Cop™(1—p) "1 — (1 - np)"].
n=2 m=1
@®)

Eve’s attack is always defined as a failure for pulses with
only one photon, even if it has a probability of 1 — p of
being intercepted. This attack causes the photon-number
distribution to change to

oo n
P

Pay(n) =Y Py (m)(1 —p)'"(—) c,
m=n 1 _p
M n
— e—MpM( p”“) , (9)
n!
which is still Poissonian distribution and the MPN is Mp 1.
At the internal efficiency of Bob, 7z, the response rate
of pulses with 7 photons is Y2 = Yo+ 1 — (1 — ng)"(n >
1). Then the response rate of the signal state after being

attacked can be detected as

o
O = Y Pu¥t = Yo+ 1 — s,

n=1

(10)

To avoid disturbing the count rate of signal states detected
by Bob, Eve should keep O, = O, that is,

T1AB
p=-r (11
For decoy-state pulses, we can get the same results for
Q’U = (@,. In other words, if Eve intercepts all pulses and
resends each photon to Bob with probability p = nag/M,
she will not be detected through monitoring the count rate
of the signal and decoy states. After the public discussion
part of the QKD protocol, Eve can get the same result as
Bob by measuring the stored signal photons on the same
basis.
Because of the undisturbed response rate on the signal
and decoy states, the tagged bit rate estimated by legal
users is [24]

O, —PYo—PY, 1 _bPin
Ou Ou

where Y is the lower bound of the single-photon yield, O,
is the response rate of signal state pulses with MPN w, and
P;, i € {0, 1}, is the i-photon probability of the Poissonian
distribution pulses. However, the actual A is affected by
IPA, that is,

A =

(12

o) P n—1
A= 2_('1) D oGl —p)y "= (1= )",
n=2 H m=1

(13)

where p, is the MPN of signal states suffering from IPA,
expressed as u, = M, and np is the internal efficiency of
Bob. The secret key per pulse is calculated as [25]
R=0,{(1 — A"l — Hy(e)] — fHa(E)},  (14)
where H(x) = —xlog,x — (1 —x)log,(1 —x) is Shan-
non’s binary entropy function, e; is the upper bound of the
single-photon quantum bit error rate (QBER) estimated by
the decoy-state method, f = 1.16 is the error-correction
efficiency, and E,, is the overall signal state QBER. The
attack does not change the counting rate of the signal and
decoy states, and both e; and £, are identical to a no-attack
event, which means that Eve can partially or even com-
pletely steal the security key without being discovered by
users.
As shown in Fig. 4, the key measured by users is esti-
mated based on the actual response rate of detectors, but
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FIG. 4. The secret key rate under different M (decibels). The
blue line is the key rate estimated by Alice and Bob based on
their measurement results.

the actual secure key is much smaller because of the under-
estimated A. When M reaches 6.5 dB, there is no security
key anymore, which means that the security can be totally
broken by even the weakest irradiation power in our exper-
iment, that is, the irradiated power of 3-nW in Fig. 3(a),
corresponding to M =~ 8.3 dB. Such a weak injection light
not only reduces the requirements of C2 but also makes it
more difficult to detect the existence of IPA.

V. DISCUSSION

To counter IPA, filters such as dense wavelength divi-
sion multiplexing modules may be insufficient because
some channels do not have enough attenuation of irradi-
ation beams (see Appendix D). Additionally, the optical
power meters without a small enough power range are
insufficient to detect an irradiation power as small as 3
nW. Fortunately, we find that the commonly used isola-
tor and circulator have a huge attenuation of irradiation
beams (see Appendix D); thus, they are necessary to isolate
the injected beam from channels. However, the security of
isolators and circulators also needs further study because
they may be affected by the laser-damage attack [7,26]
and external magnetic fields [27]. Since PE is fabrication
dependent [18], defect engineering may be useful to reduce
PE by doping with various impurities [28].

In fiber systems, although we can substitute the LN-
based VOA with other types [7], the remaining high-speed
modulators made of LN are unavoidable [29,30]. There-
fore, state monitoring of LN devices is necessary and bias
control or stabilization techniques [31,32] for MZ modula-
tors also help to counteract the effects of IPA. Interestingly,
our research also reveals some countermeasures to resist
IPA. For example, users can process the LN device to a
controlled state by the pretreatment technique, and then use

the device at a state that unfavorable to IPA (such as Vp in
Fig. 3(b)). For the LNOI platform, the tighter optical con-
finement and higher crystal defect concentration contribute
to stronger PE [10]. Besides, recent research suggests some
different properties of PE in LNOI [10,33], such as the
faster response speed and minor optical mode distortion.
Thus, more comprehensive considerations on fabrication
processes and structural design are necessary to mitigate
PE [28,34] in future LNOI-based integrated QKD research.

In conclusion, we reveal PE is a new mechanism that
can cause loopholes in practical QKD systems. To con-
firm its threat to QKD, we propose two effective techniques
to enable controllable attack and proceed to execute pow-
erful hacking on a commercial VOA. Our experimental
and security analysis results show that even the weakest
irradiation power (3 nW) is sufficient to cause totally bro-
ken security. Considering that PE can be induced over a
wide range of wavelengths (from ultraviolet to even 1549
nm [16]), more types of loopholes derived from PE may
be caused and further investigation is needed. Given the
importance of LN devices in QKD systems, PE-related
security issues deserve more attention. Our work con-
tributes to the development of practical security in QKD
systems and opens a window to designing more secure
integrated QKD systems in the future.
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APPENDIX A: MORE DETAILS ABOUT THE
PHOTOREFRACTIVE EFFECT

In the LN waveguide, under the illumination of an irra-
diation power I, the space-charge field caused by the
inhomogeneous charge distribution is [18—20]

E (I, 1) = [i—alir — E(Iir, 0)i| (1— e—t/r)

04 T Oph

+ E(fir, 0), (A1)
where « is the absorption coefficient of the donor or accep-
tor centers; o; and op, are the dark conductivity and
photoconductivity, respectively; and « is the Glass con-
stant, which is related to the size of the waveguide. The
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value of [;; here is the average spatial intensity of the irra-
diation beam passing through the waveguide cross section,
and 7 is the build-up time constant of the space-charge
field. This space-charge field influences the signal beam by
modulating the index of the waveguide through the linear
electro-optic effect

3
nr
An(ly,t) = 37

E;(Iir, 1)

= Any(li)(1 — &™), (A2)
where 7 is the waveguide refractive index, r33 is the linear
electro-optic coefficient, and y is the overlap integral of
the optical mode profile and the space-charge field. This is
the time response characteristic of PE, that is, the photore-
fractive index change saturates with increasing irradiation
time due to the time response function of type 1 — e~//7.
Because of the outstanding electro-optical modulation
characteristics, the LN waveguide usually works in the
presence of an external electric field, which interacts with
the photogenerated charges and also affects E;. Since the
build-up time constant T is of the order of 10° s for both
Ti-in-diffusion and the proton-exchanged LN waveguide
[35], the influence of high-speed radio-frequency signals
on photogenerated carriers is averaged out and only leaves
its direct current component, which can be written as an
external static electric field E,p,. Therefore, the saturated
photorefractive index change An,(/;;) should be

nriy
Ans([ir) = Es([ira t)
—00
n3r33y Oph Ko
= B < - ?Eapp + ?]ir)a (A3)

where 0 = 04 + opp.

When the irradiation intensity is low, for instance, lower
than 100 W/cm? (or about 7 W) for the LN waveguide
made by Ti-in-diffusion in Ref. [18], which assumes that
the photoconductivity varies linearly with the irradiation
intensity,

oph = aaly, (A4)
where a = euutop/hv is a constant, which is related to the
electronic charge e, the photon energy Av, the electron
mobility u, the quantum efficiency ¢, and the carrier life-
time 79. Then we can obtain the saturated phase change of
the LN waveguide as

2 a
Opg (i) = ( - _LEEapp + L)f (ir)
)»0 K

= (_CEapp + D)f (fir). (AS)

Here we introduce C =2amlg/kig and D = 2w L/),
where A is the free-space wavelength, L is the arm length

of'a MZI, and L is the length of the waveguide modulated
by the electric field. In this equation, /" (/i) is the saturated
photoinduced refractive index change related to only the
irradiation intensity [18]:

AIir
1+ BI;

S i) = (A6)

with 4 = n’ry3yka/20, and B = aa/o,. We can see that
the change in the photoinduced phase is related to both the
applied electric field and the irradiation beam.

At high irradiation intensity (as before, lager than
100 W/cm? for the Ti-in-diffusion waveguide), the pho-
toconductivity can be conveniently assumed to be propor-
tional to (f;;)!/™, where m is an integer greater than 1 [36].
Because of the very large [;;, we have op, > 04, and

A
S i) = E(Iir)“'/’"- (A7)
Then Eq. (AS5) should be rewritten as
A
QPE(Iir) = _ECEapp +Df ). (A8)

From both Egs. (A6) and (A7), we can see that the satu-
rated photoinduced refractive index change also tends to
saturate with increasing the irradiation power. Therefore,
PE does not become infinitely large with increasing I;.
This is the saturation characteristic of PE.

In practical applications, researchers can dope different
impurities to enhance or weaken PE in a LN crystal to
make devices suitable for different application scenarios
[37-39]. However, the doping techniques are not mature
enough and increase costs, and have thus not been widely
used in commercial devices.

In addition to doping, the photorefractive sensitivity
depends on the specific fabrication procedure, including
Ti-in-diffusion technology, proton exchange, annealed pro-
ton exchange (APE), reverse proton exchange (RPE), and
soft proton exchange (SPE) [40]. In Egs. (A5) and (A6),
the contribution of dark conductivity to PE is dominant
at a lower irradiation power. So the photorefractive sensi-
tivity of devices fabricated by Ti-in-diffusion technology
is higher than that of other processes because of lower
dark conductivity. Benefitting from the increased dark con-
ductivity induced by the proton exchange process, proton-
exchanged waveguides exhibit the highest robustness to
PE but are penalized by degradation of electro-optic and
nonlinear optic properties. APE, RPE, and SPE can par-
tially recover the degradation of material properties during
fabrication, but are accompanied by an increase in photore-
fractive sensitivity [3,18,40]. At high irradiation power,
the influence of PE can be characterized by Egs. (A7) and
(A8). This means that the saturated index change is inde-
pendent of dark conductivity, so the photorefractive index
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FIG. 5. The wavelength dependence of PE. The time response
curve of VOA under irradiation beams at 405 nm (black), 532 nm
(red), and 780 nm (blue), respectively. The y axis is the output
power of VOA and the x axis is the injection duration. The VOA
is initialized to the maximum attenuation before each test.

change in the LN waveguide at higher irradiation power
is almost the same for all these fabrication procedures
[22,35].

APPENDIX B: DESIGN OF THE ATTACK
MODULE

The selection of irradiation wavelength depends on the
photorefractive sensitivity of the LN material. Here we
test the wavelength dependence of PE. To compare the
effect of PE, the irradiation power is set to 16 wW for
each wavelength and the results are shown in Fig. 5. The
irradiation beam at 405 nm has the fastest response and
most substantial effect. This phenomenon is consistent
with the result of Fujiwara et al. [21,35] and due to LN
having a higher photorefractive sensitivity at shorter wave-
lengths. Additionally, the PE-based attack works over a
wide range of wavelengths (from ultraviolet to even 1549
nm [16,33], which is close to the commonly used com-
munication wavelength). This increases the difficulty of
defense because a band-pass filter with a sufficiently wide
working wavelength range is needed to filter the irradiation
beam. Therefore, our experiment uses an irradiation laser
at 405 nm for a more efficient attack.

To couple the irradiation beam into the communication
channel, the coupling efficiency of different commercially
available fiber devices working at 1550 nm has been tested,
including the circulator, 50:50 BS, 90:10 BS, and 99:1 BS.
We find that the circulator isolates almost all irradiation
power at 405 nm. We measure the BSRs of these fiber BSs
and the transmission loss (TL) when used in the attack
module at 405 and 1550 nm. Table I shows the measure
result. The TL includes both insertion loss and splitting

TABLE 1. The 1*2 BS is the fiber beam splitter with one input
port and two output ports.

TL BSR TL
Type of BS @1550 nm (dB) @405 nm @405 nm (dB)
50:50 1*2 BS 3.4 88:12 7.41
90:10 1*2 BS 0.79 91:9 13.49
99:1 1*¥2 BS 0.41 92:8 15.5

loss. For an irradiation beam at 405 nm, in addition to
insertion loss, about 90% of light passes through the bar
port for all BSs. For the two unbalanced BSs, the bar port
always has a larger splitting ratio. Therefore, we select the
bar port to transmit the signal light to reduce the TL at 1550
nm. As a result, the TL at 405 nm for all unbalanced BSs
is measured when the irradiation beam is coupled through
the cross port. For the 50:50 BS, the TL of the two output
ports is the same at 1550 nm, so we can transmit the attack
beam through the bar port, and this is why the TL of the
50:50 BS is much lower than the other two BSs.

In an actual communication system, the channel loss
caused by the eavesdropper should be as small as possible.
The best strategy to inject the attack beam is using a MZI
based on two 50:50 BSs. Both bar ports of BSs are used
to transmit the irradiation beam, and both the cross ports
are used to pass the signal light. A schematic diagram of
this method is shown in Fig. 6. The phase difference in a
MZI is modulated to 7 by the phase modulator to make
the signal beam output through the cross port. The TL of a
MZI at 405 nm that we measure is about —8.31 dB, which
is still lower than the other two unbalanced BSs. Theoret-
ically, the TL at 1550 nm for this scheme is negligible. In
our experiment, for the sake of simplicity, the attack beam
is reversely fed into the MZI by a 50:50 BS. It is worth
noting that this does not affect the main conclusions of this
article.

APPENDIX C: EXPERIMENTAL METHOD

To ensure the consistency of our experiments, the com-
parison of PE between different powers or wavelengths
should be performed in the same state of VOA. However,
as shown in Fig. 7, the static bias of VOA is changed after
each injection. Hence, it is essential to recover the state of
VOA to the same initial state before each experiment. The

Attack beam Bar Bar
Probe beam == n <+== Attack beam
50:50 BS 50:50 BS
PM = Probe beam
Cross - Cross

FIG. 6. MZI-based scheme includes two 50:50 BSs and a
phase modulator (PM). Almost all attack power goes through the
bar path of each BS. The phase modulator is used to interfere all
signal power into the cross port of a MZI.
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the original one.

recovery of the carrier distribution depends on the dark
conductivity [41] of LN and usually persists for a long
time [2]. Treating samples by heating, annealing, or uni-
form illuminating with a high-intensity halogen bulb can
accelerate this process [3,42]. Essentially, these methods
erase the space-charge distribution (restoring the LN mate-
rial to the state before injection) by enhancing the charge
mobility. But here, since the commercial device is already
packaged, we cannot use these initialization methods.

Fortunately, although the space-charge distribution can-
not be erased, it can be redistributed to the same state
before each experiment based on our pretreatment tech-
nique. Here, we initialize our VOA by injecting the irradia-
tion beam at 4.39 wW until saturation under a 0-V external
electric field. As we expected, the green line in Fig. 7, the
result of initializing, is almost the same as the original one.
All of our tests are initialized with this method.

APPENDIX D: LOSS OF THE IRRADIATION
BEAM IN DEVICES WORKING AT 1550 nm

To explore countermeasures against IPA, we measure
the loss of the irradiation beam in some commonly used
devices in QKD systems. Table II lists the TLs of these
three irradiation wavelengths in a single-mode fiber in
compliance with the ITU-T G.652.D and the insertion
losses of the isolator, circulator, and some channels of
the dense wavelength division multiplexing (DWDM)
module. Considering the nanowatt magnitude irradiation
power, we think that the TL is acceptable because Eve can
attack at 1 km (which is an available distance) from the

TABLEII. TLs of irradiation beams in a single-mode fiber and
insertion losses of the isolator, circulator, and dense wavelength
division multiplexing (DWDM) module working at 1550 nm. For
DWDM aligned on the ITU grid, channels 33 (C33) and 35 (C35)
are aligned to 1550.92 and 1549.32 nm, respectively.

Wavelength TL DWDM Isolator Circulator
(nm) (dB/km) C33 (dB) C35(dB) (dB) (dB)
405 13 33 61 > 78 > 78
532 14 71 > 78 > 78 > 78
780 3 15 31 58 73

users. Moreover, QKD systems always output with nar-
rowband optical filters such as DWDM aligned on the ITU
grid. But we find that the loss of the irradiation beam at 405
and 780 nm is also acceptable. For example, the total loss
is 46 dB at 405 nm when a QKD system output at 1550.92
nm and Eve attacks at 1 km. It requires 120- W irradiation
power and this is easily available.

Learning from the Trojan-horse attack [43,44], the com-
monly used defenders such as the isolator and circulator
are necessary to isolate the injected beam. Fortunately,
they have very large transmittance losses at the irradiation
wavelengths we use. Take the 405-nm irradiation beam as
an example; the total loss is larger than 90 dB when Eve
attacks at 1 km from the users regardless of whether the
isolator or circulator is used. This means that even con-
sidering the weakest case (3 nW in our experiment), the
power required by Eve already reaches the watt magnitude.
To defend the Trojan-horse attack, the required isolation
in different QKD systems is usually greater than 100 dB
[43,44], which corresponds to at least three of the isolators
we tested here (36 dB for each at 1550 nm). This con-
tributes to a huge attenuation and makes the injection of

PC PM

(a) =
Laser 2 (S)l\.ilcF) OME (D’\/\

Attack Module

FIG. 8. Sketches of the experimental setup. PC, polarization
controller. SMF, single-mode fiber, which is the black line.
PMEF, polarization-maintaining fiber, which is the blue line. The
remaining devices are the same as in Fig. 2 in the main text.
(a) Polarization-dependent loss test of the irradiation beam pass-
ing through the polarization-maintaining fiber. (b) Polarization
dependence test of the irradiation beam on PE.
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FIG. 9. Change in the VOA’s output at different irradiation
polarizations. The blue (polar 1) and purple (polar 4) lines cor-
respond to the polarization of the irradiation beam that has
maximum and minimum transmittance through the PMF, respec-
tively. The red (polar 2) and yellow (polar 3) lines are the other
two polarization states that are different from the blue and purple
ones.

irradiation beams almost impossible. However, the secu-
rity of isolators and circulators can also be affected by
the laser-damage attack and thus further research is still
necessary [7,26].

APPENDIX E: IMPACT OF OTHER DIMENSIONS
ONIPA

In addition to the irradiation power, the applied electric
field, and the injection duration, we further investigate the
effect of the polarization and wavelength of the irradiation
beam on IPA.

The mechanism of how the irradiation polarization
affects PE is complex [45] and may include various factors
such as the change of coupling efficiency of the irradiation
beam and the absorption process of irradiation photons.
Therefore, further in-depth analysis is needed in our future
research. Here, to learn how much the effect of polarization
on M is, we investigate it experimentally.

We first test the polarization-dependent loss (PDL)
of the irradiation beam passing through a polarization-
maintaining fiber (PMF). Since the output fiber of the VOA
is a PMF, we should know the PDL of the irradiation beam
in PMF to deduce the change in the irradiation power in the
VOA. As shown in Fig. 8(a), the irradiation beam’s polar-
ization is modulated by a polarization controller (PC) and
then fed into a PMF. The transmittance is recorded by the
optical power meter (PM) while randomly adjusting the
PC. According to our test, the PDL is just about 0.1 dB,
that is, the polarization of the irradiation beam does not
affect the irradiation power fed into the VOA. Then we test

8 T T T T
6.5dB
6t J
=532 nm 30 nW
o ———780 nm 11 pW
D4 -
S
2L i
0 1 1 1 1
500 1000 1500 2000
Time (s)

FIG. 10. Effect of the irradiation beam at 532 and 780 nm.

the effect of the irradiation beam at different polarizations
using the PC to control its polarization. The experimen-
tal setup is shown in Fig. 8(b) and the results are given
in Fig. 9. We modulate four different polarization states:
“polar 1” and “polar 4” correspond to the polarization state
that has the maximum (about —18.78 dBm) and minimum
(about —18.92 dBm) irradiation power across the PMF,
respectively; “polar 2” and “polar 3” are the other two dif-
ferent polarization states. As the results show, there is only
a 0.93-dB effect on M for different polarization states and
it is almost negligible for IPA.

The attack effect of different irradiation wavelengths at
the same power is shown in Fig. 5; here we investigate the
power required for a successful attack at each wavelength.
As shown in Fig. 10, the dotted line represents the mag-
nification (M = 6.5 dB according to the security analysis
in Fig. 4) required to steal the security key completely and
this can be achieved by both the 30-nW 532-nm irradiation
beam and the 11-uwW 780-nm irradiation beam. However,
there is no observable phenomenon for irradiation beams
at 1550 nm, even at a power of up to 4 mW. Higher power
is temporarily unavailable in our apparatus, but we will
investigate the relevant issues in forthcoming work. Here,
we can gain relevant knowledge from the work of Kostrit-
skii [16], that is, the required power is larger than 100 mW
for wavelengths near 1.5 pm. This value can only be used
as a reference since PE is dependent on both the fabrication
process and the structure of the LN device.
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