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Quantum secure direct communication (QSDC) can directly transmit secrete messages through a quan-
tum channel. Device-independent (DI) QSDC can guarantee the communication security relying only on
the observation of the Bell-inequality violation, but not on any detailed description or trust of the inner
workings of users’ devices. In the paper, we propose a DI-QSDC protocol with practical highly efficient
single-photon sources. The communication parties construct the entanglement channel from single pho-
tons by adopting the heralded architecture, which makes the message-leakage rate independent of the
photon-transmission loss. The secure communication distance and the practical communication efficiency
of the current DI-QSDC protocol are about 6 times and 600 times of those in the original DI-QSDC
protocol. Combining with the entanglement purification, the parties can construct the nearly perfect entan-
glement channel and completely eliminate the message leakage. This DI-QSDC protocol may have useful
applications in the future quantum communication field.
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I. INTRODUCTION

Quantum secure communication, based on intrinsic
properties of quantum systems, can guarantee the absolute
security of communication. Quantum key distribution and
quantum secure direct communication (QSDC) are two
branches of quantum secure communication. Quantum key
distribution can distribute secure keys between the sender
and the receiver, which was proposed in 1984 [1]. Quan-
tum key distribution has been widely investigated in both
theory and experiment [2–21]. QSDC allows the message
sender to directly transmit secret messages to the receiver
without keys [22–47]. The QSDC protocol was proposed
firstly in 2000 [22]. Later, the typical entanglement-based
two-step QSDC protocol and single-photon-based QSDC
protocol were successively proposed [23,24], which were
experimentally demonstrated in 2016 and 2017, respec-
tively [26,27]. In 2020, the device-independent (DI) QSDC
and measurement-device-independent QSDC protocols
were put forward, which can guarantee QSDC’s security
under practical experimental condition [30,31]. In 2022,
the one-step QSDC was put forward, which can simplify
the operation and reduce the message loss [44]. In the last
few years, QSDC has made great experimental progress. In
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2021, a 15-user QSDC network with any two users being
40-km apart was demonstrated [39]. Recently, researchers
achieved the QSDC over 100-km fiber with time-bin and
phase quantum states [41].

Similar to DI quantum key distribution [48–55], DI-
QSDC relaxes conventional assumptions on devices and
allows users to transmit secret messages with unknown
and uncharacterized devices. As long as some mini-
mal assumptions (the quantum physics is correct and
no unwanted signal can escape from the communication
parties’ laboratories) are satisfied, DI-QSDC can guar-
antee the communication security based solely on the
observed data conclusively violating the Bell inequal-
ity [typically, the Clauser-Horne-Shimony-Holt (CHSH)
inequality] [56–58]. The observation of the CHSH inequal-
ity violation should close the so-called detection loophole
[56]. Although recent advances on single-photon detector
have achieved the detection efficiency close to 1 [59,60],
DI-QSDC still faces big challenges. On one hand, the
original DI-QSDC protocol requires the entanglement
photon source and constructs the entanglement chan-
nel by the long-distance entanglement distribution. The
entanglement generation of practical entanglement source
(spontaneous parametric down-conversion source) is prob-
abilistic and the double-pair emission cannot be eliminated
[61–63]. On the other hand, the experimental devices and
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quantum channel are imperfect, which may cause photon
loss. Photon loss occurring at the generation, transmis-
sion, and detection stages would deteriorate the nonlocal
correlations between the photons. The above two features
provide an opportunity for the eavesdropper (Eve) to steal
some photons without being detected and largely reduce
the secure communication distance.

Actually, comparing with the spontaneous paramet-
ric down-conversion source, the practical single-photon
sources have already allowed for nearly on-demand [64],
highly efficient [65] extraction of single photons (also in
pulse trains [66,67] as well as at telecom wavelengths
[68]). Current single-photon sources can maintain the
purity and indistinguishability of the generated photons
with the probability of above 99% [69,70]. In 2020, Long
et al. reported an experimental implementation of free-
space QSDC based on single-photon sources with the
repetition rate of 16 MHz [33]. In 2022, a high-fidelity pho-
tonic quantum logic gate based on near-optimal Rydberg
single-photon source was realized. The excitation frequen-
cies of the 780- and 479-nm laser pulses reach �e

780/2π ≈
6.4 MHz and�e

479/2π ≈ 4.2 MHz, respectively [71]. Soon
later, a single-photon source at the telecom wavelength
based on InAs/GaAs quantum dots was reported. This
single-photon source has the bright single-photon emission
with Purcell factor> 5 and count rates up to 10 MHz [72].
Meanwhile, the heralded architectures have been used to
construct the entanglement channel, which can eliminate
the influence from photon-transmission loss on the Bell
(CHSH) violations [50]. In 2020, two DI quantum key
distribution schemes were proposed, which realized the
entanglement creation process with single-photon sources
[55], and distributed keys at high rates over large distance.
In this work, we propose a DI-QSDC protocol based on
single-photon sources and the heralded Bell state measure-
ment (BSM). Comparing with original DI-QSDC protocol,
this current DI-QSDC protocol can efficiently increase the
practical communication efficiency and communication
distance.

The paper is organized as follows. In Sec. II, we intro-
duce the heralded long-distance entanglement distribution
based on single-photon sources. In Sec. III, we explain
the DI-QSDC protocol in detail. In Sec. IV, we provide
the security analysis and calculate the secrecy message
capacity and practical communication efficiency of the DI-
QSDC protocol against collective attacks. In Sec. V, we
make a discussion and finally provide a conclusion.

II. HERALDED LONG-DISTANCE
ENTANGLEMENT DISTRIBUTION BASED ON

SINGLE-PHOTON SOURCES

We explain the construction of the long-distance entan-
glement channel based on the single-photon sources [73].
From Refs. [64–72], we can treat the single-photon sources

FIG. 1. The basic principle of constructing the long-distance
entanglement channel between Alice and Bob with the help of
the heralded architecture. Here, Si (i = 1, 2, 3, 4) represents the
single-photon source. The generated photons pass through a vari-
able beam splitter (VBS). After the VBS, the photons in the
transmitted port of the VBSs are sent to Charlie for the Bell-
state measurement (BSM). η′

t represents the photon-transmission
efficiency corresponding to the distance LA(B)C between Alice
(Bob) and Charlie. BS and PBS represent the 50:50 beam splitter
and polarization beam splitter, respectively. HWP represents the
half-wave plate.

as the on-demand sources. In contrast, the practical spon-
taneous parametric down-conversion source adopted in the
original DI-QSDC protocol [30] can generate the mixed
state as [61]

ρ0 ≈ (1 − p − p2)|vac〉〈vac| + p|φ〉〈φ| + p2|φ⊗2〉〈φ⊗2|,
(1)

where |vac〉 means the vacuum state, |φ〉 = 1/
√

2(|HH 〉 +
|VV〉). The desired entangled photon pair generates at the
order of p (p ∼ 10−5 − 10−3) [63]. Meanwhile, the double
pair emission is unavoidable.

As shown in Fig. 1, Alice (Bob) adopts two single-
photon sources S1 and S2 (S3 and S4) to prepare two single
photons with the horizontal polarization (|H 〉) and the
vertical polarization (|V〉), respectively.

Then, each of the two parties passes his photons through
a variable beam splitter (VBS) with the transmittance of
T, which makes the photon states in Alice’s and Bob’s
locations evolve to

|φ1〉 = |H 〉a ⊗ |V〉a

→ (
√

T|H 〉a1 + √
1 − T|H 〉a2)

⊗ (
√

T|V〉a1 + √
1 − T|V〉a2),

|φ2〉 = |H 〉b ⊗ |V〉b

→ (
√

T|H 〉b1 + √
1 − T|H 〉b2)

⊗ (
√

T|V〉b1 + √
1 − T|V〉b2). (2)

Alice and Bob send the photon in a1 and b1 modes to a third
party Charlie for the BSM. The BSM devices are totally

014036-2



DEVICE-INDEPENDENT QUANTUM. . . PHYS. REV. APPLIED 19, 014036 (2023)

in linear optics, which can only distinguish |ψ±〉a′
1b′

1
. In

detail, a click in D1D2, or D3D4 indicates a projection
into |ψ+〉a′

1b′
1
, and a click in D2D3, or D1D4 projects the

quantum state into |ψ−〉a′
1b′

1
[73]. Then, Bob passes the

reflected photon in b2 mode through the half-wave plate.
Next, the photon in a2 and b3 modes are stored in the quan-
tum memory devices. The experimental realizations of the
quantum memory in the single-photon level with the elec-
tromagnetically induced transparency have been reported
since 2013 [74,75]. It is noticeable that the quantum mem-
ory can herald the existence of the photon in the reflected
port. Only when the BSM is successful and the quan-
tum memory in each party’s location responses, the distant
parties can share the entangled state. Otherwise, the entan-
glement distribution will fail. In this way, only the case
that one photon transmits the VBS and the other photon
is reflected by the VBS in each party’s location may lead
to the success of the entanglement distribution. We define
the photon-transmission efficiency η′

t = 10−αLA(B)C/10 [76]
corresponding to the distance LA(B)C between Alice (Bob)
and Charlie, where α = 0.2 dB/km. If the transmitted
photons lose during the transmission process, the BSM
cannot obtain the successful detector response. As a result,
for obtaining the successful entanglement distribution, the
state |φ1〉 ⊗ |φ2〉 will collapse to

|	1〉 =
√
η′

tT(1 − T)(|HV〉a′
1a2 + |VH 〉a′

1a2)

⊗
√
η′

tT(1 − T)(|HV〉b′
1b2 + |VH 〉b′

1b2)

= η′
tT(1 − T)(|HH 〉a′

1b′
1
|VV〉a2b2 + |VH 〉a′

1b′
1
|HV〉a2b2

+ |HV〉a′
1b′

1
|VH 〉a2b2 + |VV〉a′

1b′
1
|HH 〉a2b2)

= η′
tT(1 − T)√

2
(|φ+〉a′

1b′
1
|φ+〉a2b2 − |φ−〉a′

1b′
1
|φ−〉a2b2

+ |ψ+〉a′
1b′

1
|ψ+〉a2b2 − |ψ−〉a′

1b′
1
|ψ−〉a2b2), (3)

where |φ±〉 and |ψ±〉 represent the polarization Bell states
with the form of

|φ±〉 = 1√
2
(|HH 〉 ± |VV〉),

|ψ±〉 = 1√
2
(|HV〉 ± |VH 〉). (4)

We define the total photon-transmission efficiency ηt =
η′2

t = 10−0.2LAB/10 for simplicity.
As shown in Eq. (3), if the BSM result is |ψ+〉a′

1b′
1
,

|	1〉 will collapse to |ψ+〉a2b2 , which can be transformed
to |φ+〉a2b3 after the photon in b2 passing through the
half-wave plate. If the BSM result is |ψ−〉a′

1b′
1
, |	1〉 will

collapse to |ψ−〉a2b2 , which can be transformed to |φ−〉a2b3
after the half-wave plate. |φ−〉a2b3 can be further trans-
formed to |φ+〉a2b3 after the phase-flip operation. As a

result, when the BSM is successful and the quantum mem-
ory in each party’s location responses, Alice and Bob
can deterministically obtain the pure output quantum state
|φ+〉a2b3 and the photon-transmission loss case can be
automatically eliminated. The probability of obtaining the
successful entanglement distribution can be calculated as

P1 = η′2
t T2(1 − T)2 = ηtT2(1 − T)2. (5)

It can be easily found that P1 can reach the maximal value
of ηt/8 when T = 0.5.

III. THE DI-QSDC PROTOCOL WITH
SINGLE-PHOTON SOURCES

The security of the current DI-QSDC protocol can be
guaranteed by only two fundamental assumptions. First,
the quantum physics is correct and Eve obeys the rules of
quantum physics. Second, Alice’s and Bob’s physical loca-
tions are secure, say, no unwanted information can leak to
the outside. The basic principle of the DI-QSDC protocol
is shown in Fig. 2.

Step 1: Alice and Bob construct the entanglement chan-
nel based on the principle in Sec. II. In detail, Alice and
Bob each prepare ordered N (N is large) photon pairs in
the state of |H 〉 ⊗ |V〉 from the on-demand single-photon
sources. Each of them passes the photons through a VBS.
The photons in the reflected ports construct the SA1 and SB1
sequences, and those in the transmitted ports construct the
SA2 and SB2 sequences. As shown in Fig. 1, Alice and Bob
send the photons in SA2 and SB2 sequences to Charlie for
the BSM and store the photons in SA1 and SB1 sequences in
the quantum memory devices. Only when the BSM is suc-
cessful and each quantum memory responds, the photons
in the SA1 and SB1 sequences can finally evolve to |φ+〉.
Otherwise, Alice and Bob discard the photons in SA1 and
SB1 sequences. In this way, Alice and Bob can determinis-
tically construct the entanglement channel in |φ+〉 with N1
entangled photon pairs, where N1 = P1N in theory.

Step 2: To ensure the security of the photon trans-
mission, Alice randomly selects some photons in the SA1
sequence as the security checking photons and announces
their positions to Bob through a public channel. They
extract the security checking photons from the quantum
memories to make the first round of DI security checking.
In detail, for each security checking photon, Alice has four
possible measurement bases A0 = σz, A1 = (σz + σx)/

√
2,

A2 = (σz − σx)/
√

2, and A3 = σx, and Bob has two pos-
sible measurement bases B1 = A0 and B2 = A3 [53,54].
All the measurement results a = {a0, a1, a2, a3} and b =
{b1, b2} have binary outcome “+1” or “−1.” Without loss
of generality, we suppose that the marginal of all the
measurements are random, such as 〈ai〉 = 〈bj 〉 = 0 (i ∈
{0, 1, 2, 3}, j ∈ {1, 2}). If the parties obtain the inconclusive
result (the photon detectors click no photon), the measure-
ment result is set to be “+1” or “−1” randomly. After all
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(a) (b) (c) (d) (e) (f)

FIG. 2. Schematic principle of the DI-QSDC protocol. In the protocol, Alice and Bob prepare single-photon sequences with orthogo-
nal polarizations |H 〉 and |V〉, respectively. They construct the entanglement channels by the heralded architecture. Then, Alice encodes
the messages by two unitary operations and sends the encoded photons to Bob. After the photon transmission, Bob performs the BSM
on each photon pair and can finally read out the encoded secure messages. The security of both photon-transmission processes are
guaranteed by the DI security checking.

the checking photon pairs have been measured, Alice and
Bob announce their measurement bases and measurement
results.

There are four different cases. In the first case, if Alice
chooses A1 or A2 basis, their measurement results are used
to estimate the CHSH polynomial as

S1 = 〈a1b1〉 + 〈a1b2〉 + 〈a2b1〉 − 〈a2b2〉, (6)

where 〈aibj 〉 is defined as P(ai = bj )− P(ai �= bj ) (the
probability of ai = bj minus the probability of ai �= bj ). In
the second case, if Alice chooses A0 and Bob chooses B1,
their measurement results are used to estimate the quantum
bit-flip error rate Qb1 as

Qb1 = P(a0 �= b1). (7)

Third, if Alice chooses A3 and Bob chooses B2, their
measurement results are used to estimate the quantum
phase-flip error rate Qp1 as

Qp1 = P(a3 �= b2). (8)

In the last case, if Alice chooses A0 and Bob chooses B2, or
Alice chooses A3 and Bob chooses B1, their measurement
results should be discarded.

If S1 ≤ 2 (the CHSH inequality), the measurement
results from Alice and Bob are classically correlated.
Under this case, there exists a trivial attack for Eve to
eavesdrop photons without being detected, so that the first
photon-transmission process is not secure and the par-
ties have to discard the communication. If S1 > 2, Alice’s
and Bob’s measurement results are non-locally correlated,
and they can bound Eve’s photon interception rate. If S1
reaches the maximal value of 2

√
2, Alice and Bob share

the maximally entangled state |φ+〉AB. In this case, Eve
cannot intercept any photon without being detected. As a
result, when 2 < S1 ≤ 2

√
2, Alice and Bob ensure that the

first photon-transmission process is secure and go on to the
next step.

Step 3: Alice extracts the other stored photons in SA1
sequence from the quantum memory and encodes her mes-
sage on them by performing two unitary operations U0 or
U1. The two unitary operations have the form of

U0 = σx = |V〉〈H | + |H 〉〈V|,
U1 = iσy = |H 〉〈V| − |V〉〈H |, (9)

which can transform |φ+〉 to |ψ+〉 and |ψ−〉, respec-
tively. Alice can encode her messages “0” and “1” on the
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photon pairs by performing U0 and U1, respectively. Mean-
while, Alice randomly selects some photons as the secu-
rity checking photons for the second photon-transmission
round and does not perform any operation on them. For
preventing Eve to precisely intercept the corresponding
encoded photons during the second photon-transmission
process according to her intercepted photons in the first
photon-transmission process, Alice messes up her photons
in sequence SA1 and records the position of each photon in
the original sequence.

Step 4: Alice successively sends all the photons in SA1
sequence to Bob. After the photon transmission, Alice
announces the position of each photon in the original SA1
sequence by a public channel. Bob stores all the photons
into the quantum memory devices and recovers the origi-
nal photon sequence. Next, Alice announces the positions
of the security checking photons and Bob extracts the secu-
rity checking photon pairs in SA1 and SB1 sequences to
make the second round of DI security checking by him-
self. After the measurements, Bob can estimate the CHSH
polynomial S2, the bit-flip error rate Qb2, and the phase-flip
error rate Qp2. Similar as the first round of security check-
ing, when S2 ≤ 2, the second photon-transmission process
is not secure and the parties should discard the communi-
cation. When 2 < S2 ≤ 2

√
2, they ensure that the second

photon-transmission process is secure and go on to the next
step.

Step 5: Bob extracts all the other photon pairs from the
memory devices and makes the BSM on each of them.
His BSM devices are the same as those in Charlie’s loca-
tion, which can distinguish only |ψ+〉 and |ψ−〉. After the
measurement, Bob can read out the encoded messages by
comparing his measurement results with the initial entan-
gled state |φ+〉. For example, if the BSM result is |ψ+〉,
Bob can deduce that Alice performs U0 operation, so that
the encoded message is “0.” If the BSM result is |ψ−〉, Bob
can obtain that Alice performs U1 on the photon pair and
the encoded message is “1.”

IV. SECURITY AND COMMUNICATION
QUALITY OF THE DI-QSDC PROTOCOL

AGAINST COLLECTIVE ATTACKS

In the device-independent scenario, Eve is required
only to obey the laws of quantum physics. In both two
security checking processes, Alice and Bob can only use
the observed correlations between the measurement basis
(input) and the measurement result (outcome) to bound
Eve’s knowledge. We consider a general attack, namely,
collective attack, where Eve applies the same attack on
each system of Alice and Bob. As a result, after the photon
transmission, all the photon pairs have the same form. We
also assume that each party’s measurement result is only a
function of the current inputs.

We define that the secrete message capacity Cs is the
amount of transmitted correct and secure qubits divided by
the total amount of the encoded photon pairs. Although we
have specified a particular state in the DI-QSDC protocol
to produce these correlations, we do not assume any-
thing about the implementation of the correlations when
computing the secret message capacity.

We first consider the ideal scenario, including the ideal
devices and channels. If there is no eavesdropping, the
CHSH polynomials in both security checking processes
can reach the maximal value of 2

√
2, and the bit-flip and

phase-flip error rates are zero. In this case, any eaves-
dropping during the photon-transmission processes would
reduce the CHSH polynomials and increase the error rates,
so that the eavesdropping can be easily detected. As a
result, in the ideal scenario, Eve cannot eavesdrop any pho-
ton without being detected. As each encoded photon pair
can transmit 1 bit of message, the value of Cs equals 1.

Next, we consider the practical scenario, including
the practical devices and noisy channels. For collective
attacks, the secret message capacity from Alice to Bob is
lower bounded by the Devetak-Winter rate [48,49] as

Cs ≥ IAB − IAE , (10)

where IAB and IAE represent the mutual information
between Alice and Bob, and the mutual information
between Alice and Eve, respectively. Since we assume uni-
form marginal, the mutual information between Alice and
Bob is given by [48,49]

IAB = 1 − H(Qt), (11)

where Qt is the total error rate after two rounds of pho-
ton transmission, and H(x) is the binary entropy with the
form of

H(x) = −xlog2x − (1 − x)log2(1 − x). (12)

In the practical scenario, we consider the photon loss and
decoherence. The photon loss can be divided into two cate-
gories, say, the transmission loss and local loss. The trans-
mission loss represents the photon loss occurring in the
transmission process. We provide the photon-transmission
efficiency ηt = 10−0.2LAB/10 in Sec. II. The local loss rep-
resents all the photon loss occurring within the users’
laboratories [55]. As the DI-QSDC requires the quantum
memory devices, we have to consider the finite photon-
extraction efficiency of the quantum memory. In this way,
we define the local efficiency ηl as the product of the cou-
pling efficiency ηc between the photon and the fiber, the
efficiency ηm of the quantum memory, and the detection
efficiency of the photon detector ηd (ηl = ηcηmηd). To our
knowledge, the known DI protocols all require a high local
efficiency, i.e., above 90% [50,52,54]. According to Sec. II,
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after the first round of photon transmission, the photon-
transmission-loss case can be eliminated with the help of
the heralded architecture, but the local loss and decoher-
ence still exist, which may degrade the entanglement and
increase the total error rate. The decoherence caused by
the channel noise has been widely researched in the quan-
tum system [77]. Here, we consider a general model, say,
the white-noise model, in which the target state |φ+〉 may
degrade to the other three Bell states in Eq. (4) with the
same probability. After the first round of photon transmis-
sion, Alice and Bob can finally share N1 pairs of mixed
states as

ρ1 = η2
l F|φ+〉〈φ+| + η2

l
1 − F

3
(|ψ+〉〈ψ+| + |φ−〉〈φ−|

+ |ψ−〉〈ψ−|)+ 2ηl(1 − ηl)(|H 〉〈H | + |V〉〈V|)
+ (1 − ηl)

2|vac〉〈vac|, (13)

where F is the fidelity of the target entangled state |φ+〉.
If |φ+〉 transforms to the other state, Alice and Bob can-
not deterministically construct the entanglement channel
in |φ+〉 according to the BSM result. In theory, if there is
no eavesdropping, the error rates and CHSH polynomial
can be calculated as [48,49],

Qb1 + Qp1 = 1
2
(1 − η2

l )+ η2
l (1 − F)

= 1
2

− η2
l

(
F − 1

2

)
,

S1 = 2
√

2η2
l F . (14)

During the second photon-transmission process, the pho-
ton local loss, photon-transmission loss and decoherence
all may reduce the CHSH polynomial and increase the
error rates. After the photon transmission, all the security
checking photon pairs have the form of

ρ2 = ηtη
2
l ρ

′
2 + (1 − ηtη

2
l )ρdisturb, (15)

where

ρ ′
2 = F2|φ+〉〈φ+| + 1 − F2

3
(|ψ+〉〈ψ+|

+ |φ−〉〈φ−| + |ψ−〉〈ψ−|), (16)

and ρdisturb includes the disturb items, such as the single-
photon state and vacuum state. As a result, S2 and Qb2 +
Qp2 can be written as

Qb2 + Qp2 = 1
2
(1 − ηtη

2
l )+ ηtη

2
l (1 − F2)

= 1
2

− ηtη
2
l

(
F2 − 1

2

)
,

S2 = 2
√

2ηtη
2
l F2. (17)

After two rounds of photon transmission, the total error
rate Qt = Qb2 + Qp2. In this way, we can obtain

IAB = 1 − H(Qt) = 1 − H(Qb2 + Qp2). (18)

Then, we calculate IAE . After the first and second photon-
transmission rounds, when S1 > 2 and S2 > 2, we can
estimate the Holevo quantity by

χ(S1) ≤ H

(
1 +

√
(S1/2)2 − 1

2

)

,

χ(S2) ≤ H

(
1 +

√
(S2/2)2 − 1

2

)

. (19)

The upper bound on the Holevo quantities in Eq. (19) has
been well proved and Eve’s photon interception rates in
the first and second photon-transmission rounds equal to
χ(S1) and χ(S2), respectively [48,49]. It is obvious that
S2 < S1, so that we can obtain χ(S1) < χ(S2). As Eve can
read out the message only when she intercepts both pho-
tons of an encoded photon pair from Alice, we can bound
the message leakage rate IAE of the current DI-QSDC
protocol by

IAE ≤ χ(S1). (20)

IAE reaches the maximum of χ(S1) only when in the second
photon-transmission round, Eve can intercept all the cor-
responding photons of her intercepted photons in the first
photon-transmission process. However, as Alice messes
up her photons in sequence SA1 before the second round
of photon transmission, the probability that IAE reaches
χ(S1) is quite close to 0 with a large number of transmitted
photons. Meanwhile, as S1 is independent with the photon-
transmission efficiency ηt, the message-leakage rate IAE is
independent with the communication distance LAB.

Based on above calculation, we provide the lower bound
of Cs in Eq. (10) by

Cs ≥ 1 − H(Qb2 + Qp2)− χ(S1). (21)

As Qt increases with the growth of LAB, Cs would decrease
with LAB. Different with quantum key distribution, as
QSDC directly transmits secret messages, not the random
keys, the parties cannot perform the post-error-correction
method to correct the message error or message loss. We
define the message loss rate (rloss) as the amount of lost
message qubits divided by the total amount of the message
qubits, and the message error rate (rerror) as the amount
of incorrect qubits read out by Bob divided by the total
amount of the message qubits that Bob can read out. rloss
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and rerror can be calculated as

rloss = 1 − η2
l ηt,

rerror = 1 − F2. (22)

As the photon-transmission loss in the first photon-
transmission process does not cause message loss, the
current DI-QSDC protocol has lower rloss than the original
DI-QSDC protocol (rloss0 = 1 − η2

l η
2
t ) [30].

In Fig. 3, we provide Cs of the current DI-QSDC pro-
tocol and Cs0 of the original DI-QSDC protocol [30] as a
function of the communication distance LAB in the device-
independent scenario. Here, we fix F = 0.98 and ηl =
0.98. It can be found that the maximal communication dis-
tance of the current DI-QSDC protocol can reach about
6.68 km, which is about 6 times of that in the original DI-
QSDC protocol (about 1.18 km). Meanwhile, at the same
communication distance, Cs is much higher than Cs0.

Meanwhile, we define the practical secure communica-
tion efficiency Es as the amount of transmitted correct and
secure qubits per second. Here, we suppose the repetition
rate of the photon source as Rrep. After each round of pho-
ton transmission, we choose half the number of entangled
photon pairs to make the DI security checking, so that
only 1/4 of the amount of entangled photon pairs can be
used to transmit messages. In this way, we can calculate
Es of the current DI-QSDC protocol and Es0 of the original
DI-QSDC protocol as

Es = 1
4

RrepP1Cs,

Es0 = 1
4

RrepCs0, (23)

FIG. 3. The secret message capacity Cs of the current DI-
QSDC protocol and Cs0 of the original DI-QSDC protocol in
Ref. [30] as a function of the communication distance LAB
in the device-independent scenario. Here, we control the local
efficiency ηl = 98% and the fidelity F = 0.98.

FIG. 4. The practical secure communication efficiency Es of
the current DI-QSDC protocol and Es0 of the original DI-QSDC
protocol in Ref. [30] on a logarithmic (with subscript 10) ver-
sus the communication distance LAB in the device-independent
scenario. Here, we control the local efficiency ηl = 0.98 and
the fidelity F = 0.98. We set the repetition rate Rrep of both
the single-photon source and the spontaneous parametric down-
conversion source to be 10 MHz. In the current DI-QSDC
protocol, we consider the transmittance of the VBS as T = 0.5. In
the original DI-QSDC protocol, we consider the practical spon-
taneous parametric down-conversion source generates a pair of
two-photon entangled state with the fidelity of p = 10−4.

where P1 is the success probability of the heralded BSM in
Eq. (5). In Fig. 4, we show the log10Es of the current DI-
QSDC protocol and log10Es0 of the original DI-QSDC pro-
tocol [30] as a function of LAB in the device-independent
scenario. Here, we set F = 0.98 and ηl = 0.98. The current
DI-QSDC protocol adopts the on-demand single photon
source and suitable VBSs with T = 0.5. The original DI-
QSDC protocol adopts the spontaneous parametric down-
conversion source with the fidelity of p = 10−4. The repe-
tition rate of both kinds of sources are set to be 10 MHz. It
can be found that by adopting the single-photon source and
the heralded architecture, the practical secure communica-
tion efficiency of the current DI-QSDC protocol is about
600 times of that in the original DI-QSDC protocol.

V. DISCUSSION AND CONCLUSION

We propose a DI-QSDC protocol with single-photon
sources. In the protocol, the communication parties gen-
erate single photons from single-photon sources and they
can deterministically construct the entanglement channel
with the help of the heralded BSM and the quantum mem-
ory. Then, Alice encodes the messages on her remaining
photons and sends the encoded photons to Bob for the
BSM. Bob can finally read out the secret messages by
comparing the BSM results with the original Bell state.
By performing the DI security checking, the parties can
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guarantee the security of both photon-transmission pro-
cesses. Comparing with original DI-QSDC protocol [30],
the current DI-QSDC protocol has two advantages. First,
the practical single-photon source is extremely close to
the on-demand single-photon source, and the adoption of
the single-photon source can increase the practical photon
generation rate and eliminate the security loophole from
the double-photon emission. Second, with the help of the
heralded architecture, the parties can deterministically con-
struct the entanglement channel from the single photons,
and the message-leakage rate of the DI-QSDC protocol
is independent from the communication distance. Both
advantages enable the current DI-QSDC protocol to have
much longer communication distance, much higher prac-
tical communication efficiency, and lower message-loss
rate. It is noticeable that the DI quantum key distribution
protocol in Ref. [55] also adopts the BSM to herald the
construction of the entanglement channel. However, when
two photons by one party are transmitted at the VBS and
the other party has both photons reflected, the BSM may
also obtain the successful measurement result but the par-
ties cannot share the entanglement state. The probability
that this happens scales exactly like P1 even though T � 1.
In this way, the DI quantum key distribution protocol in
Ref. [55] cannot solve the double transmission interfer-
ence problem, which may disturb the key generation. In
our DI-QSDC protocol, the parties require to use quan-
tum memory to store the reflected photons. Meanwhile,
the quantum memory can also herald the existence of the
reflected photon. As a result, the double transmission cases
can be eliminated, which is actually an attractive advantage
of our DI-QSDC protocol compared with the DI quantum
key distribution in Ref. [55].

As shown in Sec. IV, the decoherence occurring in
both photon-transmission processes may reduce Cs and
increase message error. Meanwhile, the decoherence also
provides an opportunity for Eve to intercept some pho-
tons in both photon-transmission processes without being
detected. The entanglement purification is an effective
method to resist the decoherence [63,78–80]. In this way,
we can adopt the entanglement purification in the current
DI-QSDC protocol to improve the quality of entangle-
ment channel. In detail, after Alice and Bob construct
the entanglement channel, they can perform the entan-
glement purification to increase the fidelity of |φ+〉. In
theory, Alice and Bob can increase the fidelity of |φ+〉
to be quite close to 1 by repeating the entanglement
purification. As a result, combined with the entanglement
purification, Alice and Bob can construct nearly perfect
entanglement channel and obtain S1 → 2

√
2. It means

Eve cannot intercept any photon during the first photon-
transmission process without being detected (χ(S1) →
0). As the message-leakage rate IAE ≤ χ(S1), IAE can
be reduced to 0 and the current DI-QSDC is absolutely
secure. However, after the second transmission process,

Bob cannot perform the entanglement purification, for the
entanglement purification may change the encoded mes-
sage. By performing the entanglement purification after
the first photon-transmission process, the total error rate of
the current DI-QSDC protocol can be reduced from Qt =
1
2 − ηtη

2
l (F

2 − 1
2 ) to Q′

t = 1
2 − ηtη

2
l (F − 1

2 ), and the lower
bound of the secret message capacity can be increased to

C′
s ≥ 1 − H(Q′

t). (24)

Suppose Alice and Bob repeat the entanglement purifica-
tion for N times to construct the nearly perfect quantum
channel, the practical communication efficiency of the
current DI-QSDC protocol can be written as

Esm ≥ 1
4

RrepP1
PEP1PEP2 · · · PEPN

2N [1 − H(Q′
t)], (25)

where PEPi (i = 1, 2, . . . , N ) represents the success proba-
bility of the ith round of entanglement purification.

In conclusion, DI-QSDC can resist all possible attacks
on the imperfect experimental devices thus guaranteeing
QSDC’s security under practical imperfect experimental
condition. The original DI-QSDC protocol adopts the prac-
tical entanglement photon source to generate the entangle-
ment probabilistically, where the double-photon-pair emis-
sion is unavoidable. During the entanglement distribution
process, the photon-transmission loss largely deteriorates
the entanglement. These two factors limit the secret mes-
sage capacity and secure communication distance of the
original DI-QSDC protocol. In the paper, we propose a
DI-QSDC protocol with single-photon sources and her-
alded architecture. The practical single-photon source is
extremely close to the on-demand single-photon source.
The parties can deterministically construct the entangle-
ment channel from the single photons heralded by the BSM
and the quantum memory. The security of the DI-QSDC
protocol is guaranteed by the observation of data conclu-
sively violating the CHSH inequality, so that it is uncon-
ditionally secure in theory. The photon-transmission-loss
case in the first photon-transmission process can be elim-
inated with the help of the heralded architecture, so that
the message-leakage rate is independent from the com-
munication distance. The above two features can effi-
ciently increase DI-QSDC’s secure communication dis-
tance and practical communication efficiency, and reduce
the message-loss rate. We numerically simulate the secret
message capacity and practical communication efficiency
of our DI-QSDC protocol. Under the condition of F =
0.98, T = 0.5, and ηl = 0.98, the maximal communica-
tion distance of the current DI-QSDC protocol reaches
about 6.68 km, which is about 6 times of that in the
original DI-QSDC protocol. The practical communication
efficiency of the current DI-QSDC protocol is about 600
times of that in the original DI-QSDC protocol. Moreover,
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by performing the entanglement purification after the first
photon-transmission process, the parties can construct the
nearly perfect entanglement channel, so that they can com-
pletely eliminate the message leakage and reduce the total
error rate. Based on above features, this DI-QSDC pro-
tocol may have useful application in the future quantum
communication field.
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