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The effectiveness and accuracy of parameter estimation are guarantees for the high-performance and
high-safety operation of practical continuous-variable quantum key distribution systems. A scheme based
on Bayesian estimation is proposed to tackle the fluctuations of channels. In free-space channel, the
Bayesian random-effects model is employed to construct complete prior information, and the channel
state information extracted through pilot signals is applied to rectify the prior information. Compressed
sensing technology is applied due to the sparsity of the free-space channel to reduce the cost of the sys-
tem. Experimental results show that the proposed scheme has higher estimation accuracy under the free
space, and the system performance is also enhanced. Moreover, the results under fiber show higher esti-
mation accuracy and better stability than that of traditional methods. In conclusion, the scheme can create
practical conditions for the construction of future global quantum networks.
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I. INTRODUCTION

Information security is a strategic field concerning the
national economy and people’s livelihood. Nowadays,
legal parties can share encryption keys with unconditional
security by quantum states, which is called quantum key
distribution (QKD) [1–4]. According to different sources
and detection methods, it can be divided into the discrete
variable scheme (DVQKD) and the continuous-variable
scheme (CVQKD) [5,6]. Different from the former, the lat-
ter has a higher key rate and a cheaper implementation cost
[7,8]. The Gaussian modulation coherent state (GMCS)
CVQKD system [9,10] has become the mainstream pro-
tocol since its technologies for the physical part and the
postprocessing part are mature. The farthest transmission
distance of CVQKD reported so far has reached 202.81
km [11] through high-precision phase compensation tech-
nology and lossless fiber channel. Compared with the fiber
transmission, quantum signals are hardly affected by bire-
fringence as they travel through the free space [12], which
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leaves many nonclassical properties unaffected [13,14].
Therefore, free-space CVQKD is an indispensable part
of realizing global communication and will help to com-
plete the goal of long-distance, large-scale, high-capacity
network construction. Nowadays, the schemes for post-
processing of free-space CVQKD were put forward one
after another. Parameter estimation [15–18], phase com-
pensation [19], and polarization control [20] are gradually
completed, respectively, which laid a solid foundation for
the followup work.

Parameter estimation is worth paying attention to
because it is a crucial aspect that connects the quantum
information stage and the data processing stage. Numer-
ous fiber channel parameter estimation solutions have been
analyzed [21–24], which all need to sacrifice part of the
raw keys to ensure a superior estimation accuracy. In order
to solve this problem, the work [25] gives a method based
on quantum tomography, in which all the raw keys can
be used for both parameter estimation and key extraction,
but it is rather impractical. Another work [26] proposes
a double-modulation method to avoid wasting raw keys
at the cost of increased system complexity. Therefore, in
the current parameter estimation research under the fiber
channel, the goals that need to be achieved are full use of
quantum resources, low complexity, and high estimation
accuracy even in the fiber jitter environment.
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Different from fiber, the turbulence effect [27–29] makes
the atmospheric channel fluctuate, which causes random
variations of the signal and ultimately exacerbates the
communication quality. In view of this, different param-
eter estimation schemes for free-space CVQKD [15–18]
have been proposed. The work [15] presents a parameter
estimation method for GMCS CVQKD over an atmo-
spheric link based on the maximum-likelihood estimate
(MLE) and subchannel theory and shows that the esti-
mated values of the parameters are influenced by the
amplitude attenuation and phase fluctuation of the quan-
tum signals. Another estimation scheme through clustering
massive transmission data is studied in the work [16],
which proves that in a highly fluctuating channel, as long
as the measurement data set is large enough, one can get
a secret key rate that is about the same as that passing
through a stable channel. The research [17] investigates a
blind parameter estimation (BPE) for free-space CVQKD
and verifies its feasibility and availability. The work [18]
studies the channel parameter estimation of OAM-based
CVQKD, and the results show that the OAM multiplexing
can significantly improve the secret key rate, and esti-
mations for transmittance and excess noise are of great
significance. Although the above methods have been effec-
tively applied in the free-space CVQKD system, their basic
principles are to divide a volatile free-space channel into
a series of stable subchannels without systematically con-
sidering its overall characteristics. Bayesian estimation is
to obtain a different probability by combining other evi-
dence and prior probability with the Bayesian theorem.
At present, Bayesian estimation has been well used in the
field of quantum information, such as quantum metrol-
ogy [30–32], and it also has an excellent combination
with machine learning, making the algorithm more adap-
tive [33,34]. Thus, Bayesian estimation can well target the
fluctuation characteristics of free-space channel, but there
is no relevant application of Bayesian estimation in this
field.

This paper proposes a general CVQKD parameter esti-
mation scheme based on Bayesian estimation. To give full
play to the superiority of this estimation method, robust
prior information is required. In the free-space channel, the
elliptical beam model [35,36] and the atmospheric scin-
tillation [37] are combined through the Bayesian random-
effects model [38,39] to obtain complete prior information
about atmospheric transmittance. Pilot signals are used to
acquire channel state information, and all quantum sig-
nals are applied to generate raw keys. Considering the
sparsity of the atmospheric channel, compressed-sensing
(CS) technology [40] is employed to reconstruct the pilot
signals, and the position and length of the pilot signals
are designed according to the reconstruction accuracy
[41]. Referring to the experiment of the work [42], the
experimental verification under the free-space channel is
completed. The results show that the proposed scheme

has stronger robustness and higher accuracy compared
to another method [16] and the system performance is
enhanced. This paper also completes the validation under
the fiber channel and compared with the MLE, the scheme
has high robustness and accuracy without wasting quan-
tum resources, and ensures the practical security of the
system to a certain extent. Our work supports the exper-
imental development of free-space CVQKD and creates
conditions for the construction of a global CVQKD system
in the future.

II. RESULTS

A. Bayesian parameter estimation

The traditional parameter estimation for fiber GMCS
CVQKD is executed by MLE, using a part of sampled
variables of Alice and Bob. Specifically, it is executed by
randomly extracting {(xi, yi) |i = 1, 2, 3, . . . , m}, m is the
number of samples from Alice’s variable {xi}i=1,2,3,...,N and
Bob’s variable {yi}i=1,2,3,...,N , N is the total number of trans-
mitted quantum signals. The respective variances of Alice〈
x2
〉

and Bob
〈
y2
〉

and the covariance of them 〈xy〉 are
described as

〈
x2〉 = VA,
〈
y2〉 = ηTVA + N0 + ηTε + υel,

〈xy〉 =
√

ηTVA, (1)

where VA is variance of Alice’s variable, N0 is shot noise,
υel is electrical noise, η is detection efficiency, T is chan-
nel transmittance, and ε is excess noise. Among them, υel,
η, and N0 need to be calibrated in advance. η can be cal-
culated based on the responsiveness R of the diode. In the
absence of any light input, the absolute value of υel can
be obtained by measuring the variance of the output elec-
trical signal {y0i}i=1,2,3··· ,N ′ . Only the local oscillator (LO)
light is allowed to pass through the beam Q5 splitter (BS),
and the homodyne detector is used for differential ampli-
fication to measure the variance of the output electrical
signal, and the variance value after subtracting the vari-
ance of the υel is the required N0. The variables of Alice
and Bob {(xi, yi) |i = 1, 2, 3, . . . , N } satisfy the following
normal linear model:

y = tx + z, (2)

where t = √
ηT, and z is a Gaussian noise with vari-

ance σ 2 = N0(1 + ηTε + υel). According to MLE, the

054077-2



BAYESIAN PARAMETER ESTIMATION. . . PHYS. REV. APPLIED 18, 054077 (2022)

estimated values of these parameters are described as

σ̂ 2
0 = 1

N

N∑

i=1

y2
0i,

V̂A = 1
N

N∑

i=1

x2
i ,

t̂ =
∑m

i=1 xiyi∑m
i=1 x2

i
,

σ̂ 2 = 1
m

m∑

i=1

(yi − t̂xi)
2. (3)

Then the T, ε, VA, and χtot can be obtained by

T̂ = t̂2

η
,

ε̂ = σ̂ 2 − σ̂ 2
0

t̂2
,

V̂A = V̂A

N0
,

χ̂tot = σ̂ 2

t̂2
− 1. (4)

Different from the fiber channel, because of the influence
of atmospheric turbulence, the transmittance of the atmo-
spheric channel is no longer a fixed constant, but a random
variable that satisfies a certain probability distribution.
Thus, Eq. (1) needs to be rewritten as

〈
x2〉 = VA,
〈
y2〉 = VB,

〈xy〉 =
√

η 〈T〉VA,
〈
y2

0

〉 = VB0 = 〈N0〉 (1 + υel) , (5)

where 〈•〉 represents the ensemble mean.
N0 is the basic unit of subsequent estimated values,

and it is proportional to the intensity of LO [43]. In the
traditional CVQKD scheme, LO and quantum light pass
through the same channel, therefore, the intensity of LO
will fluctuate, which will affect the value of N0 further.
Therefore, it is necessary to perform the estimation of
N0 to ensure the accuracy and effectiveness of subse-
quent parameter estimation will not be affected. In view
of this, Bayesian estimation for traditional CVQKD can be
described as

p (T, N0 | y) = p (y | T, N0) p (T)

p (y)
, (6)

where p (T) is prior probability and its accuracy largely
determines the final estimation result. Under the premise

of accurate prior probability, a small amount of pilot signal
is used to acquire the conditional probability p (y | T, N0)

by its statistical characteristics. Finally, a more accurate
posterior probability p (T, N0 | y) is received. This method
gathers all the information about the estimated parameter
in the three kinds of information of population, sample, and
prior, and excludes all information that has nothing to do
with the estimated parameter.

It should be noted that the distribution of channel
parameters result of Bayesian estimation can fully reflect
the communication process. According to the estimation
results, subsequent parameter estimation can indeed be
carried out. However, in CVQKD, we need only to pay
attention to the overall situation of a secret key distribution
process, because the insecure secret keys can be cor-
rected and compressed by subsequent reconciliation and
privacy amplification, respectively. And finally, the com-
munication parties can get a string of completely consistent
security secret keys. Therefore, in the study of free-space
CVQKD, the mean value of transmission T is used to char-
acterize the communication status of this communication
process and then substituted into the secret key rate for-
mula to further judge the security of the communication
process. The accurate probability p (T, N0 | y) obtained by
Bayesian estimation is the basis for obtaining the accurate
mean value.

The final Bayesian estimated values of parameters
〈
T̂
〉

and
〈
N̂0

〉
are given by

〈
T̂
〉
=
∫

T
∫

dN0P(T, N0|y)dT,

〈
N̂0

〉
=
∫

N0

∫
dTP(T, N0|y)dN0. (7)

In this work, the LO is provided by Bob, that is to say,
the strength of the LO is not interfered with by the channel
fluctuation, only one calibration is required to be done once
and for all. In this case, N0 is constant and does not have
to be estimated in real time. Bob needs only to pass the
LO alone through a 50:50 BS and obtain N0 by differential
amplification with a homodyne detector. Thus, Eq. (6) is
simplified as

p (T | y) = p (y | T) p (T)

p (y)
, (8)

and the Bayesian estimated values of parameter
〈
T̂
〉

is

〈
T̂
〉
=
∫

p(T | y)TdT. (9)
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Other estimated values can be calculated by

ε̂ = V̂B − ˆVB0

η
〈
T̂
〉 − V̂A,

χ̂tot = V̂B

η
〈
T̂
〉 − (V̂A + 1). (10)

Thus, in order to make the most of the advantages of the
Bayesian method, it needs accurate prior information and
conditional information.

B. Prior information

A free-space quantum channel is defined as a quantum
channel with fluctuating transmission characteristics, and
the relationship between its input quantum state ρin(α) and
output quantum state ρout(α) is described as [14]

ρout(α) =
∫ 1

0
dTP(T)

1
T

ρin

(
α√
T

)
, (11)

where P(T) is the probability distribution of the transmit-
tance and is used to describe fluctuations. Random fluctu-
ation of atmospheric refractive index caused by randomly
changing pressure and temperature forms the atmospheric
turbulence effect. Under its influence, the beam deviates
from the predetermined propagation direction, resulting in
beam wandering and broadening. The constructive inter-
ference and destructive interference of the refracted beam
of different intensities in the receiving aperture also cause
scintillation and deformation. C2

n is the index of refraction
structure parameter describing the intensity of turbulence,
which is related to geographical location, weather, and
ambient temperature.

The elliptical beam model [35], as shown in Fig. 1,
describes quantitatively beam wandering, broadening, and
deformation in weak and strong turbulence, providing a
method for the analysis of transmission estimation in the
CVQKD system. It assumes that the turbulence effect
deforms the beam profile into an ellipse, and the beam on
the plane of the receiving aperture can be described as

I(r, L) = 2

π
√

detS
exp

[−2(r − r0)
TS−1(r − r0)

]
, (12)

where I is the intensity of beam at a point on the received
plane, r = (x, y)T, r0 = (x0, y0)

T is the beam-centroid posi-
tion, S is the real, symmetric, positive-definite spot-shape
matrix on receiving aperture plane, and L is the transmis-
sion distance.

There exists multiple turbulence when the diameter of
the beam is much larger than the turbulence. This tur-
bulence independently scatters and diffracts a part of the

xa

y

j0

W 1 r0

W 2

(x0, y0) xʹ

yʹ

f

FIG. 1. Elliptic beam approximation model. a is the radius of
receiving aperture. The eigenvalues of this matrix W2

i (i = 1, 2)

are square of the major axis and the minor axis of the ellipse.
φ and ϕ0 are the angles between the W1 and the center of the
elliptical beam (x0, y0) and the x axis of the receiving aperture,
respectively. Any point in the transmitted beam can be uniquely
determined by the parameters

{
x0, y0, W2

1, W2
2, φ

}
in the ellipse

model.

beam, resulting in random decay of intensity and ran-
dom fluctuations of phase, bringing about an atmospheric
scintillation effect. Under weak turbulence conditions, the
scintillation effect can be described by the Rytov approxi-
mation [27]

β2
I = 1.23k7/6C2

nL6/11, (13)

where k is wave numbers (k = 2π/λ, λ is wavelength). In
the case of strong turbulence, the irradiance of the beam
becomes saturated with the increase of C2

n, which is called
scintillation saturation.

However, scintillation is not considered in the ellipti-
cal beam model. In order to show the effect of scintillation
on the beam, numerical simulation is employed to gener-
ate a series of phase screens to simulate the turbulence on
the beam propagation path. This is because the effect of
atmospheric turbulence can be equivalent to the effect of
a random phase screen (need to meet the turbulence sta-
tistical theory) and the effect of beam vacuum propagation
after a certain distance of transmission. Specifically, the
turbulent random medium can be divided into a series of
parallel plates with a certain thickness. Each plate gen-
erates random phase modulation, and the beam between
adjacent plates propagates as a vacuum. Figure 2 describes
the random phase change of the received beam consider-
ing the scintillation, which cannot be ignored during the
subsequent studies.

The Bayesian random-effects model is an extension of
the classic linear model, which treats the regression coef-
ficients of the original (fixed effects model) as random
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P
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FIG. 2. Scintillation effect under weak turbulence. A square
phase screen with a length and width of 2 m is simulated, the
number of grid points is 512 × 512, the atmospheric coherence
length r0 is 0.1 m, and the internal and external scales of turbu-
lence are considered. The average value of the phase structure
function obtained by statistics of 500 phase screens generated
by the fast Fourier transform (FFT) method, C2

n = 2 × 10−17

belongs to the weak turbulence condition and Phz represents
phase fluctuation.

variables. Consider the following linear model:

yij = μ + υi + eij (i = 1, 2, . . . , k; j = 1, 2, . . . , n), (14)

where μ is a total mean fixed effect, a known quantity
that represents the characteristic of the overall mean. υ

is a random effect vector that is used to express differ-
ences, and e is the random error vector. Usually assume
υi ∼ N (0, σ 2

υ ), eij ∼ n(0, σ 2
e ) and the two are independent

of each other. Such a model is the Bayesian mixed model.
When μ is 0, the Bayesian mixed model is reduced to the
Bayesian random-effects model.

Assuming the conditional posterior distribution of Y is
f (y|σ 2

υ + σ 2
e ), the joint prior distribution of σ 2

υ and σ 2
e is

G(σ 2
υ , σ 2

e ), then the joint posterior distribution H(σ 2
υ , σ 2

e |y)

can be obtained by

dH(σ 2
υ , σ 2

e |y) ∝ f (y|σ 2
υ + σ 2

e )dG(σ 2
υ , σ 2

e ). (15)

Since σ 2
υ and σ 2

e may or may not be independent, the
expression of the joint prior probability density function
in the two cases is further given,

G(σ 2
υ , σ 2

e )

=
{

G(σ 2
υ )G(σ 2

e ) σ 2
υ and σ 2

e are independent,
G(σ 2

υ )G(σ 2
e |σ 2

υ ) σ 2
υ and σ 2

e are not independent.
(16)

In this work, the Bayesian random-effects model is
employed to comprehensively consider the various nega-
tive effects brought by atmospheric turbulence to construct

beam wandering

beam distortion 

beam broadening

Atmospheric effects

Elliptical  
model

Bayesian random- 
effects model

Probability distribution of 
channel transmission

beam 
scintillation

, ~

FIG. 3. Construction of robust prior information for atmo-
spheric channel based on Bayesian random-effects model. Con-
sidering the influence of scintillation, the fixed θ becomes the
random variable θj , Y represents the overall atmospheric effect,
Pell(T) represents the probability distribution of transmittance
under the ellipse model, and Psci(T) represents the probability
distribution of transmittance under the scintillation model.

more robust and complete prior information in order to
maximize the advantages of Bayesian estimation, as shown
in Fig. 3.

In the case of weak turbulence, the distribution of chan-
nel transmittance reduces to the log-negative Weibull dis-
tribution [14]. Supposing that the beam-center position is
normally distributed with variance σ 2 around a point at the
distance d from the aperture center [44]. Under the ellipse
model, the distribution of channel transmittance Pell(T) is
expressed as

Pell(T) = 2R2

σ 2QT

(
2ln

T0

T

)(2/Q)−1

× exp

[

− 1
2σ 2 R2

(
2ln

T0

T

)(2/Q)
]

, (17)
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for T ∈ [0, T0] and P(T) = 0 else, where Q and R are the
shape parameter and the scale parameter,

Q = 8
a2

W2

exp
[
−4 a2

W2

]
I1

(
4 a2

W2

)

1 − exp
[
−4 a2

W2

]
I0

(
4 a2

W2

)

×
⎡

⎣ln

⎛

⎝ 2T2
0

1 − exp
[
−4 a2

W2

]
I0

(
4 a2

W2

)

⎞

⎠

⎤

⎦

−1

,

R = a

⎡

⎣ln

⎛

⎝ 2T2
0

1 − exp
[
−4 a2

W2

]
I0

(
4 a2

W2

)

⎞

⎠

⎤

⎦

−(1/λ)

, (18)

and T2
0 is the maximal transmission coefficient for the

given beam-spot radius W,

T2
0 = 1 − exp

[
−2

a2

W2

]
. (19)

In order to construct more complete prior information,
all the negative factors caused by atmospheric turbulence
should be contained. Given the influence of atmospheric
scintillation on quantum signals, the distribution of the
transmittance of the scintillation in the weak turbulence is

Psci(T) = Ptotal

SD
PID

(
Ptotal

SD
T
)

=
exp

[
− (lnT/T̄)2

2β2
D

]

T
√

2πβ2
D

, (20)

where Ptotal is the power emitted by the source, D is the
telescope aperture, ID and SD denote the light intensity and
the area in the receiving plane of the telescope. PID is the
probability density function of light intensity in receiving
aperture, and T is the average transmission that can be
derived by

T = Preceive

Ptotal
= I DSD

Ptotal

= 1 − exp
[
− D2

2ω2(L)

]

= 1 − exp
(

− π2ω2
0D2

π2ω4
0 + λ2L2

)
, (21)

where ω0 is the waist radius. β2
D is the expression of the

scintillation index considering aperture smoothing effect

that can be calculated by

β2
D = β2

0 × A

= 1.23k7/6C2
nL11/6 ×

[

1 + 1.812
(

D2

λL

)7/6
]−1

. (22)

The Bayesian random-effects model is used to com-
bine the elliptical beam model and scintillation model
together to construct a complete probability distribution of
atmospheric channel transmittance. Considering the inde-
pendence of the two models, the complete and robust
prior probability distribution of all atmospheric turbulence
effects can be represented as

Ptotal(T) = Pell(T) ∗ Psci(T). (23)

C. Channel state information

Channel state information is used to further correct prior
information by pilot signals. Taking into consideration the
sparse nature of the free-space channel, CS [40] technol-
ogy can reduce the amount of pilot signal used and reduce
system overhead.

y = �x + z = ��s + z = �s + z, (24)

where y is an N -dimensional measured value, � is the
measurement matrix, x is an N -dimensional original value,
and s, only has K(K ≤ N ) nonzero elements, is the sparse
representation of the data x in the domain �. � is the sens-
ing matrix, z is an N -dimensional additive noise. When
� satisfies the restricted isometry property (RIP) and the
vector s only has K(K ≤ N ) nonzero elements, the recon-
struction methods, such as the OMP algorithm and the
basis pursuit (BP) algorithm, can reconstruct the unknown
vector s exactly from the under determined equation with
the acquired vector s and matrix �. Under the conditions
of RIP, if

S = ‖s‖l0 <
1
2

[
1 + 1

μ(�)

]
, (25)

is satisfied, the reconstruction accuracy can reach

∥∥ŝ − s
∥∥

l2
≤ τ 2

1 − μ(�)(2S − 1)
, (26)

where τ is a constant greater than 0. μ(�) represents the
coherence of the matrix �,

μ(�) = max
i�=j

∣∣θT
i θj

∣∣

‖θi‖
∥∥θj

∥∥ , (27)

where θi represents the column vector of the matrix �.
It can be seen that the estimation performance can be
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Pilot signalQuantum signal

Quantum signal Pilot signal

Compressed sensing

Reconstruction precision

Shorten the length of pilot signal 

The specific length to be shortened

Pilot signal

FIG. 4. The design of the pilot signal. Using compressed sens-
ing technology can achieve parameter estimation with only a
small amount of pilot signals, reducing the amount of calculation.
The most suitable pilot length is determined by the recon-
struction accuracy considering the accuracy and computational
complexity.

improved by reducing the μ(�). Research [41] reports the
location and size of the pilot signals can affect the μ(�).
Considering these two factors at the same time is a com-
plicated joint optimization problem. Therefore, all pilot
signals are set at equal intervals, and the size of the pilots
is adjusted to minimize μ(�). The design process of the
pilot signal is shown in Fig. 4.

III. EXPERIMENTS

A. Experimental verification under free-space channel

As shown in Fig. 5(a), the cw laser is employed to
yield weak coherent light on Alice’s side, then the light
is processed into a pulse signal through an amplitude mod-
ulator (AM1). An unbalanced 1:99 BS divides it into signal
pulses and pilot pulses. The signal pulses are modulated by
AM2 and a phase modulator (PM1) to get zero-centered
Gaussian distributions, then, it is attenuated by a fixed
attenuator (ATT) and a variable attenuator (VOA) to adjust
to the required modulation variance VA. The delay line
(DL) and Faraday mirror (FM) are employed to achieve the
purpose of isolation from the signal pulse, and the strength
is controlled by VOA to avoid the influence on the signal
pulse during the simultaneous transmission. Some progress
has been made in experimental research under free-space
channel [42,45–47]. Here, this paper refers to the relevant
information of free-space channel [42] to construct a set
of y. The statistical relationship between Alice’s variable
and Bob’s variable, the respective distributions, the covari-
ance, and the correlation of the two variables are shown in
Figs. 5(b)–5(e).

In this work, the free-space channel estimation is per-
formed first. The estimated results and mean square errors
of transmittance obtained by Bayesian estimation and
MLE under the same channel are shown in Table I.

Therefore, Bayesian estimation can receive an appeal-
ing estimation result under the free-space channel. Com-
pared with the result of MLE, the estimation accuracy is
improved by an order of magnitude.

Then taking into account the fluctuation characteristics
of free space, the secret key rate formula can be written as

K̄
(〈

T̂
〉

, ε̂
)

= n
N

(1 − P)(1 − ERframe)
[
βRĪAB

(〈
T̂
〉

, ε̂
)

− χ̄BE

(〈
T̂
〉

, ε̂
)

− �(n)
]

, (28)

where n variables are employed for the establishment of
the secret key of the N variables exchanged. P stands for
interruption probability due to angle of arrival fluctuations
under the atmospheric channel, FER is known as the frame
error rate, IAB is the Shannon mutual information of Alice
and Bob, SεPE

BE is defined as the maximum of the Holevo
quantity of Bob and Eve compatible with the statistics
except with failure probability εPE when the finite preci-
sion of the parameter estimation is taken into account. IAB
is information shared by Alice and Bob, it is expressed as

ĪAB = 1
2

log2
VA

VB|A
= 1

2
log2

V + χFS
tot

1 + χFS
tot

,

χ̄BE =
2∑

i=1

G
(

λFS
i − 1

2

)
−

5∑

i=3

G
(

λFS
i − 1

2

)
. (29)

In order to match the transmittance fluctuation, γ FS
AB is

γ FS
AB =

(
VI2 〈T〉√

V2 − 1σz

〈T〉√
V2 − 1σz 〈T〉 (V + χline)I2

)
. (30)

The specific expression of λFS
i is

λFS
1,2 =

√
1
2

[
AFS ±

√
A2

FS − 4BFS

]
,

λFS
3,4 =

√
1
2

[
CFS ±

√
C2

FS − 4DFS

]
,

λFS
5 = 1. (31)

where

AFS = V2 − 2TFS(V2 − 1) + T2
FS(V + χFS

line)
2,

BFS = T2
FS(1 + χFS

line)
2,

Chom
FS = AFSχhom + V

√
BFS + TFS(1 + χFS

line)

TFS(V + χFS
tot )

,

Dhom
FS =

√
BFSV + BFSχhom

TFS(V + χFS
tot )

. (32)

where χFS
line = 1/TFS − 1 + εFS, χFS

tot = χFS
line + χh/TFS and

χh is detection noise in free space channel.
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FIG. 5. Conceptional setup and data analysis under free-space link. (a) The conceptual design of the free-space CVQKD experiment.
(cw, continuous wave; AM, amplitude modulator; PM, phase modulator; FM, Faraday mirror; BS, beam splitter; PBS, polarization
beam splitter; VOA, variable optical attenuator. T is a random variable satisfying a certain probability distribution. The quantum signal
is used to generate secret keys, and the pilot signal is used to obtain channel state information. The free-space channel is simulated
according to Ref. [42].) (b) The statistical relationship between Alice’s data x and Bob’s data y, and they satisfy a linear relationship.
This is done to evaluate the consistency of the modulated variable and the received variable to verify the effectiveness of Gaussian
modulation. (c) Data distribution of Alice and Bob under the free-space channel. (d) The covariance matrix. (e) Analysis of the
correlation.

The system performance is shown in Fig. 6. It can be
seen that MLE consumes quantum resources during the
estimation process, which leads to an overall decrease

in the key rate of the system, while Bayesian estimation
makes use of pilot signals to avoid the loss of quantum sig-
nals. From this point of view, Bayesian estimation not only
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TABLE I. Comparison of two different estimation methods.

Theoretical value Bayesian estimation MLE

0.761 [42] 0.7623 0.769 [16]
Mean square error (MSE) 10−6 10−5

can provide parameter estimation results with better stabil-
ity and higher accuracy but also make full use of quantum
signals and improve system performance.

B. Experimental verification under fiber channel

The experimental setup for signal pulses and pilot sig-
nals is shown in Fig. 7(a), Then, the signal pulses and
pilot pulses are transmitted through a 10-km fiber channel.
At Bob’s side, the signal pulses and pilot pulses interfere
with the LO pulses on homodyne detectors, respectively.
LO pulses are generated by Bob. The statistical relation-
ship between Alice’s variable x and Bob’s variable y ′,
respective distributions, the covariance, and the correlation
of the two are shown in Figs. 7(b)–7(e). Comparing the
experimental results under the two channels, it can be seen
that the relationship between Alice’s variable and Bob’s
variable in free space is looser, the data fit is reduced,
the difference between the variables becomes larger, and
the correlation is weakened. This can be attributed to the
fact that free space is more complicated than the channel
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100
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at
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(b
it/

pu
ls
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MLE (m = 0.5N)
MLE (m = 0.9N)
PLOB bound
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FIG. 6. System performance under different parameter estima-
tion methods. From the top to bottom, the black dotted line
represents the PLOB bound, the red solid line represents the sys-
tem secret key rate under Bayesian estimation, the dashed line
represents the secret key rate under MLE when the estimated
amount is 0.1 times the total data amount, the dot-dash line repre-
sents the secret key rate under MLE when the estimated amount
is 0.5 times the total data amount, the dotted line represents the
secret key rate under MLE when the estimated amount is 0.9
times the total data amount. The PLOB bound is a fundamental
limit on the quantum capacity of quantum communication [48].

environment of the fiber channel, which brings more inter-
ference to the system, making the variable of Alice and
Bob show greater differences.

Due to the influence of loss and dispersion, the optical
quantum signal suffers signal distortion, such as ampli-
tude attenuation and optical pulse broadening during its
transmission process. Optical fiber loss mainly includes
absorption loss and scattering loss, bending loss, connec-
tion loss, and coupling loss. In a quantum fiber channel
with a loss factor of αf (dB/km), the relationship between
transmittance T and distance L is expressed as

T = 10−αf L/10. (33)

And the design of the pilot signal under the fiber channel
is relatively simple, and the problem that needs to be paid
attention to is that the pilot pulse cannot interfere with the
quantum signal pulses.

According to the obtained variables, the T and ε are esti-
mated through different estimation methods. A comparison
between the estimation results of MLE and Bayesian esti-
mation is shown in Fig. 8. It can also be seen that the esti-
mation results of MLE have a great relationship with the
quality and quantity of the selected data. Compared with
MLE estimation, Bayesian estimation shows great superi-
ority in terms of stability and accuracy. Specifically, the
accuracy estimated by the MLE method fluctuates greatly,
which is due to the different quality of the set of variables.
Even under the same amount, the accuracy fluctuates. In
order to get an accurate estimation result with MLE, a lot
of calculations must be carried out. Different from MLE,
Bayesian estimation can realize a high-accuracy param-
eter estimation through a few pilot signals. In the belief
of adapting to different channel fluctuations, pilot signals
of different lengths were designed. It can not only fulfill
the requirements of estimation but also avoid the waste of
quantum signals, thus improving the performance of the
system. In Fig. 8(b), due to the estimation inaccuracy of
the transmittance T, the system excess noise ε estimation
fluctuates. However, Bayesian estimation still maintains a
relatively high superiority.

The secret key rate of CVQKD with reconciliation
efficiency βR under the finite-size regime is given as [11]

K = n
N

(1 − P)(1 − ERframe)[βRIAB − SεPE
BE − �(n)],

(34)

where

IAB = 1
2

log2
VA

VB|A
= 1

2
log2

V + χtot

1 + χtot
, (35)

and

χBE =
2∑

i=1

G
(

λi − 1
2

)
−

5∑

i=3

G
(

λi − 1
2

)
, (36)
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FIG. 7. Experimental setup and analysis of statistical characteristics under fiber link. (a) The experimental setup for the proposed
scheme in the fiber link. [cw, continuous wave; FM, Faraday mirror; AM, amplitude modulator; PM, phase modulator; BS, beam
splitter; PBS, polarization beam splitter; VOA, variable optical attenuator. T is a fixed value that is different from T in Fig. 5(a)]. (b)
Statistical relationship between Alice’s variable x and Bob’s variable y ′: they satisfy a linear relationship. Compared with Fig. 5(b),
the linear regression of the fiber channel CVQKD system is better. (c) Variables of Alice and Bob under the fiber channel. Compared
with Fig. 5(c), the distribution of the two variables is more compact, which means that the influence of the fiber channel on the system
is less than that of the free-space channel. (d) Covariance matrix compared with Fig. 5(d), the value of the off-diagonal increases. (e)
Analysis of the correlation and compared with Fig. 5(e), the value of correlation increases.
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FIG. 8. Analysis of parameter estimation results under partial
data. The accuracy of T is measured by MSE and the horizontal
axis represents a total of ten sets of tests. (a) Estimation results
of transmission T. The solid line and the dotted line represent
the results using Bayesian estimation and using MLE, respec-
tively. Different symbols represent the number of signals used
for estimation, which refers to the number of pilot signals in the
Bayesian scheme and the number of quantum signals in the MLE
scheme. (b) Estimated results of excess noise ε. The black cir-
cle and the red star represent the estimation result of ε obtained
by using MLE when the number of signals used for estima-
tion reaches 105, and the ε estimation result obtained by using
Bayesian estimation, respectively. Since the pilot signal is used
in the Bayesian scheme, the quantum resource for generating the
secret key rate will not be wasted.

where G (x) = (x + 1) log2 (x + 1) − x log2 x. The sym-
plectic eigenvalues λi can be obtained from the covariance
matrix of γAB

γAB =
(

VI2 T
√

V2 − 1σz

T
√

V2 − 1σz T(V + χline)I2

)
. (37)

The specific expression of λi is

λ1,2 =
√

1
2

[
A ±

√
A2 − 4B

]
,

λ3,4 =
√

1
2

[
C ±

√
C2 − 4D

]
,

λ5 = 1. (38)

where

A = V2 − 2T(V2 − 1) + T2(V + χline)
2,

B = T2(1 + χline)
2,

C = Aχhom + V
√

B + T(1 + χline)

T(V + χtot)
,

D =
√

BV + Bχhom

T(V + χtot)
. (39)

where χline = 1/T − 1 + ε, χtot = χline + χh
T and χh is

detection noise under fiber channel.
The system performance is shown in Fig. 9. It can be

seen that system security is threatened by a higher parame-
ter estimation result. The transmittance estimated by MLE
leads to the overestimation of the secret key rate, which
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FIG. 9. The impact of parameter estimation results on system
security. The blue area indicates that the system is secure, and
the red area indicates that the system has security vulnerabilities
that can be exploited by eavesdroppers. Taking the theoretical
value T = 0.6309 as the standard, it can be seen that the differ-
ence between T = 0.6349 estimated by the Bayesian scheme and
the theoretical value is small, the result of parameter estimation is
relatively accurate, and the impact on the judgment of the system
security is small. In contrast, the T = 0.6708 estimated by the
MLE scheme deviates greatly from the theoretical value, and the
accuracy of the parameter estimation results is reduced, which
brings risks to the system security.
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brings a security loophole to the system. In contrast, the
transmittance estimated by the Bayesian method brings
almost no risk to the system, which improves the practical
security of the system.

IV. DISCUSSION

In this work, a free-space parameter estimation scheme
based on Bayesian estimation is proposed, which considers
the free-space channel as a whole, not a collection of differ-
ent stable subchannels. Bayesian estimation is applied in
this scheme, it is known that the accuracy of Bayesian esti-
mation is determined by the accuracy of prior information
on the estimated parameter. Thus, to give full play to the
advantages of Bayesian estimation, the Bayesian random-
effects model is employed to construct prior information
on the transmittance. Since this model considered vari-
ous negative effects brought by atmospheric turbulence,
the prior information on the transmittance of the free-
space channel is complete and robust. Secondly, compared
with the traditional estimation method where half of the
quantum signals are used to execute MLE, pilot signals
are introduced in this proposed scheme to avoid wasting
quantum resources. And because of the sparsity of the
free-space channel, the length of the pilot signal is com-
pressed using CS technology to reduce system overhead,
and the specific length is determined by the reconstruction
accuracy, which can be adaptive according to the weather
conditions at that time. Thus, the alternative scheme has an
advantage in terms of accuracy and robustness.

Due to some limitations of the free-space experiment,
an existing atmospheric channel experiment is used to con-
struct Bob’s variable. The results prove that Bayesian esti-
mation not only has good performance in parameter esti-
mation but also improves the overall performance of the
system. And the channel parameter estimation using the
Bayesian method under the fiber channel is also completed
and the comparison with the traditional MLE is imple-
mented. The conclusion can be drawn that the Bayesian
scheme has more advantages in terms of estimation accu-
racy and stability than MLE. It can also avoid threats to the
practical security of the system.

Therefore, Bayesian estimation has good performance
under the two different channels, which will provide help
in realizing global CVQKD in the future.
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