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Quantum secure direct communication (QSDC) realizes the transmission of secret messages directly in a
quantum channel. A continuous-variable- (CV) based quantum-communication system allows high-speed,
large-capacity information transmission in optical telecommunication systems. In this work, we propose a
QSDC protocol based on Gaussian mapping. As for Gaussian modulation, the designed Gaussian-mapping
scheme effectively solves the problem, which results from the nonuniformity of the secret-message bit-
stream, and is applicable to different modulation variances. The system performance analysis shows that
the proposed scheme can realize inerrant Gaussian modulation of secret messages, and secure transmission
of messages under information theory. Moreover, our work hopes to stimulate discussion on experimental

realization and practical advance of CV-QSDC protocol.
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I. INTRODUCTION

Quantum secure direct communication (QSDC) [1],
which realizes the transmission of secret messages directly
in a quantum channel, provides a quantum secure commu-
nication different from quantum key distribution (QKD)
[2,3]. Thus, it reduces not only the system complexity, but
also the risk of information leakage [4].

In the preliminary development of QSDC, some clas-
sic protocols construct possible modes of QSDC [5-7],
in which the two-step protocol [6] and the one-time pad
protocol [7] are proved to be theoretically secure. Both
protocols provided the conditions that the QSDC proto-
col needs to meet and the criterion to judge its secu-
rity, laying the foundation for the future development of
quantum communication. Since the presentation of a high-
dimensional scheme based on quantum dense coding [8],
the QSDC mode has aroused the interest of researchers
and has rapidly developed into a research hotspot in the
field of quantum communication. This has been extended
to various protocols, such as the multiple-particle pro-
tocol [9,10] and the controlled protocol [11,12]. These
protocols guarantee security through ensuring that the
eavesdropper is unable to obtain two or more entangled
particles simultaneously [6,8—13] or by using quantum
states to encrypt private messages [7,14,15]. With the
enrichment and advancement of QSDC technology, more
theoretical researches have paved the way for practical
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applications. Through the proposal of the measurement-
device-independent (MDI) QSDC scheme, including sin-
gle photons [16] and entangled photons [17], the security
loopholes in measurement equipment can be eliminated,
resulting in the increase of communication distance. On the
other hand, the problems in photon transmission loss and
decoherence can be solved through the device-independent
(DI) QSDC scheme [18], which guarantees absolute safety
in a practical noisy quantum channel. These schemes
provided theoretical guidance for the subsequent device
design of practical QSDC systems. Besides, a practi-
cal encoding method called quantum-channel compression
can be employed to improve transmission distance and
informational efficiency [19]. Recently, aside from plen-
tiful achievements in theoretical research, experimental
researches have also been advancing gradually. Certain
developments in QSDC have occurred, such as quantum
low-probability interception [20], a practical communi-
cation prototype [21], and an experiment in free space
[22].

The research progress just described is based on dis-
crete variables. In addition to easy implementation from
state preparation to measurement, it is noteworthy that
continuous-variable (CV) quantum-communication sys-
tems can integrate with existing optical communication
systems and speed up its experimental realization and prac-
tical promotion process, comparing with the needs to meet
conditions like single-photon detection in the discrete vari-
able. Significantly, Pirandola et al. initially put forward
a secure quantum direct communication (SQDC) scheme
with coherent states and gave a brief discussion about

© 2021 American Physical Society


https://orcid.org/0000-0001-6986-8981
https://orcid.org/0000-0002-9805-5020
https://crossmark.crossref.org/dialog/?doi=10.1103/PhysRevApplied.16.024012&domain=pdf&date_stamp=2021-08-06
http://dx.doi.org/10.1103/PhysRevApplied.16.024012

ZHENGWEN CAO et al.

PHYS. REV. APPLIED 16, 024012 (2021)

the security [23]. Furthermore, a higher security was real-
ized through modifying spin coherent states [24]. Since
the noise properties of a squeezed-state light field is bet-
ter than that of a coherent-state light field, which is more
conducive to the detection and extraction of weak sig-
nals, some QSDC schemes based on squeezed states were
born [25-28]. The development of entanglement purifica-
tion and entanglement distribution promotes the protocol
based on two-mode squeezed states to the specific appli-
cation stage [29,30], so the research in this field becomes
more meaningful. Most of the existing CV-QSDC schemes
consider the introduction of a continuous-variable pat-
tern but do not systematically solve performance analysis
issues. In order to promote the cooperative development
of quantum-communication system with continuous vari-
ables, including QKD and QSDC, a CV-QSDC scheme
based on Gaussian mapping is proposed, relying on the
more mature Gaussian-modulation-based CV QKD.

In this work, we propose a CV-QSDC scheme based on
Gaussian mapping using two-mode squeezed states, which
employs a Gaussian source and Gaussian modulation to
realize the secure transmission of quantum signals carrying
secret messages. Concretely, the offset problem is caused
by the nonuniformity of the secret-information bitstream
directly encoded as a Gaussian random number, so that a
Gaussian-mapping scheme is designed to effectively solve
this problem, and the stable realization of Gaussian mod-
ulation can be ensured under diverse variances. Finally,
the security of the proposed protocol based on Gaussian
mapping is analyzed systematically. The analysis shows
that the proposed scheme can realize inerrant Gaussian
modulation of secret messages, and secure transmission
of messages under the information theory. Moreover, our
work hopes to stimulate discussion on the experimen-
tal realization and practical advance of the CV-QSDC
protocol.

The rest of this paper is organized as follows. In Sec. I,
we describe the protocol based on Gaussian mapping,
including the data postprocessing stage. We further depict
the impact of the offset problem, and introduce the specific
implementation method of Gaussian-mapping operation,
and then analyze its results under different variances. In
Sec. III, we analyze the system performance of the protocol
under collective attacks and compare the system perfor-
mance with and without Gaussian mapping. Finally, our
summary is in Sec. V.

II. CV QSDC BASED ON THE
GAUSSIAN-MAPPING PROTOCOL

Next, the proposed protocol is introduced, and its Gaus-
sian mapping is also analyzed. Specifically, we introduce
the designed CV QSDC based on the Gaussian-mapping
protocol in detail in Sec. ITA. The protocol contains
two main phases: quantum-information processing phase
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FIG. 1. System diagram of QSDC based on two-mode
squeezed states. OPO, optical parametric oscillator; BS, 50:50
beam splitter; AM, amplitude modulation; PM, phase modula-
tion; CE, checking eavesdropping, includes two stages: channel
detection and identity authentication; G, a Gaussian sequence;
G, a Gaussian sequence after the Gaussian mapping; G,, another
Gaussian sequence; both OD; and OD, are optical delays. The
former represents the time that beam S is transmitted to Bob, and
the latter represents the sum of the time that beam S is modulated
and transmitted to Bob.

and information postprocessing phase. For the message
modulation in the quantum-information processing phase,
we propose a Gaussian-mapping scheme and introduce it
clearly in Sec. II B.

A. Protocol steps

In this section, we describe each step of the protocol
as shown in Fig. 1, which is divided into two parts: secu-
rity detection and message transmission. Furthermore, the
protocol description is as follows.

(a) Step 1 (Preparation stage): the squeezed vacuum
state is produced by the optical parametric oscillator. In
phase space, the quadrature position (x) or quadrature
momentum (p) of the vacuum state is compressed to gen-
erate different squeezed vacuum states. Specifically, beam
1 and beam 2 are represented as

x1 = exp (=) [0)x;, 1 = exp (1) [0), (D

and

X3 = €Xp (}") |0>X29p2 = eXp (_r) |0>p23 (2)

where r (> 0) is the compression coefficient. As the input
state, the vacuum state with a subscript denotes its one of
quadrature components.

Two-mode squeezed lights S; (signal light) and S,
(detection light) are generated by beam 1 and beam 2
passing through a 50:50 beam splitter. They are described
by

1 1
Xi =ﬁ(x1+xz),1’1 =E(P1 +p2) 3)
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Alice then retains one of the beams Sy, and sends the other
beam S, to Bob.

(b) Step 2 (Channel detection stage): Alice selects a
group of random positions on the pair of entangled beams
and measures x and p components of her beam S; at these
positions. She then publishes the selected positions and
her measurement results. Bob chooses the same positions
as Alice to measure two components simultaneously, and
combines his measurement results with Alice’s for entan-
glement judgment, using the inseparability criterion [31],
which is expressed as

X = (2 —x1), P =

P2 —p1). 4)

((AX)*) + ((AP,)?) < 2, (5)

where X, and P,, represent the measurement results of x
and p components, and “1” means the Einstein-Podolsky-
Rosen (EPR) noise, which is observed when each EPR pair
is detected separately.

For a selected position, if their results satisfy the above
inequality, the information of the position is secure. After
tallying the combination results of all selected locations,
if the error rate is lower than the threshold, they will con-
tinue to step 3. Otherwise, the communication has to be
terminated.

(c) Step 3 (Authentication stage): similarly, after the
measurement, Bob tells Alice the information of measure-
ment positions and measurement results. After that, they
choose whether to proceed to the next step according to the
combination results. Moreover, the purpose of this stage
is to verify Bob’s identity, because only legitimate com-
munication parties can use the classical channel to publish
information.

(d) Step 4 (Gaussian-mapping stage): after the secret
messages are divided into m information blocks, with
the help of a Gaussian random sequence G; with mean
zero and variance V, the Gaussian-mapping operation is
performed on each information block to obtain a corre-
sponding set of Gaussian random variables. Finally, the
secret messages are mapped to a string of Gaussian random
sequence G (S Gy).

(e) Step 5 (Gaussian modulation stage): the sequence
G| is used to modulate the quadrature position X or the
quadrature momentum P of §; and anther Gaussian ran-
dom sequence G, (# G)) is adopted to modulate another
quadrature component of S;. The so-called modulation
refers to the operation on the position of phase space
through the action of displacement operator D(«). The
concrete realization is the joint action of amplitude mod-
ulator and phase modulator. After modulation, the beam
S1 evolves into the signal beam Siyg, that is sent to Bob.

(f) Step 6 (Measurement stage): after receiving S,

experienced through the quantum channel, Bob employlé1 fg
heterodyne detector to measure the two quadrature com-
ponents of 7 . with the assistance of detection light .S
(after channel transmission) and obtains the measurement

results, which can be described as follows:

Ko = = (X = X3)
m = T = \Ainfo — 2)>
v2 (6)
P=im4wy
m ﬁ info 2

(g) Step 7 (Postprocessing stage): the transmission
and measurement of the quantum state are inevitably influ-
enced by the unknown characteristics of quantum channel
and the imperfections of practical commercial devices
[32], which will ulteriorly cause the deterioration of system
performance. Thereby, information postprocessing ought
to be implemented before Gaussian inverse mapping. Gen-
erally speaking, the postprocessing stage mainly includes
parameter estimation, reverse reconciliation, and privacy
amplification.

(1) In the parameter estimation part: Bob measures the
component on which the sequence G, is modulated and
gets the results. Alice then sends the sequence G, to Bob
over a publicly authenticated secure channel. Traditionally,
Bob utilizes the measuring results and the results received
from Alice as a set of associated data to complete the
parameter estimation.

(i) In the reverse reconciliation part: following the
parameter estimation, Alice and Bob correct the sequences
G, and G| (G after experiencing the quantum channel)
through applying a reconciliation strategy and an error-
correcting scheme in order to obtain a set of identical
reconciliatory sequence.

(iii) In the privacy amplification part: before the secret-
information block is restored, the communication parties
employ privacy amplification to eliminate redundant infor-
mation introduced by the Gaussian-mapping process and
the information that the transmission process may leak to
the eavesdropper Eve. Eventually, the secure transmission
of secret messages is realized.

B. Gaussian-mapping scheme

In CV-QKD, the original Gaussian random number G
is modulated directly on the quadrature component of light
field, and the mean and variance of the modulated coher-
ent states obtained are consistent with those of random
number. However, in the proposed protocol, the corre-
spondence between the secret-message block and Gaussian
random number G is realized through random sampling,
so as to obtain the Gaussian random number G/ for Gaus-
sian modulation. When the probability of “0” and “1” in
the secret messages, Py and Py, is not uniform, the direct

024012-3



ZHENGWEN CAO et al.

PHYS. REV. APPLIED 16, 024012 (2021)

0.20 . .
OGS
1 \ 'I‘\ = = +GS (unmapped 1)
1 \ J/ v |===="GS (unmapped 2)
\ I' \ GS (mapped)
¥
0.15 i 1
1
h
I
0.10 -

Probability density

0.05 -

0.00

-15

Gaussian random number

FIG. 2. Probability density-function diagram of Gaussian
sequences. The red dashed line expresses the Gaussian sequence
without Gaussian mapping and “0” occurrences are more in
secret messages. The blue dashed line expresses the Gaussian
sequence without Gaussian mapping and “1” occurrences are
more in secret messages. The Gaussian sequence with Gaus-
sian mapping is in the blue gray line. OGS, original Gaussian
sequence with mean zero and variance V4 = 8.

coding of secret messages will lead to an offset of the mean
and variance of Gaussian sequence G| compared with
sequence Gi. As shown in Fig. 2, the red and blue dotted
lines, respectively, represent the distribution of G| when
Py > Py and Py < Py. It can be seen that the left or right
shift of the mean is determined by the probability of “0”
and “1” in the secret messages. No matter what the prob-
ability distribution is, the variance is always reduced. The
modulation variance is critical to the system performance
analysis and affects subsequent postprocessing, thus posing
a threat to the practical security of the system. Therefore,
the Gaussian-mapping scheme is the core of the proposed
protocol.

The offset issue that results from the nonuniformity
of secret messages can be solved through the designed
Gaussian-mapping scheme, which is briefly described as
follows: first of all, the probability of “0” and “1” in the
secret messages can be uniform through code conversion.
Following that, all bits in each information block are ran-
domly replaced by 2-bit code elements (for example, one
code element in {00,01} is randomly selected to replace
the “0” code element and vice versa). Then continuing
to chunk each information block, detection bits and error-
correction codes are randomly inserted for each data block.
Finally, different data blocks correspond to arbitrary Gaus-
sian random number in different regions under the mapping
rules.

The simulation analysis is demonstrated in Fig. 2, the
purple-red solid line and the blue solid line individually

represent the distribution of the original Gaussian sequence
G, and that of G, which is generated with Gaussian
mapping. The analysis shows that two curves are almost
coincident, which means that the offset issue results from
the nonuniformity of secret messages is treated. Obvi-
ously, the Gaussian-mapping scheme introduces redundant
information while solving the offset issue, which not only
increases the randomness of the secret messages, but also
provides the operation space for the subsequent postpro-
cessing phase.

The process diagram of Gauss mapping is shown in
Fig. 3. After secret messages of length & is divided into

n blocks, the following operations are performed on each
block of messages.

(a) Uniformization of messages: the probability of
“0” and “1” in the secret messages can be uniform
through code conversion. For example, one code element
in {01, 10} is alternately selected to replace the “0” code
element, and another code element in {00, 11} is alternately
selected to replace the “0” code element.

(b) Uniformization of blocks: all bits in each informa-
tion block are randomly replaced by 2-bit code elements.
Concretely, one code element in {00,01} is randomly
selected to replace the “0” code element, and another code
element in {10, 11} is randomly selected to replace the “1”
code element.

(c) Detection bits: continuing to divide the information
block into m boxes, d detection bits are inserted randomly
into each boxes. Its purpose is to realize security detection
in the process of information transmission.

(d) Error correction: an appropriate error-correction
code is randomly placed in a fixed position for each box.
The purpose is to correct the error code caused by channel
transmission or eavesdropping interference.

(e) Mapping: the sequence G; with zero mean and
variance V is divided into 2l4*/7m+dl intervals according
to the rule of equal probability. The box corresponding to
the interval is mapped to the arbitrary Gaussian random
number belonging to this interval.

As an instance, a Gaussian-mapping scheme in detail
is demonstrated in Fig. 3. The information block “10”
is transformed into an codeword “0001” through code
conversion, and then is converted into uniformly dis-
tributed four boxes {01, 01, 00, 10} through random oper-
ation. Then, a detection bit is randomly inserted into
each four boxes to obtain {010,101, 000, 100}, and then
an odd parity bit is placed at the end of the boxes to
obtain {0100, 1011,0001, 1000}. Since there exists only
one uniquely identified odd parity bit in a box, it will
not affect the division of Gaussian-mapping interval, so
the division of Gaussian sequence is completed accord-
ing to the box with detection bits. Eventually, the Gaussian
random number is divided into eight intervals according
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FIG. 3. Process diagram of Gaussian mapping. The small figure on the left represents the randomly generated original Gaussian

sequence with the variance 8, and its probability density-function diagram is in the small picture on the right. The mapping operation
is showed in the small picture on the right as well. The abscissa axis is divided into eight intervals under the rule of equal probabil-
ity: (—oo, —3.2537], (—3.2537,—1.9077], (—1.9077,—0.9012], (—0.9012,0], - - -, (1.9077,3.2537], (3.2537,4+00). These intervals,
respectively, represent the binary numbers 000, 001, 010, 011, 100, 101, 110, 111.

to the principle of equal probability, which correspond
to eight code elements {000,001, --,111} as illustrated
in Table I. For the box of {010,101,000,100}, arbi-
trary Gaussian random number in the corresponding inter-
val is selected, hence the Gaussian-mapping variable is
{—1.1,1.2,-5.8,0.8}.

The above analysis for Gaussian mapping is carried
out in the case of the variance 8 of the original Gaus-
sian sequence. In order to test that Gaussian mapping is
still applicable in other situations, we conduct verifica-
tion under different variances. It is worth noting that as
the variance changes, the interval division in the mapping
mechanism should be adjusted according to the principle
of equal probability. Otherwise, there exists large differ-
ences between the variance of the original sequence and
the sequence with Gaussian mapping. Through comparing
the probability density function under different variances,
it can be seen that the Gaussian mapping still has an
obvious effect on correcting alterant variance as shown in
Fig. 4. In addition, it is obvious that in order to satisfy
the requirements of Gaussian mapping, the number of ran-
dom numbers in the original sequence G is greater than

TABLE I. Mapping mechanisms.
000 001 010 011
(—00,—3.25] (—3.25,—191] (—1.91,-0.90] (—0.90,0]
100 101 110 111
(0,0.90] (0.90, 1.91] (1.91,3.25] (3.25, +00)

that in the sequence G| after Gaussian mapping. Although
the numbers of these two sequences are different, there
is almost no difference in their variances. Therefore, no
matter how the variance changes, the Gaussian-mapping
scheme can solve the offset problem.

II1. SYSTEM PERFORMANCE ANALYSIS

In Sec. IT A, channel detection and identity authenti-
cation, as two stages of checking eavesdropping, jointly
complete the security detection of the channel. Both results
are within the security threshold, meaning that the channel
is secure. Only when the channel is secure, can secret-
message transmission be carried out. That is to say, the
detection light and the signal light are transmitted to Bob
successively through the same channel.

When only one of the entangled pairs is stolen, the
valuable information cannot be read. Considering that the
detection light is secure, the eavesdropper Eve cannot
recover the secret information, even if she intercepted the
signal light. Thus, as long as the security of the detec-
tion light is guaranteed, the protocol is secure. However, if
both sides of the communication did not detect the eaves-
dropper, the eavesdropper can easily obtain two entangled
beam pairs, and measure them to obtain the secret informa-
tion. In fact, even if Eve intercepts the information block,
it is just a string of Gaussian random numbers to her. Even
s0, in order to further ensure the security of the protocol,
we can judge whether the encrypted information is leaked
through parameter estimation, analyzing the relevance of
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FIG. 4. The data diagram of Gaussian mapping. Left to right corresponds to the original Gaussian sequence, the sequence without

Gaussian mapping, the sequence with Gaussian mapping. From top
two rows represent the variances of 4, 8, and 12, respectively. Each u

to bottom, the first two rows, the middle two rows, and the last
nit contains two subgraphs: the sequence itself and its probability

density function. In the subgraph describing the sequence, the horizontal and vertical coordinates represent data points and values,

respectively.

information between the two communication parties. In
particular, only one of Bob and Eve can accurately measure
the quadrature components of light field. Hence, if the rel-
evance between Eve and Alice is higher, it means that Bob
can discover Eve by comparing with Alice. And the com-
munication will be aborted, so it will not be carried out
for the process of restoring the secret information, which
ensures the security of the secret information.

As the detection light is secure, the eavesdropper can-
not have both entangled beams, actually. Therefore, our
security analysis is based on the secure transmission of

detection light, which is similar to the two-step QSDC
protocol [6]. As shown in Fig. 5, in order to analyze the
maximum of information that the eavesdropper can obtain,
we assume that Alice prepares a pair of entangled lights,
and sends the detection light to Bob after measuring the
signal light. Since the detection light itself does not carry
any information, we add the modulation process to the
detection stage to quantitatively analyze the amount of
information. Moreover, the process of information mod-
ulation is equivalent to the change of quantum state “B”
caused by Alice’s measurement. It is consistent with the
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FIG. 5. Entanglement-based scheme of the Gaussian-
modulation CV-QSDC protocol with heterodyne detection.
TMSL, two-mode squeezed-state light source; HD, heterodyne
detection; 7, transmittance; &, excess noise; the imperfection of
the detector is described by the detection efficiency n and the
electronic noise ve contained in variance v.

entanglement-based (EB) model in CV QKD [33], so the
security analysis is based on this model.

Two quantum lights generated by the two-mode
squeezed-state source are essentially entangled continuous-
variable quantum signals. The eavesdropper Eve can
mainly use three attack methods against the continuous-
variable quantum system of Gaussian source: individual
attacks, collective attacks, and coherent attacks. The cur-
rent research shows that in contrast to individual attacks,
collective attacks and coherent attacks are more threaten-
ing to CV systems, and coherent attacks can not obtain
more information than collective attacks under reverse rec-
onciliation [34]. Therefore, this work primarily discusses
the security of the CV-QSDC protocol under collective
attacks.

In the case of collective attacks and reverse reconcilia-
tion, secure and effective information (bits/pulse) between
Alice and Bob is defined as [35]

Al = BLip — XBE, (7)

where 8 € (0,1) is the efficiency of reverse reconcilia-
tion, xpg stands for the maximum information that Eve can
access from Bob by the constraints of the Holevo bound
[36,37].

The mutual information /5, between Alice and Bob, is

expressed as [38]
Vp ) 1 (V+ Xtot)
10 =—lo R 8
23 (VBA ) 2 1+ 3

and the total noise is Xt = Xiine + Xnet/ T, the linear noise
in channel is yjine = 1/7 — 1 4 &, and the detection noise
18 Xhet = 2 (1 +ver)/n — 1.

As for heterodyne detection, Bob’s measured value is
mp = Xxp, pp (dmg = dxpdpp), thus the maximum informa-
tion listened by Eve is given by

xse = S (pE) — / dmgp (mp) S (0") » )

where p (mp) indicates the probability density of measured
value, p” represents the eavesdropper’s states after Bob’s

measurement, and S (p) is the von Neumann entropy of
the quantum state. Eve’s eavesdropping purifies the sys-
tem to pg,s,, and after Bob’s measurement, S (oz*) =

S <’030FG>’ in which § <,oBO FG) and Bob’s measurement
results are mutually independent, so xpg is as follows [39]:

XBg =S (,03031) ) <P;;n:pg> . (10)

For the Gaussian state, Eq. (10) can be simplified to

XBE—ZG< ) ZG( ) (11)

where G (x) = (x + 1) log, (x + 1) — xlog, x, A1, are the
symplectic eigenvalues corresponding to the covariance
matrix yp,p, of the quantum state pp s, and A3 45 are the
symplectic eigenvalues of yg:) b

Regardless of the measuring method, the covariance
matrix yp,p, is directly written as

T

J/BO aBoBl
VByB; =
OByB; VB,
V. T(*—1) 0y
T(=1)-07 T+ xine) - L2

(12)

where I, is the identity matrix of two order, and o7 =
diag{1, —1}. The symplectic eigenvalues, A; (> 1), are as
follows:

1
M= (Va2 —48), (13)
and
A=V =2T) 4+ 2T+ T*(V + xiine)*,
B= TZ(VXIine + 1)2 (14)

The covariance matrix ygz " related to the measuring
method is expressed by

mp T

YBoFG = YBoFG — Opyraa, HnetOByFGB, - (15)

Since heterodyne detection measures two quadrature

components simultaneously, an additional vacuum noise

. -1 .
is introduced, and Hype = (sz —|—12) . The covariance
matrix yp,rGs,, which can be derived from the transfor-
mation of the rows and columns corresponding to the
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subscripts of the matrix yp3, g, is decomposed into blocks
to know the matrixes yzyrc, ¥, > 08yrGB, as follows:

VByByFG = (YBS)T(VBOBI @D )/FOG)(YBS),

T 16

_ YBoFG  OBrGB, (16)

VYBoFGB, = s
OB\FGB, VB,

where the matrices yr ¢ and Y55, respectively, represent
the covariance matrix of equivalent EPR source and the
transmission matrix of beam splitter BS, which are as

J

follows:

_ v.12
YRoG = ( NAZEE T vl

n -1 J1=n-1
YBSZ[BO@(_\/_’l—_TIZ.Iz ﬁ-[gz)

where variance v represents the electronic noise of the
detectors. Az4s5(> 1) are derived from calculating eigen-
value equation of matric yp,rg, which are as follows:

1
A§’4=§<C:I:\/C2—4D),A5=1, (18)

and

Axk%et +B+1+ 2Xhet<V«/E+ T+ Xline)) + 2T(V2 — 1)

TZ(V+ Xtot)2

(V+ \/EXhet)z
N T2(V + Xor) .

Substituting the above equations into Eq. (7), the sys-
tem performance of the Gaussian modulation CV-QSDC
protocol under collective attacks is demonstrated in Fig. 6.
The red solid line stands for the system performance with
variance V4 = 8 under theoretical analysis based on fiber
channel. It can be seen that the increase of transmis-
sion distance is accompanied by the decrease of channel
performance, which restricts the system performance of
continuous variables.

Furthermore, the system performance analysis is per-
formed under the influence of the offset problem. Under
this circumstance that the mean and variance of the Gaus-
sian sequence change, it leads to the erroneous estimation
of the modulation variance, which in turn affects the esti-
mation of channel parameters such as transmittance T
and excess noise €. On the other hand, this also leads to
an erroneous postprocessing process of variables, thereby
affecting the restoration of secret messages, and bringing
about a security threat to practical systems. Ultimately,
the correct transmission of messages and the security of
systems cannot be guaranteed. As shown in Fig. 6, the
purple-red dotted line represents system performance with
variance ¥V, = 7 without Gaussian mapping. It shows that
the final consequence without Gaussian mapping overes-
timates system performance. In other words, the security
scope of systems without Gaussian mapping is larger

>

(19)

(

than its under theoretical analysis, so the eavesdropper
Eve can hide their behaviors in an overestimated range
to intercept secret messages without being perceived by
two communication partners. The blue dotted line stands

10() Theoretical analysis (V, = 8)

™ — — .Performance with mapping (V, =8 £ §)

T: === Performance without mapping (V,=7)

S

3

2107 ¢ E

=

2

3

=

S 4

f‘é 107 ¢ E

o

=

3

=

8a] 1 076 L y

!
\ \ \ \ \ L
0 20 40 60 80 100 120

Transmission distance (km)

FIG. 6. The relationship between the effective information and
the transmission distance with theoretical analysis, Gaussian
mapping, and without Gaussian mapping. § represents the error
of the variance with Gaussian mapping, which is a tiny amount.
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for system performance with variance V; = 8 & § under
Gaussian mapping, where § represents the error of the
variance. Whereas, the system performance with Gaussian
mapping is nearer to its under theoretical analysis to a
greater extent. Therefore, the designed scheme can effec-
tively solve the offset of Gaussian sequence variance and
mean, thus ensuring the security of the system.

Finally, comparing with DV system, QSDC based on
CV has higher information capacity and transmission rate.
It is reasonable to believe that the further coordinated
development of CV-QSDC and CV-QKD based on Gaus-
sian modulation will greatly promote the practical pro-
cess of quantum secure communication. In the security
analysis, the security risks caused by the overestimation
of system performance, which results from the offset of
modulation variance, are compensated through Gaussian
mapping. Gaussian mapping lays a theoretical founda-
tion for the practical implementation of CV QSDC in the
future.

IV. CONCLUSION

In conclusion, we propose a CV-QSDC protocol based
on Gaussian mapping. In the message modulation stage,
secret messages are divided into blocks followed by the
information blocks being mapped into a set of Gaus-
sian random sequence. And the sequence is modulated to
the quadrature component of the signal light via Gaus-
sian modulation. In the communication process, the signal
light can only be transmitted when the detection light is
deemed secure, and only when the previous data block
is securely received can the next data block be transmit-
ted. In addition, we design a Gaussian-mapping scheme
for the offset problem and verify its validity on different
variances. The analysis shows that the mean and vari-
ance of the Gaussian sequence after Gaussian mapping are
almost unchanged from the original sequence even though
the probabilities “0” and “1” of the secret messages are
not uniform. Gaussian mapping lays a theoretical founda-
tion for the practical implementation of CV QSDC in the
future. Furthermore, we mainly analyze the system per-
formance of the protocol based on reverse reconciliation
under collective attacks. The results show that the pro-
posed scheme can realize inerrant Gaussian modulation
of secret messages, and secure transmission of messages
under information theory. Moreover, further work will be
carried out, such as practical error-correction methods and
SO on.

We hope that this work will encourage the QSDC
scheme based on CV to be further advanced and
shorten its practical time. It is reasonable to believe
that the further coordinated development of CV QSDC
and CV QKD based on Gaussian modulation will
greatly promote the practical process of quantum secure
communication.
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