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We study information-theoretical security for space links between a satellite and a ground station.
Quantum key distribution (QKD) is a well-established method for information-theoretical secure com-
munication, giving the eavesdropper unlimited access to the channel and technological resources limited
by only the laws of quantum physics. But QKD for space links is extremely challenging, the achieved
key rates are extremely low, and daytime operating impossible. However, eavesdropping on a channel in
free space without being noticed seems complicated, given the constraints imposed by orbital mechan-
ics. If we also exclude the eavesdropper’s presence in a given area around the emitter and receiver, we
can guarantee that he has access to only a fraction of the optical signal. In this setting, quantum key-
less private (direct) communication based on the wiretap channel model is a valid alternative to provide
information-theoretical security. Like for QKD, we assume that the legitimate users are limited by state-of-
the-art technology, while the potential eavesdropper is only limited by physical laws: either by specifying
her detection strategy (Helstrom detector) or by bounding her knowledge, assuming the most powerful
strategy through the Holevo information. Nevertheless, we demonstrate information-theoretical secure
communication rates (positive keyless private capacity) over a classical-quantum wiretap channel using
on-off keying of coherent states. We present numerical results for a setting equivalent to the recent exper-
iments with the Micius satellite and compare them to the fundamental limit for the secret key rate of
QKD. We obtain much higher rates compared with QKD with an exclusion area of less than 13 m for low
earth orbit satellites. Moreover, we show that the wiretap channel quantum keyless privacy is much less
sensitive to noise and signal dynamics and daytime operation is possible.
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I. INTRODUCTION

Quantum key distribution (QKD) was proposed in 1984
by Bennet and Brassard [1]. Today, commercial fiber-
based systems are available with operational distances
steadily increasing [2,3]. Recently, QKD has also been
realized between the Chinese satellite Micius and ground
stations [4,5]. Currently, there are several national ini-
tiatives to deploy a QKD network, including terrestrial
and space links. In particular, there is an increasing and
unprecedented interest in space telecommunication net-
works; our scenarios of interest as illustrated in Fig. 1 (this
work focuses on the blue link).
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A QKD protocol assumes that two distant legitimate
parties, Alice and Bob, have at their disposal the following
resources: secure offices, access to an untrusted quan-
tum channel and an authenticated classical public channel,
and perfectly random numbers. A potential eavesdrop-
per, Eve, has complete control of the quantum channel.
In particular, she can intercept all quantum states and
perform any measurement allowed by quantum mechan-
ics, including entangling the states with some auxiliary
system and storing them in perfect quantum memories.
Moreover, she can send signals to Bob over a lossless
channel. Despite this extreme power limited only by the
laws of quantum physics, QKD protocols are now well
established and furnished with security proofs [6–9]. So
the generated keys together with encoding using one-time-
pad guarantee information-theoretical secure communi-
cation [10,11]. Alternatively, physical-layer security also
relies on information-theoretical principles in the sense
that Eve has unlimited computing power. However, she
has a physical disadvantage with respect to the legitimate
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FIG. 1. Our scenarios of interest: celestial mechanics dictates
orbit dynamics for legitimate parties and eavesdroppers.

users. In particular, Eve can intercept only a fraction of
the signal sent by Alice. In 1975, Wyner proposed a
protocol based on a so-called degraded wiretap channel
(for a classical channel) [12–14]. The information leakage
to the eavesdropper is determined with an information-
theoretical measure, which has been strengthened from
Wyner’s (weak) security to the so-called strong security
criterion by Csiszár and Körner [15] and Maurer [16], until
achieving cryptographic semantic security [17]. In a quan-
tum setting, where Alice and Bob use an authenticated
quantum channel for (keyless) secure direct communica-
tion, the asymptotically achievable rate, the private capac-
ity, subject to the strong security criterion was determined
by Cai et al. [18] and Devetak [19,20].

On the one hand, QKD with satellites is extremely chal-
lenging due to the small signal strength of the order of one
photon per pulse, the high channel loss, delays due to the
iterative protocol, and the sensitivity to background noise,
which does not allow key exchanges during daytime. On
the other hand, eavesdropping without being noticed seems
to be very complicated as well in a free-space scenario.
So it makes a lot of sense to consider a few reasonable
assumptions that limit the power of Eve. Indeed, due to the
laws of celestial mechanics, a satellite cannot be parked in
the line of sight between Alice’s satellite and Bob’s ground
station (or satellite), which prevents intercept and resend
attacks. Eve could position her satellite very close or even-
tually attach it to Alice’s satellite. This would allow Eve
to exploit side channels (e.g., monitoring electronic sig-
nals), but this scenario is excluded in QKD that relies by
definition on secure offices. Similarly, Eve could place a
telescope close to Bob’s, but again we may introduce an
exclusion region under the control of Bob, within which
Eve cannot install a big telescope.

There is some initial work investigating the conse-
quences of restricted power for Eve on the performance of
QKD links [21–24]. However, given their additional, rea-
sonable assumptions, we find exactly the scenario where
keyless private communication is possible. This type of
secret transmission and its practical comparison with QKD

have been studied in Refs. [25,26]; however, without
assuming a quantum channel.

In this paper, we show that physical layer encryp-
tion is a reasonable choice for satellite communication
over the quantum space channel. In Sec. II, we introduce
the one-way wiretap protocol and identify its asymptotic
information-theoretical secure and reliable rate: the pri-
vate capacity. In Sec. III, we propose a simple yet accurate
channel model using binary modulated coherent states [on-
off keying (OOK)], and derive and analyze the private
capacity for Bob using realistic, state-of-the-art photon
counting detectors while the signal reception by Eve is
limited by only the laws of physics. Finally, we present
numerical results for a realistic scenario taking the perfor-
mance of the Micius system as a reference and compare
it to the fundamental limit for the secret key rate of QKD
[27].

II. DESCRIPTION OF THE PROTOCOL

Our protocol is based on the classical one-way wiretap
protocol proposed in Refs. [12,15] where secret bits are
channel encoded and sent over n uses of a physical chan-
nel. In this protocol, Alice sends messages to Bob through
a communication channel denoted as the main channel,
but her signal also reaches Eve through another channel,
called the wiretap channel. The fundamental difference in
our protocol with respect to the classical protocol is that
we use a quantum carrier of information and exploit quan-
tum properties at the detection. We assume OOK for lighter
analytical treatment, but other binary modulations can be
used, e.g., binary phase shift keying.

The protocol contains the following steps.

1. Encoding. Alice, the legitimate information trans-
mitter, sends a stream of secret information bits (any data,
video, pictures, etc.) to a stochastic wiretap encoder. Infor-
mation theoretically, this encoding is described as Alice
selects a codeword X n to send her secret message M . The
signal is meant for Bob, but part of it is leaked to the envi-
ronment represented by the omnipresent Eve. The secrecy
depends on the structure of this encoder, which is char-
acterized by the rate R = k/n (where k is the number of
secret bits), the error probability εn, and the information
leakage measured by an information-theoretical measure,
which we denote as δn.

2. State preparation. For each use of the channel,
the legitimate information transmitter (Alice) prepares a
coherent state modulated by the random variable X ∈ X =
{0, 1}, where X = 0 with probability q and X = 1 with
probability 1 − q. The OOK states transmitted by Alice are
the vacuum state, |α0〉 = |0〉, and

|α1〉 = e−|α1|2/2
∞∑

n=0

αn
1

(n!)1/2 |n〉 . (1)
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The probability q is not decided a priori as part of the pro-
tocol; it needs to be optimized depending on the assump-
tions at the detection and the physical propagation channel
(Sec. III).

3. Measurement. After n transmissions over the quan-
tized propagating field, Bob receives Bn and Eve En. Bob
estimates his received coherent state after measuring the
arriving light and obtains Yn. He disposes of state-of-the-
art (but not perfect) detectors, whereas Eve may apply the
best quantum detection strategy to obtain Zn.

4. Decoding. Bob and Eve send their estimated
received states to the decoder. The concrete construction
of encoder and decoder are assumed to be publicly known.
The values of εn and δn depend on the choice of this code.

According to the wiretap theory, even if the eavesdropper
is computationally unbounded, the wiretap code ensures
that if R is an achievable rate, both εn and δn (after
decoding) tend to zero for large n,

lim
n→∞ εn = lim

n→∞ δn = 0, (2)

which means that the error probability and the informa-
tion leakage towards Eve can be made arbitrarily low.
Upper bounds are also known for the speed of conver-
gence rate of leaked information [28]. Hence, the protocol
jointly provides information-theoretical reliable and secure
communication. The supremum of rates given in step
1 of our protocol, R, is called the private capacity and
for the classical-quantum wiretap channel subject to the
(average) error probability for εn and strong security crite-
rion for the security parameter δn, it has been determined
in Refs. [18,19] (see therein for the exact definitions of
parameters εn and δn). The meaning of strong security is
that, given a uniform distribution of the message to be
transmitted through the channel, the eavesdropper shall
obtain no information about it [29]. This criterion is the
most common security criterion in classical and quantum
information theory. The metric of strong security is the
amount of mutual information leaked to Eve.

When Bob’s channel is degradable, the private capacity
of the quantum wiretap protocol (with quantum channel
and information) is [20]

CP(N ) = sup
ρin

Ic(ρin,N ), (3)

where ρin is the input density matrix, N denotes the
classical-quantum channel (see Fig. 2), and Ic(ρin,N ) is
the coherent information defined as

Ic(ρin,N ) = S[NB(ρin)] − S[NE(ρin)] (4)

with S the von Neumann entropy. In the next sections
we characterize the degradable channel of our practical

FIG. 2. The main channel and the wiretap channel (top)
and the information-theoretical representation of the degraded
classical-quantum channel (bottom).

(energy-constrained) protocol over space links, which we
use to derive the private capacity.

The (physical) description of our protocol is illustrated
in Fig. 2 (top). The figure shows encoded bits modulating
coherent states, the quantum channel N = (NB,NE), the
resulting classical channel after detection N = (NB, NE),
as well as the information-theoretical representation (bot-
tom).

III. CALCULATION OF THE PRIVATE CAPACITY
CP

First, we build a model for the classical-quantum chan-
nel of our protocol. The legitimate transmitter, Alice,
is on a satellite while the legitimate receiver, Bob, is
on Earth. We assume a single-mode free-space quantum
bosonic channel (for the wiretap channel in the semi-
classical regime, see Ref. [30]). The overall efficiency of
Bob’s channel is η. The coefficient γ ∈ (0, 1) characterizes
the channel degradation. Hence, the efficiency of Eve’s
channel is γ η.

According to step 2 of our protocol, the received states
are simply the vacuum, or |√ηα1〉 and |√ηγα1〉 for Bob
and Eve, respectively. The wiretap channel transition prob-
abilities depend on the coherent states received by Bob and
Eve and by their detection strategies. For practical pur-
poses, we assume that Bob uses standard single-photon
detectors, i.e., a threshold detector. For Bob, we also take
into account the limited detection efficiency (included in
η), the dark count probability pdark and the stray light with
a Poisson photon number distribution, and average η0�,
where η0 is the optical loss between the telescope input
lens and the detector, and � is the average number of noise
photons for a given collection angle and the given fre-
quency and temporal windows (see Appendix D). The con-
ditional probabilities that Bob detects y given that Alice
sent x are illustrated in Fig. 3 with ε0 = (1 − pdark)e−ηo�
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FIG. 3. Probabilistic detection models assumed for Bob and
Eve to obtain Y and Z, respectively.

and ε1 = (1 − pdark)e−(ημ+ηo�), where we have set
μ = |α1|2.

Eve instead performs an optimal quantum detection. For
the single observation, this leads to the optimal error prob-
ability ε∗, which can be calculated as (see Refs [31,32] and
Lemma 3.1 of Ref. [33])

ε∗ = min
0≤	≤1

[q Tr(1 − 	)ρ1 + (1 − q)Tr 	ρ0]

= 1
2 − 1

2‖qρ1 − (1 − q)ρ0‖1, (5)

where 	 is the positive operator valued measure element
corresponding to ρ1, and ‖·‖1 stands for the trace norm.
In the binary source scenario, this bound is achieved by
the Holevo-Helstrom projector [34,35], for which sev-
eral practical implementations have been proposed, such
as the Kennedy receiver [36], the Dolinar receiver [37],
or the Sasaki-Hirota receiver [38,39]. The optimal error
probability of Eve resulting from Eq. (5) becomes

ε∗(γ ) = [1 −
√

1 − 4q(1 − q)e−ηγμ]/2. (6)

The private capacity for our wiretap channel model coin-
cides with the classical secrecy capacity and is defined as

CP(γ ) = max
q

{I(X ; Y) − I(X ; Z|γ )}, (7)

where I(X , Y) is the Shannon mutual information of
Alice using a state-of-the-art photon counting detector and
I(X ; Z|γ ) is the maximum Shannon mutual information
that Eve can physically detect. For our setting as presented
in Sec. IV, a uniform input probability (i.e., q = 0.5) is
very close to optimum (see Appendix A), and we have

CP(γ )=
[
h[ε∗(γ )] + h

(
ε0 + ε1

2

)
− h(ε1) + h(ε0)

2
− 1

]

+
,

(8)

where [·]+ means the positive part and we have used the
notation h(·) as the binary Shannon entropy. If we now
restrict Eve to the laws of quantum electrodynamics, we
obtain the Devetak-Winters rate [40] for our protocol,

RDW(γ ) = I(X , Y) − χ(X ; E|γ ), (9)

where I(X ; Y) is the Shannon mutual information
of Alice’s choice for the input probability, mea-
sured by a state-of-the-art photon counting detector.

FIG. 4. Private capacity of OOK for γ = 0.1 and γ = 0.6
(pdark ≈ 0, ηo = 1, � = 10−4). For comparison, we also plot the
numerical values of RDW for γ = 0.1.

The quantity χ(X ; E|γ ) is the Holevo bound for the
eavesdropper, which for OOK modulation and uni-
form priors (i.e., q = 0.5), reduces to χ(X ; E|γ ) =
S[(〈0 |0〉 + 〈√ηγα1 |√ηγα1〉)/2]. Letting ε(γ ) = 〈0
|√ηγα1〉, for uniform priors (i.e., q = 0.5), it is easy to
show that

RDW(γ ) =
[

h
(

ε0 + ε1

2

)
− h(ε1) + h(ε0)

2

− h
(

1 + ε(γ )

2

)]

+
. (10)

The numerical calculation is shown in Fig. 4. We observe
that the private rate in Eq. (7) is as high as 0.68 for γ = 0.1
(with little sensitivity to noise, see Appendix B). And even
for adverse channel conditions (γ close to 1), there is a pos-
itive secrecy rate for reasonable noise (e.g., up to γ = 0.6
for � = 10−4); however, we show below that in practice
it is best to aim for γ < 0.1. For comparison, we have
also plotted Eq. (10) for γ = 0.1. We observe a substantial
decrease, which is also affected by noise; however, we still
get significant positive rates. In the following, we assume
the realistic setting of Eve using Helstrom detection.

IV. THE MICIUS SATELLITE: A CONCRETE
EXAMPLE OF AN ORBIT-EARTH OPTICAL LINK

As a realistic physical scenario, we use as a reference
the recent experiment of QKD with the Chinese low earth
orbit (LEO) satellite Micius [4,5]. The geometry is shown
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Alice
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area Bob

rE

θdiv

θE

FIG. 5. Geometry for the secure and reliable communication
of our wiretap protocol showing the exclusion radius rE .

in Fig. 5. The satellite has an orbit of about 500 km above
the Earth’s surface and exchanges keys over distances up
to 1200 km if the satellite is close to the horizon. The trans-
mitter is equipped with a 300 mm Cassegrain telescope
featuring a far-field divergence θdiv of 10 μrad (full angle
at 1/e2). The receiver at the ground station has a telescope
with a diameter DR of 1 m.

We can approximate the fraction of the light collected
by Bob, the free-space loss ηB

f , as the ratio of the telescope
area and the footprint area,

ηB
f = AR

AF
= π(DR/2)2

π(DF/2)2 = D2
R

θ2
divd2

B
(11)

with

DF ≈ θdivd,

where dB is the distance between the transmitter and
receiver.

The number of photons detected by Bob is given by
ημ = ηB

f ηbμ, where ηb is the total additional loss of Bob
depending on the experimental situation. In the Micius
experiment those are an atmospheric turbulence of 3–8 dB
(ηatm), pointing errors (ηp) less than 3 dB, an overall opti-
cal loss (ηo) from the telescope input lens to detector 7.4
dB detector, and a detector efficiency ηdet of 50% (3 dB)
(see Appendix D). In the following we calculate with a
loss ηb of 20 dB (1%).

For Eve, we calculate ηE
f as in Eq. (11), but we add a

factor that takes into account the light intensity outside the
exclusion angle, supposing a Gaussian angular distribution

of the beam of

ηE
f = (DE

R)2

θ2
divd2

E
e−2(2θE/θdiv)2

. (12)

Then, the number of photons detected by Eve becomes
simply ηE

f μ = γ ημ, as we assume no additional loss for
Eve. Hence, for fixed antenna sizes, we can easily calculate
γ as

γ (dB, dE , ηb, θE , θdiv) = 1
ηb

(
dB

dE

)2(DE
R

DB
R

)2

e−2(2θE/θdiv)2
.

(13)

For dB = dE = 1200 km and θE = rE/d, for the Micius
system parameters and assuming a very large eavesdrop-
per’s receiving antenna DE

R of 2 m and a small exclusion
radius rE = 12.5 m, we obtain

γ = 0.07 < 0.1.

For the remainder of the paper, we fix the exclusion radius
such that γ < 0.1. Indeed, this value seems to be a good
choice as it leads to high secret capacities greater than
0.6 (see Fig. 4), little sensitivity to noise, and signal fluc-
tuations for reasonable exclusion radii, as discussed in
Appendix B. This sensitivity is driven by the distinguisha-
bility of the coherent states at Eve’s Holevo-Helstrom
detector, as shown in Appendix E; the lower γ , the less
is the distinguishability sensitive to the signal dynamics.

V. PRIVATE RATES FOR DIFFERENT
PRACTICAL SETTINGS AND COMPARISON

WITH QKD

We can now calculate the private capacity for differ-
ent geometrical configurations, supposing that Alice and
Bob have a satellite and a ground station equivalent to
the Micius experiment. We consider OOK with a clock
rate of 1 GHz. With a time window of 1 ns, state-of-the-
art single-photon detectors feature a pdark < 10−7, so the
detector noise has no significant effect on the secret capac-
ity. Table I in Ref. [41] indicates the expected number of
noise photons for different collection angles, filter band-
widths, and temporal windows. Based on that, average
numbers of 10−4 and 10−7 for � are achievable values for
a clear daytime sky and a full moon clear night, respec-
tively. During a cloudy day, one could expect a � of 10−2,
and still positive private rates (this is under the assumption
that transmission of the channel is affected in the same way
for Bob and Eve). See Fig. 9 for the sensitivity to noise.

Given the clock rate and the maximum private capac-
ity from Fig. 4, we obtain a private rate of 680 Mb/s for
γ = 0.1. This value is the same for any channel efficiency
η as long as the received power ημ is optimized. We can
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TABLE I. Comparison of the achievable secret key rates for QKD and the private rates for the wiretap channel presented in this
work. The values are extrapolated from experimental data from the Micius satellite [4] for ηB

f = 22 dB (at 1200 km) and ηb = 20 dB
(except for the theoretical PLOB bound [27] with ηb = 1). The exclusion radii rE for γ = 0.1 are calculated based on the Micius beam
parameters. Note that, for Micius and PLOB, we consider nighttime operation, in contrast to the case of the wiretap channel where
daytime operation is possible. LEO, MEO and GEO refer to low, medium and geostationary earth orbits, respectively.

QKD (night) � = 10−7 Wiretap channel (day) � = 10−4

Distance Channel loss PLOB Exclusion radius Private rate
Configuration (km) (ηB

f ) Micius (ηb = 1) rE (m) Gamma (MHz)

LEO 500–1200 22 dB < 10 kHz 10 MHz 12.5 0.1 700
MEO 10 000 40 dB · · · 100 kHz 100 0.1 700
GEO 36 000 52 dB · · · 6 kHz 340 0.1 700

compare these rates with the key rates obtained by QKD
in the Micius experiment and a potential perfect quan-
tum communication scheme. Indeed, Pirandola et al. [27]
showed that there is an upper bound, the so-called PLOB
bound, of the achievable secret key rate of a QKD protocol
for a given channel transmission η:

RQKD,∞(η) = − log2(1 − η). (14)

(Note that, very recently, specific free-space and satel-
lite versions of the PLOB bound have been introduced
[42,43].)

Table I presents all these rates for LEO, MEO, and GEO
satellites. As expected, the private capacity of a wiretap
channel outperforms QKD dramatically in terms of rate
and, most importantly, in terms of resistance against noise.

Certainly, if the eavesdropper is restricted, the per-
formance of QKD can also be substantially improved.
As a comparison, we estimate the theoretically achiev-
able secret key rate for QKD following Appendix B in
Ref. [21], choosing the parameters such that they are
equivalent to our assumptions, notably � = 10−4 and γ =
0.1. We obtain a similar rate of 360 Mbit/s. However,
keyless private communication is arguably easier to imple-
ment in practice. The OOK protocol is particularly simple
to realize on the sender side as well as on the receiver
side, whereas, e.g., for BB84, four different quantum states
have to be generated and measured. Moreover, it does not
need two-way communication for reconciliation, which is
an advantage in the setting of satellite communication.

There is also a scheme called quantum secure direct
communication [44] that combines quantum communi-
cation and the possibility to detect the presence of an
eavesdropper with encoding like for the wiretap chan-
nel. However, the implementation of this scheme is very
challenging for a satellite link, in particular because the
quantum signal has to travel back and forth between the
satellite and ground station.

Finally, some practical remarks. The necessary laser
powers to reach an optimal signal strength of about four
photons on average is about 15 mW and 15 μW for the
GEO and LEO settings, respectively, and therefore it is no

limitation. However, due to the high signal strength, a giga-
hertz repetition rate implies high detection rates at Bob’s
receiver, which are still a challenge for single-photon
detectors [45].

VI. DISCUSSION AND CONCLUSIONS

We show the feasibility, practicality, and performance
of unconditionally secure links for space, and show the
required exclusion radius. A protection area is needed
for any kind of secure communication, including QKD.
In this paper, we discuss a downlink; however, similarly,
we could also consider an uplink and estimate the chan-
nel degradation γ for reasonable assumptions on Eve’s
satellites.

Our protocol is certainly susceptible to jamming attacks,
but so are QKD protocols.

Given these boundary conditions, we demonstrate that
physical layer encryption can also provide information-
theoretically secure communication in the case of Eve
being limited by only the laws of quantum physics. As
for the wiretap codes, explicit constructions are available
that can provide the strong security. Well-known con-
structions are based on either coset codes with random
codeword choice within a coset [46,47] or concatenation
of encryption functions (e.g., hashing) with conventional
capacity-achieving codes [30,48] (e.g., low-density parity
code, polar code, or Reed Muller codes).

The achievable private rates are considerably higher
than the QKD rates for an unrestricted Eve in the asymp-
totic regime. Furthermore, due to the high detection rates,
big block sizes, i.e., long codewords, are not an issue for
our protocol and therefore the reduction of the rates in
the finite-length regime can be made negligible; see, e.g.,
Ref. [49]. Moreover, direct private communication is also
possible close to illuminated cities and even during day-
time in contrast to QKD. Given the low rates in practice,
the secret keys generated by QKD are likely to be used in
combination not with the one-time pad, but with symmetric
encryption systems like the advanced encryption standard.
This means that legitimate users may choose between
trusting physical security, including exclusion areas around
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Alice and Bob, or the computational security of encryption
algorithms.

Overall, physical layer encryption seems to be a reason-
able choice for satellite communication.
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APPENDIX A: OPTIMIZED INPUT PROBABILITY

The optimization of the private capacity given in Eq. (7)
also provides the optimal input probability that Alice
should choose to transmit the OOK symbols. Figure 6
shows the optimized input probability as a function of the
received average number of photons and intensity of stray
light. It is interesting to observe that our wiretap chan-
nel can be considered nearly symmetric. However, optimal
private rates require small deviations from the symmetric
channel.

APPENDIX B: THE APPROPRIATE VALUE OF γ

AND THE CORRESPONDING EXCLUSION
RADIUS

In this section we give a justification for the value for
γ = 0.1 as a good trade-off between, on the one hand, a
high secrecy capacity, and on the other hand, the required
exclusion area and resilience to experimental fluctuations.

FIG. 6. Optimal value of input probability, q, as a function
of the average number of photons received by Bob ημ and the
intensity of the stray-light � (γ = 0.1).

We consider the situation in which the adversary Eve is
going to collect the light with a telescope from a location
close to Bob, and hence at the same distance d from Alice’s
satellite. Alice. In this case, if γ is fixed, the value of the
exclusion ratio is given by the formula

rex = 1
2
θdivd

√{
1
2

log
[

1
γ

1
ηb

(
DE

R

DB
R

)2]}
, (B1)

where θdiv is the far-field divergence angle for the Gaussian
beam, ηb is the efficiency of the detection system of Bob,
and DE

R and DB
R are respectively the radius of the antennas

of Eve and Bob.
As can be seen from Fig. 7, the requested exclusion

radius depends linearly on the satellite-to-ground distance
and it amounts to about 350 m for a geostationary orbit
(around 35 000 km) for γ = 0.1. It can also be seen that
increasing the value of γ , e.g., γ = 0.9, does not allow us
to reduce the exclusion radius significantly.

A more conservative approach consist in giving Eve all
the optical power outside the exclusion radius. This corre-
spond to assuming that Eve can collect all the light outside
the cone from the satellite to the secure area. In this case
the exclusion ratio can be extrapolated from the following
implicit function once γ is fixed:

e−2(rex/θdivd)2 = γ (1 − e−2(DB
R/θdivd)2

). (B2)

Also, in this case the relation between the exclusion radius
and the satellite-to-ground distance is almost linear. How-
ever, the value is 2–3 times higher than in the previous
scenario. Still, the exclusion radius for the geostationary
orbit remains below 1 km.

Satellite distance (m)

E
xc

lu
si

on
 r

ad
iu

s 
(m

)

Total

Total
Partial

Partial

FIG. 7. Exclusion radius versus the satellite distance for differ-
ent γ and eavesdropper models. “Partial” stands for a telescope
of 2 m diameter; “total” stands for an eavesdropper collecting all
light outside the exclusion region.
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Total d = 1200 km
Partial d = 1200 km
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FIG. 8. The exclusion radius needed to achieve a given value
of γ .

Figure 8 shows the dependence of the exclusion radius
on the parameter γ when the satellite-to-ground distance is
fixed to 1200 km (a distance similar to the Micius satellite).
It illustrates that indeed (for a finite detection area as well
as for the unlimited case) the required exclusion radius is
almost constant with respect to γ for values higher than
0.1. This means that a value of γ higher than 0.1 brings
only a little advantage in terms of the exclusion radius, but
at the cost of a significant reduction of the secrecy rate,
detrimental for the performance of the protocol. Moreover,
in this range, a small uncertainty in the radius, or a bad
pointing stability, may lead to a large variation in γ and
threaten the security of the protocol. Therefore, choosing
values of γ < 0.1 seems to be pertinent in the case of
optical communication with well-defined Gaussian beams.

Finally, in Fig. 9 we show the behavior of the private
capacity Cp for γ equal to 0.1, with respect to the stray
light � and the received light by Bob ημ (both in units

FIG. 9. Private capacity Cp for γ = 0.1 as a function of the
average number of photons received by Bob and the intensity of
the stray light.

of the average number of photons per time and frequency
bin). We note that if we fix a secret capacity of say 0.5, the
protocol can resist high fluctuations in the received light
intensity and a high amount of stray light (remember, we
expect a � of 0.0001 for a clear sky during daytime). This
security margin would be considerably reduced for a γ of
0.6 for instance.

APPENDIX C: BASIC CELESTIAL MECHANICS

Since, as discussed above, Eve can get only limited
information by positioning a receiver station on the ground
next to Bob’s telescope, the natural question would be:
what happens if Eve tries to attack Alice’s satellite instead?
In this section we argue that, similarly to the previous
case, it is sufficient to assume a reasonable exclusion radius
around Alice’s satellite in order to assure the security
of our protocol. A complete treatment of the question is
beyond the scope of this paper, and so we just present some
simple, general considerations (see, e.g., Ref. [50] for more
information).

For simplicity, we assume that Bob’s station is posi-
tioned on the equator and that Alice’s and Eve’s satellites
have two circular orbits in the equator plane (see Fig. 10).
This is an extreme simplification of Eve’s task, since this
guarantees that at some time Eve will be exactly in the line
of sight of Alice and Bob. Indeed, if the two orbits and
Bob are not in the same plane, Eve will have a hard time
intersecting the beam that has a diameter of less than 1
m close to Alice. So arguably, her best strategy would be
to attach her satellites directly on Alice’s. But, as for the
ground case, we impose an exclusion radius around Alice
(in agreement with the general assumption also valid for
QKD), which sets the minimal distance between Alice’s
and Eve’s orbits. Note that all objects in space are well
monitored and that this assumption can be verified with
reasonable effort [51].

Both Alice’s and Eve’s angular velocities have the same
direction as Bob on earth. Let us consider first a single
passage of the satellites over the ground station. In order
to calculate γ , we trace the instantaneous collection effi-
ciency of Bob and Eve with respect to time, where time
zero is fixed, such as when Alice, Eve, Bob, and the center

Alice

Eve

Bob

Re

FIG. 10. Sketch of the orbits of Alice and Eve with respect to
Bob.
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FIG. 11. Instantaneous channel efficiencies of Bob (a) and Eve (b) versus time for a single passage of Alice’s satellite.

of the Earth are aligned. We conservatively assume that if
Eve completely intersects the beam, she resends the signals
to Bob and is consequently not detected directly. Finally,
we integrate the instantaneous efficiency over the period of
communication between Alice and Bob. The instantaneous
efficiency with respect to time are respectively calculated
for Bob and Eve as

ηB(t) = ηb ∗ D2
R

θ2
divdB(t)2

, (C1)

ηE(t) = 2
π

∫∫

A(t)

e−2[(x2+y2)/θ2
divdE(t)2]

θ2
divdE(t)2

dxdy, (C2)

where dB(t) and dE(t) are the distances between Alice
and Bob and Alice and Eve with respect to time, and
the integral is considered over the area of Eve’s tele-
scope A(t) moving with respect to Alice’s telescope. In
the end, in order to calculate γ , we evaluate the ratio
between the average efficiency integrated over a period of
communication between Alice and Bob:

γ =
∫ T
−T ηB(t)dt

∫ T
−T ηE(t)dt

. (C3)
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FIG. 12. Exclusion radius versus γ (for a single passage).

Here T = 400 s, as can be seen from Fig. 11(a).
Figures 11(a) and 11(b) show the instantaneous efficien-

cies of Bob and Eve, respectively, for a configuration with
an exclusion radius around Alice’s satellite of 16 km and
with Alice’s orbit 600 km above ground. The communi-
cation is considered to begin and end when the satellite
is 20◦ above the horizon with respect to Bob. As can be
seen, the communication between Alice and Bob lasts for
over 400 s, while Eve’s time of interception is only a few
hundred millisecond. If the efficiency is averaged over the
passage of the satellite, we can again calculate the factor
γ . Figure 12 shows the needed exclusion radius in order to
obtain a given γ . We can see that, for an exclusion radius
above 16 km, a value of γ lower than 0.1 can again be
assured. Note that this is for Eve’s telescope being 2 m in
size, which would be very easy to spot.

This value of γ is true for a single passage; however,
a passage of Alice over Bob occurs at a much higher fre-
quency than the perfect alignment of Alice, Eve and Bob.
The closer Eve is to Alice, the longer the beating period
will be. This means that in order to implement such an
attack, it is not sufficient to use a single satellite in a fixed
orbit. The active strategy would involve either a constel-
lation of satellites or a satellite with an adjustable orbit.
Just to give an idea, for the parameters considered here
(an orbit of 600 km above ground for Alice with Eve 15
km below her), the period between two links from Alice to
Bob is around 1.7 h, while the period between two intercept
events for Eve (Eve is in between Alice and Bob during
communication) would be of 20 days.

Overall, these estimations, although based on a worst-
case scenario, show that it is possible to guarantee a γ as
low as 0.1.

APPENDIX D: PHYSICAL PROBABILISTIC
CHANNEL MODEL

Figure 13 represents our (degraded) quantum wiretap
channel model, which is a physical-probabilistic model.
It shows the impairments undergone by the transmitted
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FIG. 13. Graphical representation of our degraded quantum wiretap channel model.

average number of photons, μ = |α1|2, over the main and
wiretap channels.

Bob’s channel power attenuation has the following con-
tributions: ηB

f (free space), ηatm (atmospheric, e.g., turbu-
lences), ηp (pointing), and ηo (optical loss from the tele-
scope input lens to detector). The detector efficiency, ηdet,
is included in the overall losses parameter η. The chan-
nel transition probabilities are also affected by the dark
current noise, modeled by pdark. Then, the probabilistic
model of the detector is fully described by the probabilities
ε0 = (1 − pdark)e−ηo� and ε1 = (1 − pdark)e−(η|α1|2+ηo�).

Eve’s channel is only affected by propagation in free
space, ηE

f , and by the Gaussian angular distribution of

the beam, modeled as e−2(2θE/θdiv)2
, or e−2(2rE/dθdiv)2

, since
θE ≈ rE/d with θE Eve’s exclusion angle, θdiv the diver-
gence angle, and d the distance between Alice and Bob.
In our model, we express the number of photons at Eve’s
detector as a fraction of those received by Bob as ηE(γ ) =
γ η. This modeling makes the parameter γ a design choice
that controls the distinguishability of the coherent states at
Eve’s detector.

FIG. 14. Representation of the coherent states sent by Alice
and received by Eve in the qubit space, in the classical phase
space, and as histograms on the quadrature P (respectively from
left to right).

APPENDIX E: DISTINGUISHABILITY OF EVE’S
COHERENT STATES WITH γ AT EVE’S

DETECTION

Our design parameter γ controls the distinguishability
(orthogonality) of the coherent states at Eve’s detection.
This dependency can be visualized in different repre-
sentations, as shown in Fig. 14, in which we present
the representation of the (rank-2) Hilbert space spanned
by the coherent states at Eve’s reception (left), where
ϕ(γ ) is the angle between the coherent states; the P-Q
phase space with the (unitary variance) Gaussian uncer-
tainty of each state (center); and the representation of
the Gaussian distribution along the P quadrature (right).
Given the angle ϕ(γ ) = cos−1(〈0,

√
γ ηα1〉), the Holevo-

Helstrom optimization induces ε∗(γ ) and the symmetric
space φ∗

0 (γ ) = φ∗
1 (γ ) = 0.5[π/2 − ϕ(γ )].

φ(
γ)

 d
eg

FIG. 15. The angle φ(γ ) (left) and the error probability ε∗(γ )

versus the received number of photons ημ for different values
of γ .
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Figure 15 shows the sensitivity of ϕ(γ ) to variations of
the received number of photons. The lower the γ , the less
sensitivity.

We observe that, for ημ = 4, we have ϕ(0.1) = 35◦ and
ε∗(0.1) = 0.2 with an increase in orthogonality of 10% and
a decrease of 5% in the (uncoded) error probability for a
fluctuation around 1 photon.
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