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Quantum cryptography provides the inherent security for transmitting confidential information across
free space or a fiber link. However, a high secure-key rate is still a challenge for a quantum-cryptography
system. High-dimensional quantum cryptography, which can tolerate much higher channel noise, is a
prospective way to share a higher secure-key rate between legitimate users, and has received substantial
attention over the last decade. In particular, orbital angular momentum (OAM) can provide an abundant
resource for high-dimensional quantum cryptography. Furthermore, combining spin angular momentum
(SAM) with OAM can increase the encoding alphabet. Here we verify a prepare-and-measure quantum-
cryptography scheme based on four-dimensional SAM-OAM hybrid states over kilometer-scale ring-core
fibers. The measured quantum-bit error rates are 4.3% for 4 km of fiber and 16.3% for 25 km of fiber. The
scheme simplifies the process of state preparation and measurement, with a compact and scalable setup.
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L. INTRODUCTION

Quantum cryptography offers a reliable way to secure
the communication of sensitive information, which is guar-
anteed by physical laws [1,2]. By performing specific
protocols, one can determine whether there has been eaves-
dropping of messages. Utilizing a higher-order Hilbert
space not only increases the secret-key rate but also makes
legitimate users more capable of detecting eavesdroppers
[3]. Moreover, noise tolerance would be improved with
the increase of dimensions [4—6]. We can take advan-
tage of this fact when implementing high-dimensional
quantum-cryptography schemes over noisy links.

Among all photon degrees of freedom, orbital angular
momentum (OAM) of the photon is a promising high-
dimensional resource owing to the inherent infinite number
of topological charge values [7], which are orthogonal to
each other, the ease of measurement, and the fact that
they form a natural Schmidt basis. Photons with more than
10 000-order topological charges of OAM have been real-
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ized in the laboratory, leaving tremendous space for explo-
ration experimentally [8]. Polarization, also known as spin
angular momentum (SAM), is another photon degree of
freedom, and has been well investigated in both the classi-
cal communication realm and the quantum communication
realm. Photons with structured intensity, polarization, and
phase are recognized as structured photons [9], among
which SAM-OAM hybrid states are the most commonly
used. Although progress in harnessing high-dimensional
spatial mode entanglement remains in its infancy [10],
there has been much effort to transmit quantum SAM-
OAM hybrid entanglement states through various media
(e.g., free space [11—13], water [14], and fiber [15,16]) in
different application scenarios.

The nonseparable nature of OAM and SAM makes
them interchangeable [17,18], and thus the preparation
and measurement process of quantum key distribution
(QKD) based on SAM-OAM hybrid states could be
simplified. In the manner of prepare-and-measure QKD,
researchers have achieved free-space high-dimensional
quantum key distribution (HDQKD) by this principle [19].
To bring quantum networks to fruition, transmitting high-
dimensional hybrid states over a kilometer-scale distance,
fibers that support hybrid states are crucial. Achieving

© 2021 American Physical Society
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mode stability in a fiber requires separation of the propa-
gation constants 8, and according to Ref. [20] a waveguide
whose profile mirrors that of the mode itself would be
more suitable for maximizing differential propagation con-
stants §8. The index profile of ring-core fiber (RCF) is
compatible with the donut-shaped OAM fields, which is
beneficial to suppress the unwanted radial higher-order
modes. This simplifies the multiplexing and demultiplex-
ing of the OAM modes, and prevents crossing between
effective indices of modes from different mode groups,
allowing good mode separation. In addition, in comparison
with a mode-division multiplexing system using multi-
mode fibers, fiber-optic OAM multiplexing communica-
tions using RCFs can simplify or even avoid the complex
multiple-input and multiple-output digital signal process-
ing traditionally used to mitigate the mode crosstalk.
In the last decade, optimized design of RCFs has led
to a significant increase in the number of OAM modes
and the length of RCFs in fiber-optic OAM multiplexing
communication systems [21—24]. There are also several
other specially designed fibers that support transmission
of OAM modes, including circular photonic crystal fiber
[25], inverse-parabolic graded-index fiber [26], supermode
fiber [27], and air-core fiber [28,29]. The use of struc-
tured photons to implement QKD in a 60-m vortex fiber
has been demonstrated [15]. Recently, high-dimensional
OAM-entanglement distribution over 1 km of few-mode
fiber [30] and a real-time HDQKD test through a 1.2-
km air-core fiber with negligible mode mixing between
the OAM modes were achieved [16]. These experiments
increase the distribution of high-dimensional quantum
states, attesting OAM as a resource for the future quan-
tum network. However, a major limitation of this approach
is the accessibility of air-core fiber.

In this paper, we demonstrate a proof-of-concept high-
dimensional quantum-cryptography scheme to encode and
transmit SAM-OAM hybrid states through 4- and 25-km
RCFs, which are relatively easy to acquire. We realize it by
preparing and projectively measuring two sets of mutually

Preparation

OAM
mapping

SAM
mapping

Spin-orbit

coupling | Gaussian beam

- B

FIG. 1.

unbiased bases (MUBs) in a four-dimensional Hilbert
space. Mode indistinguishability in time and orthogonal-
ity are conserved throughout the fiber. We test the output
states with two kinds of measuring apparatus. The proba-
bility distribution of the projective measurement after the
fiber is characterized and yields a quantum-bit error rate
(QBER) of up to 4.3% for 4 km of fiber and 16.3% for 25
km of fiber. Our work is a useful advance in the aspects
of information per photon and state-distribution distance,
revealing the feasibility of HDQKD over conventional
RCFs.

II. CONCEPT AND PRINCIPLE

The concept of transmission of high-dimensional quan-
tum states in fiber is illustrated in Fig. 1. The input linearly
polarized Gaussian beam is converted into a different mode
distribution after the spin-orbit-coupling, OAM-mapping,
and SAM-mapping processes. The product of SAM and
OAM superposition states forms the so-called SAM-
OAM hybrid state basis, which fully exploits the photon
degrees of freedom and fiber transmission characteris-
tics. After transmission through the kilometer-scale RCF,
the projective-measurement operations are performed by
another three major processes: SAM measurement, spin-
orbit coupling, and OAM measurement. Afterward, the
detected mode intensity after transmission may indicate
which mode is incoming and its fidelity. All the appara-
tus for the three major processes are not constrained by
what is illustrated in Fig. 1. An apparatus might be able to
perform both spin-orbit coupling and OAM measurement
[e.g., a spatial light modulator (SLM)]. The details of the
setup are given in Sec. II1.

The nonseparable SAM-OAM hybrid states are so-
called vector vortices [31]. The vector-vortex states are the
superposition of OAM modes. Those states on the equator
of the high-order Poincaré sphere [32] are given by
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Concept of transmission of high-dimensional quantum states in RCF.
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where |L) and |R) are the left and right circular polariza-
tion in the form of Dirac notation, respectively, and | £ £)
stands for OAM modes with topological charge +¢. The
key to prepare and measure these states lies in the spin-
orbit coupling; namely, an interaction between SAM and
OAM. There are several approaches to achieving this; for
instance, by metasurfaces [33] or ¢ plates [18,19,34,35],
which we use in this study. A g plate with no phase
retardation has its operator defined by

0(g) = (IL)(R) ® (Z € — 2g) <z|)
l

+ (IR(L) ® (Z [ +2q><e|), (2)

L

where ¢ is the charge of the g plate [36,37]. For a horizon-
tally polarized Gaussian beam |H)|0), the output state after
a g plate is

01) = Q@) 1H)|0) = (IR)2g) + IL)| — 24)) /v/2, (3)

which is a radially polarized vector-vortex state and in
the form of Eq. (1). A vertically polarized Gaussian beam
follows the same rule but yields an azimuthally polarized
vector vortex.

Half-wave
plate

L
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When projected into arbitrary linear polarization with
projection angle o

Ps(ar) = (cosai|H) + sina; | V) (cos ay (H| + sina; (V]),

4)
the state transforms into
R e*ioll )
Ps(a))|Oy) = > (cosa|H) + sinay|V))
x (12g) + €| — 2q)). (5)

The projective state becomes a product state of polarization
and OAM with a factor «; in both fractions. Hence, adjust-
ing the projective angle o gives the ability to manipulate
both SAM and OAM of the photon simultaneously. This
operation, which is the central principle of state generation
in Fig. 2, simplifies the process of preparing and measuring
SAM-OAM hybrid states. To structure two sets of four-
dimensional MUBs, two independent variables are needed.
By application of a unitary transformation of polarization
Ug(ag) to Eq. (5), it transforms into

Us(a2)Ps(e1)|Ox)
e—i()l]

= —5—[cos(az — o) |H) + sin(az — )| )]

x (12g) + 1| —2g)), (6)

FIG. 2. Principle of state
preparation. The Poincaré sphere
presents the transformation of the
states.
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TABLE I. Generation of two groups of MUBs at the input.
State Us(al) Us(az) State Us(otl) Us(O{z)
[Y¥1)(1€:1) 0 0 l#1)(e1)) /4 /4
Y2) (&)  7/2 0 I$2)(g2)) —m/4 w/4
[¥3) (1)) 0 /2 l#3)(gs3)) /4 —n/4
[Ya)(I&4)) /2 /2 |pa(lps)) —m/4  —m/4
where Ug(ag) can be expressed as

A _ f[cosay sin oy
Us(az) = (sinozz — cos az) ’ 0

If we fix ay,ap € {0,7/2} or oy, 00 € {7w/4,—7/4} and
q =1/2, two sets of MUBs, {|v;)} and {|¢;)}, are con-
structed, as shown in Table I. Another two sets of MUBs,
{|&;)} and {|g;)}, can also be constructed in the same way by
fixing ¢ = 1. These four groups of MUBs can be expressed
as

{lY1) = 1H)Y(1) + [ = 1), [¥2) = H)(1) — | = 1)),
[¥3) = N1 = = 1), [Ya) = N1 + 1 = 1)},
{l¢1) = ID)(I1) + il = 1)), |h2) = ID)(|1) —i| = 1)),
lp3) = 1A) (1) —i] = 1)), |¢a) = |A)(I1) +i| = 1))},
®)

{161) = H)(12) + | = 2)),1&) = [H)(12) = | = 2)),

1&3) = M) (12) =1 =2)),184) = [ (12) + | = 2))},

{lor) = ID)(12) +i] = 2)), |lg2) = ID)(12) —i] = 2)),
lp3) = 14)(12) — il = 2)), lea) = 14)(12) +i| = 2))}.

)

II. EXPERIMENT AND RESULTS

The experimental setup is shown in Fig. 3. A
continuous-wave laser (1550 nm) is modulated into pulses
by an intensity modulator (Oclaro 10 Gb/s modulator, with
extinction ratio of 29.2 dB). A variable optical attenuator
attenuates the beam into a coherent state with a low pho-
ton number. The average photon number is about 0.1 per
pulse, which is evaluated at the input of the transmission
line, approximating a single photon state. A single-mode
fiber filters high-order modes out. The beam, after being
aligned into free space by a fiber collimator, is projected on
a polarizer to ensure its horizontal polarization. The ¢ plate
converts the horizontally polarized photons into vector
mode. The half-wave plates (HWPs) and the polarization
beam splitter (PBS) together map photons into modes on
the equator of the high-order Poincaré sphere, as shown in
Fig. 2. The RCF supports vector mode transmission. Two
polarization controllers compensate mode crosstalk. A set
of half-wave plates and a quarter-wave plate (combined

PBS VOA
0f N § | 10—
D¢ 7 > o) N
B HWP2 HWPL QP Pol.  SMF [\
(@ - of}
RCF §A 0 i
M smp SPD
PC : : ;
L QWP
0 N N N wg / SLM
HWP3 HWP4
(d): qwp PBs PBS SPD/
HWP3 HWP4 QP HWP5 SMF |

FIG. 3. Experimental setup of high-order quantum cryptogra-
phy in a RCF. (a) Measurement setup using a SLM for 4 km fiber
transmission. Laser wavelength 1550 nm. (b) Measurement setup
using a ¢q plate for 4 and 25 km fiber transmission. IM, intensity
modulator; M, mirror; PC, polarization controller; Pol., polarizer;
QP, g plate; QWP, quarter-wave plate; SMF, single-mode fiber;
SPD, single-photon detector; VOA, variable optical attenuator.

with a SLM project the incoming photons into different
measurements. The mirror aligns the beam and helps it
be coupled into the single-mode fiber, which leads to a
single-photon detector (Eos4 from Single Quantum).

We use a 4-km RCF to our high-dimensional quantum-
state-distribution system for its easy access and good per-
formance at the lower topological charge of OAM. It is
specially designed for transmission of |¢| = 1,2,3 OAM
modes at 1550 nm. The refractive-index profile of the
fiber is shown in Fig. 4(a). The refractive-index differ-
ence between the ring core and the cladding is An = (n, —
ny)/n; = 0.7786%, in which n; and n, are the refrac-
tive index of the cladding and the ring core, respectively.
Figure 4(b) plots the effective refractive index of different
eigenmodes in this fiber, while the insets show the simu-
lated intensity profiles of these modes. We also test 25 km
of RCF with the same design as a comparison. The simu-
lated and measured (captured by a CCD camera) intensity
distributions of modes after 4 km of fiber transmission are
shown in Figs. 5 and 6, respectively.

The linear polarization operator ]35(01) can be factored
into Pg(0)Ug(ar;). HWP1 functions as the operator Us(err),
and the PBS functions as 135 (0). The product order of these
two factors corresponds to the sequence of devices exactly
in the real world. Similarly, HWP2 works as Ug(az).
Table I lists the states with several projection angles o, o5.
According to Eq. (6), rotating HWP1 changes the projec-
tive angle o, generating orthogonal OAM superposition
states, and rotating HWP2 leads to orthogonal SAM super-
position or polarization states. At the output end of the
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FIG. 4. Fiber information. (a) RCF refractive index versus
radius. (b) Simulated OAM eigenmodes of the fiber and effective
refractive index.

fiber, HWP3 and the quarter-wave plate together com-
pensate the polarization distortion. The SLM is a tunable
polarized phase-control device, so it can be seen as a com-
bination of a PBS, a HWP, and a g plate, which is the main
difference between Figs. 3(a) and 3(b). Because of the tun-
able feature, the SLM is convenient for switching between
diverse modes and performing fine adjustment to align the
beam by programming. As a comparison, the g plate is a
fixed optical component, but it has the potential to be used
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in the high-speed QKD system for its ability of spin-orbit
coupling [16]. Without loss of generality, we test the out-
come states on both platforms. For the measurement setup
based on the SLM, all projective measurements can be
performed with use of HWP4. For the measurement setup
using the g plate, rotating HWP4 and HWPS5, all states can
be measured simultaneously.

According to the Gottesman-Lo-Liitkenhaus-Preskill
formula [4], the secret-key rate can be given by R;(Q) =
log, d — 2h(Q) for a single-photon source with 100%
error-correction efficiency, where Q is the QBER. By
generalizing this formula to higher dimensions, we have
Q) = —(1 — ) log,(1 — 0) — Olog, (0/d — 1), where
d is the dimensionality of the encoding state space. Derived
from the Gottesman-Lo-Liitkenhaus-Preskill formula, a
secure key can be generated only when the QBER is
under a particular threshold value. For two-dimensional
subspaces, the threshold is O3° = 11.0%, while itis Oj° =
18.9% for four-dimensional subspaces. This gives intuitive
insight that high-dimensional quantum cryptography has a
higher tolerance to channel loss.

We perform a four-dimensional BB84 protocol through
4 km of RCF. The probability-of-detection matrices are
shown in Fig. 7. The corresponding QBERs are Q| =
4.3% and Q=pp] = 6.5%, respectively. These results are
from the measurement setup based on the SLM. For the
measurement setup based on the g plate with ¢ = 0.5 and
g =1 we obtain Q =9.4% for ¢ = 0.5 with 4 km of
fiber, Q = 12.5% for ¢ = 1 with 4 km of fiber, and O =
16.3% for g = 1 with 25 km of fiber, whose probability-
of-detection matrices are shown in Fig. 8. All of them
are lower than the threshold value Q;°. Table II gives the
derived secret-key rates.

IV. DISCUSSION AND CONCLUSION

There are a few practical issues that deserve a mention.
In our experiments, we use a weak coherent source, whose
photon statistics are engineered to follow a Poisson distri-
bution with a well-defined probability for the emission of
a single photon, which is a practical and inexpensive way
to probabilistically create single-photon pulses. Although
such a source cannot be used to ensure unconditional secu-
rity against photon-number-splitting attacks, in real-world
deployments these attacks could be mitigated through the
preparation and transmission of decoy states [38]. As an

FIG. 5. Mode fields of
MUBs. (a) MUBs prepared
by a ¢ plate with ¢ =1/2.
(b) MUBs prepared by a ¢
plate with ¢ = 1. The arrows
represent the polarization
orientation.
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alternative, ideal single-photon emitters or heralded pho-
tons can be used as the source, requiring no change to
the proof-of-principle demonstration outlined here. Fur-
thermore, according to the experimental results, states gen-
erated with an ¢ = |1| pattern achieve the best conservation
performance and the lowest QBER. As longer fiber typi-
cally introduces more mode crosstalk and higher ¢ values
suffer more channel loss in this fiber, these results conform
to our current knowledge. The g-plate measurement for
¢ = |2| through 4 km of fiber results in a higher QBER in
comparison with SLM measurement. This is due to slight
misalignment in free-space coupling and fiber coupling.
The higher the QBER is, the more postprocessing required,
such as error correction and privacy amplification, leading
to lower key rates, until the threshold is exceeded where
the channel is considered as unsecured. In our proof-of-
concept experiment, the QBERs of different transmitted
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FIG. 7. Experimental probability-of-detection matrices. (a)

Annotated heat map of the probability-of-detection matrix for
£ = |1] with measured QBER of Q = 4.3%. (b) Annotated heat
map of the probability-of-detection matrix for £ = |2| with mea-
sured QBER of Q = 6.5%.

FIG. 6. Measured intensity
distributions of modes after
the fiber. () MUBs prepared
by a ¢ plate with ¢ = 1/2. (b)
MUBs prepared by a ¢ plate
withg = 1.

states are measured one by one by our rotating the HWPs
and switching patterns on the SLM manually.

In this proof-of-concept experiment, we realize a four-
dimensional quantum-cryptography scheme. These spe-
cially designed RCFs with 14 eigenmodes support OAM
state transmission up to ¢ = |3|. All the states in the
same MUB set are composed of OAM modes from
the same mode group (i.e., £ = |1] in the second mode
group and £ = |2| in the third mode group). Thus, higher
OAM orders should have the same transmission behav-
ior in fibers with a similar design, theoretically. For
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FIG. 8. Experimental probability-of-detection matrices from

the g-plate setup for (a) £ = |1| with 4 km of RCF, (b) £ = |2]|
with a 4 km of , and (¢) ¢ = |2| with 25 km of RCF.
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TABLE II. Measured QBERs and secret-key rates for £ = |1|
and £ = |2|.
SLM measurement g-plate measurement
=11 €=12| €£=|1| £=2| £=|2|
4 km 4 km 4 km 4 km 25 km
QBER (%) 43 6.5 9.4 12.5 16.3
R(Q) 1.347 1.098 0.807 0.515 0.201

an even-higher-dimensional scheme that includes eigen-
modes in a different mode group, mode dispersion will be
a big problem. Because of this, we need to find a way
to compensate the mode dispersion, such as by using an
OAM-mode sorter with another equal-length OAM fiber
to compensate the time delay or by optimizing the fiber
design so that higher-dimensional QKD systems can be
used [16]. Besides, use of an OAM-mode sorter to realize
an actively-stabilizing phase precompensation eliminates
the intermodal dispersion and makes it feasible to trans-
port high-dimensional OAM entangled photons through a
few-mode fiber [30]. Other than its transmission charac-
teristics, some environmental factors, such as temperature
fluctuation and mechanical vibration, that act on the fiber
tremendously influence the phase stability. The former
factor causes a gradual phase drift, while the latter one
changes the coupling condition dramatically. To develop
a long-distance real-time distribution system, technologies
that eliminate phase drift are necessary. A feasible solu-
tion is to deploy a phase-correction program by performing
phase evaluation after a certain time interval, and then
sending adjustment signals to the fiber polarization con-
troller to compensate for phase drift by squeezing the fiber
with a piezoelectric ceramic.

The ¢ plate with specific liquid-crystal alignment can
be used to realize spin-orbit coupling via geometric phase
control. From another perspective, it reveals the nonsepa-
rability between OAM and SAM of vector modes, which is
indeed the OAM superposition state. By taking advantage
of this, OAM-superposition-state manipulation is mapped
into polarization manipulation, which is quite mature, lead-
ing to a relatively lower QBER [14]. The mapping pro-
cedures involve no interferometric structure, significantly
reducing the alignment difficulty but increasing stability.
In the measurement process, the g plate simplifies the setup
and operation as only polarization manipulation is needed.

A SLM is another commonly used projection device.
It is a good option for proof-of-concept experiments [39,
40] on account of the high flexibility of phase control.
Although it has a limitation of the refresh rate, directly
confining the state generation speed [7], we can still take
full advantage of its flexibility and generate various phase
planes without switching any optical component, while
not affecting the validity of the actual scheme. We test

the QBER of the setup based on g-plate measurement for
a 4-km fiber and a similarly designed 25-km fiber (see
Table II). The transmission performance is evaluated for
¢ = |1] and £ = |2] in the same fiber by SLM measurement
as well as g-plate measurement. From comparison of the
results we obtain, it can be found that QBER of £ = |1] is
lower than the QBER of £ = |2| for both setups. A QBER
less than 10% with the g-plate-measurement setup is also
achievable. The QBER for ¢ = |2]| in the 4-km fiber using
g-plate measurement has better performance than in the
25-km fiber. Replacing the SLM-based projection scheme
with an OAM-mode sorter and a multichannel g-plate-
based scheme results in a high-speed measurement system
[16]. Another solution mentioned in Ref. [19], by replac-
ing HWPs with free-space electrical optical modulators, is
not practical yet and needs further development.

In conclusion, we generate two sets of MUBs based
on SAM-OAM hybrid states by harnessing the merit of
spin-orbit coupling and realize the secure transmission of
four-dimensional MUBs over a 25-km RCF. The system
achieves a relatively lower QBER by using the non-
separable feature of SAM-OAM hybrid states and the
transmission characteristics of the RCF. In the scenario
of intracity confidential communication, high-dimensional
quantum fiber networks guarantee superior security, rela-
tively higher bandwidth, and better noise tolerance. Our
work paves the way for improving the performance of
high-dimensional quantum-state distribution with SAM-
OAM hybrid states. Future investigations should include
high-speed real-time quantum-state-distribution realiza-
tion and fiber design that supports higher-order SAM-
OAM hybrid states with more-robust transmission charac-
teristics.
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