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There is a large gap between theory and practice in quantum key distribution (QKD) because real
devices do not satisfy the assumptions required by the security proofs. Here, we close this gap by intro-
ducing a simple and practical measurement-device-independent-QKD type of protocol, based on the
transmission of coherent light, for which we prove its security against any possible imperfection and/or
side channel from the quantum communication part of the QKD devices. Our approach only requires to
experimentally characterize an upper bound of one single parameter for each of the pulses sent, which
describes the quality of the source. Moreover, unlike device-independent (DI) QKD, it can accommodate
information leakage from the users’ laboratories, which is essential to guarantee the security of QKD
implementations. In this sense, its security goes beyond that provided by DI QKD, yet it delivers a secret
key rate that is various orders of magnitude greater than that of DI QKD.
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I. INTRODUCTION

Recent years have witnessed tremendous progress in
the field of quantum key distribution (QKD) [1-3], which
includes the realization of long-distance fiber-based imple-
mentations [4—6], satellite links [7—9], and the deployment
of QKD networks [10—12]. Despite these groundbreaking
results, however, the security of QKD implementations has
not been fully established yet, due to the difficulty of real
devices to satisfy the assumptions required by the security
proofs.

To bridge this pressing gap between theory and prac-
tice in QKD, the ultimate solution is arguably device-
independent (DI) QKD [13—15], because it can guarantee
security without characterizing the internal functioning
of the QKD apparatuses. This is achieved by using a
loophole-free Bell test [16—18] to verify that the two
QKD users (called Alice and Bob) share nonlocal correla-
tions. Importantly, such a test can be evaluated using only
the measurement statistics directly observed by Alice and
Bob, and no characterization of their measurement devices
is required. The main drawbacks of DI QKD are, how-
ever, its impracticability with current technology and its
poor expected performance [19]. Also, security proofs of
DI QKD typically assume that the users’ devices do not
leak any unwanted information to the eavesdropper (Eve),
which might be very challenging to assure in practice. For
instance, Eve might launch a Trojan-horse attack (THA)
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[20-22] to learn Alice and Bob’s measurement outcomes
each given time, or, say, device imperfections like, for
example, the emission of backflash light by their detectors
[23-25] might leak this information to Eve.

Here, we introduce an alternative approach to achieve
implementation security in QKD. It is based on a much
simpler experimental setup than that typically used in DI
QKD. It requires, however, that Alice and Bob perform
some minimal characterization of their setup. Precisely,
they need to estimate an upper bound on a single exper-
imental parameter for each of the pulses sent, being these
parameters related to the quality of their sources. In doing
so, we show that, in contrast to DI QKD, our approach
guarantees security against any possible side channel from
the quantum communication part of the QKD devices,
including any unwanted information leakage about Alice’s
and Bob’s internal settings to Eve. Moreover, our scheme
can be implemented with low detection efficiency detec-
tors, yet can deliver a secret key rate that is various orders
of magnitude greater than that of DI QKD.

The key idea is rather simple. To protect against detec-
tion side channels, which are arguably the Achilles’ heel of
QKD [26,27], we use a measurement-device-independent
(MDI) QKD type of scheme [28]. Indeed, the schematic
of the protocol that we introduce below actually resembles
that of a MDI-QKD variant called twin-field QKD [29—
35]. We remark already here, however, that its secret key
rate scales linearly with the channel transmittance, like the
original MDI-QKD scheme. Note that the secret key rate of
twin-field QKD scales with the square root of the channel
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transmittance. On the other hand, to protect against source
side channels, we combine recent techniques that can effi-
ciently handle all types of device imperfections at the
source [36,37]. They require a minimum characterization
of Alice’s and Bob’s emitted signals, in order to incorpo-
rate this information into the security proof and guarantee
security.

We note that the problem of device imperfections and/or
side channels at the source has been addressed in various
recent works. For instance, state preparation flaws (SPFs)
can be efficiently incorporated into the security analy-
sis by means of the loss-tolerant protocol [5,36,38,39].
Also, discrete phase randomization has been addressed in
Ref. [40]. Moreover, techniques to investigate the problem
of information leakage about Alice’s and Bob’s internal
settings (due to, say, a THA) have been introduced in
[36,41,42]. More recently, methods to analyze the effect of
classical pulse correlations in high-speed QKD have been
presented in Refs. [37,43]. However, none of these works
has simultaneously considered all possible side channels
in a practical QKD implementation, and thus they can-
not guarantee implementation security. In this paper, we
accommodate all of them.

II. PROTOCOL DESCRIPTION

For simplicity, in the protocol description we assume the
ideal scenario where there are no side channels and all the
prepared states are perfect. The presence of side channels
or SPFs is discussed afterwards. That is, the description
below represents an idealized scenario, and, in practice,
Alice and Bob do not necessarily have to generate the
states assumed here. Moreover, we consider the symmet-
ric situation where the set of transmitted states and their
priori probabilities are equal for Alice and Bob. Also, we
assume that the untrusted node Charles, which is required
in MDI-QKD schemes to perform the measurements, is
located in the middle between them. We remark, how-
ever, that the generalization to the asymmetric scenario is
straightforward [44—49]. The setup is shown in Fig. 1.

1. Alice (Bob) sends the state |v), (Jw),) to the
untrusted node Charles with probability p, (p,), where
v,w € T := {o, —a, vac}. In particular, the key state |«)
(]—a)) is a coherent state with amplitude o (—«) and it is
associated with the bit value 0 (1), while the vacuum state
[vac) is used for parameter estimation.

2. If Charles is honest, he causes the incoming pulses
to interfere using a 50:50 beam splitter followed by two
threshold detectors, D, and D,, which are associated with
constructive and destructive interference, respectively. If
his measurement succeeds, which means that only one
of his detectors clicks, Charles announces the measure-
ment outcome 2 € {2, 24}, where Q. (2;) corresponds
to a click event only in detector D. (Dy). Otherwise, he

Charles

~a)
® 9

Alice

), [=a), |vac)

Bob

@), [=a), |vac)

FIG. 1. Graphical illustration of the protocol. In each round,
Alice and Bob each randomly select one state from the set
{la),|—a),|vac)} and send it to Charles, who causes the incom-
ing signals to interfere using a 50:50 beam splitter followed by
two threshold detectors, D, and D;. Here, |@) and |—«) denote
coherent states and |vac) is the vacuum state.

announces the failure event. Besides, if €2, is announced,
Bob flips his bit value.

3. The previous two steps are repeated N times. Next,
Alice and Bob reveal their state choices for all the rounds
in which at least one of them sent the vacuum state.
The bits associated with the remaining rounds declared as
successful by Charles constitute their sifted key.

4. Alice and Bob announce part of their sifted key and
they estimate both the bit and the phase error rates. Finally,
they perform error correction and privacy amplification to
obtain, with high probability, a secret key.

I11. SIDE CHANNELS

As already mentioned, being a MDI-QKD [28] type of
protocol, the scheme above is immune against all detec-
tion side-channel attacks, so below we focus only on the
potential side channels at the transmitters. We begin by
explaining how we describe the emitted states, and then
we move on to the security proof.

For each particular round of the protocol, if Alice and
Bob select, say, the settings v and w, respectively, the joint
state of their transmitted systems @ and b, and Eve’s system
E, can always be written as

|qjv,w>T = I -6, |¢v,w>T + V€vw |¢iw>T’ (1)

where T :=abE, €,, €[0,1], [}, o)y :=1V), @), |T)e
with |t); being a state that does not contain any infor-
mation about Alice’s and Bob’s setting choices for the
current round, and |¢vfw)T is a state orthogonal to |¢, ) ;-
Importantly, as we show below, Eq. (1) represents the
most general description of the transmitted states, which
means that any potential SPF or information leakage about
the internal settings of Alice and Bob can be character-
ized with this equation. This includes active information
leakage due to, say, a THA [20,22,41,42,50], passive infor-
mation leakage due to device imperfections, or both of
them simultaneously. Also, it includes classical pulse cor-
relations, since they can be treated as passive information
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leakage [37], as well as coherent attacks. To see this lat-
ter fact, one can consider the purification of all systems
held by Alice, Bob, and Eve during the protocol. More-
over, we allow all systems held by Eve to jointly interact
with all the optical pulses that have been emitted by Alice
and Bob. Also, we introduce some ancilla systems 44 and
BB for Alice and Bob, respectively, that contain all their
setting information in an entanglement-based picture of
the protocol. Here we use the notation x (x) to encap-
sulate the systems belonging to the particular round (all
rounds already transmitted except the particular round) that
is being considered. In doing so, the entire global system in
the considered round comprises the systems ABabABabE.
Now, if Alice and Bob perform projective measurements
on their ancillas 4 and B to obtain their setting informa-
tion for that particular round (note that systems 4 and B
could have been already measured), it is straightforward to
show that the resulting state for that round can be written
in the form of Eq. (1) by simply redefining the joint system
ABGbE as E. In what follows, we use E to refer to this joint
system ABabE .

To explicitly show that Eq. (1) is indeed the most gen-
eral description of the transmitted states, let |@, ), be an
unnormalized state such that [@, )y = o(V[p{®| W) )7
Note that Eq. (1) holds trivially with €,, =1 if
aVlp(w| ¥, ) = 0. Then, |W, ), can always be written
in the form

|\I"v,w>7' = [v), |w), |§5v,w>E + |Xv,w>]‘a ()

with |X,.); another unnormalized state such that
a(Vlp(wl | Xv0)p = 0. Similarly, for some €, ,, € [0, 1], the
unnormalized state |@, ) ; can always be written as

:\/l_ev,w|T>E+|pr:w>Ea (3)

where |7); is a normalized state that does not depend on
the internal settings of the transmitters and |fvfw) is an
unnormalized state orthogonal to |t)z. Finally, by com-
bining Egs. (2) and (3), one directly recovers Eq. (1) with
o lbt) = [Fva)p + V) )y 1E5,) .

Let us conclude this part by further illustrating the mean-
ing of Eq. (1) with a simple example. For instance, suppose
that there is a THA where |W, ), = [v), @), 1Ay ) g,
with [A, ), the state of the back-reflected light that
carries information about the transmitters’ settings. We
note, however, that |A,,); could also represent any
other type of side channel from the quantum communi-
cation part of the QKD devices, such as, for instance,
passive electromagnetic or acoustic radiation. The state
A, o)y can always be written as a superposition of
the vacuum state and a state |A ), that contains no
vacuum component, ie., |V, ), = A|v), @), |vac)y +
V1=22|v), lw),|A},) . This is so due to inevitable
losses at the transmltters (e.g., produced by material

|9v.0)E

absorption or due to the presence of optical isolators),
which guarantee A > 0. This latter equation is equivalent
to Eq. (1) for |t); = |vac)g.

IV. SECURITY PROOF

To prove the security of the protocol above, we assume
that Alice and Bob know an upper bound on ¢,, for
each round, which is dependent on the previous setting
choices, but no characterization is needed for the side-
channel states |¢‘fw) r in Eq. (1). We remark, however, that

any available information about the states |¢j:a)>r could be
readily incorporated in the security proof described below.
Also, we emphasize that the security proof is valid even if
the states that Alice and Bob generate in the ideal scenario
(i.e., without side channels) are not |v), and |w),, or they
are mixed states, due, for instance, to SPFs. In other words,
[v), and |w), are adopted in Eq. (1) just as a reference for
the state characterization in the experiment.

To calculate a lower bound on the secret key rate of the
protocol, we first need to estimate the phase error rate epy,
which is a key parameter in the complementarity argument
[51]. For this, note that, from Eve’s perspective, any of the
rounds used for key generation in which both Alice and
Bob send Charles key states (i.e., the state |a) or |[—«) in
the absence of side channels) is equivalently described by
a fictitious scenario in which, instead, they first prepare the
entangled state

|\Ijvlr ABT -

Z VzsS2)ap 1 (1) (1) ) 4)

]s 0,1

with {|0,),|1,)} being the computational basis for the
ancilla systems 4 and B, and subsequently they send the
system T to Charles. This equivalence holds because mea-
surements on ancilla systems 4 and B commute with
those on system 7. Note, moreover, that if Alice and Bob
measure the ancilla systems of [W'I") . in the computa-
tional basis, they randomly prepare the four possible joint
key states |W(_1y 4 (—1y5a) 7 (noW including the side chan-
nels) that are sent in the actual protocol. Here, and in
what follows, we consider that j,s € {0,1} when refer-
ring to the virtual states. Now, we can imagine a ficti-
tious virtual scenario where Alice and Bob measure their
ancillas 4 and B in the complementary basis {|0,), 1)},
with |j,) = (1/+/2)[]0.) + (—=1Y |1.)]. In this virtual sce-
nario, the unnormalized reduced density operators of the
transmitted states are given by

& = Trap[lfer 52) (s Sxlas @ Lrl W) (WY | 7], (5)

where 17 is the identity operator acting on 7. We call the
states 6“‘ the unnormalized virtual states, and we write

their normahzed form as UJV;r = |lIJV") (V517
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The phase error rate is then defined as the bit error rate
of the virtual scenario. In the protocol above, a phase error
occurs when Alice and Bob measure either |0,,0,) 5 or
|14, 1x) 45 and Charles announces a successful event (see
Appendix A). This means that

vir yvir vir yvir
po,OY(V)o +p, 1Y¥1
Vll’ 1r
Z ] sY]Vs

; (6)

eph =

where YjVlr is the conditional probability of a success-
ful announcement by Charles given that Alice and Bob
send aj‘”;, and p"” Tr{oj‘f‘;}. Note that, since Alice and
Bob measure thelr ancillas in the complementary basis,
the bit flip operation performed by Bob when Charles
announces a result ©, has no effect in the virtual sce-
nario. The term ), | pV‘j’Yj"‘Ar : Yobs 10 Eq. (6) is equal to
the probability that Charles announces a successful event
and both Alice and Bob send a key state. This quantity is
directly observed in the actual experiment. Thus, to calcu-
late ey, it is enough to estimate the phase error probability
PSS + VIV =

For this, we use the reference technique recently intro-
duced in Ref. [37]. Specifically, we first define, for each
user, a set of qubit states {|Dg), |P_y), | DPyac)} called the
reference states. We have freedom to select the reference
states; however, for the security proof to go through, a
lower bound on |(®, ,||V¥,,)| for each possible combi-
nation of v and w is needed, with |®,,); = |D,), ®
|®,), ® |T)p. That is, the joint reference states |®, ),
should be chosen similar to the original transmitted states
|\, ) 7» Which in practice is equivalent to saying that they
should be similar to the states |¢, ). We remark that the
reference states are never prepared nor sent in the actual
protocol, but they are used here just as a mathematical tool
to find an upper bound on I" that depends on the statistics of
the original transmitted states. In what follows, we omit the
mode subscripts for readability whenever it is clear from
the context.

A natural choice for the set of reference states is given
by {|a), |—a), |vac’)}, where the state |vac’) is the projec-
tion of |vac) onto the qubit space spanned by {|«), |—a)}.
For this, let the orthonormal basis {|0,), [1,), |2,)} satisfy

lar) = 10,),
|—a) = {a|—a) |0 1= [al—a)* 1)
lvac) = (afvac) [0,) +c1 [1o) +c2120) ,

where the coefficients ¢; and ¢, fulfil (—a|vac) =
(—ala)(a|vac) + c1y/1 — |[{a|—a)|? and | (a|vac)|* + |c; |
+c§ =1, and where, without loss of generality, we
assume that ¢, is real. This means, in particular,
that |vac’) = (1//&)[{a|vac) |0,) + ¢ |1,)], with & =
[(ae|vac)|* + |1 .

From the definitions of |¥'7), o ]Vg, p]“;, and Y]Vlsr,

can define analogous states and probabilities |®'1"), o V"lref

s >
f f
lesrlre , and ijlre for the reference states above by sim-

ply substltutlng the actual states |V, ) with the reference
states |®,,) where needed in their definitions [37]. In

particular, the yields Yf; el are defined as

Yyir|ref — Tr[l’jo_yir\ref] , (7)

J S J»Ss

where D is the positive operator-valued measure ele-
ment associated with Charles’ successful announcement.
Now, to estimate I', one can define an analogous quan-

tity for the reference states, namely I'rer := py. lglrengl(r)lref +

v1r|reva1r|ref

Pii , and then quantify the maximum possible

dev1at10n in the measurement statistics between the refer-
ence and actual scenarios. For this, we conveniently define
the operator Dpy, = (|0, 0x)(0y, 05| + [1,, 1) (11, 1:) @ D
and then we use the fact that, for any operator 0 < ) =<
1, and normalized pure states |4) and |R), the following
inequality is satisfied [37]:

8 < VYYr+ /(1= Yy)(1 - Yp). (8)

Here § = [(A|R)|, Y4 = (4] O |4), and Yz = (R|O|R).
From Eq. (8) one can derive the functions

_ [ &), Ye<d
G (Yg,0) = { 1, otherwise, ®
[ 28, Ya=1-8,
G_(Yr,8) = { 0, otherwise, (9

such that G_(Yz,8) < Y4 < G, (Y, ), where g, (¥,8) =
Y+ (1 —8)(1—2Y) +£28,/(1 —8)Y(1 —Y). Further-
more, given YV >Y and 0 <4’ <4, it holds that
G+(YU 8Y) > G, (Y,8). Then, by noting that I' = (¥I|

Dpn WYY and Tyer = (PV7] D |®Vir), an upper bound on
I can be simply obtained as

SLy=:TY,

ref> “vir

r = G+(Fref> vnr) = G+(F (11)

U L _
where TI'); is an upper bound on I'r and &y, =

(/) >, 01 v'1 — €1ya-1ye i a lower bound on
Syir := [(®¥I'|WYI")|. In particular, an upper bound I'Y rof €an
be calculated from all the observed statistics Y, of the
actual states, for v, w € {«, —«, vac}, and from the square
root fidelities between the actual and reference states
(W) 0| Pyvw)| (see Appendix B for a particular expression).

Importantly, it can be shown that 'Y can be written
as a concave function of the observed statistics Y, 1=

(Wl D |V, ) and, therefore, the security of the proto-
col can be easily extended against coherent attacks. We
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refer the reader to Appendix C for further details. Also,
note that in this security proof we consider that Alice and
Bob measure the complementary observable of all their
ancilla systems in the entanglement-based virtual proto-
col. This means that, for each round of the virtual protocol,
the previous setting information is not available and, there-
fore, the state of the current round can be regarded as a
classical mixture of states, each of which is dependent on
the previous settings. Our security proof is valid because
we consider the worst pure state, i.e., the state with an
upper bound on €,, that results in the worst probabil-
ity for the phase error [recall that G (Y,8) < G.(Y,8Y)],
and importantly this upper bound is independent of the
previous settings. Moreover, since we do not exploit the
previous setting information in the security proof, the data
processing in the actual protocol should not depend on it.

Finally, given an upper bound eﬁl = T'Y/Yobs ON €pp, the
asymptotic secret key rate can be written as

R > O[1 — h(ey,) — foh(ew], (12)

where ey is the bit error rate, f, is the error correction
efficiency, and Q is the probability that both Alice and
Bob select a key state and Charles announces a successful
event.

V. EVALUATION

In Fig. 2 we show the secret key rate of the protocol
in the presence of side channels (solid lines). For simplic-
ity, here we set €,,, = € for all v, w € 7, and we optimize
the parameter « for each value of the overall system loss.
In our simulations, we model system loss with a beam
splitter and, also, for simplicity, we disregard any misalign-
ment effect in the channel. Note that, in practice, Alice
and Bob need to maintain phase stability between their
signals, which means that phase locking of remote laser
pulses is required to properly perform the joint measure-
ments at Charles’ station [6,52—55]. In addition, we set the
dark-count probability of Charles’ detectors to py = 1078
to match some recent experiments [52]. Further details
about the channel model and the optimal values for « can
be found in Appendix D.

As expected, the performance of the protocol decreases
when € increases. Also, Fig. 2 shows that, for the channel
model considered, a positive secret key rate is possi-
ble even when € = 107>. Note that € characterizes, for
each state |W, ), the information leakage of both users.
For instance, when € = 1076, our simulation results sug-
gest that Alice and Bob could generate a secret key over
about 14 dB of overall system loss, which corresponds
to a transmission distance of about 50 km when con-
sidering threshold detectors with 44% of detection effi-
ciency [52] and standard optical fibres with loss coefficient
0.2 dB/km. Moreover, we remark that this is achieved

-2

[ e e W)
[Tl

log, R

15 20 25 30 35 40 45
Overall system loss (dB)

FIG. 2. Secret key rate R as a function of the overall system
loss (in decibels) between Alice and Bob for different values
of the parameter € (solid lines). For simplicity, we consider
the symmetric scenario where Charles is located in the middle
between Alice and Bob. The value of « has been optimized for
each system loss value. For comparison, the figure also includes
the secret key rate of a CHSH-based DI-QKD protocol with
parametric down-conversion sources, qubit amplifiers [56], and
photon-number-resolving detectors for two different values of
their detection efficiency 7, (dashed lines) [19]. Given that € is
sufficiently small, the resulting secret key rate of our protocol can
be various orders of magnitude greater than that of DI QKD.

without requiring the use of the decoy-state technique [57—
59] or the use of phase randomized coherent pulses, which
could open additional side channels that Eve might exploit
[41,42,60—62]. Furthermore, we note that Charles’ station
is simpler than those of other MDI-QKD type schemes,
as it only requires two detectors (rather than four) to
distinguish two Bell states [29,63], similar to twin-field
QKD.

For comparison purposes, Fig. 2 also includes the
asymptotic secret key rate of a Clauser-Horne-Shimony-
Holt- (CHSH) [17] based DI-QKD protocol that uses
parametric down-conversion sources and qubit amplifiers
(dashed lines). Here, we consider the use of qubit ampli-
fiers because, otherwise, the achievable distance and rate
of DI QKD would be too poor to have any practical rel-
evance. Precisely, we assume that Alice and Bob use an
entanglement swapping relay [19,56]. This relay includes a
Bell state measurement (BSM) in which independent light
pulses interfere at a 50:50 beam splitter before they are pro-
jected into orthogonal polarization states by means of two
polarizing beam splitters and four detectors. Moreover, to
further enhance the performance of DI QKD, we consider
that all photodetectors both in Alice’s and Bob’s labs,
as well as within the BSM, are photon-number-resolving
(PNR) detectors. We remark that this contrasts with our
protocol, in which we assume the use of threshold detec-
tors. Precisely, we consider two particular values for the
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detection efficiency of all PNR detectors, n; = 98.7% and
na = 97%, and disregard the effect of coupling losses. For
lower values of the detection efficiency, the performance
of DI QKD decreases very rapidly and may result in no
secret ket rate. Importantly, Fig. 2 shows that, even in
this optimistic scenario, the secret key rate of DI QKD
can be various orders of magnitude lower than that of
our protocol above. What is more, as already mentioned
in the Introduction, DI QKD assumes that Alice’s and
Bob’s devices are perfectly isolated from the channel and
there is no unwanted information leakage to Eve. In prac-
tice, however, this might be very challenging to achieve
experimentally, and one expects that the presence of infor-
mation leakage would decrease the resulting secret key rate
even further, though it is unclear how to take information
leakage into account in a security analysis of a DI-QKD
protocol where the devices are uncharacterized.

As a side remark, we also note that if € is sufficiently
small, the tolerance of our protocol against the system loss
becomes comparable to some MDI-QKD protocols that
assume that the transmitted states are characterized pre-
cisely [39,64]. Also, its key rate is greater than that of
the standard MDI-QKD scheme assuming leaky sources
[65], even though this latter work assumes that there are no
SPFs, Alice and Bob apply perfect phase randomization,
and this phase information is not leaked to Eve.

To conclude this part, let us emphasize that the simula-
tions in Fig. 2 assume that Alice and Bob can emit perfect
vacuum signals when € = 0 and we consider side channels
attached to the perfect vacuum states only for simplicity.
In practice, however, due to the finite extinction ratio of
intensity modulators, it might be difficult for Alice and Bob
to generate a perfect vacuum state. Importantly, we note
that very similar results as those illustrated in Fig. 2 can be
obtained if we replace the vacuum signals with sufficiently
weak coherent states (see Appendix E for further details).

VI. DISCUSSION

Our analysis demonstrates that, in principle, it is pos-
sible to incorporate all potential side channels of a QKD
setup into a security proof. This is remarkable, and goes
beyond the current security framework provided by DI
QKD, where one typically assumes the absence of infor-
mation leakage from the users’ devices. Indeed, our result
also has implications in cryptography in general, where a
fundamental open question is whether or not it is possible
(even theoretically) to achieve the Holy Grail of cryptogra-
phy—i.e., information-theoretic security—with a practical
setup. We have simplified this fundamental question to the
problem of upper bounding certain parameters €, , that
concentrate all the potential side-channel information.

We admit however that obtaining an upper bound ¢, ,
might still be a quite difficult task in practice. This is
so because the Hilbert space associated with certain side

channels could, in general, be infinite dimensional. In
this regard, let us emphasize that this difficulty seems
to be unavoidable, and comes from the generality of the
problem. That is, it is not exclusive to the QKD proto-
col introduced in this manuscript or of its security proof.
Indeed, if this important problem did not appear in previ-
ous security analyses of QKD, it is simply because it has
been disregarded so far.

To present a precise method to characterize e, is
clearly important for the field of cryptography, but it is
beyond the scope of this work. Still, we firmly believe
that upper bounding €,, should definitely be far easier
than the alternative of fully characterizing the side-channel
states. In this sense, our protocol and security analysis
represent an important step towards achieving full imple-
mentation security, and it is now the time for theorists to
work together with experimentalists to design efficient and
practical procedures to upper bound these parameters.

VII. CONCLUSIONS

We have introduced a MDI-QKD type of protocol and
we have proven its security against any possible side chan-
nel from the quantum communication part of the QKD
devices, thus closing the large gap between theoretical
security and implementation security in QKD. Our proto-
col represents an alternative solution to that of DI QKD
to achieve implementation security. Moreover, unlike DI
QKD, it can accommodate information leakage from the
users’ laboratories in the security analysis, which is cru-
cial to guarantee the security of the implementations. Also,
our approach employs a much simpler experimental setup,
and can offer a secret key rate that is orders of magni-
tude greater than that of DI QKD with practical signals.
It requires, however, to experimentally estimate an upper
bound on certain parameters that describe the quality of
the sources. These parameters basically account for all
source imperfections and side channels. That is, as long
as such upper bounds are satisfied, the protocol is secure
against any possible side channel from the quantum com-
munication part of the QKD devices. In this regard, our
approach offers a clear path for achieving secure QKD
implementations with high performance.
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APPENDIX A: CHANNEL MODEL

Here we present the expected values for the quantities

Y, » used to estimate the phase error rate. For this, we
J

Yo = (1 —=pa)* exp [-ﬁ( >

2 2

where ¢4 = arg(v) and ¢p = arg(w). The same probabil-
ity given by Eq. (A1) is valid for the case where Charles
observes destructive interference if one takes into account
the bit flip at Bob’s side (which is equivalent to flipping
the phase of w). On the other hand, the bit error rate is
given by

Pa

ehit = . (A2)
1t 2pd + ezﬁWZ _ 1

1. Phase error

Here we sketch how to decide the most convenient
definition of a phase error in this protocol. For this, we
assume the ideal scenario without side channels. This
means that, in the entanglement-based picture, the state
shared by Alice and Bob in the key rounds can be

J

v + |l

+ [vllw| cos(¢y — ¢B)>:|} +pa(1 —pa),

model the loss from Alice (Bob) to Charles with a beam
splitter of transmittance ,/7, i.e., the overall system loss
is equal to 10 log(1/n). We further assume, for simplicity,
that Charles’ detectors have the same dark-count probabil-
ity ps, and we disregard the effect of phase misalignment
introduced by the channel. In this scenario, it can be shown
that the conditional probability that Charles observes a
click in detector D, but not in detector D, given that Alice
and Bob send him the states |v) and |w), respectively, is
given by

— [vle| cos(ds — ¢B)>:|

(AD)

(

written as

9 = 3110:0:) 4 ot @)+ 10: 1) 4 ot =0t}

+11.0.) 45 | =0, &) g + [1212) yp | —0, —t) .
(A3)

The beam splitter at Charles acts on the input modes a and

b as ' — (1/v/2)[¢" +d'] and BT — (1/V2)[¢F — d'],

with ¢ and d the output modes corresponding to construc-

tive and destructive interference, respectively, and where

m' denotes the creation operator on mode . Then, in an

ideal scenario with no loss, the state after the beam splitter

can be written as

(UY) = 1[10.0.) 45 [V 200), + |1:12) 45 | = 200), ]

+ 5110 12) 45 [V 200) g + [1:02) 4 | =V 200), .

(A4)

This means that the state associated with a click in D, and no click in Dy is given by

@2

|We) =

VA e —

n odd

o2
\/1 — 62“2 ,,2:

neven

" 1
Z [(f“) >c] ® —= (10.0.) 45

- [(«/_a)" h}

\/z - |1212>AB)

1
® —=(10:0:) 45 + [1:12) 4),

7 (A5)
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where |n), is the Fock state with n photons on mode c. The
previous state can be approximated, for small o, as

w2

o
V1 — e

o
= —[|0x1x>AB + |1x0x)AB] 02 |1>c

V1= e2?

Similarly, we can obtain exactly the same result for Dy if
we take into account Bob’s bit flip. This indicates that a
phase error should be defined by Alice and Bob as observ-
ing identical outcomes (i.e., either |0,0,) or |1,1,)) in the
virtual scenario.

[10:0:) 45 — [1:12) 45] ® [1),

(A6)

APPENDIX B: DERIVATION OF I'rléf

Here we show how to obtain a simple upper bound on
the quantity I'rr. For this, we first relate this quantity to
the probabilities ¥ el We do so by rewriting the virtual

v1r\ref v1r|ref (1/4) Z kS/ s|v1r a 4 ® ob where
= i >

states o, as o
o and ak are the Pauh operators with i, k € {Z,X,Z} and

the terms Sj SMIr are the Bloch coefficients of the virtual

v1r|ref

states o, Here the Pauli operator oy is not necessary

£
because none of the states O_jv1r|re

Thus, Eq. (7) can be rewritten as

irref __ v S|v1r
Yj\',,s 2 :S qiks

has complex components.
(BI)

where ¢, = (1 /4)Tr[250;’ ® a,f]. With this notation, one
can conveniently write the matrix equation

e = (PY1)TSYq, (B2)
where (P¥")T = (‘)”iélref, 1v11r|ref] SVI' is a 2 x 9 matrix con-

taining the coefficients Sg Olvir (S] 1Y) in its first (second)

row, and q is a column vector containing the quantities Gik-
Moreover, and analogously to Eq. (B1), one can write

Mo = 2S5

(B3)

where the Sl” i denote the Bloch coefficients of the refer-
ence states |®, ,) and the quantities YrGf are their respec-
tive yields. From Eq. (B3), we find another matrix equation
involving q. It reads

Y™ = Sq, (B4)
where Y™ is a column vector containing the yields Yfffu
and Sis a9 x 9 matrix containing the Bloch coefficients of

the reference states |®, ) in its rows. Then, by combining
Egs. (B2) and (B4), one obtains
Fref — (Pvir)TSvirsleref — foijref’ (BS)

where fop; ;= (P¥)TS"'S~! is a row vector. Note that the
matrix S is invertible because it can be written as the tensor
product of two 3 x 3 invertible matrices.

Now, to obtain an upper bound on I',.r, we bound each
term in Eq. (BS) separately. Specifically, we have

e = fobj Yref

=) fli,
v,
S Z fva+(Yl)w: vw)
v,0|fy,0>0
+ Y oG (Yowdl,)
v,0lfy,0<0
rref’ (B6)

where the coefficients f,, are the elements of the vec-
tor fop;, the observed statistics Y, , = (W, | D ¥, .0), and
the terms (Sf’w are lower bounds on &, = [(W, 4| Pyw)l-
To obtain particular expressions for the latter bounds,
we first note that [(W, ,| P, »)| = |\/ 1 — €,,0(Pv0|Pro) +
M(¢iw|d>,,,w)|. Now, the reference states |®,,) can
always be written as

1Dv0) = Gow lPvew) +1/1 = 100l 6,)

where ¢y, = (Py| Dy ) and |<]3Vl’w) is some state orthogo-
nal to |¢, ). Then, §, , can be written as

(B7)

v = VT = €00500 + Veray 1 — 1600250

(B8)

In our particular case, ¢,, depends on the parameter &
defined in the main text. Specifically, ¢, , = & when v =
® = vac, ¢,, = +/& wheneitherw # v = vacorv # o =
vac, and ¢, = 1 otherwise. Thus, a lower bound on §,,,
is straightforwardly given by

S\I;w =V0I—€u60— v Ev.o 1 — |§v,w|2- (B9)
APPENDIX C: SECURITY AGAINST COHERENT
ATTACKS

Here we briefly show that the analysis presented in
the main text can be used to guarantee security against
coherent attacks. For this, note that, for a protocol with
N rounds, Eq. (11) is still valid for each particular round
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n=1,...,N. Also, let us define px to be the probability
that a round is selected for key generation. That is, this is
the probability that in a successful round Alice and Bob
neither select the vacuum states nor the round is chosen
to estimate the bit error rate or the phase error rate. The
probability pi- can be included as a factor on the right-hand
side of Eq. (11), so we obtain an upper bound on the prob-
ability that the round 7 is used for key generation and a
phase error occurs, namely F,(g). That is,

F(n) pICF —pKG+(Frefnﬂ vlr) (Cl)

where TV (Frefn) is an upper bound on the phase error
probablhty of the actual (reference) states in round 7. Then,
by using Jensen’s inequality [66], we obtain

ZPKGJr(Frefn’ vlr)

Sp’CGJr( erefn’5v1r>9

(€2)

due to the concavity of G with respect to its first element.
Now, we can take advantage of the fact that the function
Fr(e]f given in Eq. (36) is also concave with respect to Y, 4,
which, for a particular round n, we denote as Y7, and

again apply Jensen’s inequality, now to (1/N) Y. T'Y
so we have

_erefnz_z vawG'i‘( va 5ﬁ,w)

DPv,oPTv,w
fv w>0

I DI IA CLEESN

Dv pr\v w
o, a)<0

Y
< Z fva)G+ (M, Sﬁ,w)

va,a)pTlv,w

ref,n>

+ vaw(;<%’ vw), (C3)

va,u)pTh) w

where Y” o1 = Y} wPvoDPTve 18 the joint probability that
Alice and Bob send |¥,.»), Charles announces a success-
ful event in round n, and the round is used for parameter
estimation, p, , = pypw, and p7), . is the conditional prob-
ability that the round is used for parameter estimation
given that Alice and Bob send |v) and |w), respectively.
Note that pr),», = 1 if any of Alice’s or Bob’s states is the
vacuum state. Also, we have px =1 — Zv’wpv,wpﬂv,w.

By combining Eqgs. (C2) and (C3), one arrives at the bound

Vel
F(n)<N G -G n v, 5L
Xn: e +[ Zf +<Np»wp7uw e

fv w>0

Yy T
G- (e 6l ). 8
+ Zf (vaprUw VCU) Vll‘}

I, a)<0
(C4)

Importantly, the probability f’ﬁw + could depend on all the
available information up to the nth round. This means that,
with a negligible probability of failure for N — oo, one
can estimate the sums ), f’ﬁ,w,T from the observed num-
ber of successful events within the parameter estimation
rounds where Alice and Bob send |V, ,), namely Np,w,'j’,
by using Azuma’s inequality [67] or Kato’s inequal-
ity [68]. That is, we have vaf; Yy " w7+ Moreover,
Kato’s inequality has already been demonstrated to offer
very tight estimations for reasonable values of N [69], so
we expect that the performance of the protocol should not
be severely affected by finite-key effects.

Finally, it is possible to obtain an estimation on the num-
ber of phase errors, Nph, from the sum ), F(") by again
applymg Azuma’s or Kato’s inequality. That is, we have

Nph & ), F(") with negligible probability of failure when
N — oo.

APPENDIX D: OPTIMAL AMPLITUDE «

Here we show in Fig. 3, for completeness, the optimized
values of the parameter « corresponding to the simulations
shown in Fig. 2 of the main text.

0.12

oo

0.10

0.08

3 0.06

0.04

0.02

0.00 —— ‘ -
0 10 20 30 40 50

Overall system loss (dB)

FIG. 3. Optimal value of « corresponding to the simulations
shown in Fig. 2 in the main text.
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|
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Overall system loss (dB)

FIG. 4. Comparison between the ideal scenario where the third
reference state |y) used by Alice and Bob is a perfect vac-
uum state (Jy|*> = 0) and the case where, instead, such a state
is a weak coherent state (Jy|*> = 107°). As can be observed, the
performance of the protocol is similar in both cases.

APPENDIX E: NONVACUUM INTENSITY

Here we illustrate the effect that the use of imperfect vac-
uum states has on the performance of the protocol. For this,
we consider the secret key rate that Alice and Bob would
obtain when they use the set of states {|«) , |—«) , |y)} with
y € R. That is, this set of states is used in the simulations
to calculate the experimental probabilities Y, , as well as
to define the set of reference states {|&), |—a), |y’)}, with
ly’) the projection of |y) onto the qubit space spanned
by {|a),|—a)}. Note, however, that any |y|*> > 0 could
also be treated as an imperfection and thus it could be
incorporated into the security proof by properly choos-
ing the parameters €, ,. The parameter « is optimized for
each value of the overall system loss, and for illustration
purposes, we evaluate two cases for the intensity |y |*: 0
and 107>, As one can see from Fig. 4, the performance
is very similar in both cases, only slightly lower when
lyI> =107
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